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Abstract—This research uses advances in language
models to propose a novel Long Short-Term Memory
(LSTM)-based network to address the complex problem
of fake news detection, which has historically relied on
the knowledge of professional fact-checkers due to the
inherent uncertainty in fact-checking processes. By
leveraging LSTM's ability to identify long-range
connections in textual data, the suggested model is
especially designed to handle the uncertainty present in
the fake news detection problem. With an astounding
accuracy of 99%, the evaluation is carried out on the
reputable LIAR dataset, a well-known standard for
false news identification research. Additionally,
acknowledging the LIAR dataset's shortcomings, we
present LIAR2 as a new benchmark that incorporates
insightful information from the academic community.
We establish our results as the baseline for LIAR2 by
presenting comprehensive comparisons and ablation
experiments on both LIAR and LIAR2 datasets. By
successfully using the advantages of LSTM architecture,
the suggested strategy seeks to improve our
comprehension of dataset properties and aid in the
development of false news detection techniques.

[. INTRODUCTION

The onset of the digital era has made the Internet an
essential source of news and information, mostly due
to social media. In a world that is changing quickly,
this medium provides fast access to a wealth of
knowledge, promoting global awareness and
connectivity.

But there is a serious risk from the growing amount
of fake news, which is upsetting social order, eroding
media credibility, and endangering democratic
processes [1], [2], [3], and [4]. Studies show that
false information spreads more quickly and has a
greater impact than real news [5, 6, 7]. Differentiating

1JIRT 188960

reliable news sources from dishonest ones is
becoming more and more difficult due to the
sophistication and prevalence of disinformation
efforts [8]. As a result, creating trustworthy and
strong tools and methods for identifying and reducing
fake news is imperative. Fact-checking is particularly
difficult among text-related tasks because of its
intrinsic complexity, which mainly results from
allowing machines to understand complex claims and
make well-informed conclusions regarding their
accuracy is a challenging task.

Fake news is a serious threat because it comes from
extremely intelligent organisations that use a variety
of media, including text, photos, videos, and audio,
and have many different goals and strategies. For
automated false news detection, machine learning
approaches like deep learning have attracted a lot of
interest and have a lot of potential [9], [10], and [11].
But because previous research frequently works in
certain situations, it might be difficult to compare or
extrapolate to other kinds of disinformation. Because
of the complexity of language and the multimodal
nature of fact-checking, automated systems face a
challenging task.

II. OBJECTIVE

This research aims to solve the increasing problems
of false information in digital media by creating a
scalable and efficient fake news detection system
using Long Short-Term Memory (LSTM) networks.
In order to accurately identify between fake and real
news, the main objective is to develop and deploy an
LSTM-based model that can capture contextual
information and long-range dependencies in textual
data. Using the well-known **LIAR dataset**, the

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4976



© December 2025 | IJIRT | Volume 12 Issue 7 | ISSN: 2349-6002

study assesses the accuracy and resilience of the
model to learn how well it works. To further
strengthen model generalisation and broaden the
scope of fake news detection across a wider spectrum
of content, the project also presents **LIAR2**, an
improved version of the LIAR dataset that includes
more varied sources and data.Both datasets are
subjected to comparative and ablation investigations
in order to create a new baseline for next studies in
the area. Through the provision of insightful
information about feature engineering, model
optimisation, and dataset characteristics, this
initiative aims to support the continuous development
of automated false news detection techniques. In
order to effectively counteract misinformation and
rebuild confidence in online information, the ultimate
objective is to develop a scalable, real-time solution
that can be used across several digital platforms.

III. PROBLEM STATEMENT

Fake news and misinformation have become much
more prevalent due to the quick development of
digital media and social media, endangering
democratic institutions, media credibility, and social
harmony. Time-consuming and resource-intensive,
traditional fact-checking techniques that depend on
human expertise find it difficult to keep up with the
vast amount of information being shared online.
Further complicating the task of automatic fake news
detection is the inherent unpredictability and
complexity of comprehending the subtleties of textual
data. Existing deep learning and machine learning
techniques frequently lack resilience when dealing
with ambiguous or context-dependent claims and
struggle to generalise across various forms of
misinformation.

Therefore, a sophisticated, dependable, and scalable
system that can precisely identify fake news in real-
time by successfully capturing contextual clues and
long-range correlations in textual data is desperately
needed. A Long Short-Term Memory (LSTM)-based
deep learning model is used in this study to propose
an improved fake news detection system. The model's
performance and generalisation across a variety of
content sources are further reinforced by the
introduction of a refined LIAR2 dataset.
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IV. EXISTING SYSTEM

A sophisticated hybrid model called CNN-BiLSTM
(Convolutional Neural Network-Bidirectional Long
Short-Term Memory) combines the advantages of
CNN and BiLSTM architectures for sequence-based
tasks  including  sentiment  analysis,  text
categorisation, and, most importantly, the
identification of fake news. This method's idea is to
use CNNs' feature extraction capabilities in
conjunction with BiLSTM's contextual
comprehension. The CNN layer operates as a feature
extractor in a CNN-BILSTM model, first extracting
pertinent features, spatial hierarchies, and local
patterns from the raw input text (typically in the form
of n-grams or word embeddings). CNN's use of
convolutional filters allows it to identify crucial terms
and phrases that could reveal whether a news article
is authentic or fraudulent. Local patterns are
essentially found and amplified by this layer, which
is crucial for spotting textual indicators like odd word
choices or deceptive remarks. The BiLSTM layer
then enters the picture, recognising the text's
sequential structure. A particular kind of Recurrent
Neural Network (RNN) called BiLSTM is able to
better comprehend the context and dependencies
inside a sequence by processing information both
forward and backward throughout the text. The two
LSTMs used by BiLSTM read the text from left to
right and from right to left, respectively, in contrast to
typical LSTMs that only process the sequence in one
direction (from left to right).

Disadvantage of Existing System

» The CNN-BIiLSTM model incorporates several
layers and architectures, which makes its design
and implementation more complex.

» The CNN-BiLSTM model is computationally
costly due to its deep architecture and
requirement for processing large amounts of text
data; additionally, its complexity and large
number of parameters increase the risk of
overfitting, particularly when trained on small or
imbalanced datasets, which reduces the model's
ability to generalise to unseen data.
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V. PROPOSED SYSTEM

In order to detect fake news, this project's suggested
approach combines a Long Short-Term Memory
(LSTM) network with Natural Language Processing
(NLP) techniques. Recurrent neural networks of the
LSTM type are ideal for processing sequential data,
like text, because word associations and context can
extend across great distances. With this method, the
LSTM model picks up on the temporal dependencies
in the text, which helps it identify intricate patterns
and subtleties in context that are essential for
differentiating between authentic and fraudulent
news. Raw text is preprocessed using NLP techniques
to create a structured format that may be used for
model training. This includes tokenisation, stopword
elimination, and the use of word embeddings like
Word2Vec or GloVe to convert words into vector
representations.

The semantic information about words is encoded by
these embeddings, which enables the LSTM to
comprehend word relationships in various settings.
Learning both short-term and long-term dependencies
within the content is crucial for comprehending the
article's overall meaning. The LSTM network
processes the text in a sequential manner. In order to
enhance the detection of fake news, the suggested
approach combines LSTM for sequence modelling
with NLP for feature extraction. Because the LSTM
can extract context from past and future words, it can
identify tiny linguistic patterns that could be signs of
false information.

Advantages of Proposed System

» The LSTM network is able to comprehend
context across long word sequences by
efficiently capturing long-term relationships in
text, which is essential for spotting subtle trends
in bogus news.

» For applications like fake news identification,
where the meaning of a story depends on the
relationships between words and phrases
throughout the entire text, LSTM is very
successful since it excels at processing sequential
data (increased performance on sequential data).
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VI. RELATED WORKS

Information that is misrepresented or presented as
news is referred to as fake news. It includes
misinformation, disinformation, propaganda, and
hoaxes, among other sorts [11]. Although there has
always been misleading information, the term "fake
news" became popular in the 1890s when newspapers
frequently published dramatic stories [24]. The
concept of fake news is still up for debate, though,
and has been widely used to refer to any inaccurate
material that is passed off as news. With the growth
of social media platforms like Facebook, fake news
has proliferated and has the potential to erode
confidence in reliable media coverage, particularly in
political contexts where false information is rarely
present [25]. The definition of fake news, as
summarised below, is purposefully inaccurate or
deceptive information that passes for real news.
Previously, fact-checkers and specialists performed
manual fake news detection [26]. Misinformation
circulated quickly on social media, and the labour-
intensive procedure was unable to keep up. Because
of the rapid spread of fake news, academics have
worked hard to create machine learning (ML)
detection methods. These methods identify patterns
and traits of fake news by using text analysis, natural
language processing (NLP), and other cutting-edge
techniques. The roots of automatic false news
identification can be found in the NLP subfield of
text categorisation. Early research concentrated on
creating classifiers that used textual elements to
differentiate between real and false news stories [27].

VII. METHODOLOGY OF PROJECT

The project's technique uses a systematic approach to
create an effective deep learning model based on
Long Short-Term Memory (LSTM) for detecting fake
news. Data is first gathered from trustworthy sources,
and then textual data is cleaned and preprocessed to
guarantee  high-quality inputs. Text can be
transformed into meaningful numerical vectors while
maintaining contextual relationships by using
Word2Vec embedding. After that, a strong LSTM
model is created to identify long-range dependencies
and sequential patterns in the news content. Standard
datasets are used to evaluate the model once it has
been trained and optimised for high accuracy. Lastly,
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the learnt model is stored for use in practical settings.
To guarantee the scalability and dependability of the
fake news detection system, each step is essential.

VIII. MODULE DESCRIPTION

Data Collection:

Collect news stories from reputable web sources and
publicly accessible databases, such as LIAR, to detect
fake news.

Data Preprocessing:

For additional processing, import the gathered data
into the workspace using Python tools such as
Pandas.

Text Preprocessing:
To get the text ready for embedding, rid it of
stopwords, punctuation, lowercasing, tokenisation,
and lemmatisation.

Word2Vec Embedding:

Convert processed text into intricate vector
representations that capture word context and
semantic linkages.

Model Building (LSTM):
Create and construct a neural network architecture
using LSTM that can learn long-range relationships
from sequential text data.

Model Training:

Utilise metrics such as accuracy, precision, and recall
to assess the model's performance, and adjust
hyperparameters to improve outcomes.

Model Evaluation and Optimization:

For later deployment and real-time inference in
applications, save the trained and optimised model in
H5 format.

IX. ALGORITHM USED IN PROJECT

Long Short-Term Memory (LSTM) networks and
Natural Language Processing (NLP) approaches are
combined in the suggested false news detection
system to address the issue of spotting fake news. By
separating the news items into tokens, eliminating
stopwords, and lemmatising words to their root
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forms, this method preprocesses the text using natural
language processing (NLP). By eliminating
unnecessary  information, these  preprocessing
processes make sure the model concentrates on the
text's key elements. The suggested system's
fundamental component is the LSTM network, a
recurrent neural network (RNN) type that works well
with sequential input, such as text.

Because LSTM can identify long-term dependencies
in data, it can comprehend the context of a news story
by taking into account the complete word sequence
rather than just individual words, which is different
from standard neural networks. In the detection of
fake news, when the meaning of an item depends on
comprehending the entire context rather than just
certain words, this is very helpful. Using LSTM for
sequence modelling and NLP for feature extraction,
the system is able to identify patterns and correlations
in the text that reveal whether a news piece is
authentic or fraudulent. The model learns to identify
particular linguistic patterns that are frequently
present in fake news, such as the use of deceptive
language or deviations from accurate facts.

X. DATA FLOW DIAGRAM

Dataset

Data Preprocessing (NLP)

Feature Extraction

LSTM and Model Training

Classification Real or Fake

Fig: 1 Flow Diagram
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XI. SYSTEM ARCHITECTURE
Word Embading using Moae‘sveazmuznlg
'Meé";fe . H Ewcec‘,ﬁg‘r::(:cmv

Training the model

Database Data Preprocessing

Fig: 2 SYSTEM ARCHITECTURE OF PROJECT

XII. RESULT ANALYSIS

Fake News Detection

Chart Analysis

Fake News Detection Ple Chart

0 FAKE
0 REAL

60%

Fig: 3 Chart Analysis

The chart presents the overall distribution of fake and
real news instances detected by the model.
Approximately 40% of the articles are classified as
fake, while the remaining 60% are identified as real.
This distribution highlights the model’s capability to
distinguish between misleading and authentic
content. The proposed NLP and LSTM-based
approach classification
performance, ensuring reliable detection through

demonstrates  strong

effective text analysis.
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Feature Usage Comparison Between Existing and Proposed Systems

Existing System (CNN + Bi-LSTM + Fuzzy
Features Used Logic) Proposed System (NLP + LSTNﬁ
Textual Features (News Content) [ EEEFEEEENNENN I
(100%) | [
Speaker Name I %)
Subject / Topic I %)
Speaker's Job / Party I ) %)
Speaker's Historical Credibilty [ 0% %)

Fig: 4 Feature Usage Comparison

The existing system incorporates multiple feature
types, including textual content, speaker identity,
topic, job or political affiliation, and credibility
scores. Because it depends heavily on external
metadata, its performance is influenced by the
availability and reliability of such information, which
is often incomplete or inconsistent. In contrast, the
proposed system relies exclusively on textual
features, utilizing NLP techniques combined with an
LSTM-based architecture. By removing the need for
metadata, the model becomes simpler, more efficient,
and less prone to errors arising from missing or
biased external information. Overall, the results
demonstrate that a purely text-based approach is
sufficient for effective fake news detection, proving
that linguistic and contextual patterns within the news
content itself provide strong discriminatory
capability.

XIII. FUTURE ENHANCEMENT

The project's future developments can concentrate on
enhancing the system's precision, scalability, and
flexibility. The use of multimodal data, including
pictures, videos, and social media metrics, in addition
to text is a crucial area that needs work. Analysis of
these components could give more context and
increase the detection accuracy of fake news, which
frequently uses spectacular headlines or deceptive
images. Pre-trained models, like as BERT or GPT,
can capture subtleties and complex linguistic patterns
that standard models can overlook, therefore
employing them could be another improvement. This
would enhance overall performance and enable the
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system to handle text more efficiently. Inequality of
data must also be addressed. Real-time detection is
another crucial objective for the system. When the
model is optimised for real-time false news detection,
predictions may be made as soon as news stories are
published, which makes the system more useful in
the real world. Incorporating explainable Al (XAI)
approaches like SHAP or LIME could also increase
transparency by enabling the model to provide an
explanation for its predictions, which would help
viewers comprehend the rationale behind a news
article's classification as true or fake. Additionally,
the system would be more beneficial if it were
expanded to handle more languages, enabling it to
identify bogus news in various linguistic and cultural
situations. Integrating social media data for user
interaction analysis—including shares, likes, and
comments—could yield important information about
how credible news stories are.

XIV. CONCLUSION

To sum up, this study addresses a crucial problem in
the current digital era by showcasing the power of
combining NLP approaches with sophisticated
models like LSTM for fake news identification.
Utilising contextual awareness and text-based
features, the system can recognise patterns that
differentiate authentic news from fraudulent, making
it an effective weapon against disinformation. When
compared to conventional techniques, the accuracy of
the suggested system's analysis of news articles is
enhanced by its capacity to use both feature
extraction and sequence modelling. But the research
also identifies areas that need to be improved in the
future, such adding explainable Al techniques to
increase model transparency, improving real-time
detection capabilities, and integrating multimodal
data. Further improvements and modifications, such
multilingual support and continual learning, will
enable the system to adjust to new difficulties as fake
news keeps changing, guaranteeing its continued
applicability in the continuing battle against false
information. In the end, this research advances the
field of false news identification by providing a basis
for further investigation and the creation of more
reliable, scalable methods.
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