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Abstract—As privacy regulations expand globally,
organizations continue to struggle with compliance
despite significant investments in legal and governance
frameworks. This paper argues that these failures are
not primarily regulatory or procedural, but
architectural in nature. Focusing on data mapping as a
core systems-engineering challenge, the study analyses
enforcement outcomes under the EU General Data
Protection Regulation (GDPR), California’s Consumer
Privacy Act and Privacy Rights Act (CCPA/CPRA),
and Brazil’s Lei Geral de Protecao de Dados (LGPD).
Across  jurisdictions, compliance  breakdowns
consistently arise from limited data visibility within
complex, distributed, and continuously evolving
information systems.

The paper demonstrates that conventional compliance
tools like static documentation, spreadsheet-based
inventories, and periodic audits, are technically
incompatible with modern data architectures built on
cloud platforms, microservices, analytics pipelines, and
third-party integrations. These tools fail to capture
runtime data behaviour, resulting in systemic blind
spots that undermine security controls, rights
execution, and accountability mechanisms.

Extending these findings to India’s Digital Personal
Data Protection Act (DPDP Act), the paper reframes
privacy compliance as a design problem in systems
engineering. It proposes an innovative, cost-aware
architectural framework that embeds automated data
mapping, telemetry, and policy-as-code into enterprise
systems. By treating data mapping as a continuous
control plane rather than a compliance artifact, the
framework enables scalable, resilient, and
economically sustainable privacy compliance for
digital enterprises.

Index Terms—Data Mapping; Privacy Compliance
Architecture; Digital Personal Data Protection Act
(DPDP); Data Governance and Accountability;
Continuous Compliance Systems
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I. INTRODUCTION

Data mapping has emerged as the operational
substrate of contemporary privacy law compliance,
underpinning virtually every substantive obligation
imposed by modern data protection regimes. While
statutory frameworks such as the European Union’s
General Data Protection Regulation (GDPR), the
California Consumer Privacy Act (CCPA), and
Brazil’s Lei Geral de Prote¢do de Dados (LGPD)
articulate obligations in terms of consent, purpose
limitation, security safeguards, and enforceable data
subject rights, each of these requirements
presupposes a far more basic capability: an accurate,
continuously updated understanding of what
personal data an organization holds, where that data
resides, how it flows across systems, and under
whose control it is processed. Without such
visibility, legal compliance becomes performative
rather than functional [29]

In regulatory practice, “knowing where the data
lives” precedes and conditions every downstream
compliance  activity. =~ Consent cannot be
meaningfully operationalized if organizations
cannot trace how collected data propagates across
internal systems and external processors. Purpose
limitation collapses where data reuse occurs in
undocumented pipelines or inherited legacy
environments.  Security  obligations  become
speculative when organizations lack awareness of
dormant databases, shadow IT systems, or residual
datasets retained beyond their stated purpose. Most
critically, rights such as access, deletion, and
correction depend on the ability to locate and act
upon all relevant data associated with a data subject
within statutory timelines [46]. Data mapping,
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therefore, is not a peripheral governance exercise but
the technical precondition for enforceable privacy
rights.

Despite this centrality, regulatory enforcement
experience under GDPR, CCPA, and LGPD
demonstrates a persistent mischaracterization of data
mapping as a documentation problem rather than an
architectural one. Organizations have frequently
approached compliance by producing static Records
of  Processing Activities, spreadsheet-based
inventories, or policy documents that bear little
resemblance to live data environments. Enforcement
actions and litigation, however, consistently reveal
that compliance failures originate not in the absence
of paperwork but in fragmented system
architectures, poorly governed integrations, and
opaque data flows across vendors, affiliates, and
legacy platforms [5] [14]. In this sense, data mapping
failures are better understood as symptoms of deeper
design and systems governance deficits.

The consequences of this misalignment are
increasingly severe. Under GDPR, deficiencies in
data mapping have manifested as violations of
accountability, integrity, and security obligations,
often attracting substantial administrative penalties
and follow-on civil claims. In California, the
inability to trace data disclosures, particularly to
third-party advertising and analytics technologies,
has translated into regulatory settlements and
expanded class-action exposure under the CCPA’s
private right of action. LGPD enforcement similarly
emphasizes demonstrable control and traceability of
processing activities, reinforcing the notion that
accountability without technical visibility is illusory
[1].

Against this background, the Indian Digital Personal
Data Protection Act (DPDP Act) presents both a
regulatory challenge and a design opportunity.
India’s scale, reliance on heterogeneous legacy
systems, and extensive use of data processors
significantly amplify the risks already observed in
other jurisdictions. This paper therefore seeks to
extract transferable lessons from GDPR, CCPA, and
LGPD enforcement experience and to propose
future-proof data mapping and system design
frameworks tailored to Indian Data Fiduciaries. The
central argument advanced is that sustainable DPDP
compliance will depend less on replicating foreign
compliance artifacts and more on re-engineering
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data architectures to embed visibility, traceability,
and accountability as continuous operational
controls.

II. CONCEPTUAL FOUNDATIONS - DATA
MAPPING IN LAW AND SYSTEMS

2.1 Legal Definition vs. Technical Reality

In positive law, data mapping is most explicitly
articulated through documentation obligations such
as the Record of Processing Activities (RoPA) under
Article 30 of the GDPR and Article 37 of Brazil’s
LGPD. These provisions require controllers to
maintain structured records identifying categories of
personal data, purposes of processing, recipients,
retention periods, and cross-border transfers [39].
From a legal perspective, RoPAs function as
accountability instruments. They provide regulators
with an auditable representation of how personal
data is processed within an organization.

In practice, however, these legal records often
diverge sharply from the technical reality of
enterprise data environments. RoPAs are typically
static artifacts (spreadsheets, documents, or
governance tools) that capture declared processing
activities at a point in time. Modern data ecosystems,
by contrast, are dynamic and continuously evolving,
characterized by distributed cloud infrastructure,
microservices, data lakes, third-party APIs, and
inherited legacy systems. Empirical studies of
GDPR implementation consistently show that
organizations struggle to reconcile these static
compliance artifacts with the actual behaviour of live
systems, particularly where data flows span
jurisdictions or involve multiple processors [42];
Voss 2019).

This mismatch produces a structural compliance
gap. While RoPAs are legally necessary, they do not,
by themselves, reveal how data propagates through
interconnected systems, how transformations alter
data sensitivity, or how access controls operate in
real time. As a result, organizations may appear
compliant on paper while remaining unable to
demonstrate effective control over data flows,
security, or rights execution. Scholars therefore
increasingly frame RoPAs as a starting point, not a
substitute, for technical data flow visibility [31] [39]
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2.2 Data Mapping as a Continuous Control; Not a
One-Time Exercise

A more accurate conceptualization treats data
mapping as a continuous operational control aligned
with the full data lifecycle: collection, storage,
transformation, sharing, retention, and deletion.
Each stage introduces distinct compliance and risk
considerations, from lawful basis at collection to
storage limitation and secure erasure at end of life.
Static inventories rapidly decay as systems change,
rendering one-off mapping exercises insufficient in
environments characterized by agile development
and continuous integration.

Information management literature predating
modern privacy laws already emphasized that
defensible data governance depends on maintaining
up-to-date  inventories linking systems, data
stewards, and custodians [2] [43]. Contemporary
privacy scholarship extends this insight by
demonstrating that accountability under GDPR,
LGPD and CPRA presupposes ongoing traceability
rather than episodic documentation. Automated
audit trails, event aggregation, and semantic models
for maintaining registers of processing activities
illustrate emerging approaches to sustaining data
maps as living systems rather than static records [18]
[37]

From a risk management perspective, continuous
data mapping enables earlier detection of policy
violations, undocumented data reuse, and security
misconfigurations. Studies on continuous controls
monitoring show that embedding telemetry and
automated evidence collection into operational
systems significantly reduces reliance on manual
attestations while improving the reliability of
compliance signals [25] [32]. In this sense, data
mapping operates as an infrastructural control layer
that links legal accountability requirements to
technical system behaviour.

Conceptually, therefore, data mapping should be
understood not as a compliance deliverable but as an
enduring governance capability. Privacy regimes
increasingly reward demonstrable, system-level
accountability, making continuous, architecture-
embedded data mapping a prerequisite for credible
compliance under GDPR, LGPD, CPRA, and, by
extension, India’s DPDP Act.
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ITII. GDPR AND THE COLLAPSE OF LEGACY
VISIBILITY

3.1 Structural Causes of Data Mapping Failure

The GDPR experience across Europe demonstrates
that data mapping failures are rarely caused by the
absence of formal compliance programs; rather, they
emerge from structural conditions embedded in
enterprise information systems and organizational
design. One persistent cause is the continued
operation of legacy systems, particularly those
inherited through mergers and acquisitions. Post-
acquisition integration often prioritizes business
continuity over forensic data discovery, leaving
inherited databases, backups, and authentication
stores insufficiently documented or governed. Over
time, these environments evolve into undocumented
processing chains that fall outside formal Records of
Processing Activities, creating what regulators
increasingly describe as “shadow data” estates [20]
A second structural driver is the proliferation of
shadow IT and cloud sprawl. As organizations
decentralize data processing through SaaS
platforms, analytics tools, and outsourced
processors, data flows become opaque even to
central compliance and security teams. Empirical
research in governance, risk, and compliance
management shows that documentation quality
deteriorates as system complexity increases,
particularly where manual updates and fragmented
ownership models prevail [41]. Data governance
scholarship has long warned that weak control over
metadata, access decisions, and lifecycle
management results in systemic data quality and
visibility failures, even where formal policies exist
[27].

Organizational factors amplify these technical
weaknesses. Studies of real-time data utilization and
continuous improvement consistently identify
leadership gaps, unclear accountability, and
insufficient learning structures as barriers to
effective data control [38] [40]. Where data
governance is treated as a compliance overlay rather
than an operational discipline, data mapping
degrades rapidly as systems change, teams
reorganize, and new integrations are introduced.
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3.2 Enforcement Signals from Regulators and Courts
European regulators have increasingly signalled that
data mapping failures manifest as substantive GDPR
infringements rather than minor administrative
defects. Under Article 32, enforcement actions now
focus not merely on breach outcomes but on the
absence of comprehensive technical oversight across
the entire data lifecycle. Early precedents, such as
the German Federal Commissioner’s sanction
against Knuddels, established that storing sensitive
credentials in clear text constituted a proactive
security failure, independent of demonstrable harm.
The implicit expectation was that controllers must
know where sensitive data resides and how it is
protected across all systems [3].

More recent ICO enforcement reinforces this
position. In LastPass UK Ltd, the Commissioner
imposed a £1.2 million penalty after attackers
exfiltrated personal data from a backup database,
despite the presence of strong encryption for primary
vaults. The decision explicitly highlighted failures in
managing secondary and backup systems
(repositories frequently omitted from manual data
maps) demonstrating that Article 32 obligations
apply uniformly across production, archival, and
contingency environments [21]. Similarly, the £14
million penalty against Capita plc emphasized that
long-standing deficiencies in technical and
organizational measures exposed large volumes of
personal data to lateral movement and exfiltration
over several years, underscoring that prolonged
invisibility of data estates aggravates regulatory
severity [22]

Failures in data mapping also surface prominently in
the enforcement of data subject rights under Articles
15-17. Regulators have shown diminishing
tolerance for organizations that cite system
complexity or data volume as reasons for delayed or
incomplete responses. In its enforcement notice
against South Wales Police, the ICO found that the
inability to locate personal data across disparate
systems resulted in only 29 percent of subject access
requests being answered within  statutory
timeframes, constituting a direct violation of Articles
12 and 15 [23]. These cases signal that the capacity
to “locate and act” on personal data is now treated as
a core compliance obligation rather than an
operational aspiration.
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Accuracy and integrity failures under Article 5(1)(d)
further illustrate the linkage between data mapping
and substantive harm. High-profile cases, including
sanctions against public authorities using outdated or
improperly governed datasets for automated
decision-making, demonstrate that controllers bear
responsibility for ensuring that data flows feeding
such systems are current, verified, and traceable.
Where mapping fails to track data provenance and
currency, regulators increasingly view the resulting
errors as systemic rather than incidental.

3.3 Litigation Risk Beyond Breaches

Beyond administrative enforcement, European
jurisprudence reveals an expanding litigation risk
associated with poor data hygiene. Courts have
recognized that non-material harm (such as anxiety,
loss of control, or fear of misuse) can arise from
administrative data failures even in the absence of
confirmed third-party access. This doctrinal shift
reframes data mapping as a litigation risk control,
not merely a regulatory best practice.

UK courts, in particular, have endorsed the view that
inaccurate records, misdirected communications, or
undocumented retention can give rise to
compensable harm where individuals reasonably
fear adverse consequences. As a result, failures
traditionally characterized as “back-office errors”
now operate as triggers for collective actions and
director-level liability. The prosecution of a care-
home director for obstructing a subject access
request illustrates that courts are prepared to pierce
the corporate veil when the inability (or refusal) to
locate data appears wilful or reckless [23].

Taken together, European enforcement and litigation
experience demonstrates that a missing or outdated
data map is rarely penalized in isolation. Rather, it
becomes a force multiplier that transforms security
lapses, rights failures, and accuracy defects into
high-tier infringements under Article 83. The GDPR
record thus confirms that legacy invisibility is not a
transitional challenge but a structural liability with
escalating regulatory and judicial consequences.
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IV. CCPA / CPRA: DATA MAPPING UNDER
CONSUMER-RIGHTS PRESSURE

4.1 Mapping Failures and Rights Execution
Breakdown

The California Consumer Privacy Act (CCPA), as
strengthened by the California Privacy Rights Act
(CPRA), places consumer rights execution at the
centre of compliance. Unlike the GDPR’s
accountability-first ~ architecture, the CCPA
operationalizes compliance through enforceable,
time-bound consumer actions like opt-out, delete,
and access, which function as real-time tests of an
organization’s data visibility. In practice, failures to
honour these rights are rarely caused by legal
ambiguity; rather, they arise from routing failures
within fragmented data ecosystems.

Opt-out and deletion requests expose whether
organizations can trace personal information across
first-party systems, analytics platforms, and third-
party advertising networks. Empirical enforcement
experience shows that many organizations treat these
requests as front-end workflows, handled through
web forms or consent banners, while backend data
flows remain opaque or unmanaged. The result is
partial compliance: requests are acknowledged, but
underlying data continues to be shared or retained
because systems cannot “see” all processing
locations [5].

The Global Privacy Control (GPC) mechanism has
become a particularly powerful stress test for data
mapping maturity. GPC transmits a universal opt-out
signal via browser headers or JavaScript properties,
bypassing site-specific consent interfaces. In the
landmark Sephora settlement and subsequent actions
such as Healthline Media, the California Attorney
General emphasized that failure to honour GPC
constitutes an unlawful “sale” or “sharing” of
personal information [5] [44]. Technically, these
violations occur when backend systems fail to
propagate the GPC signal to downstream processes,
allowing third-party pixels and SDKs to continue
transmitting data. From a systems perspective, GPC
enforcement demonstrates that consumer rights
under CPRA are not policy artifacts but executable
controls that require end-to-end data flow awareness.
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4.2 Security Without Breach: Expanding Liability
Surface

A defining feature of CCPA/CPRA enforcement is
the expansion of liability beyond traditional breach
scenarios. While the statute provides a private right
of action primarily for security incidents, courts and
regulators have increasingly interpreted
“unauthorized disclosure” to include routine data
flows to third parties when those flows are
insufficiently governed or disclosed. This shift has
profound implications for data mapping.

Modern websites and mobile applications routinely
embed third-party pixels, cookies, and advertising
SDKs that transmit granular behavioural data. When
these integrations are poorly mapped or
misunderstood, organizations may unintentionally
disclose sensitive inferences, such as health
conditions, financial distress, or location patterns,
without explicit consent. Recent enforcement
actions against digital media and health-adjacent
platforms illustrate that sharing URL paths, page
titles, or event metadata can constitute the disclosure
of sensitive personal information when it enables
downstream profiling [5].

From a technical standpoint, these cases reflect
misconfigured data flows rather than malicious
intent. Data mapping failures arise because
organizations lack tooling to continuously inspect
what data is actually transmitted by embedded
technologies  at  runtime.  Static  vendor
questionnaires or contractual representations prove
insufficient when SDK behaviour changes
dynamically or varies by user context. Research on
automated data integration and schema matching
underscores that heterogeneous systems with
evolving schemas require continuous, machine-
assisted mapping to maintain accurate visibility [6]
[33]. Without such mechanisms, organizations
operate under false assumptions about what data is
shared, creating latent compliance risk even in the
absence of a breach.

4.3 Economic Implications: Multiplicative Risk
Amplifiers

The economic consequences of data mapping
deficiencies under CCPA/CPRA are substantial and
nonlinear. Statutory damages for security incidents
range from $100 to $750 per consumer per incident,
creating immediate class-action exposure when large
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datasets are involved. Where mapping failures result
in the exposure of secondary or “shadow” databases,
such as analytics repositories or backup systems, the
scale of potential liability increases exponentially.
Beyond  single-state  penalties, California
enforcement now functions as a catalyst for multi-
state regulatory action. The emergence of
coordinated privacy enforcement among states such
as Connecticut, Colorado, and Virginia means that a
mapping failure identified in a California sweep can
trigger parallel investigations and settlements across
jurisdictions. The 2025 GPC enforcement actions
illustrate how a single technical deficiency (failure
to route an opt-out signal) can cascade into multi-
million-dollar liabilities across multiple regulatory
regimes [44]

From a governance perspective, data mapping
deficiencies act as multiplicative risk amplifiers
rather than isolated control failures. Each unmapped
data flow increases the probability that consumer
rights will be violated, sensitive inferences will be
disclosed, or security controls will be misapplied.
Continuous audit and monitoring research
demonstrates that organizations relying on periodic
assessments systematically underestimate these
compounding risks, whereas automated, integrated
mapping frameworks enable earlier detection and
remediation [8].

Industry responses increasingly reflect this
realization. Leading technical strategies emphasize
automated discovery of third-party technologies,
SDK introspection, and the integration of consent
signals directly into the data plane. Rather than
treating privacy as a presentation-layer function,
advanced architectures enforce privacy decisions at
middleware and API levels, ensuring that opt-out
and deletion requests propagate across internal and
external systems in real time. Conceptually, this
mirrors approaches in other domains (such as high-
definition mapping in autonomous systems) where
continuous updates are essential to prevent rapid
degradation of accuracy in dynamic environments
[13].

In sum, the California experience demonstrates that
consumer-rights-centric privacy laws transform data
mapping from a compliance documentation task into
a real-time operational control. Under CPRA,
organizations are judged not on the elegance of their
disclosures but on their ability to execute consumer
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intent across complex data ecosystems. Mapping
failures therefore translate directly into regulatory
penalties, litigation exposure, and escalating
compliance costs.

V. LGPD: MAPPING CHALLENGES IN
HYBRID PUBLIC-PRIVATE ECOSYSTEMS

5.1 LGPD’s Accountability = Model and
Documentation Burden

Brazil’s LGPD adopts accountability (prestacdo de
contas) as a central organizing principle, requiring
controllers and operators not only to comply with
statutory obligations but also to demonstrate such
compliance  through  governance  structures,
documentation, and risk management practices.
Unlike earlier sectoral privacy norms in Brazil, the
LGPD explicitly internalizes compliance costs
within organizations by obligating them to maintain
evidence of lawful processing, risk assessments, and
decision-making rationales [24] [50]

Article 37 of the LGPD requires controllers and
operators to maintain records of processing
activities, a provision widely interpreted as a
functional equivalent of the GDPR’s Record of
Processing  Activities.  Brazilian  scholarship
emphasizes that these records serve as instruments
of governance rather than mere formalities, enabling
organizations to identify risks, assign responsibility,
and demonstrate conformity to supervisory
authorities  [17]. However, the LGPD’s
accountability model introduces ambiguity in hybrid
processing arrangements where responsibilities are
shared among multiple actors. Distinguishing the
respective obligations of controllers and operators,
particularly in outsourced IT, cloud services, and
public—private partnerships, remains a persistent
challenge, complicating the creation of
comprehensive and accurate data maps.

The documentation burden is further intensified by
the LGPD’s emphasis on demonstrable decision-
making, such as legitimate interest assessments and
data impact reports. These requirements presuppose
a granular understanding of data flows, purposes,
and risks across organizational boundaries.
Empirical studies indicate that while large
enterprises may absorb these demands through
formal compliance programs, smaller organizations
and public entities often struggle to operationalize
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accountability due to limited resources and
fragmented system ownership [9] [51]

5.2 Sectoral Challenges

Data mapping difficulties under the LGPD are
particularly pronounced in sectors characterized by
dense data exchanges and legacy administrative
practices. Financial services and
telecommunications, long subject to sector-specific
regulation, operate complex data infrastructures
involving credit reporting, fraud detection, customer
profiling, and regulatory reporting. Prior to the
LGPD, these sectors relied on overlapping legal
regimes, such as consumer protection and credit
information laws, that permitted extensive data
sharing with limited transparency. The introduction
of LGPD accountability obligations requires these
organizations to reconcile entrenched practices with
new documentation and purpose limitation
standards, exposing gaps in data inventories and
processing records [6] [12]

Government digitization platforms present an even
more complex landscape. Brazil’s digital
government initiatives aim to promote efficiency and
interoperability across public services, yet they
operate within administrative cultures historically
characterized by broad discretion and limited
transparency. Legal analyses of public-sector LGPD
implementation highlight resistance rooted in
concerns that data protection requirements hinder
policy execution and innovation [10]. Nonetheless,
compliance with the LGPD obliges public
institutions to perform process mapping and
explicitly identify what personal data is processed,
for what purposes, and under which legal bases -
requirements that challenge legacy practices of
informal data sharing across agencies.

Informal data exchanges and undocumented
processing purposes further complicate mapping
efforts. Survey-based research indicates that while
many Brazilian organizations report adherence to
purpose limitation and controlled sharing,
significant variation exists in how these principles
are operationalized, particularly where data flows
are embedded in routine operational practices rather
than formal systems [6]. In such contexts, data may
circulate through emails, shared spreadsheets, or ad
hoc integrations that escape formal documentation,
undermining the integrity of Article 37 records.
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5.3 Lessons for Emerging Economies

The Brazilian experience illustrates why partial data
mapping often leads to selective compliance.
Organizations tend to prioritize documenting high-
visibility systems or externally audited processes
while leaving peripheral or informal data flows
unmapped. This selective approach creates an
illusion of compliance that satisfies internal
checklists but fails under regulatory scrutiny when
incidents or complaints arise. Comparative analyses
of LGPD implementation consistently note that
accountability mechanisms lose effectiveness when
documentation is incomplete or disconnected from
operational realities [11] [24]

Enforcement asymmetry further exacerbates these
challenges. The Brazilian National Data Protection
Authority (ANPD) has adopted a gradualist
enforcement posture, emphasizing guidance and
capacity-building in the law’s early years. While this
approach supports institutional learning, it also
generates regulatory uncertainty, particularly for
organizations operating across public and private
domains. Firms may delay investments in
comprehensive data mapping, anticipating uneven
enforcement or sector-specific leniency, thereby
entrenching structural visibility gaps.

For emerging economies, the LGPD underscores
that accountability-based privacy regimes cannot
succeed through formal documentation alone.
Effective data mapping requires alignment between
legal obligations, organizational governance, and
technical system design. Low-cost compliance tools
and simplified documentation frameworks, such as
those proposed for micro and small enterprises, offer
partial relief but do not eliminate the need for
coherent data governance models [51]. Ultimately,
Brazil’s experience suggests that emerging
economies implementing comprehensive data
protection laws must address the socio-technical
conditions that produce informal data practices,
legacy fragmentation, and shared responsibility
ambiguity. Without such alignment, accountability
risks becoming symbolic, reinforcing selective
compliance rather than genuine control over
personal data.
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VI. COMPARATIVE SYNTHESIS: WHY DATA
MAPPING FAILS ACROSS JURISDICTIONS

Across jurisdictions as diverse as the European
Union, California, and Brazil, data mapping failures
exhibit remarkably consistent patterns. These
failures do not stem primarily from weak legal
standards or lack of regulatory clarity, but from a
structural mismatch between how data protection
laws conceptualize accountability and how modern
information systems actually operate. This section
synthesizes cross-jurisdictional evidence to explain
why data mapping failures persist despite escalating
enforcement pressure.

6.1. Common Failure Patterns

Documentation Divorced from Runtime Systems
The most pervasive failure pattern is the growing
separation between compliance documentation and
live system behaviour. Organizations routinely
maintain inventories, registers, or records that
describe intended data processing, while operational
systems evolve independently through software
updates, query changes, and new integrations.
Research on automated lineage and provenance
demonstrates that even minor changes, such as
updates to SQL queries or dashboard logic, can
render documentation obsolete almost immediately
if updates are not captured programmatically [19].
Studies in computational provenance reinforce this
point. Manual or declarative documentation fails
precisely because it does not observe execution.
Runtime tracing, by contrast, captures what actually
happened through system calls, file I/O, and data
transformations, producing lineage graphs that
reflect real data flows rather than policy abstractions
[16]. The absence of such runtime instrumentation
explains why regulators repeatedly discover
unmapped databases, orphaned backups, and
undocumented data reuse during investigations.
Human factors compound this technical gap.
Empirical research on information systems adoption
shows that users frequently develop workarounds
(manual synchronization, parallel file structures, or
ad hoc data sharing) to compensate for perceived
system rigidity, further distancing real practices from
formal documentation [7]. In healthcare and other
high-complexity domains, this misalignment
produces “information fissures,” where data is
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recorded in multiple places under different
assumptions, making holistic mapping effectively
impossible [36]

Legal Teams Operating Without Systems Telemetry
A second recurring failure arises from the
institutional separation of legal compliance
functions from technical observability. Legal and
privacy teams are often tasked with interpreting
regulatory obligations, purpose limitation, retention,
lawful basis, without access to system-level
telemetry that would allow those obligations to be
verified operationally. Systematic reviews of legal
technology adoption show that compliance improves
only when legal taxonomies are directly connected
to data dictionaries, lineage maps, and stewardship
workflows, enabling legal concepts to be encoded
into system behaviour [26].

Without telemetry, compliance assessments rely on
interviews, attestations, and policy reviews rather
than evidence derived from system execution. By
contrast, research on information flow audit and
continuous compliance monitoring demonstrates
that  telemetry-driven  approaches, capturing
provenance, access events, and data movement, to
allow retrospective and real-time verification of
legal compliance based on observed behaviour, not
declared intent [25] [35]. The absence of such
instrumentation leaves legal teams effectively blind
to violations until regulators or litigants surface
them.

Over-Reliance on Manual Inventories and
Questionnaires

The third failure pattern is continued dependence on
manual inventories, surveys, and questionnaires to
identify data assets and processing activities. While
these methods offer low upfront cost, they do not
scale with system complexity or rate of change.
Early data lineage research identified the lack of
automated tracking as a core reason why
organizations cannot reliably reconstruct how data is
derived or transformed, forcing reliance on
incomplete manual metadata creation [4]

More recent work confirms that manual inventories
consume disproportionate time and degrade rapidly,
particularly in  large  organizations  with
heterogeneous systems [15]. Advances in automated
discovery, using machine learning to identify
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personal data in unstructured sources or to infer
relationships across systems, demonstrate that
automation is not optional but necessary to maintain
comprehensive maps over time [28] [33]. Where
manual processes persist, mapping remains partial,
selective, and ultimately unreliable.

6.2 Why Traditional Compliance Tools Are
Insufficient

These failure patterns explain why traditional
compliance tools consistently underperform in
modern data environments. Spreadsheet-based
RoPAs and inventories are static by design, lacking
the capacity to reflect continuous data movement or
transformation. Research on spreadsheet governance
shows that such tools are rarely engineered with the
rigor applied to core enterprise systems, despite their
use in high-risk compliance contexts [49]

Similarly, annual or periodic audits are increasingly
misaligned with real-time data processing. Audit
scholarship  notes that in  data-intensive
environments, point-in-time assessments detect
failures months after they occur, long after
remediation could prevent harm or enforcement
escalation [30] [45]. As data volumes and velocities
increase, governance models that rely on episodic
reviews become structurally obsolete.

Finally, vendor-centric visibility, where
organizations rely on representations from
individual technology providers rather than
observing data itself, creates blind spots across
integrated ecosystems. Data governance research
shows that effective compliance requires data-
centric visibility that follows information across
systems, transformations, and custodians,
independent of vendor boundaries [47]. Adaptive
governance frameworks increasingly advocate for
automation, real-time analytics, and continuous
monitoring to enforce policies dynamically rather
than retroactively [34].

Taken together, cross-jurisdictional evidence
demonstrates that data mapping fails not because
organizations lack awareness of legal obligations,
but because traditional compliance instruments are
structurally incapable of representing dynamic,
distributed data ecosystems. Effective data mapping
therefore requires a paradigmatic shift, from
documentation as an artifact to mapping as a
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continuously maintained, system-embedded control
layer.
VII. EXTRAPOLATING CROSS-
JURISDICTIONAL DATA MAPPING FAILURES
TO INDIA’S DPDP ACT

The comparative analysis demonstrates that data
mapping failures across jurisdictions arise from
structural mismatches between static compliance
instruments and dynamic data ecosystems. These
failures are not jurisdiction-specific; they are
systemic. When extrapolated to India’s Digital
Personal Data Protection Act (DPDP Act), the same
failure modes are likely to surface, potentially at
greater  scale, wunless data mapping s
reconceptualized as a core architectural control
rather than a governance afterthought.

India’s DPDP Act adopts an accountability-oriented
framework that, while less prescriptive than the
GDPR in its documentation requirements, implicitly
assumes continuous data visibility. Obligations
relating to purpose limitation, data minimization,
accuracy, breach notification, grievance redressal,
and processor oversight all presuppose that Data
Fiduciaries can reliably trace personal data across
collection points, internal transformations, third-
party disclosures, and retention states. As
comparative experience shows, when such visibility
is absent, organizations default to selective
compliance: policies exist, registers are prepared,
but operational data flows remain opaque.

7.1 Why Global Failure Patterns Will Recur Under
DPDP

The Indian compliance environment exhibits all
three failure patterns identified earlier. First,
documentation divorced from runtime systems is
likely to intensify due to India’s heterogeneous IT
landscape. Large enterprises and government-linked
platforms operate legacy databases alongside cloud-
native services, analytics pipelines, and outsourced
processing. Without automated lineage capture,
documentation will decay rapidly as systems evolve,
reproducing the European and Californian
experience of “paper compliance” disconnected
from execution [16] [19]

Second, legal and compliance teams operating
without systems telemetry poses a particular risk
under DPDP. Indian Data Fiduciaries are expected to
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respond to Data Principal requests, manage consent
withdrawals, and demonstrate security safeguards,
yet these functions are often institutionally separated
from engineering and infrastructure teams.
Comparative evidence shows that without telemetry-
driven evidence like provenance logs, access traces,
and flow graphs, legal interpretations cannot be
operationalized or verified [26] [35]

Third, over-reliance on manual inventories and
questionnaires is likely to persist, especially among
mid-sized firms and public-sector entities seeking
low-cost compliance. However, global evidence
consistently demonstrates that manual mapping
scales poorly, creates blind spots, and collapses
under continuous system change [15] [28]. Under
DPDP, such blind spots would directly impair breach
response, rights fulfilment, and processor oversight.
These patterns suggest that DPDP compliance costs
will be architectural rather than legal. The question
for regulators and boards is therefore not whether
data mapping is required, but how it must be
designed to avoid systemic failure.

7.2 A Systems Architecture Blueprint for DPDP
Compliance
Drawing on the comparative synthesis, the
implementation can be operationalized into a four-
layer architectural blueprint for sustainable DPDP
compliance.

Layer 1: Runtime Data Visibility (Foundational
Layer)

At the base of the architecture is automated, runtime
data visibility. This layer captures data lineage,
provenance, and access events directly from
operational systems like databases, APIs, file stores,
and SaaS platforms. Techniques such as SQL
parsing, event tracing, and information flow audit
enable organizations to observe how personal data
actually moves, transforms, and is disclosed, rather
than relying on declared workflows [16] [35]. For
regulators, this layer defines the evidentiary
substrate of accountability.

Layer 2: Data-Centric Mapping and Classification
(Control Layer)

Above runtime visibility sits a data-centric mapping
layer that classifies personal data, associates it with
purposes, retention rules, and legal bases, and links
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it to systems and processors. Unlike vendor-centric
inventories, this layer follows data across
boundaries, enabling end-to-end visibility even in
outsourced or federated environments [47] [48].
Automated discovery and machine-learning-based
identification of personal data are essential here to
reduce reliance on manual inventories [28]

Layer 3: Policy-as-Code and Continuous Controls
(Execution Layer)

The third layer translates DPDP obligations into
executable controls. Consent signals, purpose
limitations, retention schedules, and access
restrictions are enforced programmatically through
middleware, APIs, and workflow engines.
Continuous monitoring replaces annual audits by
producing time-stamped, immutable evidence of
control effectiveness, aligning compliance with real-
time system behaviour [25] [45]. For boards, this
layer converts regulatory risk into observable
operational metrics.

Layer 4: Governance, Oversight, and Assurance
(Assurance Layer)

The top layer integrates legal oversight, risk
management, and reporting. Dashboards draw
directly from lower layers, ensuring that RoPA-like
records, risk assessments, and regulatory disclosures
are automatically synchronized with runtime reality.
This eliminates the chronic lag between system
change and compliance documentation observed
globally [19] [30]. Regulators benefit from
standardized, machine-verifiable evidence, while
organizations gain defensible assurance.

7.3 Implications for Regulators and Boards

For Indian regulators, this blueprint suggests a shift
from evaluating the existence of documentation to
assessing the architecture of visibility. For boards, it
reframes DPDP compliance as a capital allocation
decision including investing in data observability
and automation early to reduce long-term
enforcement, litigation, and remediation costs.

The comparative record is unequivocal. Jurisdictions
that treated data mapping as a static compliance
artifact incurred escalating penalties, operational
disruption, and reputational harm. India’s DPDP
regime presents an opportunity to avoid these
outcomes by embedding data mapping into system

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 290



© January 2026 | IJIRT | Volume 12 Issue 8 | ISSN: 2349-6002

design from the outset. Failure to do so will not result
in isolated documentation gaps, but in systemic
compliance breakdowns identical to those already
observed globally.

VIII. COST-AWARE ARCHITECTURAL
STRATEGIES FOR DPDP COMPLIANCE

A central lesson emerging from global privacy
regimes is that the dominant cost of compliance does
not arise from legal interpretation or policy drafting,
but from architectural misalignment. Under India’s
Digital Personal Data Protection Act (DPDP Act),
organizations that treat compliance as a
documentation exercise will experience escalating
marginal costs as data volumes, processing
complexity, and regulatory scrutiny increase. By
contrast, cost-aware architectural strategies can
transform DPDP compliance from a recurring
operational expense into a durable control capability.

8.1 From Compliance Spend to Architectural
Investment

Traditional compliance programs externalize costs
through periodic audits, manual inventories, and
consultant-led assessments. While these approaches
may satisfy early regulatory expectations, they
generate compounding costs over time because each
system change, vendor addition, or new processing
purpose requires re-documentation. Comparative
evidence from GDPR and CCPA enforcement
demonstrates that such “rebuild compliance” models
are financially unsustainable in  dynamic
environments [30] [45].

Cost-aware DPDP compliance instead treats data
mapping, monitoring, and enforcement as shared
infrastructure services embedded within enterprise
architecture. Upfront investments in automation,
telemetry, and integration reduce long-term
compliance costs by eliminating repeated manual
effort and minimizing the likelihood of high-impact
enforcement actions. This reframing is particularly
relevant for India, where organizations operate at
scale and often across federated public—private
ecosystems.

8.2 Architectural Levers for Cost Containment
Automated Discovery over Manual Enumeration.
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Manual data inventories consume disproportionate
resources while producing incomplete results.
Automated discovery, using strategies like pattern
recognition, metadata analysis, and machine
learning to identify personal data across structured
and unstructured sources, reduces both labour costs
and error rates. Research consistently shows that
automated lineage and discovery systems
outperform manual questionnaires in accuracy and
sustainability, especially as systems evolve [28] [48]

Runtime Telemetry as Evidence, Not Afterthought.
Embedding telemetry into data pipelines, APIs, and
access layers enables continuous evidence
generation for DPDP obligations such as security
safeguards, purpose limitation, and rights fulfilment.
This approach replaces periodic audit preparation
with ongoing compliance readiness, lowering both
internal audit costs and external advisory spend [25].
Importantly, telemetry-driven evidence scales
linearly with system growth, whereas manual
compliance scales exponentially.

Policy-as-Code to Reduce Human Mediation.
Encoding consent rules, retention schedules, and
access controls directly into middleware and
workflow engines reduces reliance on human
judgment at execution time. Policy-as-code
minimizes compliance drift, lowers training costs,
and reduces the risk of inconsistent application
across teams or systems. Studies on continuous
monitoring demonstrate that automated control
enforcement  significantly lowers exception-
handling and remediation costs compared to policy-
based oversight alone [45]

8.3-Tiered Compliance Architecture Based on Risk
A cost-aware DPDP strategy recognizes that not all
data and processing activities carry equal risk.
Boards and regulators should expect organizations to
adopt tiered architectures that allocate controls
proportionate to risk exposure.

High-risk processing, such as large-scale profiling,
sensitive personal data, or cross-border transfers,
should be subject to enhanced lineage tracking,
stricter access controls, and real-time monitoring.
Lower-risk processing can rely on lighter-weight
controls and periodic verification. This approach
aligns with risk-based governance principles and
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avoids the inefficiency of uniform controls applied
indiscriminately across all data assets [34].
Crucially, tiering must be data-centric rather than
system-centric. Cost efficiencies arise when controls
follow data sensitivity and use, not organizational
charts or vendor boundaries.

8.4 Shared Services and Reuse Across Compliance
Domains

One of the most effective cost-containment
strategies is reuse. Data observability, lineage
tracking, and access monitoring implemented for
DPDP compliance also support cybersecurity,
financial audits, fraud detection, and operational
resilience. Research on continuous auditing
frameworks shows that integrating compliance
monitoring with existing risk and assurance
functions dramatically improves return on
investment [8].

For Indian enterprises, particularly those subject to
sectoral regulation (banking, telecom, insurance),
shared  compliance  infrastructure  reduces
duplication across regulatory regimes. For public-
sector entities, shared services models, where core
data visibility capabilities are centralized, can
significantly lower per-agency compliance costs
while improving consistency.

8.5 Avoiding the High-Cost Failure Modes
Cost-aware architecture is ultimately defensive.
Global enforcement patterns show that the most
expensive DPDP failures will not be minor
documentation gaps but systemic breakdowns like
inability to locate data during grievances, breaches
in unmapped systems, or uncontrolled processor
disclosures. These failures trigger not only
regulatory penalties but also remediation programs,
litigation exposure, and reputational damage, costs
that dwarf preventive architectural investments.
Comparative  experience  demonstrates  that
organizations often underestimate these downstream
costs because they are probabilistic rather than
immediate. However, once enforcement matures,
such risks materialize rapidly and at scale.

8.6 Strategic Implications for Boards and
Policymakers

For boards, DPDP compliance should be evaluated
as an architectural risk decision rather than a legal
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line item. Capital allocation toward data
observability and automation produces declining
marginal compliance costs over time, while
underinvestment guarantees rising costs and
regulatory fragility.

For policymakers and regulators, encouraging
machine-verifiable compliance evidence and
architecture-driven  accountability can lower
enforcement costs and improve supervisory
efficiency. The DPDP regime thus has an
opportunity to shape compliance behaviour toward
sustainable, cost-aware system design rather than
retrospective documentation.

In sum, cost-aware DPDP compliance is achieved
not by minimizing investment, but by investing in
the right architectural layers those that convert
compliance from a recurring expense into an
enduring organizational capability.

IX. CONCLUSION AND POLICY
IMPLICATIONS

This paper sets out to examine data mapping not as
a peripheral compliance task, but as the structural
substrate upon which modern privacy law is
operationalized. Across the FEuropean Union,
California, and Brazil, regulatory experience
demonstrates a consistent pattern: privacy failures
attributed to consent, security, accuracy, or rights
fulfilment almost invariably trace back to an
inability to see, trace, and control personal data as it
moves through complex systems. Data mapping
failures are therefore not clerical oversights; they are
architectural breakdowns.

The comparative analysis shows that traditional
compliance instruments like static registers,
spreadsheet-based inventories, periodic audits, and
vendor-centric  disclosures are  structurally
misaligned with real-time, distributed data
environments. As systems evolve continuously
through software updates, cloud migrations,
analytics pipelines, and third-party integrations,
documentation decays faster than organizations can
maintain it. Regulators have responded by treating
the consequences of invisibility (unhonored rights,
unsecured secondary data, inaccurate automated
decisions) as substantive violations, often triggering
the highest tiers of enforcement.
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When extrapolated to India’s Digital Personal Data
Protection Act (DPDP Act), these findings carry
particular weight. The DPDP framework adopts an
accountability-oriented model that presumes
demonstrable control rather than formalistic
compliance. Although the Act is less prescriptive
than the GDPR in its documentation mandates, its
substantive obligations (purpose limitation, data
minimization,  security  safeguards, breach
notification, grievance redressal, and processor
oversight) cannot be fulfilled without continuous
data visibility. The absence of explicit RoPA
requirements does not reduce mapping obligations;
it merely shifts them from form to function.

The core conclusion of this paper is therefore
straightforward but consequential: the true cost of
privacy compliance is architectural, not legal.
Organizations that treat DPDP compliance as a
documentation exercise will experience escalating
marginal costs, enforcement fragility, and litigation
exposure as enforcement matures. Conversely,
organizations that embed data mapping into system
design, through automation, telemetry, and policy-
as-code, convert compliance into a durable control
capability with declining long-term costs.

9.1 Policy Implications for Regulators

For regulators, the findings suggest a necessary
evolution in supervisory focus. Enforcement
experience across jurisdictions indicates that
evaluating the existence of documentation is a weak
proxy for compliance quality. Instead, supervisory
attention should shift toward assessing the
architecture of data visibility: whether organizations
can demonstrate, through machine-verifiable
evidence, how personal data 1is collected,
transformed, shared, retained, and deleted in
practice.

Encouraging architecture-driven accountability has
two benefits. First, it improves regulatory efficiency
by reducing reliance on narrative explanations and
manual audits. Second, it incentivizes firms to invest
in sustainable compliance infrastructure rather than
short-term  documentation  fixes.  Regulatory
guidance that recognizes automated lineage,
telemetry, and continuous controls as valid
compliance evidence can accelerate this transition
without lowering substantive standards.
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9.2 Policy Implications for Boards and Senior
Management

For boards and senior executives, the implications
are equally material. DPDP compliance should be
framed as a strategic risk and capital allocation
decision, not a routine legal expense.
Underinvestment in data observability creates latent
liabilities that materialize abruptly through
enforcement actions, breach remediation programs,
and rights-based litigation. By contrast, early
investment in automated mapping, runtime
monitoring, and integrated governance reduces long-
term compliance volatility and protects enterprise
value.

Boards should therefore demand assurance not
merely that policies exist, but that systems are
instrumented to enforce and evidence those policies
continuously. Metrics such as time-to-fulfil data
principal requests, percentage of data assets under
automated lineage, and coverage of processor data
flows are more meaningful indicators of compliance
resilience than the completion of annual audits.

9.3 Policy Implications for System Architects and
Designers

For architects and engineering leaders, the findings
underscore that privacy compliance is now a core
non-functional system requirement, comparable to
security, availability, and resilience. Designing
systems without native support for data traceability,
access logging, and purpose enforcement
externalizes compliance costs and creates
downstream re-engineering risk. The comparative
record shows that retrofitting visibility into live
systems is significantly more expensive than
embedding it at design time.

The architectural blueprint articulated in Sections 6—
8 demonstrates that compliance and efficiency are
not in tension. When data mapping is automated and
data-centric, it supports not only regulatory
obligations but also operational analytics, security
monitoring, and audit readiness. Privacy-by-design
thus becomes not a constraint on innovation, but an
enabler of scalable, trustworthy data use.

9.4 Final Synthesis

The global trajectory of privacy enforcement reveals
a decisive shift away from formal compliance
artifacts toward operational accountability. India’s
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DPDP Act enters this landscape at a critical moment.
By learning from the systemic failures observed
under GDPR, CCPA/CPRA, and LGPD, India has
the opportunity to avoid repeating a cycle of

documentation-heavy,

architecture-light

compliance.

The ultimate lesson is not jurisdiction-specific. In
modern digital systems, you cannot govern what you
cannot see. Data mapping is therefore not a
supporting compliance function. It is the control
plane of privacy law. Organizations and regulators
that recognize this reality will achieve more durable
compliance at lower long-term cost. Those that do

not will discover, belatedly, that privacy failures are
rarely caused by ignorance of the law, but by
blindness within the system.

(1]

(2]

(3]

IJIRT 189850

REFERENCES

Auth0. Preparing for Brazil’s Data Protection
Law: LGPD (General Personal Data
Protection Law). 2021.
https://assets.ctfassets.net/2ntc334xpx65/2sT
wSLI9lkgowy5Jyd3Q1HA/d4f75918e4e7290
221a99a86139c9ef1/Auth0-WP-LGPD-
Brazil-Data-Protection-Laws.pdf
Balachandran, Bobby. "5 steps to
compliance: building an automated data map:
with  electronically stored information
duplicated and scattered across the enterprise,
organizations benefit from creating a data
map that identifies what information exists,
where it is stored, and what policies govern
it--particularly when facing litigation. Using
automation tools to create the data map is the
most effective way to keep it evergreen.”
Information Management Journal, vol. 43,
no. 6, Nov.-Dec. 2009, p. 40. Gale Academic
OneFile,
link.gale.com/apps/doc/A234999697/AONE
Tu=anon~f2cf33f&sid=googleScholar&xid=
950adb12

BfDI (Federal Commissioner for Data
Protection and Freedom of Information).
2018. Knuddels Administrative  Fine

Decision. Germany.
https://www.econstor.eu/bitstream/10419/27
3338/1/185234007X.pdf

(4]

(6]

(7]

(8]

(11]

Bose, Rajendra, and James Frew. 2005.
“Lineage Retrieval for Scientific Data
Processing: A Survey.” ACM Computing
Surveys 37 (1): 1-28.

California Department of Justice. 2022.
Attorney General Announces Settlement with
Sephora as Part of Ongoing CCPA
Enforcement. Sacramento.
https://oag.ca.gov/news/press-
releases/attorney-general-bonta-announces-
settlement-sephora-part-ongoing-
enforcement

Canedo, Edna Dias, Vanessa Coelho Ribeiro,
Ana Paula de Aguiar Alarcdo, Lucas
Alexandre Carvalho Chaves,
Nicholas Reed, Féabio Lucio Lopes
Mendonga, and Rafael T. de Sousa Jr. 2021.
“Challenges Regarding the Compliance with
the General Data Protection Law by Brazilian
Organizations: A Survey.” In International
Conference on Computational Science and Its
Applications, 438—453. Cham: Springer.
Capra, Robert, Emily Vardell, and Kathy
Brennan. 2014. “File Synchronization and
Sharing: User Practices and Challenges.”
Proceedings of the ASIS&T 51 (1): 1-10.
Codesso, Mauricio Mello, Paulo Caetano da
Silva, Miklos A. Vasarhelyi, and Rogério
Jodo Lunkes. 2018. “Continuous Audit
Model: Data Integration Framework.”
Revista Contemporanea de Contabilidade 15
(34): 144-157.

da Costa, Maressa Pontes, and Stella Maris
Lima Altoé. 2025. “Compliance with Brazil’s
General Data Protection Law (LGPD): An
Examination among
Accounting Professionals.” Revista
Catarinense da Ciéncia Contabil 24: 1-25.
de Carvalho, Luis Bernardo. 2023. “Data
Protection and Public Institutions in Brazil:
New  Challenges, Old Administrative
Practices.” Administrative Law Review.

de Lucena, Beluze Andrade, I. V. B. W.
Neves, Juliana Barbosa de Alcantara, Maria
Emilia Camargo, and Aprigio Teles
Mascarenhas Neto. 2024. “Systematic
Review in the Implementation of the General
Data  Protection Law in

Johann

of Determinants

Brazil.”

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 294



[12]

[13]

[14]

[15]

[16]

[17]

(18]

IJIRT 189850

© January 2026 | IJIRT | Volume 12 Issue 8 | ISSN: 2349-6002

Multidisciplinary Studies: Management and
Legal Sciences, 20

Doneda, Danilo, and Laura Schertel Mendes.
2013. “Data Protection in Brazil: New
Developments and Current Challenges.” In
Reloading Data Protection, 3—20. Dordrecht:
Springer.

Elghazaly, Gamal, Raphaél Frank, Scott
Harvey, and Stefan Safko. 2023. “High-
Definition Maps: Comprehensive Survey,
Challenges, and Future Perspectives.” IEEE
Open Journal of Intelligent Transportation
Systems 4: 527-550.

European Data Protection Board. 2020.
Guidelines 07/2020 on the Concepts of
Controller and Processor in the GDPR.
Brussels.https://www.edpb.europa.cu/system
/files_en?file=2023-
10/EDPB_guidelines 202007 controllerpro
cessor_final en.pdf

Fenz, Stefan, Josef Heurix, and Thomas
Neubauer. “How to Increase the Inventory
Efficiency in Information Security Risk and
Compliance Management.” In Proceedings of
the Twenty-Third European Conference on
Information Systems (ECIS 2015), Miinster,
Germany. Association for
Systems (AIS) eLibrary,
https://doi.org/10.18151/7217311
Frew, James, Dominic Metzger, and Peter
Slaughter. 2008. “Automatic Capture and
Reconstruction of Computational
Provenance.” Concurrency and Computation
20 (5): 485-496.

Garbaccio, Grace Ladeira, and Flavia
Lubieska N. Kischelewski. 2024.
“Governanga ¢ Boas Praticas na Lei Geral de
Protecdo de Dados por Meio da
Conformidade, da Gestdo de Riscos e da
Accountability.” Revista Brasileira de
Estudos Politicos 128

Gongalves-Ferreira, Duarte, Mariana Leite,
Catia Santos-Pereira, Manuel E. Correia,

Information
2015.

Luis Antunes, and Ricardo Cruz-Correia.
2018. “HS. Register An Audit-Trail Tool to
Respond to the General Data Protection
Regulation (GDPR).” In Building Continents
of Knowledge in Oceans of Data, 81-85. IOS
Press.

[19]

(20]

(21]

[22]

(23]

(24]

[25]

[26]

(27]

(28]

Hafsa Choudhury, Visualizing Data Lineage
& Automating Documentation for Data
Products (2024), accessed December 2025,
https://www.diva-
portal.org/smash/get/diva2:1945957/FULLT
EXTO01.pdf

Harta, Lukas, et al. 2023. Regulatory and
Financial Burdens of EU Legislation in Four
Member States: Vol. 4 — Burdens Arising
from Art. 30 and 33 GDPR. Munich: Stiftung
Familienunternehmen.

Information Commissioner’s Office (ICO),
Penalty Notice: LastPass UK Ltd, 20
November 2025, accessed December 2025,
https://ico.org.uk/media2/xfbl1uaa/lastpass-
uk-ltd-penalty-notice.pdf

Information Commissioner’s Office (ICO).
Penalty Notice: Capita plc and Capita
Pension Solutions Ltd. 15 October 2025.
Accessed December 2025.
https://ico.org.uk/media2/pv5nhks4/capita-
plc-and-cpsl-monetary-penalty-notice.pdf
Information Commissioner’s Office (ICO).
Prosecution Outcome: Jason Blake (Subject
Access Request Obstruction). September
2025. 2025.
https://ico.org.uk/action-weve-
taken/enforcement/2025/09/jason-blake/
Iramina, Aline. 2020. “GDPR v. LGPD:
Strategic Adoption of the Responsiveness
Approach.” Revista de Direito, Estado e
Telecomunicagdes 12 (2): 91-118

Karri, Nagireddy, and Sandeep Kumar

Accessed December

Jangam. 2021. “Security and Compliance
Monitoring.”
Emerging Trends in Computer Science and
Information Technology 2 (2): 73—82.

International  Journal of

Khan, Md. Nazrul Islam. 2022. “A
Systematic Review of Legal Technology
Adoption.” American Journal of

Interdisciplinary Studies 3 (1): 1-30.

Khatri, Vijay, and Carol V. Brown. 2010.
“Designing Data Governance.”
Communications of the ACM 53 (1): 148—
152.

Korba, Larry, et al. 2008. “Private Data
Discovery for Privacy Compliance.” In
International Conference on Cooperative

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 295



[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

IJIRT 189850

© January 2026 | IJIRT | Volume 12 Issue 8 | ISSN: 2349-6002

Design, Visualization and Engineering, 142—
150. Springer.

Kuner, Christopher, Lee A. Bygrave, and
Christopher Docksey. 2020. The EU General
Data Protection Regulation (GDPR): A
Commentary. Oxford: Oxford University
Press.
https://doi.org/10.1093/0s0/9780198826491.
001.0001

La Torre, Matteo, Vida Lucia Botes, John
Dumay, and Elza Odendaal. 2021.
“Protecting a New Achilles Heel.”
Managerial Auditing Journal 36 (2): 218—
239.

Lamoureux, Sini. Implementing the General
Data Protection Regulation: The Experiences
of Three Finnish Organizations. Master’s
thesis, Abo Akademi University, Faculty of
Social Sciences, Business and Economics,
2020.
https://www.doria.fi/bitstream/handle/10024/
178283/lamoureux_sini.pdf?sequence=2
Lombardi, Danielle R., Miklos A. Vasarhelyi,
and John Verver. 2014. “Continuous Controls
Monitoring: A Case Study.” Journal of
Emerging Technologies in Accounting 11 (1):
83-98.

Mishra, Sarbaree, and Sairamesh Konidala.
2023. “Automated Data Mapping and
Schema Matching for Improving Data
Quality in Master Data Management.”
International Journal of Emerging Trends in
Computer  Science and  Information
Technology 4 (3): 80-90.

Nookala, Guruprasad. 2024. “Adaptive Data
Governance Frameworks for Data-Driven
Digital
Computational Innovation 4 (1).

Pasquier, Thomas F. J.-M., and David Eyers.
2016. “Information Flow Audit for
Transparency and Compliance.” In IEEE
IC2EW, 112—-117.

Pine, Kathleen H., and Yunan Chen. "Right
information, right time, right place: Physical
alignment and misalignment in healthcare
practice." In Proceedings of the 2020 CHI
Conference on Human Factors in Computing
Systems, pp. 1-12. 2020.

Transformations.”  Journal of

[37]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

Ryan, Paul, Harshvardhan J. Pandit, and Rob
Brennan. 2021. “A Common Semantic Model
of the GDPR Register of Processing
Activities.” arXiv preprint
arXiv:2102.00980.

Saabye, Henrik, Thomas Borup Kristensen,
and Brian Vejrum Wehrens. 2020. “Real-
Time Data Utilization Barriers.”
Sustainability 12 (21): 8757.

Samardzi¢, Darko. 2021. “Records of
Processing Activities (Art. 30 GDPR) in
Analogue and Digital Ecosystems.” Anali
Pravnog Fakulteta Univerziteta u Zenici 14
(29): 183-199.

Sanchez-Ruiz, Lidia, Raquel Gomez-Lopez,
and Beatriz Blanco. 2020. “Barriers to
Effectively  Implementing
Improvement.” Total Quality Management &
Business Excellence 31 (13—14): 1409—-1426.
Sillaber, Christian, Andrea Mussmann, and
Ruth Breu. 2019. “Data and Information
Quality Challenges in GRC Management.”
Journal of Data and Information Quality 11
(2): 1-14.

Sirur, Sean, Jason R. C. Nurse, and Helena
Webb. 2018. “Are We There Yet?
Understanding the Challenges Faced in
Complying with the General Data Protection
Regulation (GDPR).” In Proceedings of the
2nd International Workshop on Multimedia
Privacy and Security, 88-95.

Smallwood, Robert F. 2013. Managing
Electronic Records: Methods, Best Practices,
and Technologies. Hoboken, NJ: Wiley.
TrustCloud, “Global Privacy Control (GPC):
What It Means for Your Business in 2025,”
2025,

Continuous

accessed
2025,
https://community.trustcloud.ai/article/global
-privacy-control-gpc-what-it-means-for-
your-business-in-2025/
van Hillo, Rutger, and Hans Weigand. 2016.
“Continuous  Auditing &  Continuous
Monitoring.” In IEEE RCIS, 1-11.
Voigt, Paul, and Axel von dem Bussche.
2017. The EU General Data Protection
Regulation (GDPR): A Practical Guide.
Cham: Springer. DOI:10.1007/978-3-319-
57959-7

TrustCloud Community,
December

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 296



[47]

(48]

[49]

[50]

[51]

IJIRT 189850

© January 2026 | IJIRT | Volume 12 Issue 8 | ISSN: 2349-6002

Vojvodic, Milomir, and Christian Hitz. 2022.
“Relation of Data Governance, Customer-
Centricity and Data Processing Compliance.”
Central European Business Review 11 (5):
109-148.

Waghmare, Charles. Introducing Microsoft
Purview:  Unlocking the Power of
Governance, Compliance, and Security in the
Modern Cloud Enterprise. New York: Apress,
2025.  https://doi.org/10.1007/979-8-8688-
1204-0 5

Weber, Brandon. 2007. “Strategies for
Addressing Spreadsheet Compliance
Challenges.” arXiv preprint
arXiv:0711.4634.

Wilkinson, Steve. 2018. “Brazil’s New
General Data Protection Law.” Journal of
Data Protection & Privacy 2 (2): 107-115.
Zen, Andréa Casarin. "Inovago na gestdo de
micro e pequenas empresas: assessoria de
organizagdes contabeis na adequagdo a Lei
Geral de Protegdo de Dados-LGPD." (2024).
https://repositorio.ucs.br/xmlui/handle/1133
8/13652;jsessionid=59BE14B6EODEC7F26
A798E04B55E0CDF

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

297



