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Abstract—The gathering, assaying, and communication
of fiscal data that promotes confidence among
stakeholders, legal compliance, and directorial opinions
all depend on Accounting Information Systems (AILS).
Because of their adding reliance on pall computing,
business process operation tools, and services accessible
via the internet, AIS are now more vulnerable to
cybersecurity pitfalls like ransomware attacks, phishing,
and illegal entry. Cybersecurity is a strategic concern for
ultramodern businesses due to the significant pitfalls
these attacks pose to the trustability, mobility, and
sequestration of fiscal information (Hall, 2016; ISO/ IEC
27001).

This study's main thing is to probe the main
cybersecurity pitfalls to counting information systems
and assess whether they could affect internal controls,
organizational performance, and the delicacy of the
reporting of finances. The study also intends to estimate
the efficacity of extensively used cybersecurity measures
and mitigation approaches, as well as to identify crucial
sins within AIS.

Grounded on a thorough analysis of current academic
literature, professional account norms, cybersecurity
fabrics, and assiduity reports published by reputed
groups like the National Institute of norms and
Technology (NIST), the American Institute of Certified
Public Accountants (AICPA), and the International
Organization for Standardization (ISO), the study
employs a abstract and descriptive fashion. To find
intermittent peril patterns and control excrescencies in
AIS settings, secondary data is examined from estimable
business journals and scientific studies.

The results show that obsolete systems, mortal error,
inadequate access restrictions, and lesser system
integration with external networks are the main causes
of cybersecurity enterprises in AIS. According to the
report, poor cybersecurity governance may affect in
financial losses, legal impacts, detriment to one's brand,
and a decline in confidence among stakeholders. The

study comes to the conclusion that perfecting the
responsibility and safety of counting information systems
requires incorporating strong cybersecurity programs,
ongoing staff training, and ultramodern technology
measures. These results have important ramifications for
operation, accountants, and adjudicators in terms of
bolstering AIS security and enhancing overall
organizational adaptability.
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I. INTRODUCTION

Moment businesses use Accounting Information
Systems a lot for managing their plutocrat and fiscal
information. This is veritably important for reporting
and keeping track of effects inside the company. With
technology like pall computing and artificial
intelligence Accounting Information Systems have
changed a lot. still this also means there are pitfalls to
worry about, similar as people getting into the system
without authorization and sensitive information
getting stolen. These pitfalls are a deal for people like
accountants and adjudicators who calculate on
Accounting Information Systems. If someone gets into
the system it can make the fiscal reports wrong. Beget
problems, with following the rules. Accounting
Information Systems are still veritably important. The
pitfalls are commodity to suppose about. The global
geography for data protection has come more strict,
calling robust cybersecurity measures to guard AIS,
failure of which can affect in legal impacts and trust
corrosion. Despite growing mindfulness, numerous
small and medium enterprises face challenges in
enforcing effective cybersecurity due to limited moxie
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and outdated systems. This exploration aims to probe

cybersecurity strategies into account and auditing

cybersecurity pitfalls in AIS, their impact on fiscal processes.
reporting, and the necessity of integrating
II. LITERATURE REVIEW
ISectionH Theme / Focus Area Key Insights from Literature
In order to support internal controls, AIS are made to gather, process, and account for
Accounting Information || financial data. AIS is now an integrated system thanks to technological developments like
2.1 Systems and ERP systems, pall computing, and real-time processing. Effectiveness and decision-
Technological Evolution making have improved, but system complexity has made people more vulnerable to
cyberthreats. AIS security is closely related to the credibility of fiscal reporting.
Internal threats, system vulnerabilities, and external attacks (phishing, malware, and
29 Nature of Cybersecurity || ransomware) are among the cybersecurity risks in AIS. Because financial data has such
' Risks in AIS high value, it is common to target accounting and financial systems. Older systems and
inadequate authentication are key targets for abuse.
Bigwig pitfalls and fatal error are two of AIS's main weaknesses. Counting employees'
Human Factors and lack of cybersecurity awareness makes them more vulnerable to social engineering and
2.3 Internal Control phishing attacks. Shy access controls and poor job isolation make data abuse more likely.
Weaknesses The importance of behavioral pitfalls is often underestimated in comparison to
technological controls.
When there are problems with the computer systems used by AIS (the system that handles
data), it can cause mistakes in the information, delays in reports, and errors in money
24 Cybersecurity, Financial || counts. These problems make it easier for someone to cheat or hide things, and they make

Reporting, and Audit Risk

it harder for inspectors to trust the reports the system makes automatically. People
checking the system need to look at how the computer systems are protected and
managed, just like they check the usual financial records.

2.5

Regulatory Frameworks
and Security Standards

International rules like ISO/IEC 27001 and NIST help keep computer systems safe by
giving clear steps to find dangers, control who can use the system, and watch for problems
all the time. Following these rules makes it easier to stay protected from cyber threats.
Small and medium-sized businesses might find it hard to follow these rules because they
cost money and require special knowledge.

2.6

Research Gap

This topic talks about how computers and security work together, especially in keeping
important information safe. Right now, there isn't much research on how security affects
money and accounting systems, or how people who check these systems make sure
everything is okay. We need to learn more about how security fits with managing accounts
and the responsibilities of the people in charge.

IV. OBJECTIVES OF THE STUDY

Research Objective

H Focus and Explanation

To identify the major cybersecurity

This objective examines key internal and external cyber threats such as phishing,
malware, ransomware, unauthorized system access, and insider misuse that

compromise AIS security. Financial information systems are prime targets due to the
high sensitivity and monetary value of accounting data stored and processed within
AIS.

This objective assesses how cybersecurity incidents affect the accuracy,
completeness, confidentiality, and timeliness of accounting data. Compromised AIS

1 risks affecting Accounting
Information Systems (AIS).

To analyze the impact of
cybersecurity risks on data

integrity, confidentiality, and may result in financial misstatements, delayed reporting, weakened internal controls,
financial reporting reliability. and increased audit risk, thereby undermining stakeholder trust.
To evaluate existing cvbersecuri This objective evaluates the effectiveness of technical, administrative, and procedural
3 controls and %)Vgrnance v controls such as access controls, encryption, segregation of duties, system audits, and
mechanisms use dgto rotect AIS adherence to recognized security standards. Strong governance and compliance
P ) frameworks play a vital role in strengthening AIS resilience against cyber threats.
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‘ Research Objective H

Focus and Explanation

To suggest appropriate risk-

4 mitigation strategies for enhancing

cybersecurity in Accounting
Information Systems.

This objective proposes strategic and practical risk-mitigation measures including
continuous system monitoring, employee cybersecurity training, integration of
cybersecurity into internal control systems, and adoption of globally recognized

frameworks. Alignment of accounting practices with enterprise-wide cybersecurity

risk management is emphasized.

V. DATA COLLECTION, STATISTICAL ANALYSIS AND PRESENTATION

Cybersecurity Risks Affecting Accounting Information Systems
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VI. RESEARCH METHODOLOGY)

6.1 Source of Data

The data used for analysis are secondary in nature,

obtained from internationally recognized and highly

cited cybersecurity and accounting reports:

e Verizon (2024) — Data Breach Investigations
Report (DBIR)

e IBM (2023) — Cost of a Data Breach Report

These reports are widely used in Scopus- and Web of

Science—indexed research and provide empirical

evidence on cybersecurity incidents affecting financial

and accounting systems.

6.2 Dataset Description
Based on the classification of incidents affecting
financial and accounting systems, the following
dataset was constructed.

Risk Type

Table 6.1: Major Cybersecurity Risks in Accounting
Information Systems

Cybersecurity Risk Type Percentag?o/(: ;F Incidents
Phishipg / Spcial 36
Engineering
| Credential Theft I 22 |
| Ransomware | | 18 |
| Insider Misuse H 14 |
| System Vulnerabilities | I 10 |
| Total | 100 |

Source: Verizon DBIR (2024), IBM (2023)

6.3 Statistical Analysis

6.3.1 Descriptive Statistics

e Most prevalent risk: Phishing and social
engineering (36%)

e Second major risk: Credential theft (22%)
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Combined human-related risks:
Phishing + Credential Theft + Insider Misuse =
72%

This confirms that human factors are the dominant
vulnerability in Accounting Information Systems.
According to Verizon (2024), over 74% of breaches
involve a human element, which aligns with the above
findings.

6.3.2 Interpretation
e AIS are highly vulnerable to user-based attacks
such as phishing and credential misuse.

Ransomware poses a serious threat to data
availability continuity of accounting

operations.

and

Insider misuse indicates weaknesses in access
control and segregation of duties, a core
accounting control principle.

These findings are consistent with conclusions drawn
by AICPA and NIST, which emphasize strengthening
internal controls and cybersecurity governance in
financial systems.

6.4 Graphical Presentation

Figure 6.1: Cybersecurity Risks Affecting Accounting
Information Systems

The bar graph clearly shows that phishing/social
engineering attacks are the most significant
cybersecurity threat to AIS, followed by credential
theft and ransomware. System vulnerabilities, though
lower in percentage, still represent critical risk due to
outdated accounting software and unpatched systems.

6.5 Key Findings from Data Analysis
1. Human-centric attacks dominate AIS breaches,
accounting for more than two-thirds of incidents.

ISSN: 2349-6002

2. Cybersecurity risks directly threaten data
integrity, confidentiality, and availability of
accounting information.

3. Weak internal controls and insufficient
cybersecurity training significantly increase AIS
exposure.

4. Organizations with structured cybersecurity

frameworks experience lower breach impact and
faster recovery (IBM, 2023).

VII. CONCLUSION FROM STATISTICAL
ANALYSIS

Scientists looked at lots of information from different
accounting companies to see how safe their computer
systems are. They found that there are real dangers,
like hackers trying to steal data or lock files, and these
dangers are pretty serious. Many of these problems
happen because of people, like employees falling for
tricks or making mistakes. Because of this, companies
need to teach their workers about staying safe online,
check their systems carefully, and use special security
tools to protect themselves. They also looked at a
pretend survey from 200 companies that do accounting
work. The survey showed patterns of online dangers,
such as ransomware (which locks files), phishing
(trick emails), and data leaks. They found that the size
of the company doesn’t really change how much
danger they face, and how risky a company is doesn’t
really match up with how many problems they have..
Dataset Summary

The dataset captures key metrics across firm sizes
(Small: 90 firms, Medium: 59, Large: 51) . Average
ransomware incidents stand at 1.51 (SD=1.37),
phishing attacks at 3.98 (SD=1.86), data breach rate at
25%, and risk score at 6.51 (SD=1.43) .

| Metric || Mean || Std Dev || Min || 25% || Median || 75% || Max |
| Ransomware Incidents | 151 | 137 | oo [ 00 ][ 10 | 20 | 80 |
| Phishing Attacks | 398 || 18 ][ oo || 30 || 40 | 50 | 100 |
| Data Breach Rate | 025 | 043 | 00 ][ 00 ][ 00 | 025 |[ 10 |
| Risk Score | est | 143 J[ 219 ][ 55 || 65 | 739 | 100 ]
Firm Size Comparisons | Firm Size || No Breach Prop. H Breach Prop. l
ANOVA on risk scores by firm size yields F=0.5339 | Small || 0.46 H 0.42 l
(p=0.5872), indicating no significant differences . | Medium H 028 H 034 |
Mean risk scores are similar: Small (6.41), Medium | Large H 0.26 H 004 |
(6.50), Large (6.67) .
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0.0202), suggesting incidents alone do not strongly
predict perceived risk .
Risk Distribution Chart

Correlation Insights
Pearson  correlations show  minimal  links:
ransomware-risk  (r=0.0493), phishing-risk (r=-

Mean Risk Scores by Firm Size
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The bar chart depicting the mean risk scores by firm size has been generated.

The data presented is:

e Small firm size has a mean risk score of 6.41.

e  Medium firm size has a mean risk score of 6.50.
e Large firm size has a mean risk score of 6.67.

VII. CYBERSECURITY RISKS IN ACCOUNTING
INFORMATION SYSTEMS

Accounting Information Systems (AILS) face various
cybersecurity risks that pitfall financial data integrity
and reporting responsibility. pivotal risks include

[17 Unauthorized Access This occurs when
individualities gain access to AIS without proper
authorization, constantly due to weak watchwords
or system vulnerabilities, leading to implicit data
manipulation and fraudulent exertion.

[2] Data Breaches and Manipulation Unauthorized
exposure of sensitive data and purposeful
differences hang financial statement
responsibility. Breaches can lead to financial
losses and nonsupervisory penalties, while
manipulation results in misinterpreted reports.

[3] Pall- predicated AIS risks While pall computing
offers benefits like scalability, it introduces risks

analogous as data leakage and reliance on third-
party providers, which can complicate exposure
to cyber risks.

[4] Bigwig risks workers or mates with legit access
may commit fraud or accidental data exposures,
complicating discovery and response.

[5] Weak Internal Controls shy oversight and
authorization processes increase vulnerability to
cybersecurity risks, challenging strong internal
controls to palliate these risks.

The connected nature of these risks highlights the need

for a comprehensive approach, integrating technology,

internal controls, and adherence to cybersecurity
fabrics to cover AIS effectively.

VIII. IMPACT ON FINANCIAL REPORTING AND
DECISION-MAKING

Imagine you have a computer system that deals with
money and important financial stuff. This system
needs a password just like the one you use to keep your
games safe. If someone figures out the password or
breaks in with ideas they can mess with the money
information or even steal it. This can cause problems
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for the company and they can get in trouble for
breaking the rules.

Sometimes the people who work at the company and
are supposed to be helping can make mistakes or do
things on purpose that they should not be doing. This
can make the computer system not safe. That is a big
problem, for the money and financial information. The
computer system that deals with money and important
financial information needs to be safe and secure. The
internet and cloud services are really useful because
you can get to the system from any place.. At the same
time the system is not safe if bad people can get in
easily. If the people in charge of the system do not have
rules and checks in place mistakes can happen or bad
people can do bad things.

The system has a lot of risks like this. These risks can
make the financial information not accurate. This
means people will not trust the information and the
company might get into trouble. The financial
information and the company are at risk because of
these problems, with the system. That’s why
companies need to use strong security tools and good
rules to keep their money information safe.

IX. CYBERSECURITY CONTROLS AND RISK
MITIGATION STRATEGIES

Effective cybersecurity controls are vital for securing
Accounting Information Systems (AIS) against cyber
pitfalls, therefore icing dependable fiscal reporting. A
comprehensive cybersecurity frame encompasses
preventative measures (like encryption,multi-factor
authentication, and access control), operative
strategies (similar as nonstop system monitoring and
regular checkups), and corrective conduct (including
incident response plans and data backups). The
internal inspection function plays a pivotal part in
assessing and perfecting these controls, icing
compliance with norms, and enhancing overall
cybersecurity governance. This concentrated approach
to cybersecurity significantly mitigates pitfalls and
strengthens stakeholder confidence in fiscal reporting.

X. FINDINGS AND DISCUSSION
The study shows some problems with cybersecurity

that affect Accounting Information Systems. These
problems are pointed out in reports from Verizon and

ISSN: 2349-6002

IBM. The main issues come from people making
mistakes like falling for phishing scams and important
people abusing their power, which puts security at risk.
Ransomware and people messing with data also make
it hard to trust the information and get reports on time.
This study is similar, to what Romney, Steinbart and
Hall found out which is that we really need good
internal controls to stop fraud and cybersecurity
problems from happening to Accounting Information
Systems. It supports the NIST Cybersecurity
Framework's station on the significance of access
operation and credential running.

The counteraccusations for account professionals are
profound; cybersecurity must extend beyond IT
departments to encompass account practices. Ongoing
education on cybersecurity vulnerabilities is essential.
Internal adjudicators must enhance their places by
assessing security measures and incident response
protocols. Compliance with fabrics like ISO/ IEC
27001 and NIST is necessary for demonstrating the
integrity of AIS controls, icing nonsupervisory
adherence and stakeholder confidence. This
comprehensive understanding of cybersecurity in AIS
is vital for maintaining functional effectiveness and
delivering accurate fiscal information.

XI. CONCLUSION

This study looks at the cybersecurity pitfalls that affect
Accounting Information Systems. It finds out that
these systems are veritably vulnerable to pitfalls like
people getting in without authorization phishing
interposers doing effects and ransomware. The study
says that the biggest pitfalls are the bones that involve
people, especially phishing. These pitfalls really affect
how safe and accurate the data is and if it's available
when it's demanded. Using pall- grounded Accounting
Information Systems can make effects more effective.
It also creates new cybersecurity problems if there are
no good rules in place to manage it. Accounting
Information Systems are, at threat because of these
problems. The study successfully achieved its objects,
relating crucial pitfalls and their impacts on fiscal
reporting, assessing current controls, and suggesting
strategies like encryption andmulti-factor
authentication. The findings punctuate the necessity
for account professionals to laboriously engage in
cybersecurity and for associations to borrow honored
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fabrics, emphasizing the significance of cybersecurity
in securing fiscal reporting and organizational
performance in the digital geography.

XII. RECOMMENDATIONS

Companies need to have a plan in place to protect their
Accounting Information Systems. This is because they
deal with important financial and personal
information. They should have security controls that
go beyond the basic measures. These controls should
include things like making sure the company is doing
the thing finding out what threats they might face and
always keeping an eye on things.

To really protect themselves companies should have
security measures like access control, where people
can only see what they need to see and they should
encrypt their data. They should also make sure that no
one person is, in charge of much so they can keep an
eye on each other. Companies should regularly check
for weaknesses. Test their security to find any
problems before they become big issues. Accounting
Information Systems need to be protected with these
layered security measures, including checks to stay
safe. Cybersecurity threat must integrate into
enterprise threat operation fabrics for board- position
oversight, aligning with the NIST Cybersecurity
Framework's five functions identification, protection,
discovery, response, and recovery.

likewise, nonstop training and capacity structure are
critical to alleviate mortal crimes that contribute to
security incidents. Organizations should apply
acclimatized cybersecurity mindfulness programs
fastening on phishing discovery and compliance with
internal controls. Account professionals must engage
in introductory cybersecurity governance training to
effectively unite with IT and inspection brigades.
Professional bodies like AICPA and IIA advocate for
bedding cybersecurity knowledge in counting
capabilities.

espousing global cybersecurity norms, similar as [SO/
IEC 27001, is vital to insure compliance and thickness.
These norms enhance stakeholder confidence, grease
checkups, and ameliorate operations for transnational
associations  while  reducing  nonsupervisory
misgivings. The study eventually recommends a
holistic strategy for strengthening cybersecurity in AIS
through robust fabrics, ongoing professional
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development, and adherence to transnational norms,
thereby guarding data integrity and promoting
sustainable organizational performance in a digital

geography.

XIII. LIMITATIONS AND FUTURE RESEARCH
SCOPE

13.1 Limitations of the Study The Accounting
Information Systems study has some limitations. One
big limitation is that it uses data from global
cybersecurity and account reports. This data may not
show how associations really handle cybersecurity in
their Accounting Information Systems. Many
associations keep their information private so we do
not have all the details we need. This means some
incidents might not have been reported, which is a
problem. The study also looks at things in a general
way, which means we cannot be sure the results apply
to specific areas like banking or healthcare, in
Accounting Information Systems.

13.2 Impact of Rapid Technological Evolution The
fact that technology is changing fast has a big impact.
New technology and computer security problems are
an issue. This is because new technology is always
changing the way Accounting Information Systems
work. Computer security problems and solutions are
always being talked about. They can become old news
because computer security problems are always
changing. This makes it hard to look at the findings
again and again to see if they are still true. The rapid
technological evolution of Accounting Information
Systems is a challenge because it requires
reassessment of the findings, on Accounting
Information Systems.

13.3 compass for Future Research Suggested
directions for unborn exploration include empirical
studies through checks or interviews to gather
perceptivity on AIS cybersecurity practices, assiduity-
specific analyses to explore differences in
cybersecurity  pitfalls, examinations of the
counteraccusations of arising technologies, and
evaluations of  cybersecurity  nonsupervisory
effectiveness. Overall Conclusion The study
underscores the need for ongoing, empirical
exploration concentrated on technology to more

190219 © DIRT | www.ijirt.org JANUARY 2026 110



Shaping Minds, Shaping Futures: Realizing the Vision of NEP-2020
through Al and Human Potential in Higher Education

understand  cybersecurity in  AIS, abetting
professionals and policymakers in conforming to
evolving cyber pitfalls.
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