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Abstract—The proliferation of electronic Know Your
Customer (e-KYC) systems in the financial sector has
streamlined customer onboarding but introduced
significant privacy, security, and compliance challenges.
Traditional cloud-based e-KYC models suffer from
centralized trust, opaque audit trails, and inefficient
consent management. This paper presents ZK-e KYC
Trust Chain+, a novel decentralized e-KYC framework
that integrates blockchain technology, ciphertext-policy
attribute-based encryption (CP-ABE), zero-knowledge
proofs (ZKPs), and post-quantum cryptographic
primitives to create a scalable, privacy-preserving, and
regulator-friendly identity verification ecosystem. Our
system introduces a multi-layered consent architecture,
dynamic policy graphs, and a quantum-resistant key
management scheme to address evolving threats and
regulatory demands. Extensive simulations and
comparative analyses demonstrate that ZK-e KYC Trust
Chain+ reduces encryption overhead by 47%, supports
sub-second policy updates, and achieves GDPR, CCPA,
and FATF compliance while maintaining high
throughput under realistic load conditions. This work
represents a significant step toward truly self-sovereign
identity (SSI) systems in regulated financial
environments.

Index Terms—e-KYC, Blockchain, CP-ABE, Zero-
Knowledge Proof, Post-Quantum Cryptography, Self-
Sovereign Identity, GDPR, Smart Contracts, Privacy-by-
Design.

I. INTRODUCTION

The digital transformation of financial services has
made Electronic Know Your Customer (e-KYC)
systems indispensable for remote customer
onboarding, fraud prevention, and regulatory
compliance. While cloud-based e-KYC platforms
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offer operational efficiency, they inherently centralize

sensitive personal data, creating single points of

failure, privacy vulnerabilities, and regulatory
compliance gaps. The General Data Protection

Regulation (GDPR), California Consumer Privacy Act

(CCPA), and evolving Financial Action Task Force

(FATF) guidelines demand data minimization, explicit

user consent, and full auditability-requirements poorly

served by existing architectures.

Blockchain technology has emerged as a promising

foundation for decentralized identity management,

offering immutability, transparency, and distributed
trust. Prior research, including Fugkeaw’s e-KYC Trust

Block [base paper], has demonstrated the viability of

blockchain and CP-ABE for e-KYC. However, critical

gaps remain:

1. Insufficient Privacy in Verification: Most
systems reveal transaction metadata or require
full document disclosure during verification [3,
5-6].

2. Static and Inflexible Policies: Access control
policies are often rigid, inefficient to update, and
do not support context-aware access [21, 24].

3. Lack of Quantum Readiness: Current
cryptographic schemes are vulnerable to future
quantum attacks [34].

4.  Limited Interoperability: Systems are often
siloed, hindering cross-institutional and cross-
border KYC processes [28-30].

To address these limitations, we propose ZK-eKYC

TrustChain+, an advanced framework that extends

state-of-the-art research with the following novel

contributions:
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1. A Hybrid ZKP-CP-ABE Verification Protocol:
Enables selective disclosure of credentials and
privacy-preserving proof of compliance without
exposing underlying data [33].

2. Dynamic Policy Graph (DPG) Model: Replaces
static access trees with graph-based policies that
support temporal constraints, delegation, and
context-aware access.

3. Post-Quantum Lattice-Based CP-ABE:
Integrates lattice-based cryptography [34, 37] for
quantum-resistant attribute-based encryption.

4.  Multi-Signature Consent Orchestration:
Implements a multi-party, hierarchical consent
model aligned with GDPR requirements [16,
22].

5. Interoperability Layer for Cross-Border KYC:
Introduces a standardized credential format
compatible with global regulatory frameworks
[29-30, 39].

II. RELATED WORK

2.1 Blockchain-Based Identity and KYC Systems
Early blockchain identity systems focused on
decentralization but often neglected privacy. Fugkeaw
[base paper] made significant strides by integrating
CP-ABE [11] for transaction privacy. Mamun et al. [3]
used IPFS and blockchain for document storage but
ignored transaction privacy. Shbair et al. [5] and
Norvill et al. [6] demonstrated private blockchain
prototypes but lacked consent and key management
features. Bhaskaran et al. [26] introduced consent-
driven data sharing but without digital signatures,
leaving repudiation risks. Recent works like
TrustAccess [24] and TABE-DAC [21] advanced CP-
ABE use but incurred high computational costs.

2.2 Privacy-Enhancing Technologies (PETs) in e-KYC
Zero-Knowledge Proofs (ZKPs) have been applied to
authentication [25] and credentials [33], but their
integration with CP-ABE for e-KYC remains
underexplored. Homomorphic encryption has been
proposed for privacy-preserving analytics but is
computationally prohibitive for real-time KYC. Our
work uniquely combines ZKPs with CP-ABE to
balance privacy, efficiency, and regulatory needs.

2.3 Post-Quantum Cryptography for Blockchain
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Lattice-based cryptography, particularly Learning
with Errors (LWE) [34], is a leading candidate for
post-quantum PKI. Recent proposals like ¢CP-ABE
[37] adapt ABE for quantum resistance. We integrate a
lattice-based CP-ABE scheme optimized for
blockchain's transaction-based model.

2.4 Consent Management and Regulatory Technology
GDPR's "right to erasure" and "data portability" [16]
challenge blockchain's immutability. Solutions like
chameleon hash functions and off-chain consent
ledgers have been proposed. Barati et al. [22] explored
GDPR compliance in cloud auditing. We advance this
by implementing a revocable consent smart contract
that logically "deletes" data by revoking access keys
while preserving audit trails for compliance.

III. SYSTEM ARCHITECTURE AND THREAT
MODEL

3.1 System Entities

1. Data Subject (DS): The customer whose identity
is being verified.

2. Financial Institutions (FIs): Banks, fintechs, or
other regulated entities requiring KYC.

3. Identity Providers (IdPs): Trusted entities (e.g.,
government agencies) that issue verifiable
credentials.

4. Blockchain Network: A
(consortium) blockchain.

5. Decentralized Storage: IPFS or Sia for encrypted
document storage [3, 10].

6. Policy Authority (PA): Manages attribute issuance

permissioned

and policy graphs.
7. Auditors & Regulators: Entities with read-only
access for compliance monitoring [22, 30].

3.2 Architectural Overview
The ZK-eKYC TrustChain+ architecture consists of
four layers:
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Figure 1: System Architecture

e Storage Layer: IPFS with encrypted documents
and content-addressed hashes [3].

e Blockchain Layer: Records consent hashes,
policy updates, ZKP proofs, and transaction
metadata.

o Cryptographic Layer: Implements hybrid
encryption, CP-ABE [11, 21], ZK-SNARKSs [33],
and lattice-based primitives [34].

e Application Layer: Smart contracts for
registration, consent, verification, and policy
management.

3.3 Threat Model

We assume:

e  Honest-but-Curious Blockchain Nodes: Nodes
follow protocol but may attempt to infer private
information.

e Malicious External Adversaries: May eavesdrop,
replay attacks, or attempt to compromise keys.

Quantum Adversary: A future adversary with
access to a large-scale quantum computer [34].
Regulatory Compliance: The system must provide
evidence to auditors without exposing personal
data [22].

Security Goals:

1.

W

Data Confidentiality: Documents and transactions
only accessible to authorized entities.

Integrity: Tamper-proof storage and verification.
Authenticity: Verified identity of all participants.
Non-Repudiation: Binding digital signatures on
consent and transactions.

Privacy: Minimal disclosure, unlinkability of
transactions.

Forward Secrecy & Quantum Resistance:
Protection against future decryption.

IV. CRYPTOGRAPHIC FOUNDATIONS

4.1 Preliminaries

Bilinear Maps: Following Bethencourt et al.
[11], Let G4, G,, Gy be cyclic groups of prime
order p. Abilinear map e: G; X G, — Gy satisfies
bilinearity, non-degeneracy, and computability.
Lattice-Based Preliminaries: Based on Regev's
LWE problem [34], Let n be security parameter,
q prime, y error distribution. The Learning With
Errors (LWE) problem forms basis of our post-
quantum construction.

Zero-Knowledge  Succinct  Non-Interactive
Argument of Knowledge (zk-SNARK): Building
on Ben-Sasson et al. [33] and Dwivedi et al. [25],
A proof system where prover can convince
verifier of statement without revealing witness.

4.2 Hybrid CP-ABE-ZKP Scheme

We construct a novel ZKP-CP-ABE scheme building
on foundations from [11, 21, 33]:

Setup (1*) — (PK, MSK):

Generate bilinear group params [11], lattice
params for post-quantum layer [34].

Output public key PK and master secret key
MSK.

KeyGen(MSK, S,,) — SK,;:

For user with attribute set S,,, generate CP-ABE
secret key.

LJIRT 190482 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1439



© January 2026 | IJIRT | Volume 12 Issue 8 | ISSN: 2349-6002

. Generate corresponding lattice-based  key
component for quantum resilience.

. Encrypt (PK, M, T,T') — (CT, m):

. Encrypt message M under policy tree T using
CP-ABE [11].

. Generate zk-SNARK proof m [33] that
encryption was performed correctly without
revealing M or T structure.

. Prove (SKy,, CT, ®) — m,y,:

. User generates ZKP m,, that they possess
attributes satisfying policy @ (subset of T)
without revealing SK,,.

. Verify (PK, CT, t, ) — {0,1}:

. Verify both encryption proof w and ZKP .

e 4.3 Dynamic Policy Graph (DPG) Model

. Traditional access trees are replaced with
directed acyclic graphs where:

. Nodes represent attributes, logical operators
(AND, OR, k-of-n), or temporal constraints.

. Edges define dependencies and delegation paths.

. Each node has associated conditions (e.g., "valid
until 2024-12-31", "FI must be EU-licensed").

Policy Update Algorithm:
UpdatePolicy(G, op, params):
if op==ADD FI:
G.add_node(fi_id, type="FI', attributes=...)
G.add_edge(root, fi_id,
condition='consent_valid")
elif op ==ADD TEMPORAL CONSTRAINT:
G.add_node('time_check’, type="TIME',
condition='"9am-5pm’)
G.add_edge(fi_id, 'time check")
ReEncryptSymmetricKeys(G, affected_cts)

4.4 Post-Quantum Lattice-Based CP-ABE Extension

We adapt  Ciphertext-Policy  Attribute-Based

Encryption from Learning with Errors (CP-ABE-

LWE) based on [34, 37]:

e  Attributes mapped to LWE matrices.

e Secret keys are short vectors satisfying 4; - s; =
t;mod q.

e Ciphertext includes LWE samples that can be
decrypted only with appropriate attribute vectors.

This provides quantum resistance while maintaining

fine-grained access control.
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V. PROTOCOL DESIGN

5.1 Enhanced Consent Management Protocol

Our Multi-Signature Consent (MSC) protocol extends

Bhaskaran et al.'s work [26] with GDPR compliance

[16,22]:

1. Consent Creation:

e FI requests consent for specific purposes P =
P, Pn}-

e Smart contract generates consent token C =
H(P || Fli4 |l timestamp).

e  User signs C with private key, creating g,,¢e;--

e Optional: Regulatory witness co-signs for high-
risk data.

2. Consent Storage:

o (€ 0y metadata) stored on-chain.

e Merkle root of consent tree periodically
committed to blockchain.

3. Consent Revocation:

e  User triggers revocation smart contract.

e Contract invalidates consent token and triggers
key rotation for affected data.

e Audit event logged with GDPR Article 17
compliance proof.

5.2 Privacy-Preserving Verification Workflow

Phase 1: Credential Issuance

1. User provides documents to trusted IdP (e.g.,
government).

2. 1dP issues Verifiable Credential (VC) containing
attested claims (e.g., "age > 18", "nationality =
DE").

3. VC s encrypted with user's public key and stored
in IPFS with hash on-chain [3].

Phase 2: Verification Request

1. Flrequests verification of specific attributes (e.g.,
"age > 21 AND residency = NY").

2. User's wallet generates zk-SNARK proof [33]
that:

e They possess a valid VC from trusted IdP.

e VC satisfies requested predicates.
VC has not been revoked.
Proof submitted to blockchain verification
contract.

Phase 3: Selective Access Grant
1. If FI needs document access (not just proof), user
decrypts document.
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2. User encrypts document with CP-ABE under
policy [11, 21] specifying which FIs can access.

3. Encrypted document stored in IPFS, pointer and
access policy recorded on-chain.

5.3 Cross-Border KYC Interoperability Protocol

For international compliance based on [28-30, 39]:

1. Credential Translation: Smart contracts map
attributes between jurisdictions (e.g., "Aadhaar
ID" — "Equivalent to eIDAS substantial").

2. Regulatory Attestation: Local regulator signs
attestation of equivalence.

3. Privacy-Preserving Proof of Compliance: FI
proves to foreign regulator that verification
complied with local laws without revealing
customer data.

VI. SECURITY AND PRIVACY ANALYSIS

6.1 Formal Security Proofs

Theorem 1 (Confidentiality): Our ZKP-CP-ABE
scheme is IND-CPA secure under Decision Bilinear
Diffie-Hellman (DBDH) assumption [11] and LWE
assumption [34].

Proof Sketch: Standard CP-ABE security reduces to
DBDH. LWE layer adds quantum resistance. Hybrid
argument shows combining them maintains security.
Theorem 2 (Zero-Knowledge): The verification
protocol satisfies zero-knowledge property based on
[33].

Proof: Follows from zk-SNARK security guarantees
and simulation extractability.

Theorem 3 (Collusion Resistance): Two users cannot
combine keys to decrypt ciphertext unless their
combined attributes satisfy the policy [11, 21].

Proof: Inherited from CP-ABE construction where
each user's key is randomized with unique secret.

6.2 Privacy Properties

e  Unlinkability: Multiple verifications by same user
cannot be linked [40].

e Selective Disclosure: Users reveal only necessary
attributes [33].

e Forward Privacy: Compromised future keys
cannot decrypt past ciphertexts.

e  Auditability without Disclosure: Regulators can
verify compliance through zk-SNARK proofs
[22].
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6.3 Resistance to Known Attacks

e Quantum Attacks: LWE-based component resists
Shor's algorithm [34].

e Consent Forgery: Digital signatures and
blockchain immutability prevent repudiation [26].

e Policy Bypass: Dynamic policy graph evaluated
fully before access grant.

e Sybil Attacks: Identity binding through trusted
IdPs and biometrics where required.

VII. PERFORMANCE EVALUATION

7.1 Experimental Setup

e Blockchain: Hyperledger Fabric 2.4 [comparable
to systems in 5-6, 9]

e Storage: IPFS cluster [3, 10]

e Cryptography: Java Pairing-Based Cryptography
(JPBC) [23], libsnark for ZKPs [33]

e Hardware: Intel Xeon E-2288G @ 3.7GHz, 64GB
RAM

e Dataset: 10,000 synthetic customer profiles

7.2 Metrics and Comparative Analysis

We compare against four baselines including Mamun

etal. [3], Guo et al. [21], and Gao et al. [24].

1. Baseline 1: Traditional cloud e-KYC with
TLS/SSL.

2. Baseline 2: Fugkeaw's CP-ABE scheme [base
paper].

3. Baseline 3: Guo et al.'s TABE-DAC [21].

4. Baseline 4: Pure ZKP-based system (no CP-
ABE).

Key Findings:

e  Our hybrid approach reduces registration time by
21% vs Baseline 2.

e Policy updates are 53% faster due to dynamic
graph model.

e ZKP overhead is marginal (11%) compared to
privacy benefits.

Table 1: Computation Overhead (ms)

Operation Our Baselin | Baselin | Baselin
Schem e 2[3] e 3[21] e4
e

User
Registratio 245 310 380 420
n
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Document | ¢ 120 150 N/A
Encryption
ZKP 200 | NA | NA 190
Generation
Policy
Update 65 140 180 N/A
Verification 155 230 270 165

Table 2: Storage and Bandwidth

Metric Our Baseline
Scheme 2[3]
On-chain 2.1 KB 3.4KB
storage per
user
IPFS Document | Document
storage per size + size +
document 256B 512B
Verification 1.8 KB 42 KB
message
size
Throughput Under Load
=8 ZK-eKYC TrustChain+
500 -~ CP-ABE Baseline
450
g
< 40
2
B350
300
250

0 2000 4000 6000 8000 10000 12000 14000
Concurrent Users

Figure 2: Throughput Under Load

Policy Update Scalability

s
&
=1

=& ZK-eKYC TrustChain+
#- CP-ABE Baseline

Policy Update Time (ms)
= e = & =
2 = 8 b= =

=

S

2 40 50 80 100
Number of Attributes

Figure 3: Policy Update Scalability

IJIRT 190482

7.3 Real-World Deployment Considerations

e Gas Costs: Estimated $0.12 per registration on
Ethereum (Optimism L2).

e Latency: End-to-end verification < 3 seconds for
95% of requests.

e Interoperability: W3C VC standard compliance
enables integration with existing SSI ecosystems.

VIII. REGULATORY COMPLIANCE ANALYSIS

8.1 GDPR Alignment

e Article 5 (Lawfulness): Consent smart contract
ensures purpose limitation, data minimization [16,
26].

e Article 17 (Right to Erasure): Key revocation and
re-encryption functionally "delete" data while
preserving audit trail.

e Article 20 (Data Portability): User can export
credentials in standardized format.

e Article 25 (Privacy by Design): Architecture
embeds privacy at each layer [22].

8.2 FATF Travel Rule Compliance

e  For crypto transactions > $1000 [39]:

e QOur system enables verifiable sharing of
sender/receiver KYC between VASPs.

e  Privacy-preserving proof of compliance without
exposing full KYC records.

8.3 Cross-Jurisdictional Compliance

Case Study: EU-US Data Transfers:

e After Schrems II, standard contractual clauses
(SCCs) required.

e Qur system can encode SCCs as smart contract
conditions that automatically enforce restrictions.

XI. LIMITATIONS AND FUTURE WORK

9.1 Current Limitations

1. ZKP Trusted Setup: Requires secure multi-party
ceremony [33].

2. Lattice Crypto Performance: 2-3x slower than
classical crypto [34].

3. User Experience: Key management remains
challenging.

4. Regulatory  Recognition:  Needs  formal
certification by financial authorities [29-30]
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9.2 Future Research Directions

1. Federated Learning for Fraud Detection: Train
AML models on encrypted KYC data.

2. Biometric Integration:
biometric matching.

3. Quantum-Safe Consensus:
quantum signatures [34].

4. Explainable AI for Compliance: Automate
regulatory interpretation.

Privacy-preserving

Integrate  post-

X. CONCLUSION

We have presented ZK-eKYC TrustChain+, an
advanced blockchain-based e-KYC framework that
addresses critical gaps in privacy, security, and
compliance. By integrating zero-knowledge proofs
[33], dynamic policy graphs, and post-quantum
cryptography [34], our system enables verifiable yet
private identity verification that meets stringent
regulatory requirements [16, 22, 39] while maintaining
practical  performance.  Experimental  results
demonstrate significant improvements over state-of-
the-art approaches [3, 21, 24] in computation
efficiency, policy flexibility, and scalability.

As digital identity systems evolve toward true self-
sovereignty, frameworks like ZK-eKYC TrustChain+
provide a practical pathway for regulated industries to
adopt decentralized technologies without
compromising security or compliance.
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