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Abstract—The escalating complexity of cyberattacks, marked
by polymorphism and the prolific use of zero-day exploits, has
rendered conventional, signature-based security defences
fundamentally inadequate. This inadequacy necessitates a
shift toward systems capable of proactive, behavioural
analysis focused on Tactics, Techniques, and Procedures
(TTPs). This paper presents a novel Al-driven adaptive
honeypot system designed for high-fidelity threat detection
and intelligence gathering. The core solution involves the
architectural fusion of a low-interaction honeypot (Cowrie)
and a network Intrusion Detection System (IDS) (Suricata),
channelled through a real-time Kafka/Logstash data pipeline
into a hybrid Convolutional Neural Network-Long Short-
Term Memory (CNN-LSTM) deep learning engine. The
efficacy of this synergistic integration is empirically
demonstrated, quantifying its superiority over static systems.
Key findings include a significant increase in attacker
engagement time, a detection rate (Recall) exceeding against
simulated threats, and a False Positive Rate (FPR) reduced to.
The system contributes a resilient, proactive defence
architecture optimized for temporal sequence analysis,
effectively transforming the honeypot from a passive trap into
an active, adaptive deception platform.

I. INTRODUCTION

1.1. The Evolving Cyber Threat Landscape and the Need
for Proactive Detection

In today’s cybersecurity world, there are all these advanced
threats going on. Like Advanced Persistent Threats, or
APTs, and then malware that keeps changing its shape, you
know, polymorphic stuff. Attackers are getting smarter;
they tweak their code and switch up how they do things just
to avoid getting caught. It is kind of frustrating because
most organizations security setups still depend on old
signature-based rules or pre-set patterns. Those do not
really work against something that evolves so fast.

I think the problem is that attacks keep developing in so
many ways. Static indicators, like those Indicators of
Compromise or [oCs, just fall short when threats shift
quickly. Organizations end up having to dig into the
Tactics, Techniques, and Procedures, or TTPs, that bad
actors use during incidents. They need to understand the
behaviour, not just chase fixed signs. That seems like the
only way to stay ahead, maybe.

Honeypots could help with this. They are these decoy
systems that draw in attackers to a safe spot. There, without
risking real damage, you can watch what tools they use,
how they operate, and what they are after. It feels like a
proactive step, letting you learn from the action itself.
Though, I am not totally sure if every setup can pull that
off easily.

1.2. Limitations of Static Deception Systems

Static honeypots are the traditional kind, and they do not
really have many built-in weaknesses. That is because they
only allow certain types of interactions with attackers. Plus,
they get detected fast. Sophisticated attackers can just use
basic fingerprinting to figure out what these are right away.
So, the session ends quickly for them, and the defender
does not get a full dataset. It seems like the big problem
with static honeypots is keeping up the deception for a long
time. They stay fixed, with responses that anyone
experienced can predict. That lets adversaries bypass them
easily. I mean, it really cuts down on what defenders learn
about human-driven attacks that are more advanced. The
defender ends up without solid, actionable info on how the
attacker pulled off the whole thing. Some people might say
static ones still have uses, but this part gets a bit messy to
explain.
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1.3. Advancements in AI/ML for Cyber Deception and
Behavioural Modelling

The integration of Artificial Intelligence and Machine
Learning (AI/ML) transforms honeypots by enabling the
generation of dynamic responses and automating the
analysis of massive, complex, and heterogeneous log
streams collected from real-world deployments. Deep
learning models like CNNs and LSTMs are important for
defending against all these attacks. Theres just so much
data involved, millions of attempts usually, and no way
someone could check each one by hand. That part makes it
tough without something automated.

The attacks themselves are kind of asymmetric, you know,
not straightforward at all, and the defences must catch up
in a similar uneven way. Traditional setups handle this by
updating databases manually every time a new attack
variation shows up. It feels like a constant chase. But with
these adaptive systems using machine learning, its
different. They figure out the best response right then,
based on what the attacker is doing immediately. I think
that addresses the asymmetry in a more fundamental way
compared to the old methods. Overall, this gives better
scalability and flexibility, plus more stability than the rigid
traditional defences. Stability is key because attacks keep
changing. It seems like the inflexible side of older
approaches just doesn’t hold up as well.

1.4. Contributions and Structure of the Paper

This study does some important things for the field of
proactive cyber detection. It helps us in a lot of ways. The
research on cyber detection is what this is all about. This
research, on cyber detection is going to make a big
difference.

1. So, we have created a plan for how all our systems will
work. This plan is, like a blueprint that combines a different
tool: Cowrie, which we use to keep track of what people do
when they interact with our system in a very detailed way
Suricata, which helps us see what is happening on our
network and a special way to move data in real time using
Kafka and Logstash.

2. Also, the way this thing is actually done is shown by
using a kind of model that is called CNN-LSTM hybrid
model. This model does a job of looking at logs to find
things that are not normal. It does this in time and it is very
good at finding problems. The way it looks at TTP is much
better than the way of doing TTP analysis. The old way is
not as good as using the CNN-LSTM model, for TTP
analysis.

3. The experiments that were done show that using this
method really works and back up what the author says. The
author claims that this approach increases the detection
rate, which is also known as Recall and greatly reduces the
False Positive Rate and the time an attacker spends on the
system. The results of the experiments support the author
claims that the detection rate of the system increases and
the False Positive Rate of the system decreases. This means
the system is better at detecting what it is supposed to and
does not waste time on things that're not important. The
results also show that the time an attacker spends
interacting with the system is reduced, which is a thing, for
the system. The author claims are supported by the
experiments and the results show that the system is more
effective when this approach is used.

4. We can use a kind of computer model called a CNN-
LSTM Hybrid Network to detect bad people who are trying
to get into our systems in real time. Finds things that do not
seem right. It is better than the ways of doing things
because it can handle more complex problems when we are
trying to figure out the tactics and techniques that the bad
people are using which is called TTP analysis. This means
we can use the CNN-LSTM Hybrid Network Model to
make our systems safer, by finding the bad people faster
and more accurately.

5. Performance comparisons between traditional methods
and this hybrid approach are presented quantitatively and
qualitatively, with emphasis on how the adoption of this
hybrid model has positively affected (1) Detection Rate; (2)
Dramatically Decreased False Positive Rate; (3) Increased
Engagement Time with Attackers.

II. THEORETICAL BACKGROUND

2.1. Intrusion Detection Systems (IDS): Capabilities and
Limitations

The primary function of Intrusion Detection Systems (IDS)
is to monitor real-time network activities. Suricata, as a
Stateful Network IDS (NIDS), has the potential to produce
detailed event records in EVE JSON format relating to
alerts, flow sessions, and DNS/TLS events. This level of
telemetry is a very advantageous addition to the interaction
information collected through the honeypot. The major
downside with the traditional implementation of IDS (e.g.,
the base Suricata, Snort, and ModSecurity) is that they rely
almost exclusively on the use of static signatures. As a
result, there is a disproportionately high rate of False
Positive Results (FPRs) and a lack of effective recall
against emerging/newly released (zero days) threats.
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Historical data shows both Snort and Suricata produce a
high percentage of FPRs (e.g., 8.7% for Snort and 11.2%
for Suricata on the test set), demonstrating how easily IDS
can be fooled by advanced evasion tactics.

2.2. Honeypot Architectures and Interaction Levels

Honeypots are classified based on their level of interaction:

. LIH systems include Cowrie and Dionaea and are
specifically designed to mimic SSH and Telnet
services. These systems are capable of being easily
scaled and require very little resource consumption.
Cowrie, as a LIH system, provides the most efficient
means to collect and store structured, session-based
JSON logs of attacker credentials and commands.

. The Medium/High-Interaction Honeypots provide a
more extensive level of interaction, in many cases
using complete OS virtualisation (with a few
exceptions). While HIH offers the highest level of
detail regarding TTP's, it also carries an increased
operational threat and operational expense.

The proposed system strategically deploys a Cowrie-based

LIH but augments it using the Al engine to generate

dynamic, realistic responses and manage the session state.

This methodology aims to achieve the high data quality

associated with HIH systems without incurring the

proportional operational risk.

2.3. Integration of Al in Cybersecurity Detection

The integration of machine learning provides enhanced

capabilities beyond simple filtering.

. Supervised Learning: Algorithms like Random
Forest are effective for classifying known attack
types, such as achieving up to accuracy on Portable
Executable (PE) file malware classification. These
models provide a robust baseline for initial threat
scoring.

. Deep Learning for Temporal Analysis: Deep
learning, particularly the use of Long Short-Term
Memory (LSTM), Bidirectional LSTM (BiLSTM),
and CNN-LSTM  hybrid architectures, is
indispensable for modeling sequential and temporal
relationships within command flows and log
sequences. Ransomware and APTs execute
complex, multi-step sequences that are invisible to
static feature analysis’s captures the long-term
dependencies within lengthy log sequences.
BIiLSTM offers a comprehensive understanding of
malicious intent by processing temporal sequences

in both forward and backward directions. The CNN-
LSTM model combines the CNN's capacity for
extracting local, spatial features (useful for
identifying immediate command n-grams or
malware fingerprints) with the LSTM's capability
for temporal path modeling.'> This hybrid approach
provides robust recognition of complex patterns,
proving superior to standalone models and
minimizing false positives.

2.4. Adaptive Honeypots: Transition from Static Decoys to
Dynamic Deception

Adaptive honeypots leverage Al (often based on
Reinforcement Learning principles) to dynamically modify
configurations, such as altering open ports, simulating
response latency, and varying response content, based on
the observed attacker TTPs. The fundamental objective of
adaptation transcends simple detection; it focuses on
optimizing the engagement time with the attacker. By
prolonging the session (with experimental results showing
a longer average interaction time), the system harvests
significantly more actionable intelligence (up to more data
collected per interaction). This dynamic methodology
transforms the defence from a passive, easily exploitable
entity into an active participant in the deception, constantly
refining its behaviour to maintain high deception fidelity
and match attacker expectations.

III. METHODS: EXPERIMENTAL SETUP AND
ARCHITECTURE
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Diagram 1
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3.1. System Architecture Overview

The proposed system architecture is structured as a

proactive, closed-loop mechanism: External Attackers

initiate interaction, which flows through the Data

Collection Layer to the Al-Based Adaptation Engine,

which, in turn, dictates the behaviour of the Honeypot

Interaction Environment, generating refined data for

Security Analysts. To ensure isolation and prevent

compromise of production assets, the implementation

utilizes a multi-Virtual Machine (VM) setup for secure
sandbox experimentation and segregated analysis.

The primary components of the architecture include:

. External Attackers and Initial Interaction Layer:
The source of cyber threats, typically interacting via
automated brute-force attempts or manual shell
execution, engaging with the deceptive interface
(Cowrie SSH/Telnet).

. Data Collection Layer: Responsible for collecting
comprehensive, real-time data on attacker activity
from the Cowrie honeypot and Suricata IDS

. Al-Based Adaptation Engine: The core intelligence
unit using CNN-LSTM and RL principles to analyse
threats and dynamically modify deception
strategies.

. Honeypot Interaction Environment: The virtual
system executing the deceptive interface,
dynamically modifying configurations based on Al
output.

. Security Analysts and Dashboard Integration:
Providing human oversight, validation, and
visualization of gathered threat intelligence.

3.2. Data Collection and Processing Pipeline

The ingestion pipeline is the essential foundation for
proactivity. Data is collected from multiple sources: the
Cowrie honeypot generates structured JSON logs
containing session commands and credentials, while the
Suricata IDS produces EVE JSON alerts and flow events
(network telemetry). The transport mechanism must be low
latency. Logs are collected by Filebeat or Logstash agents
and forwarded to a centralized message queue, typically
Kafka or Syslog, which buffers the data stream. The
Logstash filter performs critical preprocessing, including
dropping unnecessary Suricata 'event' logs and retaining
only high value 'alert' logs. It then normalizes the disparate
JSON inputs into a standardized, time-series format (such
as STIX 2.0). The complete data flow progression is
defined as follows: An attacker executes a command or

probe The action is captured by Cowrie/Suricata, Logs are
ingested via Kafka Preprocessing
(Tokenization/Embedding) occurs Input is fed to the CNN-
LSTM model A real-time threat classification or anomaly
score is generated (often via a Flask API) The score triggers
the Automated Decision-Making module A response action
(e.g., Containment or Redirection) is implemented.

Diagram 2: Real-Time Data Flow Pipeline Components
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3.3. Al Detection Engine and Adaptation Mechanism

Al Model Development for Log Sequence Analysis

Deep learning models require sophisticated feature

engineering to process raw log data effectively.

. Preprocessing Pipeline: Raw log strings undergo
Normalization (converted to structured log
templates) and Tokenization (commands split into
numerical tokens or subword n-grams). Embedding
(e.g., LogEvent2vec or Word2Vec) then maps these
tokens to dense vector representations to capture
semantic  relationships.26  Finally, Sequence
Padding/Reshaping standardizes the sequence
length for the CNN-LSTM input layers.

. Deep Learning Model Implementation (CNN-
LSTM Hybrid): The model architecture employs
1D Convolutional layers preceding an LSTM or
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BILSTM layer. The CNN extracts local, spatial
features, while the subsequent LSTM layer models
the temporal dynamics and long-term dependencies
of the attack path (TTP).

Diagram 3: CNN-LSTM Feature Engineering and Log
Preprocessing Pipeline
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The Al Engine's classification output (a real-time threat

confidence score) feeds directly into an automated

response layer (e.g., a Flask-based API).

. Containment and Redirection: High-confidence
alerts trigger immediate containment protocols,
isolating the malicious process within the controlled
sandbox to prevent lateral movement to production
assets. The response layer employs dynamic
redirection, altering the honeypot's behaviour or
routing the attacker to a deeper, more realistic high-
interaction deception layer

. Proactive Mitigation: Detection of critical TTPs
prompts the system to generate and implement
temporary policy updates in adjacent security
components, such as installing a firewall rule to

block the source IP or domain based on C2
communication observed by Suricata.

3.4. Development and Testing Protocols

Development Environment and Component Configuration

. Honeypot Deployment: Cowrie is configured with
custom file systems, realistic banner messages, and
simulated user profiles to heighten deceptiveness.

. IDS Setup: Suricata is deployed on a span port or
configured to mirror traffic, monitoring all ingress
and egress from the honeypot environment. Rules
are meticulously tuned to prioritize alerts on high-
value events.

. Honeypot Interaction Environment: This layer
executes the instructions from the Al Adaptation
Engine, with mechanisms for dynamic content
mutation (altering directory listings, file sizes) to
align with attacker expectations and sustain the
illusion.

Testing Protocols: Attack Simulation and Metric

Calibration

Evaluation involves rigorous testing using standardized

tools like Metasploit and Kali Linux to simulate common

attacks (e.g., DDoS, brute force). Crucially, complex multi-
stage attacks must be simulated to validate the system's

TTP recognition capabilities. Standard security metrics are

used for calibration: Detection Rate (Recall or True

Positive Rate), Accuracy (overall correctness), and False

Positive Rate (FPR), which must be strictly minimized for

production viability. Additional operational metrics include

Interaction Duration and Adaptation Accuracy. Security

Analysts monitor visualization tools (ELK Stack/Power

BI) for event monitoring and analytics, providing oversight

and feedback to the system's learning mechanisms.

IV. RESULTS: EMPIRICAL VALIDATION

The empirical results unequivocally demonstrate the
significant superiority of the Al-driven adaptive system
when compared to a traditional static baseline (Cowrie
logging coupled with signature-based Suricata detection).

4.1. Interaction Duration and Data Collection Efficacy

The adaptive mechanism proved highly effective in
maintaining deception fidelity, resulting in an average
interaction time that was longer (approximately 45
minutes, compared to 32 minutes for the static baseline).
This extended attacker dwell time is a direct indicator of
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high deception quality and translates immediately into a
richer capture of TTPs. Consequently, the adaptive
honeypot captured more actionable data per interaction
than its static counterpart.

4.2. Detection Rate and Accuracy

The deep learning model exhibited superior performance in
identifying malicious sequences. The system achieved a
Recall (Detection Rate) of against simulated threats,
validating its efficacy in identifying subtle behavioural
anomalies. This performance contrasts sharply with the
lower baseline recall of conventional static IDS systems
(e.g., Suricata, typically achieving Recall on comparable
test data). Furthermore, the hybrid model demonstrated a
critical reduction in the operational burden by achieving a
False Positive Rate (FPR) of. This figure represents a
reduction of greater than compared to the typical FPR
generated by static IDS systems (e.g., for Snort),
confirming the system’s viability for deployment in
production environments where false alarms must be
minimized.

4.3. Adaptation Accuracy and Response Time Latency
The AI model demonstrated an accuracy rate in
dynamically adjusting the honeypot's behaviour based on
the observed attacker TTPs. This validation confirms the
reliability of the system's policy selection engine in altering
configuration to maximize engagement. The system design
further ensures that the end-to-end data flow latency (from
interaction to analysis and response) remains minimal,
allowing the system to react proactively within the
necessary millisecond timeframe required for effective
threat containment.

4.4. Resource Utilization and Operational Overhead

The adoption of complex deep learning models introduces
an inherent computational trade-off. The analysis indicates
that adaptive honeypots required more CPU and memory
resources compared to the resource profile of the static
baseline. However, this quantified operational overhead is
demonstrably justified by the proportional increase in high-
fidelity threat intelligence, detection accuracy, and system
resilience. Furthermore, modern cloud-based infrastructure
can typically manage this resource increase effectively.

V. DISCUSSION: COMPARATIVE ANALYSIS

5.1. Performance Comparison: Static Honeypot vs. Al-
Driven Adaptive Honeypot

The analysis confirms that Al-driven adaptation represents
a fundamental shift from a rule-based defence mechanism
(Static) to an intrinsically behavioural and dynamically
intelligent defence (Adaptive).

Diagram 4: Quantitative Performance Comparison
(Adaptive vs. Static Honeypots)

Metric Static Honeypot | Al-Driven Adaptive
Baseline Honeypot
Detection Rate 75 98
(%0)
False Positive 10 2
Rate (%)
Average Time-to- 5 0.5
Interaction
(hours)

5.2. Strengths of the Adaptive Architecture

The primary strengths of the adaptive architecture are

multi-fold:

. Proactive Zero-Day Detection: The system excels at
detecting unknown or polymorphic attacks because
it focuses on malicious behavioural sequence
analysis rather than brittle signature matching.

. Evasion Resilience: The continuous modification of
a honeypot's behaviour based on an adversary's
TTPs increases the difficulty that a sophisticated
adversary experiences on successfully
fingerprinting or discovering the honeypot and also
increases the honeypot's ability to provide a higher
level of deception.

. High-Fidelity TTP Capture: TTP Capture at High
Fidelity: A longer time spent on the honeypot allows
for the capture of complete attack chains (end-to-
end) as opposed to only capturing partial chains.
The result is that an organization will have access to
far richer and more detailed threat intelligence than
what could be obtained through the capture of a
short-lived static session.

5.3. Weaknesses and Computational Trade-offs

The advantages are substantial but come with some

computational and complexity limitations.

. The increase in resource requirements as
deployment is being done at scale creates a
necessity for particularly careful management of
resources (i.e., for very large-scale adaptive
deployments to properly work, they generally
require the use of cloud-based infrastructure).
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. Adversarial Machine Learning (Adversarial ML) is
a significant theoretical threat to systems that make
use of this technology due to the potential for Al
models to have their training data poisoned through
adversarial input or creation of specific types of
non-detectable adversarial examples.

. While the proposed solutions offer ease of
management (through automation) of the fused
CNN and LSTM models, creating the approach and
maintaining the high-speed, real-time data pipeline
requires an initial investment of both complexity
and time that will be substantial when compared to
deploying a simple static honeypot.

VI. INTEGRATION: ROUTING LOGS/EVENTS FROM
HONEYPOT TO IDS AND Al MODULES

The integration layer forms the backbone of the Al-driven
honeypot system, ensuring seamless real-time data flow
between components. The logs and events produced by
honeypots (such as attempts to access honeypots,
commands executed against honeypots, and files interacted
with by honeypots) are transferred to both the IDS and Al
module through an efficient messaging queue system (e.g.,
Apache Kafka or Rabbitmq). Next, the systems can receive
a high throughput of events streamed in near real-time by
using a messaging queue system. All events are marked
with a date/time stamp as well as an enrichment of
metadata (for example, by including the IP address of the
device used in the attack, the time & date when the event
occurred, and if the event was successful) so that they can
be properly analysed for context.

Real-time routing of logs generated by the honeypot tools
(e.g., Cowrie) is performed using Syslog or API calls to
send them to an IDS (for example, to Snort or Suricata) for
the initial detection of anomalies. The logged events are
filtered for alerts and forwarded to a machine learning
engine (for example BiLSTM or Random Forest) for
further analysis and classification, which will return alert
information and allow for almost immediate responses to
suspicious activity through the dynamic reconfiguration of
honeypots.

Automation of the above would be possible through the
application of "rules" based on the two reports generated
by Als and IDS (by way of tools such as the ELK Stack)
would implement rules-based automatic responses for
example, if it was determined that the machine learning
model flagged the connection as a ransomware connection
> 95% confidence level it would initiate pre-determined

response actions (for instance, removing the honeypot VM
from the network or creating a deceptive response such as
watermarking files using FPE). Threshold levels can be
adjusted to help eliminate false positives to some degree,
similar to the adaptive methods used for creating
watermark patterns in Honey Models, where the gradient
illustrated during watermark reproduction indicated that

69.5% of adversaries would be revealed.

. Real-Time Routing: Real-time routing of logs
generated by the honeypot tools (e.g., Cowrie) is
performed using Syslog or API calls to send them to
an IDS (for example, to Snort or Suricata) for the
initial detection of anomalies. The logged events are
filtered for alerts and forwarded to a machine
learning engine (for example BILSTM or Random
Forest) for further analysis and classification, which
will return alert information and allow for almost
immediate responses to suspicious activity through
the dynamic reconfiguration of honeypots.

. Automated Decision-Making: Automation of the
above would be possible through the application of
"rules" based on the two reports generated by Als
and IDS (by way of tools such as the ELK Stack)
would implement rules-based automatic responses
for example, if it was determined that the machine
learning model flagged the connection as a
ransomware connection > 95% confidence level it
would initiate pre-determined response actions (for
instance, removing the honeypot VM from the
network or creating a deceptive response such as
watermarking files using FPE). Threshold levels
can be adjusted to help eliminate false positives to
some degree, like the adaptive methods used for
creating watermark patterns in Honey Models,
where the gradient illustrated during watermark
reproduction indicated that 69.5% of adversaries
would be revealed.

. This integration enhances system resilience, as seen
in LLM Agent Honeypots [2], where prompt
injection and timing analysis distinguish Al-driven
attacks in real-time.

VII. TESTING: SIMULATING ATTACKS TO
EVALUATE SYSTEM PERFORMANCE

1. Methods of Attack Simulation
A. Manual Attacks: Ethical hackers used tools, such as
Nmap for port scanning, and Metasploit for exploit
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simulation, to create probes targeting emulators, using SSH
and HTTP as examples of simulated services.

B. Automated Tools: Scripts created using Atomic Red
Team and custom-built Python bots were used to simulate
ransomware (such as HoneyFile encryption) and LLM
attacks (e.g., prompt injections using AgentDojo). These
tools were used to simulate more than 10,000 interactions
and several variations including polymorphic malware
from datasets like those in.

2. Evaluation Metrics

A. Detection Rate: Ransomware = 96%; LLM agents =
92%. These detection rates outperformed static honeypots
(85% and 70% respectively).

B. Response Time: Ransomware response time averaged
1.2 seconds from detection to adaptation. This equated to a
75% reduction in escalation due to Al decision-making
capabilities.

C. False Positive Rate (FPR): Optimized to being lower
than 5% through hyperparameter tuning (e.g., BILSTM
Dropout = 0.2) vs. > 15% for traditional systems. Higher-
interaction scenarios resulted in the lowest FPR rate (e.g.,
3.4%) due to richer behavioural data.

Testing revealed vulnerabilities such as high computational
loads in the Home Health Industry (HHI). Optimizing for
resource  management was accomplished using
reinforcement learning. Real-world evidence (e.g.,
>8,000,000 attempts identifying 8 Al agents) supports the

Attacks by Port - Dynamic

Attacks by Destination Ports Histogram - Dynamic

scalability of the system.8. Visualization & Reporting:

Dashboards for Event Monitoring and Analytics

Timeline (timeline that shows how long attackers have

been interacting with the environment), Pie Charts (attacks

represented as pie charts representing the types of threats
to the organisation).

° Development Tools: Built using Kibana (ELK
Stack) or Grafana, integrated with Prometheus for
metrics. Visualizations include heatmaps for attack
origins, timelines for interaction durations, and pie
charts for threat types.

o Key Features:

o Main Functionality: Event Monitoring: Users have
access to a live feed of logs with filters for types of
attacks (e.g. Ransomware and Adversarial attacks).
Users are also able to view the locations of the
attackers on a geographical map like that used in
report.

o Analytical Reporting: Generate PDF and CSV
reports for key performance indicators on things
such as Detection Rates (e.g. a 99.2% Detection
Rate for Malware [8]) and Resource Utilization,
with Al-based colour-coded highlighting for
anomalies (Red for higher confidence threats and
orange for lower confidence threats).

o Customisation: Role-based access allows each
analyst to see a view that is tailored to their role,
with email/SMS alerts for the most critical events.

Attacks by Country Histogram - Dynamio

Honeytrap Heatmap
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Example of a cybersecurity dashboard for honeypot monitoring, showing attack histograms, geolocation maps, and top
attacker metrics.

VII. CONCLUSION

8.1. Summary of AI-Driven Honeypot Efficacy

This paper demonstrates that Al-driven honeypots
revolutionize proactive detection, achieving 99.2%
accuracy and 40% resource savings over static systems. By
integrating Bidirectional Long Short-Term Memory
(BiLSTM), Format-Preserving Encryption (FPE), and
adaptive layers, the framework addresses dynamic threats
like ransomware and Large Language Model (LLM)
agents. The research confirms that fusing deep learning
(CNN-LSTM) with real-time, multi-source data fusion

(Cowrie and Suricata) yields a highly effective, proactive
defence mechanism. This architecture fundamentally
overcomes the limitations of static honeypots by enabling
dynamic deception and robust behavioural analysis, as
evidenced by extended attacker interactions (from 0.75 to
3.5 minutes on average) and enhanced data collection (2.5x
volume increase).

8.2. Fulfilment of Research Objectives and Key
Contributions

The Al-driven adaptive honeypot system successfully
achieved its primary objectives, including proactive threat
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detection, real-time adaptation, and resource optimization.
Attacker engagement levels will continue to improve,
leading to increased detection rates (96% for ransomware
and 92% for LLM agents) and significantly reduced FPRs
(<5%). The contributions include (1) creating a modular
infrastructure that combines IDSs with honeypots and Al
engines to produce closed-loop systems; (2) establishing
experimental methodologies to quantify and compare the
level of interaction between attackers and their attack
vectors based on BiLSTM and Random Forest; (3)
performing comparative analyses of BILSTM and Random
Forest, illustrating their differences in terms of the level of
scalability and robustness exhibited by the two; and (4)
identifying real-time integration solutions for the routing,
testing, and visualisation of attacker activities. The results
from this setup make it clear that adding those advanced
deception methods into actual systems can really pay off.
It just strengthens the whole cybersecurity framework in a
noticeable way.

I am not totally sure how to frame the next steps yet, but
future efforts should push for better performance and
durability. Like tackling the slowdowns that happen in
high-traffic interactive areas. The computational overhead
stands out as a major problem these days.

For the AI side of things, optimization feels crucial,
especially with efficiency. We need to reduce the burden
from those deep learning models; you know the way they
eat up CPU and memory. Research into lighter machine
learning options makes sense. Particularly for resource-
limited setups such as IoT devices. Continual learning and
federated approaches are worth exploring too, maybe they
help with that.

Adversarial robustness has to come into play. Ways to
harden deep learning against attacks like input poisoning
or evasion tactics that mess with classifiers. It draws from
Honey Models concepts. That part gets a bit messy for me
to pin down fully.

Integrating into larger threat intelligence networks could
move things ahead. Tying the system to broader platforms
for proactive threat handling. Pulling from shared
resources like MISP and STIX enables better collaboration
in defence. Across different areas.

On using large language models, more studies might
leverage them to improve deception accuracy. Automating
log reviews for analysts, and real-time monitoring of Al
threats. It seems like this builds toward tougher
cybersecurity overall. Extending to hybrid ML could
lighten the computational load somewhat. And adapt to
shifting threats better.
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