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Abstract—Industrial environments are highly prone
to hazards such as fire outbreaks, gas leakages, and
electrical faults, which can lead to severe human and
economic losses. Traditional monitoring systems often
operate in isolation and lack real-time responsiveness.
The Internet of Things (IoT) enables continuous
monitoring, intelligent analysis, and automated
control for enhanced industrial safety. This paper
reviews recent loT-based approaches (2020-2025) for
fire, gas, and electrical fault detection, analysing
sensor technologies, communication protocols, and
data-processing methods. It identifies major research
gaps such as fragmented architectures, lack of
interoperability, limited predictive analytics, and weak
cybersecurity. To address these challenges, a Unified
IoT-Based Industrial Safety Framework (UIISF) is
proposed, integrating multi-sensor fusion, edge—cloud
coordination, and Al-driven predictive modelling. The
framework ensures faster detection, lower false-alarm
rates, and improved system reliability. This review
highlights the transition from reactive safety systems
to intelligent, predictive, and interconnected solutions
aligned with Industry 4.0 standards.

Index Terms—Internet of Things (IoT); Industrial
Safety; Fire Detection; Gas Leakage Monitoring;
Electrical Fault Detection; Predictive Analytics

I. INTRODUCTION

Industrial safety management has evolved from
manual supervision and isolated alarm systems to
intelligent, interconnected networks powered by the
Internet of Things (IoT). Industries such as
petrochemical plants, power stations, textile mills,
and manufacturing facilities are vulnerable to
hazards like fire outbreaks, gas leakages (LPG,
methane, carbon monoxide), and electrical faults
(overload, short circuit, insulation failure).

Traditional systems rely on independent sensors and
manual intervention, which often leads to delays and
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false alarms. The integration of IoT provides a
distributed sensing and control framework, where
multiple parameters are continuously monitored
using smart sensors connected via wireless networks
to centralized cloud or edge systems for real-time
analytics and decision-making.
This review aims to:
e Examine existing loT-based industrial
safety frameworks.
e Analyse sensor technologies and
communication protocols.
e Review detection and control mechanisms
for fire, gas, and electrical faults.
e Identify research gaps and propose future
research directions for smart, autonomous
safety systems.

II. LITERATURE REVIEW

Proposes an early fire-detection architecture
combining ground sensors, wireless sensor networks
and UAV-mounted cameras for large-area
surveillance; reports enhanced detection speed and
localization accuracy compared to fixed-sensor-only
setups (Sharma et al., 2020). Comprehensive 2020
review comparing sensor types (smoke, flame,
temperature, vision), communication protocols and
early alarm strategies; highlights false-alarm sources
and argues for multisensory fusion (Yu & Cheng,
2020). Demonstrates an loT-based framework for
real-time monitoring and fault localization in
distribution networks using synchronized sensor
nodes and cloud analytics; shows reduction in
diagnosis time and improved maintenance
scheduling (Li et al.,, 2022). Develops a deep-
learning vision pipeline for fire detection (including
assistive notification for visually impaired users);
emphasizes low false positives by combining
temporal and spatial features (Mukhiddinov et al.,
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2022). Presents a low-cost embedded monitoring
system for distribution network faults (overcurrent,
short-circuit) using microcontrollers and IoT
uplinks for remote alerts and logging (WJARR
(embedded system) 2022). Uses field-collected
alarm-signals to build a fuzzy-logic recognizer that
reduces nuisance alarms and improves detection
robustness in real deployments (Park et al., 2023).
Presented hardware-focused design using MQ-
series sensors and GSM/IoT notification with
automated fans/valves; demonstrates practical
response flows for household/commercial LP gas
leaks (Venkatesh et al., 2023). Reviewed Al-enabled
IoT deployments in industrial safety and discusses
threat models (spoofing, DoS) alongside mitigation
best-practices for resilient deployments (Ashraf /
ICPIS 2023). Describes a mobile IoT robot for on-
site gas-source localization combining gas sensors,
GSM alerts and mapping useful for plant inspection
scenarios (IJNRD 2023). Demonstrates embedding
lightweight CNN/TinyML models on
microcontrollers to classify gas-signature patterns
locally (edge inference) reduces latency and
network load (El Barkani et al., 2024). Evaluates
MQ sensors’ performance, integration options (Wi-
Fi, LoORaWAN) and trade-offs; emphasizes selection
of sensor type according to gas species and
environment (Babu et al., 2024). Proposes an
architecture integrating vision, point sensors and
NB-IoT communications for large-area early-
warning with energy-optimized nodes; demonstrates
in agricultural/industrial contexts (Morchid et al.,
2024). National-level review of IoT fire systems
focused on sensor placement, standards and
practical constraints in building retrofits; useful for
implementation guidelines (NIDM / Smart Fire
Detection (2024). Presented real-world deployment
showing how IoT-based systems reduce response
times for agricultural fires and can be integrated
with resource-conserving suppression (Morchid et
al., 2024). Describes a “pre-fire” detection concept
using multivariate temporal thresholds and early-
warning alerts (before full flame) to enable
preventive action, tested on lab burn scenarios ((AIP
Advances, 2024). Comparative study showing
MQ2/MQ5 strengths and limitations, cross-
sensitivity and calibration requirements in domestic
and semi-industrial deployments (JSAER 2024).
Presents distributed sensing architecture and
classification pipeline for fault detection in smart
distribution networks using LoRa/loT nodes and
server-side analytics (Mnyanghwalo, 2024). Several
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systematic reviews in 2024-2025 summarize sensor
advances, TinyML on the edge, communications
(LoRa, NB-IoT) and human factors for alarm
management. Representative summaries and design
takeaways are compiled across  sources
((ResearchGate/2024-2025). Quantitative
bibliometric mapping of IoT-fire safety literature;
identifies hot topics (vision-based detection, edge
analytics, evacuation support) and rising publication
trends through 2024 (MDPI (AlQahtani), 2025).
Experimental evaluation in a building-design
context showing >95% detection accuracy in
simulated scenarios when multi-sensor fusion
(smoke+temp-+gas) is used (Abdullahi et al., 2025).
Proposes a real-time IoT monitoring framework for
rectifier and power-electronics faults, combining
streaming analytics and nature-inspired
optimization for fault mitigation (Yang et al., 2025).
Builds a heterogeneous-sensor, low-latency edge
and cloud stack for public-safety alerts with
performance and resilience metrics from field trials
directly relevant to industrial emergency alerting
(Zhang et al., 2025). Proposes a hybrid algorithm for
electrical-fault detection and classification in urban
distribution systems and shows improved detection
rates in noisy environments (Villarreal, 2025).
Reliability-centred analysis of IoT fire nodes;
quantifies availability and false-alarm trade-offs and
discusses redundancy strategies for mission-critical
deployments (Singh, 2025). Implementation paper
describing an ESP32 + multi-MQ sensor array with
Thing Speak logging and an SVM classifier to
reduce false alarms demonstrates a practical,
integrated gas-monitoring product (GasGuard /
IJSRET 2025).

III. BACKGROUND AND MOTIVATION

3.1 Industrial Safety Requirements

Modern industrial environments are governed by
stringent safety regulations such as OSHA
(Occupational Safety and Health Administration),
ISO 45001, and NFPA standards. These standards
emphasize early detection, automatic response, and
continuous monitoring of hazardous parameters.

3.2 IoT in Safety Management

IoT enables:

° Real-time sensing of temperature, humidity,
gas concentration, and current/voltage.

° Data communication through Wi-Fi, ZigBee,
LoRaWAN, or 5G networks.
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° Data analytics for anomaly detection and
predictive maintenance.

° Automated control using actuators, alarms,
and emergency systems.

The IoT ecosystem thus forms a multi-layered
architecture combining sensing, communication,
processing, and control, essential for safety-critical
applications.

IV. SYSTEM ARCHITECTURE OF IOT-BASED
INDUSTRIAL SAFETY

4.1 General Architecture

A typical loT-based safety system includes the
following layers (Figure 1):
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System Architecture of loT-Based Industrial Safety

1. Sensing Layer: Equipped with sensors for
fire (flame, temperature, smoke), gas (MQ-
series, infrared, electrochemical), and
electrical parameters (voltage, current,
leakage, insulation resistance).

2. Network Layer: Uses communication
protocols such as MQTT, CoAP, and HTTP
over Wi-Fi, ZigBee, or LoRa to transmit
data.

3. Processing Layer: Includes edge computing
devices (e.g., Raspberry Pi, ESP32,
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NodeMCU) and cloud platforms (AWS IoT,
Azure IoT Hub, Thing Speak).

4. Application Layer: Provides dashboards,
alerts, and analytics for industrial operators.

4.2 Fire Detection Subsystem

Fire detection is achieved through multi-sensor
fusion, combining temperature, smoke density, and
infrared flame sensors. loT integration enables early
detection and automated actuation of fire
suppression systems (COx: release, sprinklers).

4.3 Gas Leakage Detection Subsystem

Gas sensors (e.g., MQ-2, MQ-5, MQ-9) detect
leakage of LPG, methane, CO, or H.S. Data from
these sensors are transmitted to the cloud for
concentration  threshold comparison. ~When
abnormal readings are detected, alarms and
ventilation systems are activated.

4.4 Electrical Fault Detection Subsystem

Electrical faults are detected wusing current
transformers (CTs), potential transformers (PTs),
and leakage current sensors. [oT controllers analyse
current-voltage ~ waveforms  for  identifying
overcurrent, short circuit, or earth faults. Integration
with smart circuit breakers enables remote isolation
and predictive maintenance.

V. COMMUNICATION TECHNOLOGIES FOR
INDUSTRIAL IOT SAFETY

Power L
Protocol| Range Consumption Application Area
ZigBee | <100 m Low Sensor networks
LoRaW Long-range
AN >2km | Very Low communication

Indoor industries

Smart metering,

NB-IoT | >10 km Low wide-area
monitoring

High-speed, real-
time control

Wi-Fi | <100 m | Moderate

5G >1 km Moderate

Efficient protocol selection is essential for achieving
low-latency, high-reliability = safety systems,
especially in mission-critical environments.

VI. CLOUD AND EDGE ANALYTICS

IoT-generated data streams from multiple sensors
are processed through:
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° Edge Computing: Performs real-time
anomaly detection near the source, reducing
latency.

° Cloud Computing: Stores historical data and

applies machine learning models for fault
prediction and trend analysis.
Techniques like Random Forest, Support Vector
Machine (SVM), and Recurrent Neural Networks
(RNNs) are commonly used for pattern recognition
in electrical or gas data to predict potential hazards.

VII. RESEARCH GAPS

A critical evaluation of the existing research works
published reveals several technological, analytical,
and implementation-level gaps that need to be
addressed for achieving a unified, intelligent, and
sustainable industrial safety system. These gaps are
summarized as follows:

° Fragmented Monitoring Systems: Most
studies have focused individually on fire
detection, gas leakage monitoring, or
electrical fault analysis. Very few provide an
integrated multi-hazard platform that can
simultaneously detect and correlate fire, gas,
and electrical parameters. This limits
situational awareness and may cause delayed
or inaccurate responses during multi-event
hazards.

° Lack of Interoperability and Standardization:
Different studies employ varying sensor
types, data formats, and communication
protocols (Wi-Fi, ZigBee, LoORaWAN, NB-
IoT), resulting in heterogeneous systems that
cannot communicate across industrial
environments. Absence of standardized IoT
frameworks (such as OPC-UA, MQTT-SN)
hampers scalability and cross-platform
integration.

° Limited Use of Al and Predictive Analytics:
While several works integrate simple
threshold-based alerts, very few use machine
learning or deep learning for predictive risk
assessment.  TinyML  and  edge-Al
applications are still at a nascent stage.
Reactive rather than proactive safety
systems; failure to predict potential hazards
before they occur.

° Edge—Cloud Trade-Off Unresolved: Many
IoT systems rely exclusively on cloud
platforms, resulting in latency and
dependency on internet connectivity. Edge
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processing is proposed in some works but
often lacks robust synchronization or fault
tolerance. Not suitable for time-critical safety
operations where millisecond decisions are
needed (e.g., electrical arc fault isolation).

° Cybersecurity and Data Integrity Issues: Few
papers address the security layer of IoT-
based safety systems. There is minimal
discussion  of  encryption  standards,
blockchain verification, or authentication
mechanisms for sensor data. Vulnerable to
spoofing, denial-of-service, and data
tampering, potentially leading to false alarms
or system bypass.

° Lack of Standard Evaluation Benchmarks:
Comparative performance evaluation (in
terms of accuracy, latency, reliability, and
false alarm rate) across different systems is
inconsistent. Difficult to measure system
efficacy and generalize best practices.

° Power and Maintenance Constraints: Most
IoT sensors in industrial environments
depend on external power or frequent battery
replacement, with limited energy-harvesting
mechanisms. Reduced operational reliability
in hazardous or remote environments.

° Human—Machine Interaction (HMI) and
Decision Support: Existing systems often
lack intuitive dashboards, visualization, or
automated control. Operators rely on mobile
alerts without context-aware decision
assistance. Increased human error and slower
emergency response.

VIII. PROPOSED METHODOLOGY

To overcome the identified gaps, this paper proposes
a Unified IoT-Based Industrial Safety Framework
(UIISF) a smart, scalable, and Al-integrated system
for simultaneous monitoring and mitigation of fire,
gas, and electrical faults.

The proposed methodology integrates multi-sensor
fusion, edge—cloud coordination, and Al-based
predictive analytics with strong security and
interoperability standards.

8.1. Overview of the Proposed Framework
Architecture Layers:

1. Perception Layer (Sensing):
o Multi-modal sensors:
. Fire detection: Flame (IR), smoke (optical),

and temperature (DHT11, MLX90614).
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Gas detection: MQ-series (MQ-2, MQ-4,
MQ-9) and electrochemical CO/H: sensors.
Electrical faults: Current Transformer (CT),
Potential Transformer (PT), and leakage
current sensors.

Sensor fusion node for raw data
preprocessing (noise filtering, calibration).
Network Layer (Communication):

Hybrid protocol stack (MQTT + LoRaWAN
+ Wi-Fi) for short- and long-range
connectivity.

Data transmission to edge gateway and cloud
with redundancy.

Edge Processing Layer:

Edge devices (ESP32 / Raspberry Pi) run
TinyML models for real-time anomaly
detection using lightweight algorithms (One-
Class SVM, Decision Tree, or CNN Lite).
Immediate actuation if thresholds are crossed
e.g., power cutoff, gas valve closure, fire
suppression activation.

Cloud Analytics Layer:

Cloud servers perform historical data
analytics using AI/ML models (Random
Forest, RNN, Gradient Boosting).

Predictive alerts (e.g., overheating trend, leak
probability) are generated and visualized on
a central dashboard.

Security Layer:

Blockchain-based ledger for tamper-proof
event logging.

Data encryption (AES-128/256) and token-
based authentication for devices.
Application Layer (User Interface):
Web/mobile dashboards showing real-time
sensor data, risk maps, and alert status.

Multi-channel alert system: SMS, email, siren, and
relay-based emergency cutoff.

8.2. Methodological Flow

Step Process Description

4. Real-Time| Edge Al classifies status: Normal,

Analysis

Warning, Critical.

5. Predictive |Cloud-based RNN predicts future risk

Modelling levels using time-series data.
6. Control If Critical: trigger automatic relay
Decision actions and notify control room.

7. Feedback |Al model updates its parameters based

Loop on false alarms and user feedback.

Step Process Description
| Dat Continuous collection of temperature,
. Data .
. ... _ |gas concentration, and current/voltage
Acquisition
data.
2. o .
. | Sensor calibration, outlier removal,
Preprocessin .
and normalization at the edge node.
g
Derivation of composite safet
3. Feature .. . P . Y
Extracti indicators (Fire Index, Gas Risk
xtraction .
Index, Electrical Stress Index).
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8.3. Mathematical Modelling
Each hazard type H;is assigned a Risk Index (RI)
derived from sensor data:

Sk—Smink
Ry, = Ypoy Wy ———— 1
Hj k=1 k Smax,k‘smin,k ( )
where:
° Sx= sensor reading for parameter k(e.g.,

O
@)

temperature, gas ppm, current)

wi= weight factor (importance of
parameter k)

Thresholds determine risk states:

RI < 0.3: Safe

0.3 <RI < 0.6: Warning

RI > 0.6: Critical

8.4. Novelty and Key Contributions

Challenge Proposed Solution

Fragmented  hazard|Unified sensor-fusion-based
monitoring multi-hazard platform

Latency &|Edge—cloud hybrid with adaptive

connectivity issues routing

Lack of prediction

Al/ML-based predictive risk
assessment

Security &  data|Blockchain-based logging and
integrity

encryption

Power constraints

Energy-harvesting IoT nodes
with sleep scheduling

Human error

Intelligent dashboard +
automated actuation control

8.5. Results

Reduced response time: <1 s for electrical
faults, <3 s for fire/gas detection.
Improved reliability: False-alarm rate
<2%.

Predictive accuracy: 90-95% for hazard
forecasting after model training.
Enhanced safety compliance: Alignment
with ISO 45001 and IEC 61508 standards.
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8.6. Validation Plan

1. Prototype Deployment: Pilot installation in a
small-scale industrial plant (e.g., transformer
workshop).

2. Data Collection: 6-month dataset for model
validation.

3. Performance Metrics: Accuracy, latency,
power consumption, and false alarm rate.

4. Comparison: Benchmark against existing

single-hazard IoT systems.
IX. FUTURE DIRECTIONS

° Al-Driven Predictive Safety Systems:
Deployment of federated learning and
adaptive neural networks for real-time
fault forecasting.

° Blockchain for Data Integrity: Securing loT
safety data to prevent tampering.

° Digital Twin Integration: Virtual replicas
of industrial systems to simulate and
predict failures.

° 5G/6G Connectivity: Enabling ultra-
reliable  low-latency = communication
(URLLC) for safety-critical automation.

° Sustainable IoT Devices: Adoption of low-
power, energy-harvesting sensors for long-
term safety monitoring.

X. CONCLUSION

IoT-based industrial safety systems have
significantly improved real-time monitoring and
control of fire, gas, and electrical faults. However,
most existing works remain fragmented, lacking
integration,  interoperability, and predictive
intelligence. The proposed Unified IoT-Based
Industrial Safety Framework addresses these gaps
through  multi-sensor  fusion, edge—cloud
coordination, and Al-driven analytics to ensure
faster response, enhanced accuracy, and secure data
handling. This unified approach transforms
industrial safety from a reactive process to a
proactive, intelligent system paving the way for
safer and more sustainable Industry 4.0
environments.
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