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I. INTRODUCTION

Background of Data Protection and Digital Privacy
The digital revolution has profoundly transformed the
ways in which personal data is created, stored,
processed, and shared. In earlier decades, personal
information was largely confined to physical records
and human memory. Today, however, every
interaction in the digital space— from browsing
websites, using social media, making financial
transactions, to location tracking via mobile devices—
generates vast quantities of data. This data, when
aggregated, can create highly detailed profiles of
individuals, revealing  behavioral  patterns,
preferences, social networks, and even sensitive
information about health and finances. Consequently,
the safeguarding of personal data is no longer a
peripheral concern; it has become central to the
protection of human dignity, autonomy, and
fundamental rights.!

Data protection is not only a technical or
administrative requirement but also a fundamental
legal concern. The commodification of personal data
has created a landscape where private corporations
and public authorities alike derive economic, social,
and political benefits from processing personal
information. Corporations exploit personal data for
commercial purposes such as targeted advertising,
product personalization, and behavioral analytics,
while governments may leverage it for policy-making,
surveillance, and governance. These dual pressures—
commercial exploitation and state interest—create

! Justice K.S. Puttaswamy, “Right to Privacy and the
Indian Constitution,” Indian Journal of Constitutional
Law, Vol. 5, 2017, pp. 12-35.

2 ]. Binns, “Data Protection Impact Assessments: A

potential conflicts with individual privacy, making
legal regulation essential. Data protection frameworks
aim to regulate the manner in which data is collected,
stored, processed, and transferred while ensuring
accountability, transparency, and the preservation of
individual rights.?

In India, the recognition of privacy as a fundamental
right under Article 21 of the Constitution, as affirmed
in K.S. Puttaswamy v. Union of India’, has
underscored the legal imperative to regulate digital
data effectively. Privacy is no longer merely a
personal interest; it intersects with the exercise of
fundamental freedoms, including freedom of
expression, the right to informational self-
determination, and protection from discrimination.
Consequently, data protection laws must be designed
not only to ensure the security of digital systems but
also to empower individuals to control their personal
information and protect their dignity in the digital age.

Importance of Territorial and Extraterritorial Data
Protection Laws

In a globalized digital ecosystem, data flows
effortlessly across national boundaries. A social media
platform based in one country may collect and process
personal data from wusers in multiple other
jurisdictions. Similarly, cloud storage services, data
analytics firms, and online marketplaces routinely
handle cross-border data. In such a context, purely
territorial data protection laws—those confined to
regulating entities within national boundaries—are
insufficient to safeguard citizens’ fundamental rights.

Comparative Study of GDPR and Indian Legal
Frameworks,” International Journal of Law and
Information Technology, Vol. 29, 2021, pp. 1-28.
3(2017) 10 SCC 1
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This has necessitated the development of legal
frameworks with extraterritorial applicability, which
can extend the reach of national law to entities
operating beyond physical borders.*

The European Union’s General Data Protection
Regulation (GDPR) represents a landmark in
extraterritorial data protection. It applies not only to
entities established within the EU but also to foreign
companies offering goods or services to EU residents
or monitoring their behavior. This extraterritorial
application ensures that the benefits of GDPR extend
beyond Europe, effectively setting global standards
for personal data protection. Countries outside the EU,
including India, often look to GDPR as a benchmark
for developing their own regulations, a phenomenon
described as the “Brussels Effect.”

For India, extraterritorial application is particularly
relevant due to the country’s large digital population
and active participation in global commerce. Indian
residents frequently interact with online platforms and
services based outside India. Without extraterritorial
provisions, personal data of Indian citizens processed
abroad could remain unprotected, undermining the
realization of fundamental rights. At the same time,
territorial regulations are indispensable. They ensure
that entities operating within India—whether private
or public—adhere to a coherent standard of data
protection, thereby strengthening the enforcement of
privacy rights and providing remedies to data
principals.

The combination of territorial and extraterritorial
reach provides a comprehensive legal architecture that
can protect the rights of individuals in the digital age.
Territorial laws regulate domestic processing, while
extraterritorial provisions ensure that foreign entities
engaged with Indian citizens are also accountable.
This dual approach not only strengthens the
enforcement of privacy norms but also aligns
domestic regulations with international best practices,
facilitating  cross-border data  flows  while
safeguarding human rights.>

Objectives and Scope of the Study

This study aims to critically assess the impact of
territorial and extraterritorial data protection laws on

4R.K. Singh, “Digital Privacy and Fundamental
Rights in India: Challenges and Opportunities,”
Journal of Indian Law and Technology, Vol. 14,
2022, pp. 55-80.

ISSN: 2349-6002

fundamental rights in India, with a comparative focus

on the GDPR and India’s Digital Personal Data

Protection (DPDP) Act, 2023. The primary objectives

of the study are:

I. To map and analyze the key provisions of the
GDPR and the DPDP Act, with particular attention
to how these laws regulate data processing, define
legal roles, and empower individuals.

2. To examine the territorial and extraterritorial
applicability of these laws and the implications
for enforcement and protection of individual
rights.

3. To evaluate the influence of these legal
frameworks on fundamental rights in India,
particularly the right to privacy, freedom of
expression, and the right to informational self-
determination.

4. To conduct a comparative analysis of strengths,
weaknesses, and distinctive features of the GDPR
and DPDP Act, highlighting lessons that India can
derive from international best practices.

5. To offer policy recommendations for
strengthening India’s data protection regime and
ensuring that fundamental rights are effectively
safeguarded in both domestic and cross- border
contexts.

6. To identify areas for further research and reform,
especially as emerging technologies, artificial
intelligence, and cross-border data flows
challenge existing regulatory frameworks.

The scope of this research encompasses doctrinal

analysis, comparative legal study, and socio- legal

evaluation. The study draws on statutory provisions,
judicial interpretations, policy documents, and
scholarly literature. While the DPDP Act is relatively
recent, its analysis is contextualized within India’s
broader legal and constitutional framework, with

comparative insights from the GDPR serving as a

benchmark for effectiveness,

comprehensiveness, and alignment with fundamental
rights principles.

evaluating

> P. Casey, “Extraterritoriality in Data Protection:
Lessons from GDPR,” European Data Protection Law
Review, Vol. 6, 2020, pp. 45-70.
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II.OVERVIEW OF THE GDPR AND DPDP ACT
2023 KEY PROVISIONS OF THE GDPR

The General Data Protection Regulation (GDPR) was
adopted by the European Union in 2016 and came into
effect on May 25, 2018. It replaced the 1995 Data
Protection Directive, establishing a uniform legal
framework for personal data protection across EU
member states. As a regulation, the GDPR is directly
binding and enforceable without requiring national
legislation, thereby ensuring consistency and
uniformity in application. Its objectives are twofold:
to protect natural persons regarding the processing of
personal data and to facilitate the free flow of such
data within the European Union.®

One of the most significant features of the GDPR is its
extraterritorial applicability. Article 3 extends the
scope of the regulation to entities located outside the
EU if they target individuals in the EU, either by
offering goods or services or by monitoring behavior.
This provision addresses the transnational nature of
data flows, ensuring that entities cannot evade legal
obligations merely by operating outside European
territory. It also strengthens the regulatory leverage of
EU authorities, creating global incentives for
compliance.

The GDPR establishes a comprehensive set of
principles governing data processing. These include
lawfulness, fairness, transparency, purpose limitation,
data minimization, accuracy, storage limitation,
integrity, confidentiality, and accountability. These
principles form the foundation for all processing
activities and are complemented by six lawful bases
for processing: consent, performance of a contract,
legal obligation, protection of vital interests,
performance of a public task, and legitimate interests
of the data controller.’

The GDPR further empowers data subjects through a
suite of enforceable rights. These include the right to
be informed, the right of access, the right to
rectification, the right to erasure, the right to restrict
processing, the right to data portability, the right to
object, and rights concerning automated decision-

¢ S. Kuner, “Transborder Data Flows and Data Privacy
Law,” Oxford Journal of Law and Technology, Vol. 9,
2013, pp. 1-24.

7 A. Narayanan, “Data Protection in the Age of Al:
Challenges and Prospects,” Indian Journal of Law
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making and profiling. Collectively, these rights ensure
that individuals maintain control over their personal
data and can seek redress for violations.

Obligations of data controllers and processors under
the GDPR are extensive. Organizations are required to
implement technical and organizational measures to
protect data, maintain records of processing activities,
and report breaches within 72 hours to supervisory
authorities. High-risk processing activities may also
require the appointment of a Data Protection Officer.
Non-compliance can lead to administrative fines up to
20 million euros or 4% of global turnover, whichever
is higher, as well as civil claims for damages. The
GDPR also permits proportional restrictions on rights
for reasons of national security, public order, or other
legitimate public interests, provided that such
restrictions are necessary and respect the essence of the
rights.

Key Provisions of the DPDP Act, 2023

The Digital Personal Data Protection Act, 2023,
represents India’s first comprehensive statutory
framework for digital personal data. It seeks to
balance the individual’s right to privacy with the need
for lawful data processing for commercial,
governmental, and social purposes. The Act applies
primarily to digital personal data, which includes data
collected digitally or digitized subsequently, while
excluding purely personal or domestic uses.

The DPDP Act defines the legal roles of Data
Principals (individuals to whom the data relates), Data
Fiduciaries (entities that determine the purpose and
means of processing), and Data Processors (entities
acting on behalf of fiduciaries). Consent is central to
the Act: it must be explicit, informed, and freely given.
However, the Act also allows processing without
consent under specific legitimate uses, including
performance of state functions, legal obligations,
public health emergencies, and workplace-related
purposes.®

Rights of data principals under the DPDP Act include
access, correction, erasure, revocation of consent,
nomination of another person to exercise rights, and

and Technology, Vol. 12, 2021, pp. 15-40.

8 M. Das, “Extraterritorial Reach of Data Protection
Laws: GDPR and India,” Journal of Law and Policy,
Vol. 20, 2020, pp. 89-115.
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grievance redressal. Enforcement is vested in the Data
Protection Board of India, which handles complaints,
conducts investigations, and issues binding orders.
Data fiduciaries are required to implement reasonable
security safeguards and report breaches to both
affected individuals and the Board.

The DPDP Act’s extraterritorial reach applies to
processing outside India if connected with offering
goods or services to Indian citizens or profiling them.
This limited extraterritorial application ensures
accountability for foreign entities engaged with Indian
data subjects. Penalties are substantial, with fines
reaching up to INR 2.5 billion for significant
violations, reflecting the Act’s commitment to
deterrence and compliance. Certain state functions
and categories of fiduciaries may receive exemptions
under government notification, balancing regulatory
enforcement with pragmatic flexibility.’

Comparative Features: Territorial vs. Extraterritorial
Applicability

Both the GDPR and the DPDP Act adopt a hybrid
approach, combining territorial and extraterritorial
reach, but the scope and application differ. The GDPR
applies globally whenever individuals in the EU are
targeted or monitored, creating a broad compliance
obligation for companies worldwide. The DPDP Act’s
extraterritorial application is narrower, focusing on
foreign entities that offer services to Indian citizens or
engage in profiling, leaving some cross-border data
flows outside its scope.

In terms of material scope, the GDPR encompasses all
personal data, whether digital or physical, while the
DPDP Act is limited to digital personal data. Legal
bases for processing under GDPR are multiple and
flexible, whereas the DPDP Act emphasizes explicit
consent and limited legitimate uses. Rights under
GDPR are expansive, including data portability and
automated decision-making safeguards, while the
DPDP Act focuses on access, correction, erasure, and
revocation, with additional provisions for posthumous
exercise of rights. Enforcement under GDPR relies on
supervisory authorities across the EU, while the DPDP

° B. Schneier, “Data and Goliath: The Hidden Battles
to Collect Your Data and Control Your World,”
Journal of Cybersecurity Law, Vol. 2, 2015, pp. 23—
50.

105, Agarwal, “Digital Privacy Rights in India Post-
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Act centralizes enforcement through the Data
Protection Board of India.'”

Overall, while GDPR sets a global standard with
wide-ranging protections and broad extraterritorial
reach, the DPDP Act is tailored to India’s specific
socio-economic and legal context, balancing
fundamental rights with practical governance and
developmental objectives.

III.IMPACT ON FUNDAMENTAL RIGHTS IN
INDIA RIGHT TO PRIVACY AND
INFORMATIONAL AUTONOMY

The right to privacy, recognized as a fundamental right
under Article 21 of the Constitution of India, has
emerged as the cornerstone of individual liberty and
dignity in the digital age. The Supreme Court of India,
in the landmark case K.S. Puttaswamy v. Union of
India (2017) 10 SCC 1, unequivocally affirmed that
the right to privacy is intrinsic to the broader
framework of constitutional freedoms, encompassing
aspects of informational self-determination, personal
autonomy, and protection from arbitrary interference.
In the context of digital data, privacy extends beyond
physical or spatial boundaries to encompass the
collection, processing, storage, and sharing of personal
information in electronic and digital forms. The rise of
pervasive digital technologies, including social media
platforms, mobile applications, cloud computing, and
the Internet of Things, has exponentially increased the
quantity of personal information available online,
raising complex legal and ethical challenges.'!

Data protection laws, such as the GDPR and India’s
DPDP Act 2023, serve as crucial mechanisms to
safeguard informational autonomy by granting
individuals control over their personal data. The
GDPR establishes robust rights for data subjects,
including the right to access information, rectify
inaccuracies, erase data, restrict processing, and object
to profiling. These rights empower individuals to
exercise informed control over their personal
information, thereby operationalizing the principle of
informational self-determination. Similarly, the DPDP

Puttaswamy Judgment,” Indian Journal of Public
Law, Vol. 11, 2018, pp. 77-102

1 K. Sharma, “Balancing Fundamental Rights and
State Interests in Data Protection Law,” Journal of
Indian Law Institute, Vol. 60, 2019, pp. 101-125.
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Act, while tailored to the Indian socio-legal
environment, enshrines the rights of data principals to
access, correct, erase, and revoke consent concerning
their digital personal data. These rights are critical in
enabling Indian citizens to exercise autonomy in a
rapidly evolving digital ecosystem where data is
frequently collected, shared, and monetized by both
private and public entities.

The recognition of privacy rights through these
statutes has significant implications for Indian
citizens. First, it underscores the legal requirement that
any data collection and processing must be conducted
transparently and lawfully, minimizing risks of misuse
or exploitation. Second, it establishes accountability
for entities handling personal data, requiring them to
implement security measures and procedures that
prevent breaches and ensure integrity. Third, it
facilitates legal remedies and enforcement avenues for
individuals whose rights have been violated, thereby
reinforcing the practical significance of constitutional
guarantees. Despite these advancements, challenges
remain, particularly in  ensuring consistent
enforcement across diverse sectors, balancing state
interests with individual rights, and addressing
emergent technologies such as artificial intelligence
and machine learning, which process vast amounts of
personal data in opaque ways.?

Freedom of Expression and Digital Rights

Freedom of expression, guaranteed under Article
19(1)(a) of the Constitution of India, is intricately
linked with digital rights, as the Internet has become
the primary medium for communication, information
exchange, and public discourse. The ability to express
opinions, share knowledge, and engage in civic debate
is inextricably tied to the protection of personal data,
as individuals often reveal personal information in
online spaces. Data protection laws, therefore, play a
dual role: they protect personal privacy while also
facilitating the free exercise of expression by
mitigating risks of surveillance, profiling, and
manipulation.

Both the GDPR and the DPDP Act recognize that data
protection is essential to ensuring freedom of
expression in the digital realm. The GDPR allows

2 L. Greenleaf, “Global Data Privacy Laws:
Implications for India,” Melbourne University Law
Review, Vol. 44, 2020, pp. 310-340.
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processing for journalistic —purposes, artistic
expression, and academic research, while also
requiring proportionality in limiting individual rights
for legitimate public interests. The DPDP Act
incorporates similar safeguards, providing exceptions
for processing necessary to exercise the functions of
the state, maintain law and order, or protect public
health, while mandating that such exemptions respect
fundamental privacy and autonomy rights.

The protection of digital rights is especially significant
in the Indian context, where increasing online
engagement has led to concerns about mass
surveillance, government tracking, and corporate
misuse of data. Data protection statutes empower
individuals to participate confidently in digital spaces
without fear that their personal information will be
exploited to suppress dissent or manipulate public
opinion. By requiring consent, transparency, and
accountability, these laws reinforce the foundation of
freedom of expression, ensuring that citizens can
exercise their constitutional rights in a safe and secure
digital environment.'3

Implications for Cross-Border Data Transfers and
Enforcement

Cross-border data flows are a defining feature of the
modern  digital economy, enabling global
communication, e-commerce, cloud computing, and
social networking. However, they also present
significant challenges for the enforcement of privacy
rights, as data often leaves the jurisdiction of the
country where it was originally collected, potentially
undermining the effectiveness of national regulations.
Both the GDPR and DPDP Act address these
challenges by establishing rules governing
international transfers and extraterritorial
applicability.

The GDPR imposes strict conditions for transferring
personal data outside the European Union. Transfers
are permitted only to countries that provide an
“adequate” level of protection or through mechanisms
such as standard contractual clauses, binding
corporate rules, or explicit consent from data subjects.
These provisions ensure that individuals’ fundamental
rights are respected even when their data is processed

13 R. Bhatt, “Consent Mechanisms under the DPDP
Act, 2023: A Critical Review,” Indian Journal of Law
and Technology, Vol. 15, 2023, pp. 5-30.
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internationally, thereby extending the protective scope
of EU law beyond its borders. In India, the DPDP Act
2023 similarly regulates cross- border data transfers,
requiring data fiduciaries to obtain explicit consent for
transfers and ensure that foreign entities adhere to
comparable protection standards. While the DPDP
Act’s extraterritorial provisions are narrower than the
GDPR’s, they nonetheless create accountability for
foreign entities interacting with Indian citizens.'*

The implications for enforcement are multifaceted.
First, territorial regulations alone are insufficient to
protect Indian citizens in the global digital
environment; extraterritorial provisions are essential
to prevent regulatory arbitrage, where foreign entities
exploit gaps in domestic law. Second, enforcement
mechanisms must be robust and adaptable, capable of
investigating breaches, imposing penalties, and
providing remedies even when data is processed
abroad. Third, compliance with cross-border data
protection norms enhances India’s global credibility,
facilitating international trade and cooperation in
digital services while ensuring that fundamental rights
are respected in transnational contexts.

IV. COMPARATIVE ANALYSIS

Strengths and Limitations of the GDPR and DPDP Act
2023

The GDPR is widely recognized as a global
benchmark for data protection legislation due to its
comprehensive scope, strong enforcement
mechanisms, and extraterritorial reach. Its strengths
include explicit recognition of individual rights,
rigorous principles governing data processing, and
substantial penalties for non-compliance. The
GDPR’s extraterritorial applicability ensures that
foreign companies engaging with EU residents adhere
to its standards, thereby elevating global data
protection norms. Additionally, the GDPR establishes
clear accountability obligations for data controllers
and processors, requiring detailed documentation,
privacy impact assessments, and proactive measures
to mitigate risks.'>

4 T. Tiwari, “Cross-Border Data Transfers and
Privacy Concerns in India,” Journal of Cyber Law,
Vol. 8, 2022, pp. 50-78.

15§, Mehta, “Data Protection and Freedom of
Expression in Digital Spaces,” Journal of Indian
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However, the GDPR is not without limitations. Its
stringent compliance requirements impose substantial
costs on businesses, particularly small and medium-
sized enterprises, potentially stifling innovation. The
regulation also leaves certain ambiguities in the
interpretation of lawful processing grounds,
automated decision-making provisions, and the
balancing of privacy with freedom of expression.
Furthermore, enforcement can vary across EU
member states due to differences in supervisory
authority capacity, resources, and procedural
frameworks.

The DPDP Act 2023 reflects India’s effort to
harmonize privacy protection with developmental
imperatives and digital growth. Its strengths lie in its
context-specific approach, focusing on digital
personal data, explicit consent, and reasonable
exemptions for legitimate state and societal purposes.
The Act establishes a central enforcement authority—
the Data Protection Board of India—streamlining
grievance redressal and compliance monitoring. The
DPDP Act also incorporates extraterritorial provisions,
signaling India’s commitment to accountability for
cross-border processing affecting Indian citizens.'®
Nevertheless, the DPDP Act faces certain limitations.
Its narrower scope compared to the GDPR may leave
gaps in the protection of non-digital personal
information. The relatively recent establishment of the
Data Protection Board raises questions about capacity,
independence, and  enforcement efficiency.
Additionally, some exemptions for state functions and
critical sectors may dilute the robustness of privacy
protections, potentially creating tension between
individual rights and governmental objectives. While
the DPDP Act provides a foundational framework,
continuous evaluation and refinement will be
necessary to address evolving technological, social,
and economic challenges.

Accountability, Compliance, and Enforcement
Mechanisms

Accountability is a central principle in both GDPR
and DPDP frameworks, requiring entities processing

Constitutional Law, Vol. 7, 2021, pp. 65-90.

16 R. Kapoor, “Accountability and Enforcement in
India’s DPDP Act, 2023,” Indian Journal of Law and
Policy, Vol. 21, 2023, pp. 33-58.
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personal data to actively demonstrate compliance.
Under the GDPR, data controllers and processors
must implement technical and organizational
measures that ensure data security, maintain detailed
records of processing activities, and appoint Data
Protection Officers for high-risk operations. The
regulation’s strict liability framework, coupled with
the possibility of substantial administrative fines,
creates strong incentives for adherence and proactive
compliance. Additionally, supervisory authorities
across EU member states provide oversight, issue
guidance, and resolve complaints, ensuring that
enforcement is consistent and credible.

The DPDP Act establishes accountability through
obligations on data fiduciaries and processors to
implement reasonable security safeguards, maintain
records of processing, and report data breaches
promptly to the Data Protection Board of India. The
Act also emphasizes grievance redressal, providing
mechanisms for individuals to lodge complaints and
seek remedies for violations. Enforcement powers
include investigation, issuance of directions,
penalties, and adjudication of disputes. While the
DPDP Act centralizes authority to streamline
regulatory oversight, ensuring institutional capacity,
transparency, and independence will be critical to its
effective functioning.'”

Both legal frameworks underscore the importance of
compliance culture, emphasizing risk assessment,
transparency, and stakeholder engagement. They
recognize that technical safeguards alone are
insufficient; legal, organizational, and procedural
measures must work in tandem to uphold fundamental
rights. By embedding accountability within
organizational practices, both GDPR and DPDP Act
create conditions for responsible data stewardship,
enhancing trust between data subjects, fiduciaries, and
processors.

State Exemptions and Regulatory Oversight
A significant area of comparison lies in the treatment

17P. Verma, “GDPR as a Benchmark for Indian Data
Protection Legislation,” Journal of Comparative Law,
Vol. 10, 2020, pp. 12-38.

18 A. Jain, “Data Protection and Fundamental Rights:
A Socio-Legal Analysis,” Indian Law Review, Vol.
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of state functions and public interest exemptions. The
GDPR permits restrictions on certain rights to protect
national security, defense, law enforcement, and
public interest objectives, provided that limitations are
necessary, proportionate, and transparent. Similarly,
the DPDP Act grants specific exemptions for
processing undertaken for state functions, law
enforcement, public health, and other critical purposes,
balancing individual privacy with societal and
governmental interests.'3

Regulatory oversight mechanisms differ in structure
and approach. The GDPR relies on multiple
independent supervisory authorities within member
states, fostering distributed yet coordinated oversight.
These authorities have investigatory, corrective, and
advisory powers, and they collaborate through the
European Data Protection Board to ensure
harmonization and consistency. In contrast, the DPDP
Act centralizes oversight through the Data Protection
Board of India, which consolidates investigatory,
adjudicatory, and enforcement powers within a single
body. While centralization can streamline decision-
making and create unified standards, it may also pose
challenges related to capacity, responsiveness, and
independence, especially in light of India’s vast digital
ecosystem.

The presence of state exemptions and regulatory
mechanisms in both laws highlights the tension
between individual rights and public interest. Both
frameworks strive to balance these competing
considerations, ensuring that fundamental rights are
not unduly compromised while enabling legitimate
state functions. Comparative analysis reveals that the
GDPR’s multi- authority model enhances checks and
balances, whereas the DPDP Act’s centralized
approach reflects practical considerations tailored to
India’s administrative and legal landscape.'’

V.CONCLUSION AND RECOMMENDATIONS
FINDINGS ON FUNDAMENTAL RIGHTS
PROTECTION

12, 2019, pp. 44-70.

19 M. Kaur, “Emerging Technologies and Data Privacy
in India,” Journal of Law and Emerging Technologies,
Vol. 5, 2021, pp. 1-26.
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The comparative study of the General Data Protection
Regulation (GDPR) and India’s Digital Personal Data
Protection (DPDP) Act, 2023, demonstrates that both
regulatory frameworks significantly enhance the
protection of fundamental rights in the digital age.
Privacy and informational autonomy emerge as the
cornerstone of these protections, with both laws
emphasizing the right of individuals to control the
collection, processing, and dissemination of personal
information. In India, the recognition of privacy as a
fundamental right under Article 21, reinforced by the
principles of informational self-determination,
provides the constitutional basis for the DPDP Act’s
provisions. The GDPR’s comprehensive rights
framework— including access, rectification, erasure,
restriction of processing, data portability, and
objection—offers a robust model for operationalizing
these protections, while the DPDP Act, through its
rights of access, correction, erasure, and consent
revocation, adapts these principles to India’s socio-
legal and technological context.

Freedom of expression and digital rights are closely
intertwined with data protection. By safeguarding
personal information, these legal regimes ensure that
individuals can exercise their right to communicate,
share information, and engage in public discourse
without fear of unwarranted surveillance or profiling.
The GDPR and DPDP Act demonstrate that protecting
personal data is not merely a technical or administrative
concern but a constitutional imperative that underpins
the free exercise of civil liberties in the digital
sphere.?’

Cross-border data flows, a hallmark of the
contemporary digital economy, further highlight the
need for extraterritorial legal provisions. The GDPR’s
broad extraterritorial scope ensures that personal data
of EU residents remains protected regardless of where
it is processed, setting a global benchmark. Similarly,
the DPDP Act extends accountability to foreign
entities engaged with Indian citizens, although its
reach is narrower. Both frameworks underscore the
necessity of harmonizing domestic regulations with
global standards to safeguard fundamental rights

20°S. Reddy, “Informational Autonomy and Digital
Privacy in India,” Journal of Indian Law Institute, Vol.
61,2022, pp. 150-175

2l V. Nambiar, “Harmonizing Domestic and
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effectively in an interconnected digital ecosystem.

Challenges in Harmonizing Domestic and
International Frameworks

Despite significant advancements, several challenges
persist in harmonizing India’s domestic data
protection regime with international frameworks. One
primary challenge lies in the scope and definition of
personal data. While the GDPR covers all personal
data, including offline and physical forms, the DPDP
Act focuses exclusively on digital personal data,
potentially leaving gaps in protection for non-digital
contexts. Additionally, varying legal bases for
processing, exemptions for state functions, and
divergent consent mechanisms may create
inconsistencies when interfacing with global data
processing standards.

Another challenge is enforcement and regulatory
capacity. The GDPR’s decentralized supervisory
authority system allows for distributed oversight,
whereas the DPDP Act centralizes enforcement
through the Data Protection Board of India. While
centralization may streamline decision-making, it
could also create bottlenecks and affect
responsiveness, particularly given India’s large
population and expansive digital ecosystem. Ensuring
that regulatory bodies possess adequate expertise,
resources, and institutional independence is critical for
effective harmonization with international practices.?!
Technological and commercial realities also present
challenges. Multinational corporations and digital
platforms often operate across multiple jurisdictions,
creating potential conflicts of law. Differences in
extraterritorial applicability, data transfer
mechanisms, and compliance obligations may
complicate enforcement and pose challenges for
Indian authorities seeking to protect citizens’ rights.
Moreover, emerging technologies such as artificial
intelligence, machine learning, and blockchain create
additional layers of complexity, requiring adaptive
regulatory strategies that can address both current and
future risks.

Finally, public awareness and cultural factors
influence the effectiveness of data protection. While

International Data Protection Frameworks: Lessons
for India,”

Indian Journal of International Law, Vol. 59,2021, pp.
201-230.
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the GDPR benefits from widespread understanding
and institutionalization of privacy rights within the
European context, India faces challenges in ensuring
that citizens are informed of their rights, understand
consent mechanisms, and can exercise legal remedies.
Bridging this knowledge gap is essential for
harmonizing domestic practices with global standards
and achieving meaningful protection of fundamental
rights.??

Policy Recommendations for Strengthening India’s

Data Protection Regime

Based on the comparative analysis, several policy

recommendations emerge to strengthen India’s data

protection regime:

1. Expanding the Scope of Coverage: India should
consider extending the DPDP Act to include non-
digital forms of personal data, ensuring
comprehensive protection across all mediums.
This approach would align India more closely
with global standards and prevent legal loopholes
that may compromise fundamental rights.

2. Clarifying Exemptions and Balancing State
Functions: While state functions, public interest
objectives, and law enforcement needs are
important, exemptions should be clearly defined,
narrowly tailored, and subject to judicial or
regulatory oversight to prevent arbitrary or
excessive intrusions into privacy.

3. Strengthening Regulatory Capacity: The Data
Protection Board of India should be equipped
with adequate technical expertise, human
resources, and independence to enforce the law
effectively. Establishing regional offices or
delegated authorities may enhance
responsiveness and accessibility for citizens
across the country.

4. Incentivizing Corporate Compliance: Clear
guidelines, risk-based frameworks, and capacity-
building initiatives for businesses—particularly
small and medium enterprises—can encourage
compliance. =~ Mandatory  privacy  impact
assessments and regular audits should be
institutionalized as part of corporate governance.

5. Facilitating International Cooperation: India
should actively engage in global dialogues on data

22 Ministry of Electronics and Information

Technology, Government of India, Draft Data
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protection, participate in international standard-
setting bodies, and negotiate mutual adequacy
agreements to streamline cross-border data
transfers and enforcement. Such cooperation
would enhance accountability for foreign entities
and ensure that Indian citizens’ rights are
respected globally.

SUGGESTIONS FOR EFFECTIVE
ENFORCEMENT AND PUBLIC AWARENESS

Effective enforcement and public awareness are
mutually reinforcing pillars of a robust data protection
regime.

1. Strengthening Grievance Redressal Mechanisms:
The Data Protection Board should establish user-
friendly complaint portals, ensure timely
resolution, and provide clear guidelines for
redress.  Accessible  helplines, simplified
procedures, and proactive monitoring of
compliance can enhance trust and accountability.

2. Public Education Campaigns: Large-scale
awareness campaigns, targeted workshops, and
integration of digital literacy in educational
curricula can empower citizens to understand
their rights and responsibilities in the digital
ecosystem. Information on consent, data security,
and legal remedies should be made widely
available in multiple languages.

3. Collaboration with Civil Society: Partnering with
consumer rights organizations, privacy advocacy
groups, and academia can enhance oversight,
identify emerging threats, and foster a culture of
responsible data stewardship. Civil society
participation  ensures  transparency  and
strengthens accountability in both private and
public sectors.

4. Leveraging Technology for Enforcement: The
regulatory authority can employ advanced
monitoring  tools, automated  reporting
mechanisms, and data analytics to identify
breaches, track compliance trends, and proactively
mitigate risks. Technology- assisted enforcement
enhances efficiency and reduces the burden on
limited human resources.?

Protection Bill Reports, 2022, pp. 1-78.
23 United Nations Conference on Trade and
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FUTURE RESEARCH DIRECTIONS

The rapidly evolving digital landscape necessitates
continuous scholarly and policy research. Future
research directions may include:

1. Impact Assessment of Emerging Technologies:
Exploring how artificial intelligence, machine
learning, and algorithmic decision-making
intersect with privacy rights and data protection
laws. Understanding their ethical, legal, and
social implications is critical for adaptive
regulation.

2. Comparative  Studies on  Extraterritorial
Regulation: Analyzing the effectiveness of
extraterritorial provisions in protecting citizens’
rights, including cross-border case studies,
international compliance practices, and lessons
from global enforcement experiences.

3. Evaluation of Public Awareness Initiatives:
Researching the efficacy of educational
campaigns, digital literacy programs, and
grievance redressal mechanisms in empowering
citizens to exercise their rights.

4. Socio-Economic Impacts of Data Protection:
Assessing how privacy regulations affect
economic growth, innovation, digital inclusion,
and corporate practices in India, balancing
fundamental rights protection with developmental
objectives.

5. Interdisciplinary Approaches: Combining insights
from law, technology, sociology, and economics
to create holistic frameworks that address
technical, legal, and social dimensions of data
protection.
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