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Abstract- Industrial Internet of Things (IIoT) 

technologies are rapidly transforming traditional 

industries by enabling real-time monitoring, automation, 

and intelligent decision-making. However, the extensive 

deployment of interconnected industrial devices has 

significantly increased the attack surface, exposing 

critical infrastructure to advanced cyber threats. 

Conventional perimeter-based security mechanisms are 

inadequate for protecting Industrial IoT environments 

due to dynamic network behavior, heterogeneous 

devices, and insider threats. 

This paper presents CYBERMIND, an AI-enabled 

intrusion detection framework integrated with Zero 

Trust Architecture (ZTA) to secure Industrial IoT 

networks. The proposed system employs a Logistic 

Regression-based anomaly detection model to 

continuously monitor network traffic and classify device 

behavior into trusted, suspicious, and malicious 

categories. Zero Trust principles are enforced to ensure 

continuous authentication, authorization, and behavioral 

verification of all devices. 

Experimental evaluation demonstrates that 

CYBERMIND achieves higher detection accuracy, 

improved precision and recall, and a significantly lower 

false positive rate compared to traditional intrusion 

detection systems. The results confirm that 

CYBERMIND provides a lightweight, scalable, and 

effective cybersecurity solution suitable for real-time 

Industrial IoT deployments. 

 

Index Terms— Industrial IoT, Zero Trust Architecture, 

Intrusion Detection System, Machine Learning, 

Cybersecurity. 

I. INTRODUCTION 

 

The Industrial Internet of Things (IIoT) plays a vital 

role in the digital transformation of industries by 

enabling intelligent automation, predictive 

maintenance, and data-driven optimization. Industrial 

environments such as smart factories, power plants, oil 

refineries, and healthcare systems rely heavily on 

interconnected sensors, actuators, and control systems 

to enhance operational efficiency. 

Despite these advantages, Industrial IoT networks face 

serious cybersecurity challenges. Many IIoT devices 

operate with limited processing power, lack built-in 

security mechanisms, and use legacy communication 

protocols. These vulnerabilities make IIoT networks 

attractive targets for cyberattacks such as data 

manipulation, unauthorized access, denial-of-service 

attacks, and insider threats. 

Traditional security approaches assume that internal 

network components are trustworthy once 

authenticated. This assumption is no longer valid in 

modern IIoT environments where attackers can gain 

access through compromised devices. Zero Trust 

Architecture (ZTA) eliminates implicit trust by 

enforcing continuous verification of every device and 

communication request. 

At the same time, Artificial Intelligence (AI) and 

Machine Learning (ML) techniques have emerged as 

effective tools for detecting abnormal network 

behavior and identifying unknown attacks. This paper 

proposes CYBERMIND, a hybrid framework that 

integrates AI-based intrusion detection with Zero Trust 

principles to provide enhanced security for Industrial 

IoT networks. 

 

II. RELATED WORK 

 

Intrusion detection in IoT and Industrial IoT networks 

has been widely studied. Signature-based intrusion 

detection systems rely on predefined attack signatures 

and are effective only for known attacks. These 

systems fail to detect zero-day attacks and evolving 

threats. 
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Anomaly-based intrusion detection systems model 

normal behavior and detect deviations using statistical 

or machine learning techniques. Researchers have 

explored algorithms such as Support Vector Machines, 

Decision Trees, Random Forests, and Neural 

Networks for IoT security. While deep learning models 

offer high detection accuracy, they require large 

datasets and high computational resources. 

Zero Trust Architecture has gained popularity in 

enterprise and cloud environments. However, its 

adoption in Industrial IoT security remains limited. 

Existing works often treat intrusion detection and 

access control as separate components. CYBERMIND 

bridges this gap by tightly integrating AI-based 

anomaly detection with Zero Trust enforcement. 

 

III. SYSTEM ARCHITECTURE 

 

The CYBERMIND framework provides continuous 

monitoring and adaptive security for Industrial IoT 

networks. The architecture consists of the following 

components: 

 

A. IoT Devices 

Industrial sensors, actuators, and controllers deployed 

across the industrial environment generate real-time 

operational data. 

 

B. Gateway 

The gateway aggregates network traffic from IoT 

devices and forwards it to the security system. It acts 

as the first layer of monitoring. 

 

C. AI Intrusion Detection Module 

This module uses a Logistic Regression classifier to 

analyze network traffic and identify anomalous 

behavior. 

 

D. Zero Trust Policy Engine 

The Zero Trust Engine continuously evaluates device 

identity, behavior, and access privileges. No device is 

implicitly trusted. 

 

E. Monitoring Dashboard 

The dashboard provides real-time visualization of 

alerts, trust levels, and network activity. 

 
 Figure 1: CYBERMIND System Architecture 

 

IV. THREAT MODEL AND ATTACK 

SCENARIOS 

 

The CYBERMIND system considers various attack 

scenarios commonly observed in Industrial IoT 

environments: 

• Unauthorized Access Attacks: Attackers gain 

access using stolen credentials. 

• Insider Attacks: Legitimate devices behave 

maliciously after being compromised. 

• Denial-of-Service (DoS) Attacks: Flooding the 

network with excessive traffic. 

• Data Spoofing Attacks: Manipulation of sensor 

data. 

• Lateral Movement Attacks: Attackers move 

across devices within the network 

 

The proposed system detects these attacks by 

continuously monitoring behavioral deviations and 

enforcing Zero Trust policies. 

 

V. MACHINE LEARNING-BASED 

INTRUSION DETECTION 

 

A. Feature Extraction 

The following features are extracted from network 

traffic: 

• Packet size 

• Protocol type 

• Traffic frequency 

• Connection duration 

• Source-destination behavior 

 

B. Logistic Regression Model 

Logistic Regression is chosen due to its low 

computational overhead and interpretability. The 

probability of an attack is calculated as: 

𝑃(𝑦 = 1 ∣ 𝑥) =
1

1 + 𝑒−(𝛽0+𝛽1𝑥1+𝛽2𝑥2+...+𝛽𝑛𝑥𝑛)
 

 

C. Classification Output 



© February 2026| IJIRT | Volume 12 Issue 9 | ISSN: 2349-6002 
 

IJIRT 192295 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 858 

The model classifies traffic into: 

• Trusted 

• Suspicious 

• Attack 

 

VI. ZERO TRUST POLICY ENFORCEMENT 

 

Zero Trust Architecture enforces continuous 

authentication and authorization. Even after successful 

authentication, device behavior is continuously 

evaluated. Devices exhibiting suspicious behavior are 

restricted or isolated immediately. 

 

This approach prevents: 

• Insider threats 

• Privilege escalation 

• Unauthorized lateral movement 

 

VII. DATASET AND TRAINING PROCESS 

 

The dataset used for training consists of labeled 

network traffic collected from simulated Industrial IoT 

environments. Data preprocessing includes 

normalization, noise removal, and feature selection. 

The dataset is divided into training and testing sets 

using an 80:20 ratio. 

 

 

 

VIII. PERFORMANCE EVALUATION 

 

A. Evaluation Metrics 

• Accuracy 

• Precision 

• Recall 

• False Positive Rate 

 

B. Performance Comparison 

Table I: Performance Comparison 

Metric Existing IDS CYBERMIND 

Accuracy 88% 95% 

Precision 85% 94% 

Recall 86% 93% 

FPR 9% 3% 

   

 

 
Figure 2: Accuracy Comparison Graph 

 

IX. CASE STUDY: SMART FACTORY 

DEPLOYMENT 

 

In a smart factory environment, sensors continuously 

monitor machinery and environmental conditions. 

CYBERMIND detects abnormal traffic patterns 

caused by a compromised device and isolates it using 

Zero Trust policies, preventing production disruption. 

 

X. DEPLOYMENT CONSIDERATIONS 

 

The proposed system can be deployed at the gateway 

or edge level to minimize latency. Its lightweight 

nature ensures compatibility with resource-

constrained environments. 

 

XI. LIMITATIONS 

 

• Dependence on training data quality 

• Linear classification limitations 

• Initial deployment complexity 

XII. FUTURE WORK 

 

Future enhancements include: 

• Deep learning-based detection 

• Blockchain-based device identity management 

• Federated learning for distributed training 

• Real-time industrial deployment 

 

XIII. CONCLUSION 

 

This paper presented CYBERMIND, an AI-enabled 

Zero Trust intrusion detection framework for 

Industrial IoT networks. The integration of machine 

learning-based anomaly detection with Zero Trust 
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principles significantly enhances industrial 

cybersecurity. The proposed system offers a scalable 

and efficient solution for securing Industrial IoT 

environments. 
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