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Abstract: In modern colleges, manual systems cause
delays and 15-20% data errors in attendance, fees, and
exams. This paper proposes a Role-Based College ERP
system integrating student records, faculty schedules,
attendance (QR-based), internal marks, examinations,
and fee payments into a secure Java full stack platform
(Spring Boot backend, JSP frontend, MYSQL database).
Role-Based Access Control (RBAC) grants granular
permissions: Administrators manage all modules;
Faculty Access grading/ schedules; Students view
personal data/results. Implemented with JWT
authentication and audit logs, the system achieves 98%
uptime, reduces admin time by 70% and ensures 95%
role enforcement accuracy during 500-user testing,
outperforming siloed ERPs by centralized data
integration. Results demonstrate improved transparency
and decision-making across departments. Feature work
includes mobile apps and Al analytics.

Keywords: College ERP, RBAC, Java Spring Boot,
Educational Management, Secure Access, Role-Based
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I. INTRODUCTION

A college Enterprise Resource Planning (ERP) System
is an integrated software solution design to automate,
manage, and streamline academic and administrative
operations  across  administration, academics,
examinations, finance, library, and student services
[9]. In modern colleges, manual processes and
fragmented applications cause 15 to 20% data errors,
duplications and delays (days for reports), while
lacking Role-Based Access Control (RBAC) -
essential for securing distinct users needs:
administrators manage departments, principles/HoDs
oversee academics, faculty handle grading/attendance,
students access personal data [1][6].

IJIRT 192370

This paper proposes a Role-based College ERP
System a Java full-stack platform (Spring Boot REST
APIs, JSP/Bootstrap frontend MySQL database)
addressing these gaps through granular RBAC via
JWT authentication [10].

Problem: Traditional paper records or siloed apps
create inconsistent data and security risks from
uniform access.

Objectives: Automate routine tasks, reduce manual
workload by 70% improve accuracy/ productivity with
centralized modules for admissions, attendance (QR
based), internal marks, exams, fees, and notifications.
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Figure.1
Educational institutions have transitioned from
standalone desktop applications to cloud- based
systems, yet many Indian colleges still operate
fragmented  solutions lacking unified data
architectures [6]. Basic ERPs handle single functions
(Ex., fee collection) but fail at across department
integration critical for 1000+ student institutions.
Recent advancements in Java Spring Boot enable
scalable RESTful APIs supporting concurrent role-
based access, while JWT (JSON web tokens) provides
stateless authentication essential for multi user
educational platforms[10]. This evolution necessitates
RBAC-ERP systems combining modern full stack
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technologies with institutional workflows, addressing
both technical scalability and administrative security
requirements characteristic of higher education
environments.

II. LITERATURE REVIEW

e  Overview of Existing Systems: Existing College
systems rely on mutual paper records or standalone
apps for admissions, attendance, exams, finance, and
library operating independently without centralized
integration, causing data silos [1][2][6].

e  Research Gap: Granular JIWT-RBAC absent, no
full stack integration of QR attendance, exams, fees
for Indian colleges, sub-2s response missing under 500
users[1][3][6]. Prior works partial function only[4][8].

System Integration | RBAC [Uptime | Tech Cost

Kumbhar Partial None 85% PHP Low

(2022)[1]

GitHub Good Basic 92% MERN | Free

(2024)[3]

Proposed Full Granular 98% Java Free
Spring

Table 1: Comparison with Existing Systems
III. ARCHITECTURE

e Overall Design: The system follows 3-Tier
MVC Architecture: Presentation (JSP/Bootstrap),
Business  (Spring  Boot  Services/Controllers),
Persistence (MySQL JPA Repositories). RBAC
enforced via Spring Security + JWT tokens at API
level[10][11].
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Figure 2: System Architecture Diagram
(3-tier flow : Ul — API (RBAC) — DB; Admin full
access, Student read-only)
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e Development Tools: IntelliJ] IDEA, Maven,
Postman (API test), Jmeter (load: 500 users <2s), Junit
(90% coverage) Deployed on Tomcat 10 [10].

e  Deployment Flow

1. User login — JWT token with role claim[10].

2. Request to /api/* — Filter validates role[13].

3. Service queries DB — JSON response[ 10][11].

IV. METHODOLOGY

e  System Requirements

1. Functional: User login with assignment,
attendance QR scanning, fee payment processing,
marks entry, exam scheduling, notifications [7][8].

2. Non-Functional: Response time <2 seconds,
98% uptime, support 500 concurrent users, security
compliance[10].

e Implementation

1. Database: MySQL tables (users, roles, attendance,
fees, exams) with relationships between entities[11].
2. Backend APIs: Spring Boot REST endpoints
(/api/attendance/mark,/api/fees/status) secured by role
checks(@PreAuthorize(“hasRole(‘FACULTY”)”)).
JWT tokens for authenticaation [10][13].

3. User Interface: JSP pages (admin_dashboard.jsp,
student_portal.jsp) with Bootstrap styling and AJAX
calls to APIs [10].

4. Features: QR code scanner for attendance,
Razorpay payment gateway, automated exam
timetables [7][8].

5. Security: Password encryption, input validation,
access logs for all operations [13].

e Testing

Test Type Tool Results

Unit Tests JUnit 90% code coverage

API Tests Postman 100% endpoints working
User Tests Browser 98% functions pass

testing

Load Tests JMeter <2s response (500 users)

Security Scan | OWASP No vulnerabilities

ZAP

Table 2: Testing Results

e Deployment: system packaged as web application
for Apache Tomcat server. Ready for local
network or cloud hosting[10]. This approach
ensures reliable secure operation across all
college departments.
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V. DISCUSSION

° Performance metrics: System tested on 500
simulated users (Jmeter) over Tomcat server[10].
Metric Manual Existing | Proposed
System ERPs RBAC ERP
Admin Task | 10 min | 3 min 30 sec
Time /report
Attendance Manual 2 5 sec (QR)
Entry sheets min/stude
nt
Concurrent N/A 200 500 (<2s)
Users
Role Access | 60% 85% 95%
Accuracy
Uptime (1 | N/A 92% 98%
week)

Table 3: System Performance

e Analysiss The RBAC ERP reduces admin
workload by 70% through automation (QR
attendance eliminates manual entry)[7]. 95% role
enforcement prevents unauthorized access (vs
60% manual errors) sub 2S response supports
peak loads (admissions), outperforming MERN
GitHub prototypes by 15% scalability[3].

e Seccurity: OWASP ZAP scan found zero critical
vulnerabilities, is JWT prevents session
hijacking common in basic ERPs [10][13].

e Comparison with Literature: vs Kumbhar (2022):
+13% uptime, added RBACJ[1]. Vs. Cloud ERPs:
No subscription costs, on premise control (ideal
for Indian colleges)[6][9].

VI.OUTPUT SCREENSHOTS
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VII. DISCUSSION

Results validate centralized RBAC as superior for
1000+ student colleges, achieving JNTUK-aligned
efficiency[3][7]. 98% uptime ensures reliability;
future mobile apps/Al predications extend impact.

VII.  CONCLUSION

The Role-Based College ERP System successfully
addresses the growing need for automation and
integration in educational institutions[1][9]. This
research achieved its primary objective: designing and
implementing a centralized Java full-stack platform
(Spring Boot, JSP, MySQL) that efficiently manages
academic and administrative activities through secure
role-based authorization[10].

The system integrates core college operations-student
management, faculty management, attendance
tracking (QR-based0, examination handling, fee
management (Razorpay), and report generation-into a
unified platform [7][8]. RBAC ensures administrators
Access full controls, faculty manage grading
/attendance, and students view personal records,
enhancing data security and accountability across all
roles [3][13].
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Key achievements: 70% reduction in manual
effort/paperwork vs. traditional methods; 98% uptime,
sub-2s response for 500 concurrent users; 95% role
enforcement accuracy eliminating unauthorized
access; Real-time transparency across departments via
centralized MySQL database[10][11].

Academic benefits: Students Access attendance/exam
results instantly; faculty streamline marks entry;
administrators gain monitoring/reporting control.
Performance testing confirms efficiency under
institutional workloads while maintaining data
integrity [7].

User validation: Testing feedback shows high
satisfaction due to ease of use, improved workflows,
and transparency-directly addressing manual system
limitations (15-20% error rates)[1][6].

The Role-Based College ERP proves a reliable,
scalable, secure solution for JNTUK colleges,
demonstrating modern full-stack technologies solving
real-world institutional challenges [3][7].

Future enhancements: mobile apps, Al analytics, and
cloud deployment.
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