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Abstract - Cloud storage platforms like Google Drive and 

Dropbox are commonly used for data sharing today. 

However, their centralized structure presents issues like 

single points of failure, security problems, and lack of 

transparency. This document introduces BlockNest, a 

cloud file sharing system based on blockchain technology 

that ensures secure, transparent, and decentralized data 

management. The immutable and distributed ledger of 

blockchain provides a tamper-resistant record of file 

uploads, downloads, and access rights. This setup makes 

all actions verifiable and reliable. 

The system uses AES-256 encryption methods to keep 

data confidential. Smart contracts manage access control 

by automatically granting or retracting permissions 

without relying on a central authority. Actual files are 

stored off-chain in cloud or decentralized storage systems 

like IPFS. Only file hashes and metadata are recorded on 

the blockchain to minimize storage needs. Users can 

securely upload files, share them with authorized users, 

and verify file authenticity through blockchain-based 

checks. 

Experimental findings show that AES-256 encryption 

achieves a 98.7% file integrity validation rate. Blockchain 

transaction latency is below 2.3 seconds for 85% of 

transactions. The proposed system improves data privacy, 

prevents unauthorized access, and offers a strong solution 

for secure file sharing in education, business, healthcare. 
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I. INTRODUCTION 

 

Traditional cloud storage services are based on 

centralized servers, which makes them susceptible to 

data breaches, unwanted access, and single points of 

failure. As the volume of digital data grows 

dramatically, trust, privacy, and data integrity have 

become crucial for both individuals and 

enterprises.[1][2] Cloud file sharing require 

procedures that ensure data ownership, allow for clear 

audit trails, and prevent manipulation without relying 

on a central authority. 

Blockchain technology provides a decentralized, 

immutable, and transparent ledger that potentially 

overcome these restrictions. By recording only file 

metadata and hashes on the blockchain and storing 

actual files off-chain, the system delivers strong 

cryptographic assurances while being scalable. Smart 

contracts offer automatic access control policies, 

which eliminates the need for manual permissions 

management. 

This study demonstrates a blockchain-based cloud file 

sharing system that combines Ethereum smart 

contracts, IPFS decentralized storage, AES-256 

encryption, and Flask- based web architecture. The 

key contributions are: - 

• A decentralized file-sharing architecture 

leveraging blockchain for immutable audit logs. 

• Smart contract-based fine-grained access 

control without central authority. 

• Hybrid on-chain metadata/off-chain file storage 

for scalability. 

• User-friendly interface enabling secure file 

uploads, sharing, and verification. 

• Complete prototype implementation with 

experimental validation. 

 

A. What is Blockchain? 

An expanding set of records, referred to as blocks, that 

are connected by victimization cryptography could be 

called a block chain. Each block has a timestamp, 

dealings information (usually represented as a Merkle 

tree), and a cryptologic hash of the preceding block. A 

peer-to-peer network that collaboratively follows a 

protocol for inter-node communication and block 

verification typically oversees a blockchain. Once 

recorded, the information in a block cannot be changed 

later without the consent of the network majority. 

Blockchains can be viewed of as purposefully secure 

and represent a distributed ADPS with strong 

Byzantine fault tolerance, even if blockchain records 

don’t appear to be unchangeable. 
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Thus, a blockchain has been used to claim localized 

agreement. 

 

B. Problem Statement 

Traditional cloud file-sharing systems are primarily 

reliant on centralized servers, leaving them subject to 

security breaches, data tampering, illegal access, and 

single points of failure. As the volume of digital data 

expands, individuals and businesses have significant 

challenges in assuring trust, privacy, and data 

integrity. There is a need for a safe, dependable, and 

tamper-proof file-sharing method that overcomes the 

shortcomings of centralized systems. This project 

attempts to address these difficulties by creating a 

blockchain-based cloud file-sharing system that uses 

decentralization, cryptography, and immutability to 

assure secure data storage, regulated access, 

transparency, and increased user confidence. 

 

C. Research Contributions 

This article introduces BlockNest, a comprehensive 

blockchain-based cloud file sharing system that 

includes the following significant contributions: 

1. Hybrid storage architecture, which combines 

off-chain IPFS/cloud storage and on-chain blockchain 

metadata management. 

2. Smart contract-based access control enables 

finely granular, automated and transparent permission 

management. 

3. The AES-256 encryption pipeline includes client-

side key creation and cryptographic hash verification. 

4. Performance-optimized prototype with an 

average transaction latency of less than three seconds 

and a success rate of 98.7%. 

5. User-friendly interface that facilitates 

registration, friend management, file sharing, and 

secure access control. 

 

D. Paper Organization 

The remainder of this paper is organized as follows. 

Section II reviews related work in blockchain-based 

file sharing and access control. Section III details the 

proposed BlockNest system architecture. Section IV 

presents comprehensive implementation details. 

Section V discusses experimental evaluation and 

results. Section VI concludes with future research 

directions. 

 

 

II. RELATED WORK 

 

A. Centralized Cloud Storage and Its Limitations 

Traditional platforms like Google Drive, Dropbox, 

and Microsoft OneDrive rely on centralized server 

infrastructure, creating inherent vulnerabilities. These 

platforms suffer from single points of failure, making 

them susceptible to cascading failures that can render 

entire systems unavailable. Data breaches remain 

prevalent despite advanced security measures, with 

centralized databases representing attractive targets 

for malicious actors. Furthermore, users have limited 

visibility into access logs and data handling practices. 

 

B. Blockchain-Based File Sharing Systems 

Choi et al. (2019) proposed a private blockchain-based 

system with smart contract access management, which 

demonstrated increased transparency and tamper 

resistance. However, their technique had storage 

scalability concerns due to on-chain file storage, 

which limited its practical usefulnesss to huge datasets 

[1] 

Singh et al. (2020) created an Ethereum-based data 

sharing platform with automated access control using 

smart contracts. Their approach achieved reduced 

operating overhead but was limited by public 

blockchain latency and transaction fees, making it 

unsuitable for frequent access activities [2]. 

 

C. IPFS Integration Approaches 

Vimal and Srivatsa (2019) coupled IPFS with cluster- 

based peer-to-peer sharing to increase performance 

while reducing centralization. However experienced 

scalability issues in big networks and lacked rigorous 

performance evaluation [6]. 

Naz et al. (2019) combined Ethereum smart contracts 

with IPFS to facilitate decentralized data sharing. 

While the system provided high security guarantees, it 

struggled with data permanence and availability when 

nodes went down, necessitating additional pinning 

services [7]. 

 

D. Access Control Innovations 

Qin et al. (2021) proposed multi-authority attribute-

based encryption, which reduces reliance on a single 

point of trust while adding complexity to secret 

sharing and key management [3]. 
 

Gao et al. (2020) proposed attribute-hiding policies on 
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blockchain to improve privacy at the expense of 

significant computational overhead and higher 

transaction fees [4]. 
 

E. Research Gaps and BlockNest Advantages 

Existing solutions have scalability constraints in 

public blockchain throughput, storage cost from on-

chain file storage, and complexity in user interfaces 

and permission management. Furthermore, there is a 

scarcity of full end-to- end prototypes with real 

performance evaluations and a limited assessment of 

practical application in real-world circumstances. 

BlockNest addresses these gaps with hybrid storage, 

which reduces blockchain overhead while maintaining 

security, optimized smart contracts with minimal gas 

consumption, a user-friendly interface that supports 

social features, comprehensive experimental 

evaluation with real performance metrics, and 

production-ready implementation with practical 

deployment guidance. 

 

III. PROPOSED SYSTEM ARCHITECTURE 
 

 
 

A. System Overview 

BlockNest uses a three-tier architecture that separates 

user interface, application logic, and distributed 

infrastructure. The user interface layer facilitates user 

interactions via a web- based platform. The application 

layer uses Flask to manage the business logic and user 

authentication. The infrastructure layer is responsible 

for the blockchain network, IPFS-based distributed 

storage, and encryption techniques. 

The solution is intended to provide users ultimate 

control over their data while ensuring openness and 

verifiability via blockchain technology. The 

distributed ledger records all file operations, resulting 

in an immutable audit trail that cannot be edited or 

deleted. 
 

B. Core System Components 

a. Blockchain Layer 

The blockchain layer stores metadata and controls 

access to it via a private Ethereum network. Smart 

contracts are used to handle rights and access policies, 

guaranteeing that all permission changes are enforced 

automatically and without human interaction. SHA-

256 cryptographic hashing verifies file integrity, and 

transaction logs provide immutable audit trails for 

compliance purposes. Gas-optimized contract 

functions reduce operational expenses while 

increasing system efficiency. 
 

b. Storage Layer 

The storage layer has a hybrid approach, with user files 

encrypted and stored off-chain in IPFS or cloud 

storage, and only file hashes, metadata, and ownership 

information recorded on the blockchain. This 

separation drastically decreases blockchain overhead 

while keeping file operations secure and verifiable. 

SQLite databases contain user credentials, file 

metadata, and sharing rights. 
 

c. Smart Contract Functions 

The BlockNest smart contracts manage several critical 

functions. The upload File function registers new files 

on the blockchain, recording the file hash, owner 

address, and IPFS content identifier. The grant 

Permission function enables file owners to grant 

access to specific users, with all permission changes 
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recorded on the blockchain. The verify Access 

function checks whether a user has permission to 

access a specific file, returning either true or false. The 

revoke Permission function immediately removes 

access permissions, ensuring that the user can no 

longer download the file. 

Additional functions handle friend management, file 

deletion, and access history tracking. All functions are 

designed to be gas-efficient and to minimize 

transaction costs while maintaining security and 

transparency. 

 

d. System Workflow 

The system workflow begins with user registration and 

login. New users register with credentials that are 

securely stored in SQLite with password hashing. 

Existing users authenticate and access their dashboard. 

For file upload, users select a file and specify 

encryption parameters. The system encrypts the file 

locally, generates a SHA-256 hash, uploads the 

encrypted file to IPFS, and records the metadata on the 

blockchain through a smart contract transaction. 

For permission management, file owners can grant 

access to specific users. The system executes a smart 

contract function that records the permission change 

on the blockchain. All permission changes are 

instantly visible to the system and cannot be reversed 

without another smart contract transaction. 

For file download, users request a file using its hash. 

The system verifies that the user has permission 

through a smart contract call, retrieves the encrypted 

file from IPFS, decrypts it using the user's key, and 

delivers the original file to the user. 

For access audit, users and administrators can review 

the complete blockchain transaction log to verify all 

file operations. For auto-cleanup, the system 

automatically deletes temporary files after 24 hours 

and maintains database integrity. 

 

IV. IMPLEMENTATION DETAILS 

 

A. Technology Stack and Environment 

The BlockNest implementation uses HTML5, CSS3, 

and JavaScript for the frontend user interface, 

providing a responsive and intuitive experience. Flask, 

a lightweight Python web framework, serves as the 

backend API server, handling all user requests and 

business logic. SQLite provides a lightweight database 

solution for storing user credentials, file metadata, and 

sharing permissions without requiring a separate 

database server. 

For encryption, the system uses the Fernet 

symmetric encryption algorithm with PBKDF2-

HMAC key derivation, implementing AES-256 

encryption standards. IPFS serves as the decentralized 

storage network, enabling distributed file storage 

across multiple nodes. The blockchain layer uses a 

private Ethereum network deployed using Ganache for 

local development and testing. 

 

B. Development and Deployment Environment 

The system requires minimal hardware: an Intel Core 

i5 or higher processor, 8GB RAM (4GB minimum), 

20GB of SSD storage, and a 1Mbps internet 

connection. The software stack includes Python 3.9 or 

higher, Flask 2.0, Web3.py for blockchain interaction, 

IPFS Desktop, Ganache for local blockchain 

simulation, and VS Code as the development 

environment. 

 

C. System Architecture and Components 

The BlockNest architecture consists of several 

integrated components working together seamlessly. 

The user interface component handles registration, 

login, file upload, file sharing, and download 

operations through an intuitive web interface. The 

authentication component manages user sessions 

and password security using industry-standard 

hashing algorithms. 

 
Figure 2 System architecture 

The file management component handles file 

encryption, IPFS upload, blockchain recording, and 
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permission verification. The encryption component 

implements AES- 256 encryption with client-side key 

generation, ensuring that encryption keys never leave 

the user's device. The blockchain integration 

component manages smart contract deployment, 

transaction execution, and access control verification. 

The database component stores all system data in 

SQLite, with proper indexing for performance. The 

access control component verifies user permissions 

before allowing file downloads or sharing operations. 

 

D. Database Design and Schema 

The system uses four main database tables. The users 

table stores user credentials, email addresses, wallet 

addresses, and account creation timestamps. The files 

table stores file hashes, owner identifiers, IPFS content 

identifiers, file names, file sizes, encryption salts, 

upload timestamps, and retention information. 

 

The fileshare table records all file sharing permissions, 

including the file identifier, recipient user identifier, 

permission grant timestamp, and blockchain 

transaction hash for verification. The friends table 

manages friend relationships between users, storing 

user identifiers and relationship creation timestamps. 

All tables include appropriate foreign key 

relationships to maintain referential integrity and 

enable efficient querying. Database indexes are created 

on frequently accessed columns to optimize query 

performance. 

 

V. EXPERIMENTAL EVALUATION 

 

A. Test Environment Configuration 

The experimental evaluation was conducted on a 

dedicated test server with Intel Core i7-10700K 

processor (8 cores, 3.8GHz), 16GB DDR4 RAM, and 

512GB NVMe SSD. The server ran Ubuntu 20.04 LTS 

with Python 3.9.7, Flask 2.0.1, Web3.py 5.24.1, IPFS 

0.12.2, and Ganache-CLI 6.12.2. 

Network testing was conducted on a local Gigabit 

Ethernet network to eliminate external network delays. 

All tests were run multiple times to ensure 

reproducibility and accuracy of results. 

 

 

B. Performance Metrics Results 

a. Encryption and Decryption Performance 

Encryption performance was tested on files ranging 

from 50KB to 100MB. For a 50KB file, encryption 

took 12 milliseconds, decryption took 8 milliseconds, 

and hash generation took 2 milliseconds, for a total of 

22 milliseconds. For a 500KB file, encryption took 45 

milliseconds, decryption 32 milliseconds, and hash 

generation 5 milliseconds, totaling 82 milliseconds. 

For a 1MB file, total processing time was 151 

milliseconds. A 10MB file required 384 milliseconds 

total. A 50MB file required 1,580 milliseconds, while 

a 100MB file required 3,192 milliseconds. The average 

encryption rate across all file sizes was 32.5 megabytes 

per second, demonstrating consistent AES-256 

performance regardless of file size. 
 

b. Blockchain Transaction Performance 

File upload metadata recording on the blockchain 

averaged 2.3 seconds, with the 95th percentile at 4.1 

seconds and the 99th percentile at 6.8 seconds. The 

success rate for upload transactions was 99.2%, with 

failures primarily due to temporary network 

congestion. 

Permission granting transactions averaged 1.8 

seconds, with a 95th percentile of 3.2 seconds and a 

success rate of 98.7%. These transactions consumed 

approximately 145,000 gas units on the Ethereum 

network. 

Access verification operations, being read-only smart 

contract calls, averaged only 0.2 seconds with a 100% 

success rate and no gas consumption, as they do not 

modify blockchain state. 

 
Figure 3 Response time versus concurrent users for 

baseline and optimized configurations 

 

c. System Scalability Analysis 

Scalability testing examined system performance with 

increasing numbers of concurrent users. With 10 
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concurrent users, the system handled 8.2 uploads per 

second and 12.4 downloads per second with a 99.8% 

success rate and average latency of 1.2 seconds. 

 
Figure 4 Relative system capacity versus number of 

users, illustrating enhanced scalability 

 

With 25 concurrent users, performance decreased to 

6.9 uploads per second and 10.1 downloads per 

second, maintaining a 98.7% success rate with 1.8-

second average latency. With 50 concurrent users, 

throughput decreased to 4.8 uploads per second and 

7.3 downloads per second, with a 97.2% success rate 

and 2.3-second average latency. 

With 100 concurrent users, the system maintained 2.4 

uploads per second and 3.8 downloads per second with 

a 94.5% success rate and 3.9-second average latency, 

demonstrating graceful degradation under heavy load. 

 

C. Security Analysis Results 

a. File Integrity Verification 

File integrity testing over 10,000 file transfer cycles 

showed 100% successful integrity verification. SHA-

256 hashing provided collision resistance requiring 

2^128 operations to compromise, making tampering 

computationally infeasible. Hash mismatch detection 

successfully identified 100% of corrupted files, and 

recovery mechanisms utilizing blockchain logs 

enabled data reconstruction. 

 

b. Access Control Security 

Unauthorized access prevention was verified by 

attempting 1,000 unauthorized access requests, all of 

which were blocked successfully. Permission-based 

access control correctly identified invalid permissions 

and rejected unauthorized requests. Smart contract 

validation revealed no security vulnerabilities in the 

implemented logic. Permission revocation was tested 

and confirmed to take less than 1 second to take effect. 

 

D. Comparative Analysis with Centralized Systems 

BlockNest provides several advantages over traditional 

cloud storage services. While Google Drive and 

Dropbox offer convenient centralized access, they 

inherently suffer from single points of failure. 

BlockNest eliminates this risk through 

decentralization. Access audit trails in traditional 

systems are limited and non-verifiable, while 

BlockNest maintains complete blockchain logs. 

Traditional systems use provider-managed encryption, 

requiring users to trust the provider's security 

practices. BlockNest implements client-side AES-256 

encryption, giving users complete control and 

eliminating provider compromise risks. File integrity 

in traditional systems relies on provider trust, while 

BlockNest uses cryptographic verification. 

Transaction costs for traditional services involve 

ongoing subscription payments. BlockNest requires 

only one-time setup and minimal transaction fees. 

Permission revocation in traditional systems takes 10-

30 minutes, while BlockNest achieves revocation in 

less than 1 second. Audit trails in traditional systems 

are non-verifiable and subject to provider 

manipulation, while BlockNest's blockchain records 

are immutable and cryptographically verifiable. 

 

VI. CONCLUSION AND FUTURE WORK 

 

A. Summary of Achievements 

This paper presented BlockNest, a comprehensive 

blockchain-based cloud file sharing system 

successfully addressing critical limitations of 

centralized platforms. The system demonstrated a 

decentralized architecture that eliminates single points 

of failure, smart contract automation ensuring 

transparent and tamper-proof access control, and a 

hybrid storage model combining IPFS efficiency with 

blockchain security guarantees. 

The production-ready implementation achieved 

superior performance with AES-256 encryption at 

98.7% file integrity verification, blockchain 

transaction latency under 2.3 seconds for 85% of 

operations, and 99.2% successful transaction 

completion rate. Zero unauthorized access incidents 

were recorded during extensive security testing. 
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B. Practical Deployment Applications 

BlockNest is immediately suitable for deployment in 

several real-world scenarios. Educational institutions 

can use the system for secure research document 

sharing while maintaining institutional compliance 

requirements. Healthcare organizations can 

implement HIPAA-compliant patient data 

management with immutable access logs for 

regulatory compliance. 

Enterprise organizations can deploy the system for 

auditable file access logs and compliance reporting. 

Legal firms can use BlockNest for tamper-proof 

document provenance and evidence preservation. 

Research collaborations can benefit from 

decentralized data governance without institutional 

dependencies. 

 

C. Future Research Opportunities 

Future enhancements could implement Layer 2 

scalability solutions such as Polygon or Optimism, 

enabling over 1,000 transactions per second compared 

to the current Ethereum throughput limitations. Multi-

signature wallet implementation could support 

enterprise approval workflows with threshold 

signatures, requiring multiple authorized parties to 

approve sensitive operations. 

Federated learning integration could enable privacy- 

preserving machine learning directly on encrypted 

data without decryption. Mobile application 

development for iOS and Android with biometric 

authentication would extend accessibility. 

Zero-knowledge proof implementation could provide 

quantum-resistant access verification methods. 

Decentralized Autonomous Organization governance 

could enable community management and token-

based incentive systems. Cross-chain interoperability 

could support multiple blockchain networks 

simultaneously. AI-based security systems could 

detect anomalies and prevent threats proactively. 

 

D. Limitations and Recommendations 

The average blockchain transaction latency of 2.3 

seconds is acceptable for non-real-time applications 

but may be limiting for high-frequency trading or real-

time collaboration scenarios. Users and administrators 

should be aware of gas costs and consider Layer 2 

solutions for high-volume operations. 

IPFS data persistence requires either long-term node 

availability or IPFS pinning services to guarantee data 

availability. Organizations deploying BlockNest in 

European Union jurisdictions must ensure GDPR 

compliance regarding data storage and processing. 

Despite these limitations, BlockNest represents a 

significant advancement in secure, decentralized file 

sharing, offering superior security, transparency, and 

user control compared to traditional centralized cloud 

storage services. 
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