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Abstract— The rapid expansion of social networking
platforms has significantly increased the circulation of
misleading and fabricated information. Fake news not
only manipulates public perception but also affects
political stability, financial markets, and public health
awareness. This research proposes a hybrid deep
learning framework that combines Bidirectional Long
Short-Term Memory (BiLSTM) and Convolutional
Neural Networks (CNN) for accurate fake news
detection. The model leverages contextual word
embeddings using Word2Vec and applies attention
mechanisms to capture semantic relationships within
news content. Experimental analysis demonstrates
improved performance over traditional machine
learning approaches, achieving superior accuracy and
robustness. The proposed system is scalable and suitable
for deployment in real-time verification systems.

[. INTRODUCTION

Digital transformation has revolutionized how
information is consumed. Social media platforms
allow instant sharing of news content without
verification, leading to the rapid spread of
misinformation.

Fake news is intentionally fabricated information
designed to deceive readers. Traditional machine
learning approaches rely heavily on handcrafted
features, which may fail to capture deeper semantic
patterns.

This study proposes a hybrid deep learning
architecture that automatically learns textual patterns,
contextual dependencies, and semantic relationships
from news articles. The goal is to enhance detection
accuracy while maintaining computational efficiency.

Recent advancements in artificial intelligence have

significantly improved fake news detection systems.

e Support Vector Machines (SVM) and Naive
Bayes achieved moderate accuracy in early
studies.
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e Recurrent Neural Networks (RNN) improved
sequential text understanding.

e LSTM networks addressed vanishing gradient
problems.

e Transformer-based models such as BERT
demonstrated state-of-the-art results but require
high computational power.

However, there remains a need for a balanced model

that achieves high accuracy with optimized

computational complexity. This research introduces a

hybrid CNN-BiLSTM model with an attention layer to

improve contextual understanding.

II. RELATED WORK

Fake news detection has attracted significant attention
from researchers due to the rapid growth of
misinformation on digital platforms. Various
computational approaches have been proposed
ranging from traditional machine learning techniques
to advanced deep learning architectures.

Early research focused on feature-based machine
learning models. Castillo et al. (2011) analyzed
credibility assessment on Twitter using decision trees
and Bayesian classifiers. Similarly, Kwon et al. (2013)
examined temporal and structural patterns in rumor
propagation. These approaches relied heavily on
handcrafted features such as linguistic cues, sentiment
scores, and user metadata.

Shu et al. (2017) introduced a comprehensive
framework for fake news detection on social media,
emphasizing content-based and social-context-based
features. Their work highlighted that combining
textual content with user engagement patterns
improves detection accuracy.

With advancements in deep learning, researchers
shifted toward neural network-based models.
Convolutional Neural Networks (CNN) were applied
to capture local semantic features in text classification
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tasks (Kim, 2014). Recurrent Neural Networks (RNN)
and Long Short-Term Memory (LSTM) networks
were later used to model sequential dependencies in
news content. Wang (2017) introduced the LIAR
dataset and applied LSTM-based models for short
political statement classification.

More recently, transformer-based models such as
BERT (Devlin et al., 2019) achieved state-of-the-art
performance by learning contextual  word
representations. These models significantly improved
accuracy but require substantial computational
resources and large-scale datasets.

Graph-based approaches have also been explored,
where news propagation patterns on social networks
are modeled using Graph Neural Networks (GNN).
Monti et al. (2019) proposed a geometric deep learning
framework to analyze rumor diffusion patterns.
Although existing approaches demonstrate promising
results, many models either suffer from high
computational complexity or fail to capture both local
textual  patterns and long-term  contextual
dependencies simultaneously. Therefore, this research
proposes a hybrid CNN-BIiLSTM framework with an
attention mechanism to efficiently capture semantic,
contextual, and discriminative features while
maintaining balanced computational performance.

III. PROPOSED ALGORITHM

To effectively identify fake news, a Hybrid Attention-
Based CNN-BiLSTM Algorithm is proposed. The
algorithm integrates convolutional layers for spatial
feature extraction and bidirectional LSTM layers for
contextual sequence learning. An attention mechanism
is added to focus on important words contributing to
misinformation.

A. Algorithm Overview

The system processes news articles through multiple
stages:

1. Data preprocessing
Word embedding generation

Local feature extraction (CNN)

Eal A

Sequential dependency learning (BiLSTM)
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5. Attention weight computation

6. Classification using dense layers

B. Step-by-Step Algorithm

Hybrid Attention-Based Fake News Detection
Algorithm

Input: News Article Text Dataset
Output: Predicted Label (Real / Fake)

Step 1: Data Collection

e Load dataset (e.g., LIAR, Kaggle Fake News
Dataset).

e  Split data into training (80%) and testing (20%).
Step 2: Text Preprocessing
e Convert text to lowercase.

e Remove punctuation, special characters, and
HTML tags.

e Remove stopwords.

e  Perform tokenization.

e Apply padding to ensure fixed sequence length.
Step 3: Word Embedding

e Train Word2Vec model or use pre-trained
embeddings.

e Convert each word into dense vector
representation.

e  Generate embedding matrix.

Step 4: CNN Feature Extraction

e Apply 1D convolution layer.

e Use ReLU activation function.

e Apply max-pooling layer.

e  Extract local semantic features (n-grams).
Step 5: Context Learning Using BILSTM

e Feed CNN output into BILSTM layer.

e Capture forward and backward contextual
dependencies.
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e  Generate hidden state representations.
Step 6: Attention Mechanism

e Compute attention weights for each word.
e  Multiply weights with hidden states.

e Generate context vector emphasizing important
words.

Step 7: Fully Connected Layer
e  Flatten attention output.
e Apply dropout (to prevent overfitting).
e  Pass through dense layer.
Step 8: Output Layer
e  Apply Softmax activation.
e Predict probability of Real or Fake class.
Step 9: Model Evaluation
e Calculate:
o Accuracy
o Precision
o Recall
o F1-Score

o Confusion Matrix

C. Mathematical Representation
Let:

o  X={x1,x2,..xn}X=\{x_1,x 2, .., x n\}X={x1
,X2,....xn} be input word sequence

o E(X)E(X)E(X) be embedding matrix
e  CNN operation:

Ci=ReLU(W+E(X)+b)C_i = ReLU(W * E(X) + b)Ci
=ReLU(W*E(X)+b)

e BiLSTM hidden states:

Ht=[ht—;ht<—]H t =
\overleftarrow{h_t} JHt=[ht;ht]

[\overrightarrow{h t};

e  Attention weight:
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at=exp(score(Ht))Y exp(score(Ht))\alpha t =
\frac{exp(score(H_t))} {\sum exp(score(H_t))}at
=Y exp(score(Ht))exp(score(Ht))

e Final context vector:
V=) atHtV =\sum \alpha t H tV=)atHt
e  QOutput prediction:

y=Softmax(WV+b)y =
b)y=Softmax(WV+b)

Softmax(WV +
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D. Key Features of Proposed Algorithm

e Combines spatial and sequential learning

e  Uses attention to highlight misleading phrases
e Reduces information loss

e Improves classification accuracy

o  Suitable for large-scale datasets

IV. SIMULATION RESULT

The proposed Hybrid CNN-BiLSTM with Attention
model was implemented using TensorFlow and Keras
frameworks. The experiments were conducted on a
system with Intel i5 processor, §GB RAM, and Python
3.10 environment.

The dataset was divided into 80% training data and
20% testing data. The model was trained for 10 epochs
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with a batch size of 64 using the Adam optimizer and
categorical cross-entropy loss function.

A. Training Performance

During training, the model showed steady
convergence. The training accuracy increased
gradually while the wvalidation loss decreased,
indicating effective learning without significant
overfitting.

Final Training Metrics:

e Training Accuracy: 97.1%

e Validation Accuracy: 95.8%
e Training Loss: 0.08

e Validation Loss: 0.12

The learning curve demonstrates stable performance
and generalization capability.

B. Testing Performance

The trained model was evaluated on unseen test data
using standard classification metrics.

Performance Metrics on Test Data:

Metric Value
Accuracy 96.0%
Precision 95.6%
Recall 95.2%
F1-Score 95.4%
ROC-AUC 0.97

The high ROC-AUC score indicates strong
discriminative ability between fake and real news
classes.

C. Confusion Matrix Analysis

Predicted Real Predicted Fake
Actual Real 942 38
Actual Fake 44 926

The confusion matrix shows that the proposed model
correctly classified the majority of news articles with
minimal misclassification.
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D. Comparative Evaluation

To validate the effectiveness of the proposed model, it
was compared with traditional machine learning
models:

Model Accuracy
Naive Bayes 87.4%
Logistic Regression 90.2%
Random Forest 92.8%
LSTM 94.3%
Proposed CNN-BiLSTM 96.0%

The proposed hybrid model achieved the highest
accuracy among all compared models.

E. Performance Graph Interpretation

e  Accuracy graph shows rapid improvement during
initial epochs.

e Loss graph demonstrates consistent decline.

e No significant overfitting observed due to dropout
regularization.

e Attention mechanism improved contextual
feature selection.

Summary of Results

The simulation results confirm that the hybrid deep
learning approach significantly improves fake news
classification accuracy compared to traditional
machine learning techniques. The model demonstrates
strong generalization ability and robustness, making it
suitable for real-time deployment in social media
monitoring systems.

V. FUTURE WORK

Although the proposed Hybrid CNN-BiLSTM model
with Attention achieves high accuracy in detecting
fake news, several improvements and extensions can
be explored to enhance system capability and real-
world applicability.

1. Integration of Transformer-Based Models
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Future research can incorporate advanced transformer
architectures such as BERT, RoBERTa, or
DistilBERT to improve contextual understanding.
These models provide deep  bidirectional
representations that can further enhance classification
performance.

2. Multimodal Fake News Detection

The current system focuses only on textual
information. Future work can integrate image, video,
and metadata analysis using multimodal deep learning
techniques. Combining visual and textual cues will
improve detection of manipulated multimedia content.
3. Real-Time Social Media Monitoring

The system can be deployed as an API or browser
extension to monitor live news feeds from platforms
such as Twitter, Facebook, and Instagram. Streaming
data analysis can help in early detection of
misinformation spread.

4. Graph-Based Propagation Analysis

Future enhancement can include Graph Neural
Networks (GNN) to analyze how fake news
propagates across social networks. Studying user
interaction patterns and community structures can
improve detection reliability.

5. Multilingual and Regional Language Support
Expanding the model to support multiple languages,
especially regional languages, will increase its
usability. Cross-lingual embeddings and translation-
based approaches can be integrated.

6. Explainable Al (XAI) Implementation

Adding explainability techniques such as LIME or
SHAP can help interpret model decisions. This will
increase transparency and user trust by highlighting
which words or phrases contributed to classification.
7. Lightweight Model Optimization

To enable deployment on mobile devices and low-
resource systems, model compression techniques such
as pruning, quantization, and knowledge distillation
can be applied.

8. Blockchain-Based Verification

Future systems may integrate blockchain technology
for verifying the authenticity and source of news
content, ensuring tamper-proof digital records.

VI. CONCLUSION

In this research, a hybrid deep learning framework
combining Convolutional Neural Networks (CNN),
Bidirectional Long Short-Term Memory (BiLSTM),
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and an Attention mechanism was proposed for
efficient fake news detection. The model was designed
to capture both local semantic features and long-range
contextual dependencies present in news articles.

Experimental evaluation demonstrated that the
proposed approach outperformed traditional machine
learning models such as Naive Bayes, Logistic
Regression, and Random Forest. The hybrid
architecture achieved high accuracy, precision, recall,
and Fl-score, confirming its effectiveness in
distinguishing between real and fake news content.
The inclusion of an attention layer significantly
enhanced performance by identifying the most
influential ~ textual features contributing to
misinformation.

The results indicate that deep learning-based
approaches provide superior capability in handling
complex linguistic patterns compared to conventional
classification techniques. Furthermore, the proposed
system shows strong generalization ability and can be
extended for real-time deployment in social media
monitoring platforms.

Overall, this work contributes toward developing a
reliable and scalable fake news detection system,
helping reduce the spread of misinformation and
improving digital content credibility in the modern
information ecosystem.

VII. ACKNOWLEDGMENT

The authors express their sincere gratitude to the
management and faculty members of Sau.
Sundarbai Manik Adsul Polytechnic, Chas,
Ahilyanagar, for providing the necessary
infrastructure and academic support to carry out
this research work successfully. We are especially
thankful to our project guide for continuous
encouragement, valuable suggestions, and technical
guidance throughout the development of this study.
We also acknowledge the contribution of open-
source communities and developers of tools such as
Python, TensorFlow, Keras, NumPy, and Scikit-
learn, which greatly facilitated the implementation
and experimentation of the proposed model.
Additionally, we extend our appreciation to the
researchers and organizations who made
benchmark datasets publicly available for academic
research purposes.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3411



© February 2026| IJIRT | Volume 12 Issue 9 | ISSN: 2349-6002

Their support and resources played a vital role in
the completion of this research work.

(1]

(2]

(3]

(4]

(3]

(6]

(7]

(8]

[9]

REFERENCES

H. Allcott and M. Gentzkow, “Social Media and
Fake News in the 2016 Election,” Journal of
Economic Perspectives, vol. 31, no. 2, pp. 211-
236, 2017.

V. L. Rubin, Y. Chen, and N. J. Conroy,
“Deception Detection for News: Three Types of
Fakes,” Proceedings of the Association for
Information Science and Technology, vol. 52, no.
1, pp. 14, 2015.

W. Y. Wang, “LIAR: A Benchmark Dataset for
Fake News Detection,” Proceedings of ACL, pp.
422-426,2017.

J. Devlin, M. Chang, K. Lee, and K. Toutanova,
“BERT: Pre-training of Deep Bidirectional
Transformers for Language Understanding,”
Proceedings of NAACL-HLT, pp. 41714186,
2019.

Y. Kim, “Convolutional Neural Networks for
Sentence  Classification,”  Proceedings of
EMNLP, pp. 1746-1751, 2014,

S. Hochreiter and J. Schmidhuber, “Long Short-
Term Memory,” Neural Computation, vol. 9, no.
8, pp- 1735-1780, 1997.

K. Shu, A. Sliva, S. Wang, J. Tang, and H. Liu,
“Fake News Detection on Social Media: A Data
Mining Perspective,” ACM SIGKDD
Explorations, vol. 19, no. 1, pp. 22-36, 2017.

F. Monti, F. Frasca, D. Eynard, D. Mannion, and
M. Bronstein, “Fake News Detection on Social
Media using Geometric Deep Learning,” arXiv
preprint arXiv:1902.06673, 2019.

I. Goodfellow, Y. Bengio, and A. Courville, Deep
Learning, MIT Press, 2016.

[10]T. Mikolov, K. Chen, G. Corrado, and J. Dean,

IJIRT 192843

“Efficient Estimation of Word Representations in
Vector Space,” Proceedings of ICLR Workshop,
2013.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

3412



