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Abstract— Due to the swift development of the mobile
advertising market, the cases of fraudulent clicks of
advertisements have grown considerably, causing
considerable financial expenses to advertisers. This work
provides a comparative research on different machine
learning (ML) and deep learning (DL) models to identify
ad click fraud. The suggested solution would combine
classical machine learning (Logistic Regression, Random
Forest, and XGBoost) and deep learning (Convolutional
Neural Networks, CNN, Long Ssshort-Term Memory,
and Gated Recurrent Units, respectively) in a single
solution. Such models are chosen on ground of their
ability to differentiate legit and fraudulent ad-click. In
order to further boost the performance of the detection,
Stacking Classifier is used to utilize the positive aspects
of several models. The implementation of the system is
based on Flask to facilitate fraud detection in mobile
advertising campaigns and offer an easy way of tracking
and minimizing the losses. The results of the experiments
also prove that the Maximum accuracy of 92 was
achieved by the Random Forest, and the deep learning
models including CNN and LSTM demonstrated
competitive results of 90 and 91, respectively. The
Stacking Classifier was found to be more effective with a
balanced precision-recall score of 0.92, which shows that
the classifier gives good results in fraudulent clicks. The
proposed system will contribute to increasing the validity
of mobile advertising platforms and minimizing the
financial loss caused by ad click fraud recognition.
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I. INTRODUCTION

The accelerated growth of digital advertising (and
mobile advertising in particular) has dramatically
enhanced the rate of fraudulent ad clicks and that is
why, click fraud becomes one of the most acute
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concerns of the online advertisement environment. Ad
click fraud laws not only cause advertisers to lose a
significant amount of money but also manipulates
important performance indicators, which negatively
affects the success of advertising campaigns. Such
fraud is usually characterized by artificial increase in
the number of clicks with the help of automated bots
or malevolent users who do not have any real interest
in the advertised material and this leads to a decrease
in the return on investment (ROI) to organizations.

In a bid to solve this problem, this paper aims at
assessing the effectiveness of intelligent methods of
fraud detection based on various performance
measures such as accuracy, precision, recall, F1-score
and the area under the ROC curve (AUC). These
indicators of evaluation will ensure a holistic
evaluation of the effectiveness of the models in terms
of correctly identifying a legitimate and fraudulent ad
click. The proposed solution will make the existing
fraud detection processes more reliable and efficient,
which will help advertisers to safeguard their
advertising budgets and gain more benefits out of their
campaigns.

The current project suggests a powerful ad click
detection system, which utilizes machine learning and
deep learning to meet the overall objectives. The
system uses both traditional machine learning
algorithms and deep learning architectures namely
Logistic Regression, Random Forest, XGBoost,
Convolutional Neural Network (CNN), Long Short-
Term Memory (LSTM) and Gated Recurrent Unit
(GRU) in order to serve as an effective classifier of ad
clicks as to whether it is a genuine or a fraudulent click.
To further enhance predictive performance, a Stacking
Classifier is applied which combines the advantages of
two or more models in one decision making model.
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The system is built in such a way that it can handle the
huge amount of ad click data and derive meaningful
insights out of the characteristics of IP address, gadget
type, operating system version, and timestamps of ad
clicks. The suggested solution allows identifying the
presence of fraudulent actions quite accurately, and
helps advertisers to optimize advertising spending and
preserve the integrity of the digital advertising system.
Altogether, the given work is dedicated to the
increased need to have secure, scaled, and intelligent
systems of fraud detection in a changing digital
advertising landscape. The merger of machine learning
and deep learning technologies is an important step
towards ad click fraud fight and leads to making online
marketing systems, both trustworthy and transparent.

II. RELATED WORK

Fraud detection in ad clicks has been identified as a
serious issue in the domain of digital advertisement
due to the fast growth of mobile advertisement and the
advancement of fraud-related crime rate. As an
illustration, the ML models that have been deployed
extensively owing to their simplicity and success in
dealing with large data have been the Random Forest,
Logistic Regression, and XGBoost models. These
algorithms can be used to categorize ad clicks as valid
or fraudulent and are based on different characteristics,
including IP addresses, the type of the device, and
timings [1][2] [3]. The traditional ML models,
however, sometimes do not work with high
dimensional and complex data, which is the case with
deep learning models.

The convolutional neural networks, Long short-term
memory and Gated recurrent units are deep learning
models that will be more efficient in detecting more
complex patterns in ad clicks. The models are
particularly useful in as far as their ability to learn
hierarchical properties and long term dependencies in
sequential data is concerned. [4] [5]. Through the force
of such models it is possible to detect the fraudulent
clicks with a greater precision so the financial losses
suffered by advertisers are minimized. Moreover,
hybrid solutions of ML and DL techniques have
demonstrated substantial increase in the predictive
quality. [6] [7]. Transau et al. (2013) can be used as the
example of stacking classifiers that use the predictions
of numerous base models and modify the total
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detection performance by taking advantage of the
strengths of other algorithms.

This problem of skewed data which is a frequent
problem in fraud detection has been solved by high
quality methods such as K-SMOTEENN that
integrates over-sampling and under-sampling to
normalize the data prior to the model training [8].
Besides, federated learning has been introduced to the
fraud detection systems to improve privacy and also
enable the models to be trained on decentralized data
without the need of transmitting sensitive samples
[9][10]. Another recent area of knowledge examines
the implementation of the reinforcement learning and
optimization algorithms to enhance the flexibility and
effectiveness of the fraud detection systems [11] [12].
To sum up, the combination of ML and DL with the
new methods of detection, i.e. stacking classifiers,
federated learning, offers a powerful framework to ad
click fraud detection. Such techniques will be able to
enormously increase the accuracy of detection, will
decrease the false positives as well as will provide
scalable solutions to the continuously changing world
of the digital advertising market [13] [14] [15].

III. PROPOSED METHODOLOGY

The proposed system will identify ad click frauds with
the help of machine learning (ML) and deep learning
(DL). The approach has three significant stages as the
data collection, data preprocessing and model
development and evaluation.

A. Data Collection and Preprocessing

The system captures the ad click statistics of
advertisement sources that are available. The data
consists of the following attributes; IP address,
application ID, device type, operating system version,
channel identifier, and click timestamp and attribution
time. These characteristics are necessary to study the
user interaction patterns and detect abnormal click
behavior which is related to fraudulent activities. The
target variable would show the user that would either
install the application after clicking on an
advertisement which is one of the primary variables
that are used in fraud detection.

B. Data Preprocessing
Raw ad click data usually have missing values,
inconsistencies, and noise. To overcome these
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challenges, data preprocessing is used to deal with the
missing values, encode categorical variables and to
normalize numerical values. The temporal features
e.g., timestamps when clicking a button are extracted
into meaningful elements (e.g. hour of the day or day
of the week) to extract time behavior patterns.
Categorical variables, such as device type and
operating system version, are coded into one of the
numerical versions that can be used to train a model.
These preprocessing stages provide data consistency,
better quality features and efficient model learning.

C. Model Development and Evaluation

The dataset which has been preprocessed is separated
into training and testing sets to test the generalization
ability of the proposed forms. Seconds sampling is
used to maintain the class distribution although this is
especially needed in a fraud detection case where the
instances of fraud are normally underrepresented.

The training phase is carried out between the
conventional machine learning and deep learning
methods and these include Logistic Regression,
Random Forest, XGBoost, Convolutional Neural
Networks (CNN) which is also known as the Long
Short-Term Memory (LSTM). The models have been
focused at the linear and non-linear ad click behavior
patterns. Hyperparameter optimization techniques
which help to tune the learning parameters to give the
best results also contribute to model performance. The
stacking approach is used to integrate the outputs of
many models taking advantage of their complementary
benefits to enhance the overall detection.

Evaluation of the model is done using typical
performance assessment criteria (accuracy, precision,
recall, Fl-score, area under the receiver operating
characteristic) (ROC-AUC). These metrics present an
overall evaluation of the models in terms of the
capacity to assign frauding as accurate and reduce a
false positive. Comparison is done to choose the best
model to be deployed.

D. Prediction Module

After being trained and evaluated the chosen model
then classifies incoming ad click data. The system
takes the input features of the IP address, application
ID, device type, operating system version, channel
identifier and click time. Following these inputs, the
model estimates the legitimacy and or fraudulentness
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of a certain ad click and provides the classifier with the
outcome.

E. User Interaction Modules

Login Module:

The system has secured authentication credentials,
which are accessible by registered users. The session
management mechanisms provide restrictions to the
access to the system functionalities.

Registration Module:

The users who are new can make an account by
entering minimal details like name, email address, and
password. On successful registration one is redirected
to the log-in interface.

Dataset Upload Module:

This module provides the possibility to upload datasets
to be used in training or testing. The system also
verifies the format and structure of the file and then
processes the data.

Model Performance Module:

Evaluation results and performance measures of the
trained models, which may be the accuracy and other
classification measures, are available to the users.

= Ad Click Data

»° Data Preprocessing

W Feature Extraction

| | {8 Model Training | |

l

I~ Model Evaluation

U Fraud Detection Result

Figure 1 Proposed Methodology flow
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IV. ARCHITECTURE DETAILS

Machine learning and deep learning techniques will
also be applied in the given system to identify
fraudulent clicks in mobile advertising. The system
derives key attributes of ad click records; IP address,
application identifier, the type of the device of which
the web record belongs, version number of operating
system, publisher channel identifier, and click
timestamp and status of attribution is made in order to
comprehend whether installing an application after
clicking or not. Based on these features, all ad clicks
would be termed as either quality or a fake
advertisement.

One-followed ensemble has been used instead of
ensemble-based one to obtain better prediction and
higher power on various data. The system will employ
different types of learning: the Decision Tree, Random
Forest, LightGBM, and Stacking Classifier, Recurrent
Neural Network, and Long Short-Term Memory the
prediction of which will be added to create a more
effective fraud identification.

Tree-based approach

A tree-based learning approach is applied, which
makes a classification through the operation of the
recursive partition of the dataset into subsets with the
help of the most informative attributes. Any decision
point consists of the feature based rule and terminal
nodes are used to make predictions of classes. On the
one hand, it is a simple and easy-to-understand
method, but the depth can easily overfit simple,
limiting its projection to unknown data on the other
hand.

Ensemble learning method

To improve this, further, a procedure of learning in a
group is adopted to induce stability in classification by
integrating outcomes of a sequence of tree based
predictors. This process influences predictive
performance by preventing the bias wilderness of
picking data sample at random and indicators that are
ranked highly, in particular in high-dimensional data
sets and this method decreases the variance and
enhances predictive achievement. It is computationally
more costly, but a more resistant approach to
overfitting than multivariate predictors such as a
single-tree approach.
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Gradient-boosting technique

It also incorporates in the scheme a form of gradient-
boosting scheme, in which weak learners are trained in
an order, to specialize on the instances in which
prediction error is greater. The technique is effective in
the learning process particularly when handling large
data volumes. Tuning is however a very critical
parameter and should be tuned carefully so as to avoid
overfitting especially with a small amount of data.

Mean strategy of meta-learning.

This is further enhanced by a stacking based ensemble
mechanism with the aim of enhancing the performance
of the classification. In this process a number of base
models are themselves trained and the output of the
models is then the input of a more significant meta-
model that provides the final prediction. The
hierarchical learning model enables the system to
exploit the complementary nature of the different
algorithms which in most instances would be more
effective than the individual models, but demand more
complexity of computation.

Sequence-based neural architecture.

A neural network structure that processes sequential
data can be employed to analyses the data on
sequential and time-dependent click behavior. This
model maintains the memory within itself in order to
have temporal dependencies and sequences of
behavioral formulas at the nearby of the sequences of
clicks. Even though effective in the short-term
dependencies, these architectures would not work
effectively in long term information storage, and
therefore, improved memory-based extensions are
advocated.

Memory enhanced Network of recurring type.

A better recurrence architecture that incorporates
blocked memory schemes is introduced in an attempt
to address the issue of long-term dependency. This
design is such that it could selectively retain and
eliminate information on long sequences and therefore
is rather proficient at modeling temporal ad click
sequence behavior. Even though this has a high
learning power, much computational power and larger
dataset is required in order to be effectively trained.
The overall system architecture consists of three major
components. The frontend provides the user with easy
to use and secure user interface and includes register
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and log-in functionality. After a person has
successfully managed to authenticate, he/she is
redirected onto a prediction interface on which one can
key in attributes of click. All the inputs are forwarded
to the backend that does data preprocessing, model
training, evaluation and prediction. The resultant end
classification is then displayed in the resultant
interface in the form of whether the ad click is a fraud
or not.

V. RESULTS AND DISCUSSION
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Figure 2 Decision Tree Confusion Matrix
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Figure 3 Random Forest Confusion Matrix
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Figure 4 LightGBM Confusion Matrix
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Figure 5 RNN Confusion Matrix
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Figure 6 Stacking Classifier Confusion Matrix
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Figure 7 LSTM Confusion Matrix

In the detection of ad click fraud, the ad click fraud
detection system displayed high classification using
various machine and deep learning models that
consisted of Decision Tree, Random Forest,
LightGBM, Recurrent Neural Network (RNN), Long
short term memory (LSTM), and a Stacking Classifier.
The Decision Tree model generated a balanced
classification, as indicated in Figure 2, accurately
classifying most of the fraudulent and legitimate
clicks, having high precision, recall, and F1-scores of
both collections of classes. Figure 3 shows that the
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Random Forest method, which increased the overall
accuracy to 92, had better performance in reducing
false positives and better recall of the two categories of
clicks. In the same way the LightGBM model (Figure
4) scored the same level of accuracy hence indicating
a specific level of strength in reducing the occurrence
of misclassification of legitimate clicks. Figure 5 The
RNN model (Figure 5) had a high accuracy of 91% and
the performance of the Stacking Classifier (Figure 6)
improved it to 92% accuracy balancing the high-
precision and high-recall on both classes by using the
ensemble prediction. Lastly, with respect to Figure 7
the LSTM model also attained 91 percent overall
accuracy, displaying high recall and high precision of
the two classes with a confusion matrix indicating
equal Fl-scores amongst the two classes. All these
findings point towards the fact that ensemble and
advanced sequence-based models are better than the
more basic models and can capture complex spatial
and sequential patterns in ad click behavior effectively,
whereas mid-range models are also effective, but with
minor variations, within the best-performing models.

VI. CONCLUSION

In the Ad Click Fraud Detection System created within
the framework of this project, machine learning and
deep learning methods are used. The system can
differentiate legal and illegitimate ad clicks, at a high
degree of precision, with the help of a complementary
combination of traditional and advanced architectures
such as tree-based architecture, ensemble architecture,
sequence-based architecture, and other. The system is
implemented on the Flask-based web interface, and it
enables the advertisers plus the analysts to access the
highly challenging task of fraud detection and enables
them to validate inputs, predict the outcomes, and track
the performance of ad campaigns effectively. The
transparency, scalability, and cost-effectiveness of its
design will offer a powerful solution that minimizes
the chances of fraudulent clicks and at the same time
make it accurate and user-friendly.

VII. FUTURE SCOPE

There are a number of changes that can be made in
subsequent versions to ensure the effectiveness,
scalability and adaptation of the system. By including
explainable Al (XAI) methods (SHAP and LIME,
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etc.), a user would have information on why certain ad
clicks can be viewed as fraudulent, which would boost
their trust and transparency. Adding automated
information sharing with advertisement sites via API
might simplify the process of detecting fraud and in-
the-field notification. Further reinforcement of
unsupervised methods of anomaly detection would
allow identifying new patterns of fraud that were not
recognized before. Also, adaptive learning would
enable the system to be slowly fixed until it reaches
maximum accuracy with the availability of new data.
The usability can be improved by increasing multi-
language support, and providing sophisticated
analytics dashboards to the global audience. And
lastly, the system should be implemented as a load-
balanced and auto-scaling SaaS solution in the clouds,
which would prepare it to be adopted by an enterprise
scale. These upgrades would make the system resolute,
dynamic, and pertinent in the changing world of digital
advertising fraud.
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