© February 2026| IJIRT | Volume 12 Issue 9 | ISSN: 2349-6002

A Survey on Deep Learning Techniques for Deepfake

Image/Video Detection

Samarth N. Tambe!, Chetan R. Gajula?, Raj S. Kubal®, Harsh S. Hanchate*, Archana Gopnarayan’
1234 Department of Information Technology(IF) Vidyalankar Polytechnic Wadala, Mumbai, India
’Sr.Lecturer Department of Information Technology(IF) Vidyalankar Polytechnic Wadala, Mumbai, India

Abstract— Deepfakes are synthetically generated media
created using advanced deep learning techniques that
manipulate a person’s facial appearance or speech to
produce highly realistic forged content. The rapid
advancement of generative models has raised serious
concerns regarding digital media authenticity, making
reliable detection mechanisms essential. This paper
presents a deep learning-based framework for image and
video level deepfake detection, focusing on identifying
spatial manipulation artifacts in facial regions.

The proposed system follows a structured processing
pipeline that includes dataset collection, preprocessing,
facial frame extraction, and feature analysis using con-
volutional neural network architectures. Pretrained
models such as XceptionNet, MesoNet, and EfficientNet
are integrated to extract discriminative spatial features
indicative of forgery. These architectures were selected
to maintain a practical balance between detection perfor-
mance and computational efficiency. The current imple-
mentation includes model integration and preprocessing
modules, with ongoing work dedicated to fine-tuning,
evaluation, and improving robustness under compressed
and real-world conditions. The framework aims to pro-
vide an accurate, scalable, and practically deployable so-
lution for deepfake detection.
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I.  INTRODUCTION

The rapid growth of artificial intelligence and deep
learning has enabled the creation of highly realistic
synthetic media commonly referred to as deepfakes [1],
[2]. Deepfake images/videos are digitally manipulated
media in which a person’s appearance, facial
expressions, or speech are altered to appear authentic,
often using advanced neural network architectures such
as Generative Adversarial Networks (GANs) and
autoencoders [2], [3]. While this technology has
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legitimate applications in areas such as entertainment,
visual effects, and virtual reality [4], its misuse poses
serious risks related to misinformation, identity fraud,
political manipulation, and erosion of trust in digital

media [5], [6].

Detecting deepfake images/videos has become
increasingly challenging due to the rapid improvement
in generative models and the availability of large-scale
datasets that enable the creation of highly realistic
forgeries [7], [8]. Traditional digital forensic
techniques, which rely on handcrafted features and
statistical inconsistencies, are often insufficient to
handle the complex and subtle manipulations present
in modern deepfake images/videos [9]. As a result,
deep learning-based approaches, particularly
convolutional neural networks (CNNs), have gained
significant attention for identifying spatial and
temporal artifacts introduced during the manipulation

process [10], [11].

This paper presents a survey of deep learning—based
approaches used for deepfake video detection. Existing
detection methods, commonly used datasets, and
performance evaluation techniques are reviewed and
compared to identify their strengths and limitations.
The study also highlights current challenges and open
research gaps, emphasizing the need for robust and
generalizable detection systems suitable for real-world
deployment [12]. Based on the reviewed literature, the
development of a deep learning—based deepfake video
detection system has been initiated as part of this
project.

Overview of Existing Research

Deepfake detection has gained significant research
attention in recent years due to rapid advancements in
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generative models such as Generative Adversarial
Networks (GANs) and autoencoders [1], [2]. Early
detection approaches focused on identifying visual
artifacts in facial regions, including inconsistencies in
eye blinking, lighting conditions, and facial
movements [9]. However, these approaches
demonstrated limited robustness as deepfake
generation techniques continued to evolve.

Recent studies have increasingly adopted deep
learning—based architectures to enhance detection
accuracy. Convolutional neural network models such
as XceptionNet [11], MesoNet [10], and EfficientNet
have been widely used for detecting manipulated
images and images/videos. These architectures are
capable of learning discriminative spatial features from
facial regions and capturing subtle inconsistencies
introduced during the manipulation process. Some
approaches further integrate temporal modeling
techniques, such as recurrent neural networks and long
short-term memory (LSTM) networks, to improve
video-level detection performance [12], [13].

Several benchmark datasets, including
FaceForensics++ [3], the Deepfake Detection
Challenge (DFDC) dataset [7], and Celeb-DF [8&], are
commonly used for training and evaluating these
architectures. Although high detection accuracy is
achieved on benchmark datasets, many architectures
struggle to generalize to real-world scenarios involving
compressed or low-quality images/videos. These
observations motivate the need for robust and
computationally  efficient  deepfake  detection
architectures, which form the basis of the proposed
system.

II. LITERATURE SURVEY

Deepfake detection methods have evolved signifi-
cantly in recent years. MesoNet, introduced by Afchar
etal., is a lightweight convolutional neural network de-
signed to detect facial manipulations in images/videos
[10]. Tt focuses on mesoscopic features rather than fine-
grained details, enabling efficient detection with lower
computational cost. Experimental results demonstrate
good performance on early deepfake datasets.

However, MesoNet exhibits limitations when handling
high-quality or heavily compressed images/videos,
which can reduce its detection accuracy. Its design
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prioritizes efficiency over robustness, making it less ef-
fective for large-scale real-world scenarios [10].
XceptionNet, proposed by Chollet, replaces standard
convolutions with depthwise separable convolutions to
improve efficiency and accuracy [11]. Although origi-
nally developed for image classification, it has been
widely adopted in deepfake detection due to its strong
feature extraction capabilities.

Despite its high performance on benchmark datasets,
XceptionNet requires significant computational re-
sources, which may hinder real-time deployment. Ad-
ditionally, it may struggle with generalization when ex-
posed to unseen deepfake generation techniques [11].
FaceForensics++ by Rossler et al. provides one of the
most widely used datasets for deepfake detection [14].
It evaluates multiple detection methods under various
compression levels, enabling standardized benchmark-
ing.

However, detection accuracy significantly drops under
strong compression or low-quality images/videos,
highlighting challenges for real-world applications.
The dataset focuses primarily on facial manipulations,
limiting the scope for non-facial deepfake detection
[14].

The Deepfake Detection Challenge (DFDC) dataset,
introduced by Dolhansky et al., offers a large variety of
realistic deepfake images/videos to promote robust de-
tection research [7]. It emphasizes generalization
across different manipulation techniques and video
sources.

Yet, models trained on DFDC may still underperform
on completely unseen manipulations or in low-light
and low-resolution conditions. The dataset also re-
quires substantial storage and computational resources
for training [7].

Li and Lyu proposed detecting deepfakes by identify-
ing face warping artifacts [ 15]. Their method uses con-
volutional neural networks to learn spatial inconsisten-
cies introduced during manipulation.

While effective for early deepfakes, this approach be-
comes less reliable as deepfake generation techniques
improve. It also focuses solely on facial warping, ne-
glecting other manipulation cues [15].

Wang et al. showed that CNN-generated images con-
tain characteristic artifacts detectable by deep learning
models [16]. This provides insights into general foren-
sic cues in synthetic media.

However, as generative models improve, these artifacts
may diminish, reducing detection effectiveness. The
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approach may require frequent retraining to keep up
with new GAN architectures [16].

Nguyen et al. provided a comprehensive survey of
deepfake creation and detection techniques [1]. They
categorized detection approaches into spatial, tem-
poral, and hybrid methods, highlighting the ongoing
arms race between generation and detection.

The survey, while broad, does not provide detailed ex-
perimental evaluation or comparative analysis, leaving
open questions about real-world robustness [1].

Demir et al. proposed detecting deepfakes using bio-
logical signals such as heart rate inferred from facial
images/videos [17]. This alternative leverages features
difficult to synthesize accurately.

The method, however, is sensitive to video quality and
lighting, limiting its applicability in uncontrolled envi-
ronments. It also requires additional preprocessing to
extract reliable signals [17].

Celeb-DF, introduced by Li et al., addresses limitations
of earlier datasets by providing higher-quality deepfake
images/videos [8]. It reveals that many existing detec-
tion models perform poorly on these images/videos.
Despite the improved quality, the dataset still mainly
focuses on celebrity faces, limiting diversity. Detection
models still struggle with generalization to non-celeb-
rity images/videos [8].

Agarwal et al. analysed vulnerabilities of deepfake de-
tection systems when applied to public figures [5].
They highlighted biases and robustness issues, empha-
sizing ethical and societal concerns.

However, this study focuses more on ethical implica-
tions than technical evaluation, providing limited guid-
ance on improving detection models [5].

Nawaz et al. explored LSTM networks for capturing
temporal inconsistencies in deepfake images/videos
[13]. By analysing frame sequences, their approach im-
proves video-level detection accuracy.

Temporal models, however, increase computational
complexity and may not be suitable for real-time appli-
cations or large-scale datasets [13].

Marra et al. investigated whether GAN-generated im-
ages leave artificial fingerprints [18]. They showed that
these traces can be used for forensic detection.

The approach may require retraining with new GAN
architectures, and it primarily addresses image data,
limiting applicability to images/videos [18].

III. COMPARATIVE ANALYSIS OF EXISTING
METHODS

Several deep learning—based methods have been pro-
posed for deepfake image and video detection, which
can be broadly categorized based on their underlying
architecture and feature modeling strategy, including
convolutional neural networks, recurrent neural net-
works, hybrid models, and transformer-based ap-
proaches [1], [4]. Table I presents a comparative anal-
ysis of these major deepfake detection methods, high-
lighting their representative models, key characteris-
tics, datasets used, and limitations.

METHOD CATEGORY REPRESENTATIVE KEY FEATURES DATASETS LIMITATIONS
MODELS / PAPERS USED

CNN-BASED MesoNet [10], Xcep- Learn spatial arti- FaceForen- Poor generalization under
METHODS tionNet [11] facts from facial re- sics++, Celeb- compression

gions DF
RNN / LSTM-BASED Giiera & Delp [18], Capture temporal in- | DFDC, Custom | High computational cost
METHODS Wang et al. [13] consistencies across | datasets

frames
HYBRID CNN + RNN CNN + LSTM models Combine spatial and | FaceForen- Complex architecture
METHODS 13 temporal features sics++, DFDC
ARTIFACT-BASED Li & Lyu [15], Marraet | Detect warping & FaceForensics Ineffective on newer deep-
METHODS al.[18] GAN fingerprints fakes
BIOLOGICAL SIGNAL- | FakeCatcher [17] Uses heart-rate & Custom datasets | Sensitive to lighting & mo-
BASED METHODS physiological cues tion
TRANSFORMER- Vision Transformer [9] | Long-range depend- | FaceForen- High training cost, data-
BASED METHODS ency modeling sics++ hungry
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IV. PROPOSED SYSTEM AND
IMPLEMENTATION STATUS

Based on the comparative analysis of existing deepfake
detection methods, a deep learning—based framework
for image and video-level deepfake detection is pro-
posed. The system focuses on identifying spatial ma-
nipulation artifacts within facial regions using convo-
lutional neural network architecture. Emphasis is
placed on achieving a balance between detection accu-
racy and computational efficiency to ensure practical
applicability.

A. System Architecture

Frame Extraction

Split each
Videos

I Image: —‘ ‘
w

= ===

Deeplake Visual Dataset Face Cropping
(Images/Videos)

B. Selected Deep Learning Models

Fig. 1.1

The overall architecture of the proposed system is il-
lustrated in Fig. 1.1. The system follows a sequential
processing pipeline beginning with input acquisition in
the form of an image or video. For video inputs, frames
are extracted at predefined intervals to reduce redun-
dancy and computational overhead.

Subsequently, face detection and cropping are per-
formed to isolate relevant facial regions. The extracted
facial frames undergo preprocessing steps including
resizing and normalization to ensure compatibility with
the selected deep learning models.

The preprocessed frames are then passed through
CNN-based architectures for feature extraction and
classification. The models analyze spatial inconsisten-
cies and forgery artifacts introduced during deepfake
generation. Finally, a binary classification output is
generated, indicating whether the input media is au-
thentic or manipulated.

Model Name Original Author Year Key Contribution Limitations

Depthwise separable convolu- High cor{lputla tlr(:nlal fo[Eor video-
XceptionNet Chollet et al. 2017 tions enabling efficient feature cevel anatysts

extraction[11]
. . . Limited performance on highly re-

Lightweight CNN designed for . .

MesoNet Afchar et al. 2018 deepfake detection] 10] alistic forgeries[10]
: : Requires fine-tuning for domain-
. Compound scaling for improved )

EfficientNet Tan and Le 2019 accuracy-efficiency balance[19] specific tasks[19]

The proposed system integrates multiple CNN-based
architectures to improve detection robustness. Each se-
lected model contributes distinct advantages in feature
extraction and computational efficiency.

XceptionNet [11]

XceptionNet utilizes depthwise separable convolutions
to efficiently learn discriminative spatial features. Its
strong representational capability makes it suitable for
detecting subtle manipulation artifacts in facial regions.
However, the model requires significant computational
resources, especially for video-level analysis.

MesoNet [10]
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MesoNet is a lightweight CNN architecture designed
specifically for deepfake detection. It focuses on
mesoscopic features rather than fine-grained pixel de-
tails, enabling faster inference with lower computa-
tional overhead. While efficient, its detection perfor-
mance decreases for highly realistic and heavily com-
pressed deepfakes.

EfficientNet [19]

EfficientNet employs a compound scaling strategy that
balances network depth, width, and resolution. This re-
sults in improved accuracy—efficiency trade-offs com-
pared to traditional CNNSs. In the proposed system, Ef-
ficientNet is used to enhance detection performance
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while maintaining reasonable computational cost. Do-
main-specific fine-tuning is required for optimal re-
sults.

C. Use of Pre-trained Models:

The proposed system utilizes pre-trained deep learning
models obtained from publicly available third-party
implementations consistent with architectures reported
in prior literature. Models such as XceptionNet,
MesoNet, EfficientNet were adopted based on their
proven effectiveness in deepfake detection tasks as
demonstrated in existing studies[10], [11], [19].

These pre-trained weights were originally trained on
large-scale deepfake datasets and shared through open-
source repositories for research purposes. While the
weights were not released by the original architecture
authors, they follow the same network designs and
training protocols described in the corresponding re-
search works.

The use of such pre-trained models enables faster ex-
perimentation and reduces computational overhead
during the initial phase of development. This approach
is commonly adopted in applied deep learning re-
search. Further validation, fine-tuning, and perfor-
mance analysis are planned to improve robustness and
generalization across diverse real-world scenarios.

D. Implementation Status

The implementation of the proposed system is cur-
rently in progress. The completed phases include da-
taset collection, preprocessing pipeline development,
and model integration. Frame extraction and face iso-
lation modules have been partially implemented.

Ongoing work focuses on fine-tuning the selected ar-
chitectures, conducting performance evaluation across
benchmark datasets, and optimizing computational ef-
ficiency. Future development will emphasize improv-
ing robustness under compressed video conditions and
enhancing cross-dataset generalization

V. FUTURE SCOPE AND EMERGING
TECHNIQUES

Despite significant progress in deepfake image and
video detection, the rapid evolution of generative mod-
els continues to pose serious challenges to existing

IJIRT 193297

detection systems. While convolutional neural network
(CNN)-based architectures have demonstrated strong
performance on benchmark datasets, their limitations
in terms of generalization and robustness highlight the
need for exploring emerging detection paradigms [1],
[4]. Future research in deepfake detection is expected
to focus on the following directions.

Recent studies have shown growing interest in trans-
former-based architectures for deepfake detection. Vi-
sion Transformers (ViTs) and hybrid CNN-
Transformer models are capable of capturing long-
range dependencies and global contextual information,
which are often missed by traditional CNNs [20], [21].
These models have demonstrated improved generaliza-
tion across datasets and robustness against compres-
sion artifacts, making them a promising alternative to
purely convolutional approaches.

Another important research direction involves multi-
modal deepfake detection. Instead of relying solely on
visual cues, future systems may integrate multiple mo-
dalities such as audio signals, lip synchronization, fa-
cial motion patterns, and textual context [22], [23].
Multimodal approaches improve detection reliability
by exploiting inconsistencies between modalities,
which are significantly harder to synthesize convinc-
ingly in deepfake generation pipelines.

Frequency-domain analysis has also emerged as an ef-
fective complementary technique. Methods based on
Fourier Transform or Discrete Cosine Transform
(DCT) analyze spectral artifacts introduced during im-
age and video synthesis [24], [25]. These frequency-
based features have shown resilience against high-
quality manipulations and aggressive compression,
suggesting their potential for improving real-world ro-
bustness when combined with spatial-domain CNN
features.

Self-supervised and continual learning approaches rep-
resent another promising future direction. Most exist-
ing deepfake detection models rely heavily on labelled
datasets and require retraining when new manipulation
techniques emerge. Self-supervised learning can re-
duce dependence on annotated data, while continual
learning frameworks can help detection systems adapt
dynamically to evolving deepfake generation methods
without catastrophic forgetting [26], [27].
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Finally, improving real-world deployment readiness
remains a key challenge. Future work should focus on
developing lightweight and computationally efficient
models capable of operating under real-world con-
straints such as low-resolution videos, varying illumi-
nation conditions, and social media compression [12],
[28]. Enhancing cross-dataset generalization and ro-
bustness against unseen manipulation techniques is
critical for deploying deepfake detection systems in
practical forensic and security applications.

Incorporating these emerging techniques in future iter-
ations of the proposed system can significantly enhance
detection accuracy, robustness, and scalability, ensur-
ing long-term relevance in the rapidly evolving deep-
fake landscape.

VI. CONCLUSION

This paper presented a comprehensive survey of deep
learning—based approaches for deepfake video detec-
tion and outlined the design of a proposed detection
system. Existing state-of-the-art methods were criti-
cally analyzed to identify their strengths, limitations,
and applicability to real-world scenarios, which di-
rectly informed the architectural and dataset choices for
the proposed approach.

The project implementation is currently in progress,
with dataset collection, preprocessing, and initial inte-
gration of pre-trained deep learning models completed.
Future work will focus on model fine-tuning, extensive
performance evaluation across multiple datasets, and
system optimization to improve robustness, generaliza-
tion, and computational efficiency. The final objective
is to develop a practical and scalable deepfake video
detection system suitable for real-world deployment.
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