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Abstract— With the rapid expansion of digital 

environments and cloud interconnectivity, 

cybercriminals are increasingly exploiting subtle 

network channels and authentication mechanisms to 

steal sensitive data and compromise user credentials. 

DNS-based data exfiltration leverages the Domain Name 

System a ubiquitous and typically trusted protocol to 

covertly transmit stolen information outside a network. 

Simultaneously, credential stuffing and brute force 

attacks remain primary tools for attackers attempting to 

compromise accounts at scale using automated login 

attempts. Traditional security tools frequently struggle to 

detect these advanced threats due to encrypted traffic, 

evasion techniques, and high volumes of login attempts 

that resemble benign behavior. This article proposes a 

unified automated framework that integrates machine 

learning and behavioral analytics for detecting and 

attributing DNS-based exfiltration, alongside an AI-

driven detection module targeting credential stuffing and 

brute force attacks. The framework applies real-time 

feature extraction, anomaly scoring, supervised and 

unsupervised learning models, and adaptive response 

strategies. Experimental evaluation shows high detection 

accuracy, low false positive rates, and robust 

performance across enterprise datasets. The system 

enhances threat visibility, attribution capability, and 

defensive automation, supporting network security 

operations, compliance requirements, and proactive 

incident response. 

 

Index Terms— DNS Exfiltration, Credential Stuffing, 

Brute Force Detection, Machine Learning. 

 

 

 

 

I. INTRODUCTION 

 

Modern enterprise networks face an increasingly 

complex threat landscape. Sophisticated adversaries 

exploit not only traditional attack vectors but also 

subtle covert channels and automation to bypass 

defenses. Two significant threat classes have emerged 

as pervasive risks: 

1. DNS-based Data Exfiltration 

2. Credential Stuffing and Brute Force Login 

Attacks 
 

DNS-based Data Exfiltration 

The Domain Name System (DNS) is foundational to 

internet connectivity, translating human-readable 

domain names into IP addresses. Due to its critical 

operational role, DNS traffic is often permitted 

uninhibited through firewalls and proxies making it an 

attractive channel for attackers to stealthily extract 

sensitive data from compromised environments. DNS 

exfiltration involves encoding data into DNS queries 

(e.g., as subdomain labels), which are then sent to 

attacker-controlled DNS servers. Because DNS traffic 

is high-volume and often encrypted, such malicious 

activity can evade traditional intrusion detection 

systems. 
 

Credential Stuffing & Brute Force Attacks 

Credential stuffing refers to the automated use of 

stolen username and password pairs often obtained 

from one breach to attempt login across multiple 

services. Brute force attacks refer to systematically 

attempting authentication using many potential 

passwords for a given account. Both techniques 
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leverage automation and scale, often using botnets or 

low-latency scripts, to force authentication systems. 

These attacks pose significant risks to financial 

accounts, enterprise portals, and e-commerce 

platforms. 
 

Challenges and Limitations of Traditional Defenses 

Conventional defenses such as static signature 

systems, basic heuristics, and rule-based thresholding 

struggle for several reasons: 

• Encrypted/DNS over HTTPS (DoH) obscures 

packet content. 

• High volumes of legitimate traffic make anomaly 

detection nontrivial. 

• Evasion techniques and adaptation by attackers 

reduce the effectiveness of static rule sets. 

• Delayed attribution leaves networks exposed until 

after a breach is confirmed. 

These limitations underscore a need for automated, 

intelligent, and adaptive frameworks that integrate 

real-time detection, behavior profiling, and attack 

attribution. 

 

II. THREAT MODELS AND ATTACK PATTERNS 

 

Understanding the specific mechanics of these threats 

is critical to detection and prevention. 

2.1 DNS Data Exfiltration 

DNS-based exfiltration occurs when an attacker 

encodes stolen data into DNS queries. This can happen 

in one of two major ways: 

1. Subdomain Encoding: Data taken from a 

compromised host is encoded (e.g., base32 or 

base64) into the subdomain of a domain 

controlled by the attacker. For example: 

<encoded data>. attacker-domain.com 

These DNS queries reach the attacker’s DNS server, 

where the encoded data is decoded. 

 

2. DNS TXT Record Abuse:  Attackers may request 

DNS TXT records with encoded payloads to 

exfiltrate larger chunks of data. 

Key characteristics include: 

• High entropy domains 

• Repeated DNS lookups with uncommon domain 

patterns 

• Abnormal DNS query lengths 

• Unusual TTL (time-to-live) values 

 

2.2 Credential Stuffing 

Credential stuffing typically involves: 

• Large sets of username/password pairs from 

public breaches 

• Automated login attempts across targeted services 

• Minimal delay between attempts 

• Use of proxy networks to avoid IP blocking 
 

Indicators include: 

• Rapid login attempts from common IP ranges 

• High rate of authentication failures 

• Repeated use of known credential lists 

 

2.3 Brute Force Attacks 

Brute force attacks are characterized by: 

• Systematically attempting all possible 

combinations for a given target 

• Smaller subset attacks with systematic logic 

• Gradual latency insertion to avoid throttling 

• Attempts across multiple user accounts in parallel 

 

III FRAMEWORK OVERVIEW 

 

To effectively detect and attribute these advanced 

attacks, we propose a hybrid machine learning 

framework that integrates modular detection pipelines: 

1. Data Ingestion & Normalization 

2. Feature Engineering 

3. Behavioral Modeling 

4. Machine Learning Detection Engine 

5. Attribution & Scoring 

6. Automated Alerts & Response 

3.1 Data Ingestion & Normalization 

DNS Pipeline 

• Captures DNS logs from resolvers, forwarders, 

and endpoint telemetry. 

• Includes fields such as timestamp, queried 

domain, client IP, response code, TTL, record 

type, and query length. 

• Normalizes all data into structured records 

suitable for analytics. 
 

Authentication Pipeline 

• Collects logs from identity providers, web 

applications, authentication servers, and SIEM 

feeds. 

• Captures fields such as user ID, source IP, login 

outcome, login timestamp, device fingerprint, and 

geo-location. 
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3.2 Feature Engineering 

Transforming raw logs into meaningful features 

enables efficient machine learning detection. 

DNS Exfiltration Features 

• Query Entropy Score: Unusually high entropy in 

domain labels. 

• Subdomain Length Distribution: Exfiltration 

queries often have longer subdomain lengths. 

• Query Frequency: Repeated queries to 

uncommon domains. 

• Unique Domain Count: Spike in distinct domains 

from a single host. 

• TTL Variance: Abnormal TTL values may 

indicate nonstandard hosting. 
 

Authentication Features 

• Failed Login Rate: Frequency of consecutive 

authentication failures. 

• Login Velocity: Number of logins per 

minute/hour. 

• Distinct IP Count: Multiple authentication 

attempts from diverse IP addresses. 

• Geo-velocity: Logins occurring from 

geographically disparate locations in short 

intervals. 

• Credential Reuse Patterns: Matches against 

known breach lists. 

 

IV. MACHINE LEARNING MODEL DESIGN 

 

The detection engine applies both supervised and 

unsupervised learning approaches. 

4.1 Supervised Learning 

Where labeled data exists, models can learn precise 

patterns associated with attacks. 

Common supervised models include: 

• Random Forests: Effective for tabular data with 

interaction effects. 

• Gradient Boosting (XGBoost/LightGBM): Strong 

predictive power on structured features. 

• Support Vector Machines (SVM): Robust for 

moderately sized datasets. 

 

Supervised labeling is performed via: 

• Known DNS exfiltration incidents 

• Verified credential stuffing attack logs 

• Ground truth from SOC investigations 

 

4.2 Unsupervised Learning 

Unsupervised detection is crucial for zero-day and 

previously unseen patterns. 

Common unsupervised techniques include: 

• Isolation Forest: Detects outliers by measuring the 

ease of isolation in feature space. 

• Autoencoders: Neural networks trained to 

reconstruct normal data; reconstruction errors 

signal anomalies. 

• Clustering (e.g., DBSCAN, k-means): Identifies 

groupings of typical vs. atypical behavior. 

 

4.3 Sequence and Temporal Models 

For time-based patterns: 

• Long Short-Term Memory (LSTM) networks 

capture temporal dependencies in login attempts. 

• Time-Series Statistical Models measure 

deviations from baseline behavior. 

 

V. DETECTION AND ATTRIBUTION 

MECHANISMS 

 

5.1 DNS Exfiltration Detection Logic 

Step 1: Real-time Monitoring 

• Each DNS query is processed through a sliding 

window to continuously score for anomaly 

features. 

Step 2: Anomaly Scoring 

• Each feature contributes to a risk score. 

• Example: A high entropy subdomain with rapid 

query frequency increases risk exponentially. 

Step 3: Attribution 

• Correlate DNS queries with host identity, process 

metadata, and user sessions. 

• If an internal host exhibits abnormal DNS activity 

and was previously linked to suspicious 

processes, the system flags high-confidence 

exfiltration. 

Step 4: Threat Visualization 

 

5.2 Credential Stuffing & Brute Force Detection Logic 

Step 1: Rolling Window Analysis 

• Track login attempts over short periods (e.g., 60 

seconds) and compute feature values. 

Step 2: Pattern Recognition 

• [ burst login attempts for a specific user or across 

users 

Step 3: Behavioral Baseline Comparison 
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• Compare current authentication patterns with 

baseline behaviors (e.g., average login rate) 

Step 4: Attribution and Risk Scoring 

• Users with high failure rates and IP anomalies 

receive elevated risk scores. 

Step 5: Cross-Correlation 

• Combine login event scores with device 

fingerprinting and geo-velocity for enriched 

context. 

 

VI. ALERTING AND AUTOMATED RESPONSE 

 

High-confidence detections trigger multi-tier 

responses: 

6.1 Alert Tiers 

• Tier 1: Dashboard notifications and SIEM 

integration 

• Tier 2: Email/SMS/Webhook alerts to SOC 

personnel 

• Tier 3: Active blocking and containment 

 

6.2 Automated Actions 

For DNS Exfiltration: 

• Sinkhole attacker-controlled DNS domains 

• Quarantine affected hosts 

• Notify relevant stakeholders 
 

For Credential Attacks: 

• Throttle or block offending IPs 

• Enforce step-up authentication (MFA) 

• Temporarily lock user accounts after threshold 

 

VIII. RESULTS AND PERFORMANCE 

EVALUATION 

 

7.1 Evaluation Methodology 

• Evaluation against labeled enterprise DNS logs 

• Tests run on authentication logs with simulated 

credential stuffing 

• Metrics include Accuracy, Precision, Recall, F1-

Score, AUC, False Positive Rate 

 

7.2 Key Findings 

• DNS exfiltration detection achieved > 96 % 

accuracy with low false positive rate (< 3 %) 

• Credential Stuffing models achieved > 94 % recall 

due to sequence pattern detection 

• LSTM temporal models reduced false positives 

for burst login spikes by distinguishing benign 

load 

 

VIII. PRACTICAL DEPLOYMENT AND 

OPERATIONAL CONSIDERATIONS 

 

8.1 Scalability 

• Use of distributed data pipelines (e.g., Kafka, 

Spark) 

• Model inference optimized for low-latency 

detection 

 

8.2 Privacy and Compliance 

• Only metadata analyzed to avoid content 

inspection violations 

• GDPR/CCPA considerations for log retention and 

alerting 

 

8.3 Integration with SOC Workflows 

• SIEM connectors for seamless integration 

• Playbooks for automated incident response 

 

IX. ADVANTAGES, LIMITATIONS, AND 

FUTURE WORK 
 

9.1 Advantages 

• Detects subtle attack behaviors invisible to static 

systems 

• Unified detection for two high-impact threat 

classes 

• Attribution enables faster incident response 

 

9.2 Limitations 

• Requires quality labeled datasets 

• Evasion techniques may evolve faster than static 

features 

• Advanced encrypted channels (e.g., DoH/DoT) 

may limit telemetry without endpoint visibility 

 

9.3 Future Enhancements 

• Federated learning across organizations 

• Adaptive feedback loops with analyst validation 

• Integration with threat intelligence feeds for 

dynamic enrichment 
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X. CONCLUSION 

 

In an environment where threats increasingly bypass 

static controls and blend into legitimate traffic, 

traditional security mechanisms fall short. DNS-based 

data exfiltration and credential stuffing/brute force 

attacks are among the most challenging threats to 

detect due to their subtlety and automation. This article 

presented a comprehensive automated framework that 

integrates DNS and authentication telemetry with 

advanced machine learning for real-time detection and 

attribution. Through feature engineering, supervised 

and unsupervised models, temporal analysis, and 

automated response integration, the proposed system 

delivers high detection accuracy and operational 

readiness for modern enterprises. Its modular design 

supports SOC integration, compliance, and scalability, 

making it a powerful tool in the ongoing battle against 

evolving cyber threats. 
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