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Abstract—The exponential growth of containerised
applications and Android-based ecosystems has
introduced complex security challenges that demand
systematic vulnerability detection and configuration
auditing. Containers, particularly those managed
through Docker and Kubernetes environments, offer
scalability and efficiency but are frequently
misconfigured, leaving them susceptible to exploitation.
Simultaneously, Android-based platforms, widely
deployed across mobile and enterprise systems, remain
prime targets for malicious attacks. This article proposes
and conceptualises the Android Guardian Framework, an
integrated container vulnerability and configuration
scanner designed to enhance runtime security, ensure
compliance, and mitigate threats across containerised
Android environments. The framework combines static
analysis, dynamic behavioural monitoring, configuration
auditing, and vulnerability intelligence feeds to create a
multi-layered security mechanism. By examining
existing tools such as Docker Bench, Clair, Trivy, and
Android security mechanisms, this study identifies
existing gaps and formulates a comprehensive scanning
model tailored for hybrid Android-container
infrastructures. The article argues that proactive
vulnerability scanning, combined with automated
remediation strategies, significantly reduces attack
surfaces in cloud-native and Android ecosystems.
Through architectural analysis and comparative
evaluation, the Android Guardian Framework
demonstrates the importance of integrated security
automation in contemporary DevSecOps pipelines.

Index Terms—Container Security, Android Security,
Vulnerability Scanner.
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I. INTRODUCTION

Containerisation has transformed modern software
development by enabling lightweight virtualisation
and efficient resource utilisation. Technologies such as
Docker and Kubernetes have become central to cloud-
native architectures (Merkel, 2014). However,
containers inherit vulnerabilities from base images,
misconfigurations, and runtime exposures, creating
significant security concerns (Sharma & Chen, 2019).
Parallel to this growth is the widespread use of
Android-based systems. With Android powering
billions of devices globally, it represents one of the
largest attack surfaces in contemporary computing
(Enck et al., 2011). The integration of Android
workloads within containerised infrastructures—
particularly in mobile cloud computing, testing
environments, and enterprise device management
systems—necessitates an advanced security model.
This article introduces the Android Guardian
Framework, a unified container vulnerability and
configuration scanner specifically designed to secure
Android workloads operating within container
environments. The framework aims to address:
Vulnerabilities in container images.
Configuration mismanagement.

Runtime behavioural anomalies.
Android-specific security threats.

Compliance validation within DevSecOps
pipelines.
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II. LITERATURE REVIEW

2.1 Container Vulnerability Scanning
Container images often include outdated libraries,
exposed ports, and insecure configurations. Tools such
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as Clair, Trivy, and Anchore Engine scan images
against vulnerability databases such as the National
Vulnerability Database (NVD) (Zhang et al., 2018).
However, these tools primarily focus on known CVEs
and lack behavioural context.

Merkel (2014) explains that Docker containers share
the host OS kernel, making kernel-level vulnerabilities
particularly critical. Thus, static scanning alone is
insufficient without runtime analysis.

2.2 Configuration Mismanagement Risks

Improper configurations are among the leading causes
of cloud security incidents (Hashizume et al., 2013).
Misconfigured Kubernetes clusters, excessive
privileges, and exposed secrets significantly increase
risk exposure. Docker Bench for Security evaluates
compliance against CIS benchmarks but does not
integrate Android-layer analysis.

2.3 Android Security Mechanisms

Android employs sandboxing, permission models, and
application signing mechanisms (Enck et al., 2011).
Despite these protections, vulnerabilities persist due to
misconfigured permissions, insecure APIs, and
malicious third-party libraries. Research suggests
combining static code analysis with runtime
monitoring improves detection accuracy (Arp et al.,
2014).

2.4 Research Gap

Existing container scanners lack Android-specific
analysis capabilities, while Android security tools do
not evaluate container configurations. There is a
distinct need for a unified framework capable of:

e  Cross-layer vulnerability scanning.

e Android permission and API misuse analysis.

e Container configuration auditing.

e Continuous runtime monitoring.

The Android Guardian Framework addresses this gap.

III. ARCHITECTURE OF THE ANDROID
GUARDIAN FRAMEWORK

The Android Guardian Framework consists of five
core modules:

3.1 Image Vulnerability Scanner

This module scans container images for:

e  OQOutdated libraries
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Known CVEs

Weak cryptographic algorithms

Embedded secrets

t integrates CVE databases and software bill of
materials (SBOM) generation to track dependencies.
Machine-readable vulnerability feeds ensure real-time
updates.

P

3.2 Configuration Audit Engine

The configuration engine evaluates:

e Dockerfile misconfigurations

o  Kubernetes YAML policies

e  Privileged container settings

e Insecure network exposures

It compares configurations against CIS Docker and
Kubernetes benchmarks and flags deviations.

3.3 Android Static Analysis Module

This module performs:

e  Permission analysis

e  Manifest inspection

e  API misuse detection

e  Malware signature scanning

It leverages static analysis techniques similar to
Drebin (Arp et al, 2014) to identify suspicious
patterns.

3.4 Runtime Behaviour Monitoring

The runtime module uses:

e System call tracing

e Anomaly detection models

e Behaviour profiling

e Network traffic inspection

By employing lightweight agents within containers, it
detects abnormal activities such as privilege escalation
or unusual data exfiltration.

3.5 Automated Remediation and Reporting

The framework integrates into CI/CD pipelines and
offers:

e  Automated patch recommendations

e  Configuration hardening suggestions

e  Risk scoring metrics

e Compliance reporting dashboards

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 604



© March 2026 | IJIRT | Volume 12 Issue 10 | ISSN: 2349-6002

IV. OPERATIONAL WORKFLOW

The Android Guardian Framework follows a

structured workflow:

1. Pre-Deployment Scanning: Container images are
scanned before deployment.

2. Configuration Validation: Docker and Kubernetes
configurations are analysed.

3. Android Layer Inspection: Application-level
security checks are performed.

4. Deployment Approval: Risk score determines
deployment eligibility.

5. Continuous Monitoring: Runtime anomalies
trigger alerts.

6. Automated Remediation: Security patches are
recommended.

This workflow ensures continuous security integration

within DevSecOps practices (Rahman & Williams,

2016).

V. COMPARATIVE EVALUATION

Traditional container scanners primarily focus on
detecting known Common Vulnerabilities and
Exposures (CVEs), and while they effectively perform
image-based vulnerability scanning, their capabilities
often remain limited in configuration auditing and
runtime behavioural monitoring. Most conventional
tools provide only partial support for automated
remediation and do not incorporate Android-specific
security analysis, particularly in relation to permission
management and API misuse. In contrast, the Android
Guardian Framework extends beyond basic CVE
scanning by offering advanced configuration auditing
aligned with security benchmarks, comprehensive
Android permission analysis, and integrated runtime
monitoring mechanisms. Furthermore, it provides
structured and automated remediation strategies
within DevSecOps workflows. By combining
container-level security intelligence with Android-
layer inspection, the framework demonstrates clear
superiority in cross-layer integration and platform-
specific threat detection, thereby addressing security
gaps that traditional scanners fail to mitigate.

VI. SECURITY CHALLENGES AND
LIMITATIONS

Despite its comprehensive design, several challenges
persist:
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e False positives in static analysis.

e Performance overhead in runtime monitoring.

e Dependency on up-to-date  vulnerability
databases.

e Complexity in large-scale Kubernetes clusters.

Future iterations can incorporate Al-driven threat

prediction to enhance accuracy.

VII. INTEGRATION WITH DEVSECOPS

The Android Guardian Framework integrates with:

e CI/CD pipelines

e it repositories

e  Container registries

e Kubernetes admission controllers

By embedding scanning mechanisms early in
development cycles, vulnerabilities are mitigated
before production deployment (Rahman & Williams,
2016).

VIII. ETHICAL AND COMPLIANCE
CONSIDERATIONS

Security scanning must comply with:

e Data privacy laws

e  Organisational policies

e Ethical vulnerability disclosure practices
Automated scanners should avoid intrusive
monitoring beyond authorised boundaries.

IX. FUTURE DIRECTIONS

Future enhancements include:

e  Al-driven anomaly detection

e Blockchain-based audit logging

e  Zero-trust network integration

e Real-time threat intelligence sharing

Such advancements can elevate the Android Guardian
Framework into a predictive security platform.

X. CONCLUSION

The increasing convergence of containerised
architectures and Android-based systems necessitates
a comprehensive security solution. Existing tools
provide partial protection but lack integrated cross-
layer analysis. The Android Guardian Framework
offers a holistic vulnerability and configuration
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scanning mechanism that bridges container security
and Android application security.

By combining static analysis, configuration auditing,
runtime monitoring, and automated remediation, the
framework significantly reduces attack surfaces. As
organisations adopt cloud-native and Android-driven
infrastructures, integrated security frameworks such as
Android Guardian become indispensable.

The study demonstrates that proactive security
automation embedded within DevSecOps pipelines
ensures resilience, compliance, and sustainable
cybersecurity practices in modern digital ecosystems.
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