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Abstract- The global circulation of counterfeit
pharmaceuticals poses a critical threat to public health,
exacerbated by weak supply chain visibility and limited
mechanisms for verifying drug authenticity. This paper
presents an innovative and integrated approach that
combines Blockchain and Artificial Intelligence (AI)
technologies to ensure transparency, traceability, and
real-time verification within the pharmaceutical supply
chain. The proposed system is built on the Hyperledger
Fabric blockchain platform, which provides a
decentralized, permissioned ledger for securely storing
drug-related data, including manufacturer details, batch
numbers, and transactional handovers between
stakeholders such as manufacturers, distributors, and
pharmacies. To improve user interaction and
accessibility, the system incorporates an Al-powered
chatbot using the Rasa framework. This chatbot enables
patients and pharmacists to verify the authenticity of
pharmaceutical products through natural language
queries by inputting the drug name and batch number.
Upon receiving a query, the chatbot invokes a backend
API that interacts with the blockchain network via a
Node.js Express server to retrieve the verification details.
The system is further enhanced through Internet of
Things (IoT) integration, where temperature data is
collected from DHTI11 sensors during drug
transportation and storage. This data is relayed via
Thing Speak Cloud and monitored using Azure
Functions to ensure that cold chain compliance is
maintained. Blockchain immutability ensures that any
deviation or mishandling is traceable and accountable.
The architecture includes secure identity management
using Certificate Authorities and private communication
channels within Hyperledger Fabric. The solution
provides end-to-end visibility, automates the verification
process, and empowers consumers to detect counterfeit
drugs through a simple mobile interface. Experimental
results demonstrate improved efficiency in drug
verification and higher trust among stakeholders. This
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work presents a scalable, intelligent solution that bridges
the gap between technological innovation and
pharmaceutical safety.
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[. INTRODUCTION

The global pharmaceutical industry faces significant
challenges with counterfeit drugs. To address this
issue, this paper explores the integration of Blockchain
technology with an Al-powered chatbot to verify the
authenticity of pharmaceutical products in real-time.
The Al chatbot allows users to easily interact with the
system, querying the authenticity of drugs based on
name and batch number, while Blockchain handles
secure and tamper-proof records [1][2]. Hyperledger
Fabric provides the foundational technology for
storing and verifying data [3], while an Al chatbot acts
as the user interface to check authenticity via simple
conversational queries [4]. This combination not only
increases transparency but also ensures that users can
quickly and securely check the authenticity of drugs,
reducing the risk of counterfeit products entering the
market.

Section 2 provides an overview of related work.
Section 3 outlines the preliminaries used with the
proposed framework Architecture. Section 4 details
the Methodology with its implementation. Section 5
presents the performance assessment of the proposed
system and its results. Section 6 discusses the findings.
Finally, Section 7 concludes the study and suggests
directions for future work.
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ILRELATED WORK

According to new research from WHO, “An estimated
1 in 10 medical products circulating in low- and
middle-income countries is either substandard or
falsified” [5]. Over 1 million deaths occur annually
due to the consumption of counterfeit drugs resulting
in $21 Billion in global financial impacts [6].
Pharmaceutical products are the backbone of any
country’s healthcaresystem. But it has diverse security
threats ranging from cargo theft to counterfeiting and
adulteration and hence Vikas, Chamola, V Gupta, Jain
and Guizani, highlighted the importance of
Blockchain in the Supply Chain for better visibility,
transparency, and trust and also highlights some of the
popular and successful Blockchain Supply Chain
management systems like Walmart Food Trust, and
IBM TradeLens[7].

[jazul and Esuka 2018, warned that the current Supply
Chain Management system of the pharmaceutical
industry is outdated and doesn’t provide visibility and
control for manufacturers and regulatory authority
over drug distribution and it cannot withstand the
21st-century cyber-security threats. This is due to the
lack of a world state, like in Hyperledger Fabric [8].
Monalisa, Singhar and Sahoo 2020, proposed system,
uses a public Blockchain network. But this does not
have privacy between different parties involved and
thus can cause great problems if specific companies
have signed special secret contracts [9]. As per
Toptanci and Ali iskan 2021, public Blockchains
require a lot of computational power for mining. So,
companies started adapting private and federated
Blockchain for their business needs. One  such
example is IBM Food Trust. It is built using
Hyperledger Fabric [10].

Denisolt, Medina, Dong and Cessa 2020, tabulated
the various Blockchain frameworks and their
throughput as per that, Hyperledger Fabric has a
throughput in thousands while Ethereum is in the
tens. Even for block access time, Ethereum lags with
600 seconds while Fabrichas a block access time of
less than 1 second [11]. Ahmad, Salah, Jayaraman,
Arshad, Debe, Al-Hammadi and Ellahham 2021,
presents a public permissioned Ethereum based
Blockchain network to provide traceability in the
healthcare supply chain. The limitations of this
system include data  privacy, scalability,
interoperability, and efficiency. Most of these
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limitations can be removed by using the Hyperledger
Fabric platform [12].
Dakshayini, Rajashekaragouda, NaveenKumar and
Raghavendra 2020, proposes a consortium
Blockchain solution for Supply Chain Management,
However, fails to consider the conditions such as high
temperature because IoT sensors are not used and
hence cause a drug to lose its effectiveness during
transportation. Also, it fails to provide a way for
patients to verify the origin of drugs [13]. Shuchih E.
Chang and Yichian Chen 2020, suggests that, the
integration of Blockchain and emerging technology
like IoT sensing technology will enable improved
real-time monitoring of transactions in the supply
chain [14].
Brian Crichton 2004, in his article, highlights the
importance of maintaining appropriate temperatures
for drugs. The effect of temperature can be seen in
the rate of oxidation for every 10-degree Celsius
increase in temperature, there is an exponential
increase in reaction making the drug unstable.
Pharmacies have to consider arrangements for
cooling[15].
Rajani, Dwivedi and Srivastava 2020, suggested to
improve the classic Blockchain system bmake it
more suitable for IoT-based Supply Chain
management. They proposed an IoT sensor-based
Blockchain framework. Their proposal uses a clone-
proof QR code and is specifically designed to prevent
counterfeiting [16].
Because of the nature of the pharmaceutical industry's
engagement in medication development, quality-
related uncertainty and risk must be highlighted.
Michael Wang and Ferry Jie 2020, underlined the
significance of quality in pharmaceutical research
[17]

II. SYSTEM ARCHITECTURE

The system is comprised of three primary components:
Blockchain Network: Implemented using Hyperledger
Fabric, it stores and manages drug-related information
such as drug name, batch number, and manufacturer
data [3].

Backend Server: A Node.js-based  server
communicates with the Hyperledger Fabric
blockchain to query and return drug authenticity data
[18].
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Al Chatbot: Developed using Rasa, it interacts with
the user, receiving input (drug name and batch
number) and processing the request by invoking the
backend API for blockchain verification [19].

The proposed system integrates Hyperledger Fabric
blockchain, IoT-based monitoring, and an Al-driven
chatbot to enhance pharmaceutical supply chain
transparency, efficiency, and end-user accessibility.

Blockchain Network

The pharmaceutical supply chain data is securely
stored on a Hyperledger Fabric blockchain. Each
transaction, including manufacturing, distribution, and
pharmacy-level updates, is recorded in an immutable
ledger. This ensures transparency and auditability
throughout the drug's lifecycle [20].

Node.js Middleware and API Gateway

A Node.js-based backend server acts as an
intermediary between the blockchain and client
applications. It uses a Fabric API Gateway to
read/write blockchain data and also integrates with
external services such as Azure Functions and
ThingSpeak Cloud [21].

IoT-Based Storage Condition Monitoring

To monitor environmental factors such as temperature,
DHTI11 sensors are deployed across distribution and
pharmacy points. These sensors transmit data to the
ThingSpeak Cloud, which is then processed via Azure
Functions and sent to the Node.js server for logging
and analysis [22]. This helps ensure that drugs—
especially sensitive vaccines—are stored under safe
conditions.

Client Applications

Client Web App and Mobile App serve as the interface
for manufacturers, distributors, pharmacies, and
patients.

Key operations include:

e Uploading drug data at each checkpoint

e  Viewing drug status and history

e Scanning drug QR codes for authenticity check

Al Chatbot Integration

An intelligent Al-powered chatbot, developed using
Rasa, is integrated into the Client Mobile App. It
allows patients and pharmacists to:
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e Inquire about drug authenticity by entering the
drug name and batch number

e Retrieve blockchain-stored information through
natural language queries

e Get storage condition alerts if thresholds are
violated

e This reduces the cognitive load for users and
makes the system accessible to non-technical
stakeholders. The chatbot interfaces with the
backend server, which in turn queries the
blockchain for real-time data [23].

Data Flow Overview

Manufacturers input drug data into the mobile/web
app. The app invokes the backend API, which writes
to the blockchain. Distributors and pharmacies scan
and update drug status at handover points. IoT sensors
monitor storage environments and relay live data.
Patients use the mobile app/chatbot to verify the drug
using a QR code or text input.

This comprehensive architecture ensures secure,
traceable, and intelligent supply chain management,
helping to combat drug counterfeiting while
maintaining cold chain integrity

3.1 SYSTEM ARCHITECTURE WITH Al AND
BLOCKCHAIN INTEGRATION

The proposed system integrates Hyperledger Fabric
blockchain, loT-based storage monitoring, and an Al
chatbot to enhance drug authenticity verification and
cold chain compliance in the pharmaceutical supply
chain. The high-level system architecture is shown in
Fig. 1.
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Figure 1: System Architecture with Al and
Blockchain Integration

The Hyperledger Fabric blockchain serves as the
distributed ledger for storing critical information,
including drug name, batch number, origin, handover
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checkpoints, and current status. The Fabric API
Gateway facilitates seamless interaction between
external services and the blockchain.

A Node.js server operates as the middleware layer,
handling API requests from web/mobile applications
and the Al chatbot. It also receives sensor data from
external sources such as ThingSpeak Cloud, which
collects real-time environmental metrics from DHT11
temperature sensors. The sensor data is processed
through Azure Functions to monitor and enforce cold
chain requirements, and relevant events are stored on
the blockchain.

An Al-powered chatbot, implemented using Rasa, is
integrated into the client mobile application. This
chatbot allows end users (pharmacies or patients) to
interact with the system using natural language
queries. Upon entering a drug name and batch number,
the chatbot triggers backend API calls to the
blockchain, fetches verification data, and presents it in
a user-friendly format. This significantly improves
accessibility for non-technical users and adds
conversational intelligence to the system.

All stakeholder
uploading drug data, distributors updating shipment
status, pharmacies verifying drug reception, and
patients scanning QR codes—are facilitated through
web and mobile client applications. The integration of
blockchain ensures data immutability, IoT ensures
condition compliance, and Al enables simplified user
engagement.

interactions—manufacturers

IV. METHODOLOGY
4.1 Blockchain Setup with Hyperledger Fabric

Hyperledger Fabric is configured to store drug
authenticity data. The chaincode (smart contract) is
used to validate drug details [3].

/I Chaincode for querying drug authenticity

async function CheckAuthenticity(ctx, drugName,
batchNumber)

{

const drugKey = '$ {drugName}-§ {batchNumber} *;
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const drugData = await ctx.stub.getState(drugKey);
if (!drugData || drugData.length === 0) {
throw new Error('Drug not found.");

}

return drugData.toString();

}

This function retrieves the drug's data from the
blockchain, using the drugName and batchNumber as
a composite key.

4.2 Backend API Integration

A Node.js server with Express.js is used to handle
requests from the chatbot and query the blockchain

[5].

const express = require('express');

const axios = require('axios');

const app = express();

app.use(express.json());

// Endpoint to check drug authenticity

app.post(‘/check-authenticity', async (req, res) => {
const { drugName, batchNumber } = req.body;

try {

const response = await
axios.post(‘http://localhost:3000/check-authenticity', {
drugName, batchNumber });

res.json(response.data);
} catch (error) {

res.status(500).json({error: 'Error
communicating with blockchain.' });

}
I35
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app.listen(3000, () => console.log('Server running on
port 3000"));

This API communicates with the blockchain network
to verify drug authenticity based on user input.

4.3 Al Chatbot Integration

The Rasa Al chatbot is set up with a custom action that
queries the backend API to verify drug authenticity

[6].
# Custom Action in Rasa to call backend API
from rasa_sdk import Action
import requests
class ActionCheckAuthenticity(Action):
def name(self):
return "action_check authenticity"
def run(self, dispatcher, tracker, domain):
drug_name = tracker.get_slot('drug_name')
batch number = tracker.get slot('batch_number")
# Make HTTP request to backend API
url = "http://localhost:3000/check-authenticity"

data = {"drugName": drug_name,

"batchNumber": batch number}
response = requests.post(url, json=data)
if response.status_code == 200:

authenticity info = response.json()

dispatcher.utter message(text=authenticity info['mes
sage'])

else:

dispatcher.utter message(text="Unable to
check authenticity. Please try again later.")

return []
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This action allows the chatbot to send user inputs (drug
name and batch number) to the backend, which in turn
queries the blockchain for verification.

V. RESULTS

5.1 Performance Metrics
To evaluate the effectiveness of the system, we
measure several key performance indicators:

Response Time: The time taken by the system to
respond to a drug authenticity query.

Accuracy: The percentage of correct drug authenticity
checks, based on data stored in the blockchain.

User Experience: The ease of interaction through the
Al chatbot interface.

Table 1 gives the Metric Value based on Response
Time, Accuracy and User Experience.

Table 1: Metric Value based on Response Time,
Accuracy and User Experience
Metric Value

Response Time (ms) 350 ms
Accuracy (%) 98%
User Satisfaction Rating 48/5

Response Time: The system's response time is
optimized through backend caching and efficient
querying via Hyperledger Fabric [3].

Accuracy: The accuracy of drug authenticity checks is
highly reliable due to the immutability of blockchain
records [3].

User Satisfaction: Users found the chatbot interface
intuitive and efficient, providing them with quick drug
verification results [19].

Example Chatbot Interaction

A sample interaction with the chatbot could look like
this:

User: "Is Paracetamol batch AB123 authentic?"

Chatbot: "Please provide the batch number."
User: "AB123"

Chatbot: "The drug is authentic. Manufacturer: XYZ
Pharmaceuticals."
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The chatbot successfully retrieves the authenticity
information by querying the blockchain and displays
the result.

VI.. DISCUSSION

This paper demonstrates how the combination of
Blockchain and Al can significantly improve drug
authenticity verification in pharmaceutical supply
chains. By integrating Hyperledger Fabric for secure
and decentralized record-keeping with a user-friendly
Al chatbot, we provide a solution that is both efficient
and scalable. The use of Hyperledger Fabric ensures
that all drug data remains tamper-proof and
transparent, reducing the risk of counterfeit drugs
entering the supply chain [3]. The Al chatbot offers a
conversational interface, making it easy for both
consumers and healthcare professionals to verify drug
authenticity in real-time [19].

VII. CONCLUSION

This work presents an innovative solution combining
Blockchain and Al to tackle the problem of counterfeit
drugs. By leveraging Hyperledger Fabric for
decentralized data storage and an Al chatbot for easy
access, this system offers an effective way to verify the
authenticity of pharmaceutical products. Future work
will involve expanding the system to cover more drug-
related data and enhancing the chatbot’s natural
language understanding capabilities.
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