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Abstract—The convergence of the Sixth Generation (6G)
wireless networks, the Internet of Things (IeT), and
Edge Computing represents a paradigm shift in digital
infrastructure, promising to transition the world from
”connected things” to ”connected intelligence.” As 5G
networks reach maturity, the exponential growth of data-
intensive IoT applications ranging from autonomous
driving to holographic telemedicine has exposed the
limitations of current cloud-centric architectures. This
paper provides a comprehensive review of the
symbiotic relationship between 6G, loT, and Edge
Computing. We analyze the architectural evolution
required to support sub-millisecond latency and
Terabit-level throughput, utilizing key technologies
such as Terahertz (THz) communication, Federated
Learning (FL), and Reconfigurable Intelligent Surfaces
(RIS). Furthermore, we critically examine the challenges
of energy efficiency, security, and standardization. By
synthesizing recent literature and proposing a novel
multi-tier architecture, this study aims to provide a
roadmap for researchers and practitioners navigating
the 6G-loT-Edge continuum. Index Terms 6G
Networks, Edge Computing, Internet of Things (IoT),
Edge Intelligence, Terahertz Communication, Federated
Learning, Ultra-Reliable Low-Latency Communication
(URLLC).

[. INTRODUCTION

The rapid proliferation of Internet of Things (IoT)
devices is generating an unprecedented volume of
data, projected to reach 175 zettabytes by 2025. While
5G networks have successfully introduced Enhanced
Mobile Broadband (eMBB) and Massive Machine
Type  Communications (mMTC), emerging
applications such as the Metaverse, tactile internet,
and fully autonomous transportation systems demand
performance metrics that exceed current capabilities
[1]. This has necessitated research into the Sixth
Generation (6G) of wireless communications. Edge
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Computing has emerged as the critical architectural
bridge in this evolution. By moving computation from
centralized cloud data centers to the network edge,
systems can achieve the ultra-low latency required for
real time decision making [6]. The integration of 6G
provides the “pipe” for massive data throughput, while
Edge Computing provides the “brain” for local
processing.

A. Historical Evolution of Wireless Networks

To fully appreciate the architectural imperatives of 6G,
one must first trace the trajectory of wireless
communication, which has historically followed a
decadal cycle of generation innovation. This evolution
is not merely a linear increase in spectral efficiency but
a fundamental transformation in the relationship
between information, humanity, and the physical
world.

1) From Analog Voices to Digital Text (1G to 2G):
The genesis of mobile telephony began with the First
Generation (1G) in the late 1970s and early 1980s.
Systems such as the Advanced Mobile Phone System
(AMPS) in North America and the Total Access
Communication System (TACS) in Europe relied
exclusively on analog signal transmission using
Frequency Division Multiple Access (FDMA). While
revolutionary in introducing mobility, 1G was plagued
by severe limitations: zero encryption led to rampant
eavesdropping, spectral efficiency was abysmal, and
cross-border roaming was technically impossible due
to incompatible frequency standards. The transition to
the Second Generation (2G) in the early 1990s marked
the first major digital revolution in wireless
technology. The introduction of the Global System for
Mobile Communications (GSM) standardized the use
of Time Division Multiple Access (TDMA), while
Qualcomm introduced Code Division Multiple Access
(CDMA) in North America. This shift from analog
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waveforms to binary digital signals allowed for the
encryption of voice traffic and, crucially, the
introduction of data services. The Short Message
Service (SMS) fundamentally altered human
communication patterns, shifting interaction from
synchronous voice calls to asynchronous text.
Furthermore, the later iterations of 2G, often termed
2.5G (GPRS) and 2.75G (EDGE), introduced packet-
switching mechanics, laying the rudimentary
groundwork for the mobile internet by allowing”
always-on” connectivity, albeit at speeds rarely
exceeding 100 kbps.

2) The Data Revolution: 3G and the Broadband Era of
4G: The turn of the millennium brought the Third
Generation (3G), defined by the IMT-2000 standard.
This era witnessed the democratization of the mobile
internet. Technologies like Universal Mobile
Telecommunications System (UMTS) and High-
Speed Packet Access (HSPA) utilized Wideband
CDMA (W-CDMA) to achieve data rates in the
megabit range. For the first time, users could browse
the web, engage in video calling, and stream
multimedia content on mobile devices. However, 3G
networks were still fundamentally circuit-switched
architectures with packet-switching grafted on top,
leading to inefficiencies in handling the explosive
growth of IP-based traffic driven by the advent of
smartphones. The Fourth Generation (4G) Long Term
Evolution (LTE), deployed circa 2010, resolved this
architectural dissonance by adopting an all-IP flat
architecture. 4G abandoned traditional circuit-
switching entirely, treating voice calls as just another
data application (VoLTE). The technical leap was
facilitated by Orthogonal Frequency-Division
Multiplexing (OFDM) and Multiple Input Multiple-
Output (MIMO) antenna technologies. OFDM
mitigated multipath fading a significant hurdle in
urban environments allowing for robust high-speed
data transmission. This era birthed the” App
Economy,” enabling bandwidth-hungry services like
Uber, Instagram, and high-definition streaming. Yet,
despite speeds reaching 1 Gbps with LTE-Advanced,
4G was designed primarily for human to human or
human-to-server interaction, ignoring the nuanced
requirements of machine-centric communication.

3) The Limitations of 5G in the Face of Holographic
Communication: The Fifth Generation (5G) was
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heralded as the enabler of the Internet of Things (IoT),
introducing three distinct service classes: Enhanced
Mobile Broadband (eMBB), Massive Machine-Type
Communications (mMTC), and Ultra-Reliable Low-
Latency Communication (URLLC). While 5G
successfully utilizes millimeter-wave (mmWave)
frequencies to boost throughput, it faces a glass
ceiling” when confronted with next-generation
applications like HolographicType Communication
(HTC). HTC requires the transmission of light field
data with six degrees of freedom (6DoF), necessitating
raw data rates exceeding 1 Terabit per second (Tbps)
two orders of magnitude higher than 5G’s theoretical
peak. Furthermore, 5G networks, while low-latency
(approx. 1ms), suffer from “latency jitter” or
stochastic variations in packet delivery. In a
holographic call, where visual and haptic (touch) data
must remain perfectly synchronized to avoid
“cybersickness” (nausea caused by sensory
mismatch), 5G’s lack of deterministic guarantees
renders it insufficient. The inherent limitation lies in
the OFDM waveform itself, which suffers from high
Peak to Average Power Ratio (PAPR) and is
inefficient in utilizing the extreme high-frequency
bands required for such massive throughput.

4) The Tactile Internet and the Deterministic Future:
This inadequacy brings us to the concept of the
“Tactile Internet” a network capable of transmitting
touch and actuation in real-time. The human tactile
sensation loop operates at approximately 1
millisecond; however, for machines or remote robotic
surgery, the required reaction time drops to the
microsecond level. The Tactile Internet demands a
network that is not just fast, but “deterministic”
meaning the latency is fixed and guaranteed,
regardless of network load. 5G cannot guarantee this
determinism due to its reliance on reactive scheduling
and best-effort routing protocols. This gap defines the
mandate for 6G. The transition to 6G is driven by the
need to support “Time Sensitive Networking” (TSN)
natively, integrating communication with sensing and
computation to create a nervous system for the digital
society. Where 1G through 4G focused on connecting
people, and 5G focused on connecting things, 6G must
focus on “Cyber Physical Fusion,” requiring a
complete overhaul of the physical and medium access
control layers described in this study.
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II. LITERATURE REVIEW

The evolution toward 6G has been the subject of
intense academic scrutiny. This section provides a
critical analysis of the foundational literature.

A. The 6G Vision and Structural Transformation

In their seminal work, Prasad et al. [1] articulate the
fundamental shift required for “Toward 6G.” Their
research moves beyond the metric chasing of previous
generations (simply increasing speed) to propose a
holistic network philosophy. They argue that 5G’s
“Service Based Architecture” (SBA) is insufficient for
the deterministic latency required by the tactile
internet. Their results indicate that existing orthogonal
frequency division multiplexing (OFDM) waveforms
are ill-suited for the high-Doppler environments of
high-speed trains. Consequently, they propose a shift
toward non-orthogonal multiple access (NOMA).

B. The IoT-Edge Continuum

Contrastingly, Nguyen et al. [2] focus on the topology
of the “6GlInternet of Things.” Their comprehensive
survey challenges the centralized dogma of cloud
computing. By analyzing over 150 recent studies, they
synthesized a “Space Air Ground Underwater”
integration model. Their key finding is that the
“Digital Divide” will not be solved by terrestrial
towers alone; 6G must integrate Non-Terrestrial
Networks (NTN). Critically, they highlight that
current edge computing protocols lack semantic
interoperability.

C. Security in the Age of Edge Learning

The security dimension is rigorously explored by
Ferrag et al. [5] in their analysis of “Edge Learning”
As IoT devices begin to train local Al models
(Federated Learning), the attack surface shifts from
data theft to “model poisoning.” Ferrag’s team
categorized vulnerabilities across the physical,
network, and application layers of 6G-IoT. Their
results demonstrate that standard cryptographic
techniques are computationally too heavy for massive
[oT (mloT) deployments.

D. Critical Analysis of Emerging Technologies

Having established the foundational constraints of
historical networks, we now turn our attention to the
specific  technological enablers proposed in
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contemporary literature (2023-2025). This section
critically evaluates nine distinct approaches to solving
the 6G-loT-Edge trilemma, analyzing their
methodologies and identifying specific limitations that
this study aims to rectify.

1) Al-Native Network Orchestration: In [3], Al-Hatim
et al. present a compelling vision for an “Al-Enabled
6G Internet of Things.” Overview: The authors argue
that the complexity of 6G networks characterized by
dynamic topology changes and heterogeneous device
types exceeds human administrative capabilities. They
propose a “Zero-Touch” network management system
where Deep Reinforcement Learning (DRL) agents
reside in the control plane, autonomously optimizing
routing protocols and resource allocation in real-time.
Methodology: Their study utilizes a simulated
environment involving a dense urban IoT deployment.
They trained a Multi Agent DRL model (MADRL) to
manage spectrum sharing between autonomous
vehicles and smart city sensors. The agents were
rewarded for maximizing total network throughput
while minimizing interference. Critical Flaws: While
the simulation results showed a 30% improvement in
spectral efficiency over static allocation, the study
largely ignores the “Cold Start” problem. In a real-
world scenario, DRL agents require a significant
period of exploration before convergence. During this
training phase, network performance could degrade
catastrophically a risk unacceptable in critical
infrastructure.  Furthermore, the computational
overhead of running complex inference engines on
resource constrained [oT gateways was not adequately
quantified.

2) Edge Al as a Fundamental Utility: Letaief et al. [4]
expand on the role of intelligence in “Edge Artificial
Intelligence for 6G.” Overview: This paper shifts the
focus from AI for the network (optimizing
infrastructure) to Al for the application (user services).
They envision a paradigm where “Intelligence as a
Service” (IaaS) becomes a standard utility, similar to
electricity. The core proposition is that edge nodes
should host diverse, pre-trained models that user
devices can call upon via API, eliminating the need for
on device inference. Methodology: The authors
propose a “Model Splitting” architecture. Using a
ResNet-50 computer vision model as a test case, they
split the neural network layers between the end-user
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device (first few layers) and the edge server
(remaining layers). This “Split Inference” approach
was tested across varying channel qualities. Critical
Flaws: The primary limitation identified is the
“Intermediate Feature Transmission” bottleneck.
While splitting the model offloads computation,
transmitting the intermediate activation tensors still
consumes significant bandwidth. Under poor channel
conditions (e.g., cell edge), the latency of transmitting
these tensors exceeded the time saved by offloading.
Our proposed architecture addresses this by
introducing a compression layer specifically for split
inference features.

3) The Operational Role of Edge Computing: Guo et
al. [6] provide a pragmatic analysis of “The Role of
Edge Computing in 6G Enabled IoT.” Overview:
Unlike the theoretical works of Letaief, Guo’s team
focuses on the operational expenses (OPEX) of
deployment. They argue that while Edge Computing
reduces latency, the distributed nature makes
maintenance and software updates prohibitively
expensive compared to centralized cloud architectures.
Methodology: The study employs a cost-benefit
analysis framework, modeling the Total Cost of
Ownership (TCO) for a smart factory deployment over
five years. They compare a pure Cloud model, a pure
Edge model, and a Hybrid model. Critical Flaws: The
study concludes that a Hybrid model is most cost-
effective, but it fails to address the “Data Gravity”
issue. As edge nodes collect terabytes of data,
migrating this data to the cloud for historical analysis
becomes slow and costly. The paper assumes
unlimited backhaul capacity, which is rarely the case
in rural or industrial IoT deployments. We argue that
“Edge to Edge” horizontal offloading is required to
mitigate this; a concept Guo’s model does not account
for.

4) Blockchain-Enabled Beamforming Optimization: A
novel intersection of cryptography and physics is
explored by Zuo et al. [7] in “Blockchain Enabled
Beamforming Optimization.” Overview: In 6G,
beamforming is essential to direct THz signals. Zuo
proposes that in a multi-operator environment, base
stations must coordinate their beams to avoid mutual
interference. They suggest using a blockchain ledger
to record and negotiate beam patterns immutably,
preventing selfish behavior by competing network
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operators. Methodology: They introduce “Conv-
Markov,” a consensus algorithm designed to be lighter
than Proof-of-Work (PoW). The system was modeled
using a game-theoretic approach where base stations
act as players in a non-cooperative game. Critical
Flaws: The fundamental contradiction in this work is
latency. Beamforming adjustments must happen in
microseconds to track moving users. Even with an
optimized  consensus  algorithm,  blockchain
verification takes seconds. The “Stale State” problem
arises: by the time the blockchain agrees on a beam
pattern, the user has already moved. This renders the
solution impractical for high-mobility scenarios,
though it may hold promise for static backhaul links.
5) Computer Vision-Powered Networks: Charan et al.
[8] propose a radical shift in “Computer Vision-
Powered 6G Networks.” Overview: Standard wireless
networks are “blind” they know channel state
information (CSI) but not the physical environment.
Charan argues that 6G base stations should be
equipped with RGB and Depth cameras to “see”
approaching obstacles (trucks, pedestrians) and
preemptively switch beam paths before the line of
sight is blocked. Methodology: The team utilized a
dataset of street traffic video feeds fused with ray-
tracing RF simulations. They demonstrated that
vision-aided beam prediction reduced link failure rates
by 45% compared to standard CSI-based prediction.
Critical Flaws: While technically impressive, the
privacy implications are largely dismissed. A network
of base stations constantly filming public spaces
constitutes a pervasive surveillance grid. Furthermore,
the system’s reliance on optical cameras makes it
vulnerable to weather conditions; heavy rain or fog
would blind the cameras, potentially causing the 6G
network reliability to plummet exactly when users
need it most.

6) 6G in Smart Healthcare Systems: Suneel et al. [9]
focus on the wvertical application of “Smart
Healthcare.” Overview: The paper explores the
requirements for remote robotic surgery (telesurgery).
They define a new metric: “Age of Information”(Aol),
arguing that in surgery, it matters less how much data
is sent, and more how fresh the data is. Old haptic
feedback data is useless and potentially dangerous.
Methodology: They simulated a tactile internet loop
involving a haptic glove and a robotic arm connected
via a 6G link. They tested various scheduling
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algorithms to minimize Peak Aol. Critical Flaws: The
study assumes a “Fail Safe” state that is difficult to
guarantee. If the connection drops during an incision,
the robot must freeze instantly. The paper discusses
the active connection but neglects the “Keep Alive”
signaling overhead required to detect a disconnection
within microseconds. Additionally, they do not
address the legal liability framework if a packet is
dropped and surgery fails, is the network operator
liable? This non-technical barrier is as significant as
the technical ones.

7) Enabling Massive [oT: Yu et al. [10] tackle the scale
problem in “Enabling Massive [oT Toward 6G.”
Overview: Current networks struggle when millions of
devices attempt to connect simultaneously (e.g., after
a power outage). Yu reviews “Grant-Free” access
schemes where devices transmit data without waiting
for base station permission, utilizing NOMA (Non-
Orthogonal Multiple Access) to decode colliding
signals. Methodology: The authors provide a
mathematical analysis of collision probabilities in
Grant-Free NOMA versus Grant-Based OFDMA.
They show that NOMA supports 3x the device density.
Critical Flaws: The complexity of the receiver
(Successive Interference Cancellation SIC) grows
exponentially with the number of colliding users. Yu’s
analysis assumes ideal SIC hardware. In reality,
imperfect cancellation leads to residual interference,
which accumulates and degrades the Signal-to-
Interference-plus-Noise Ratio (SINR). For lowcost
IoT gateways, the hardware complexity required to
decode dozens of overlapping signals may be
economically unfeasible.

8) Cross-Layer Synergy: Elbir et al. [11] discuss the”
Synergizing 6G networks, [oT, and AL” Overview:
This paper serves as a meta-analysis of cross-layer
design. The authors argue that optimization cannot
happen in silos (e.g., optimizing the Physical layer
independently of the Application layer). They propose
a ”Cross-LayerAl”that tunes parameters across the
entire stack adjusting modulation schemes based on the
specific  application’s  current  battery  status.
Methodology: They introduce a framework for Joint
Source Channel Coding” (JSCC) driven by deep
learning, where the encoding of the image and the
encoding of the wireless signal are performed by a single
neural network. Critical Flaws: While theoretically
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optimal, this approach destroys the modularity of the
OSI model. If the application layer is tightly coupled
with the physical layer, upgrading one requires
retraining the entire stack. This rigidity could stifle
innovation, as developers would need deep knowledge
of RF physics to write simple IoT apps. The paper fails
to propose an abstraction layer that preserves this
modularity while enabling optimization.

9) Generative Al and Large Language Models (LLMs):
Finally, Liu et al. [ 12] explore the frontier of “Integrating
Generative Al and 6G.” Overview: This forward looking
paper suggests that Generative Al (GenAl) can be used
to synthesize training data. Since real world 6G datasets
are scarce, Liu proposes using GANs (Generative
Adversarial Networks) and Diffusion models to create
synthetic channel data to train network optimizers.
Methodology: The authors used a Diffusion model to
generate synthetic “Channel Impulse Responses” for
THz frequencies, which were then used to pre-train a
beamforming model. Critical Flaws: The risk of
“Hallucinated Physics” is high. If the GenAl model
creates channel data that violates the laws of physics
(e.g., ignoring specific diffraction properties of THz
waves), the network optimizers trained on this data will
fail in the real world. The paper lacks a rigorous
validation step to ensure the synthetic data is physically
consistent. Furthermore, running GenAl models for
network  control introduces  massive  energy
consumption, potentially negating the efficiency gains
6G aims to achieve.

II. SYSTEM MODEL AND PROBLEM
FORMULATION

To rigorously analyze the performance of the proposed
6GloT-Edge architecture, we formulate the latency and
energy consumption models below.

A. Communication Latency Model

The total latency Ttotal in a 6G edge environment is the
sum of propagation, transmission, and processing
delays. This can be expressed as:

Ttotal = Tprop + Ttrans + Tproc + Tqueue (1)

Where transmission delay Ty is defined by
Shannon’s Capacity for THz channels:
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Here, D size represents the data packet size, B is the
bandwidth (in THz), Ptx is transmission power, h is the
channel gain (heavily influenced by molecular
absorption in THz bands), and NO is the noise spectral

density.

B. Energy Consumption Model

Energy efficiency is paramount in 6G IoT. The total
energy consumption Etotal for a single task offloading
event is:

Etotal = Pidle-Tidle + Ptx-Ttrans + Pcircuit 3)

Where Pcircuit accounts for the power consumed by
the neural network accelerator on the edge device.

C. Detailed Explication of System Variables

The mathematical models presented in equations (1)
through (3) serve as the governing logic for the
proposed architecture. To understand the constraints
of 6G, we must dissect the physical and stochastic
properties of each variable involved.

1) Latency Components Analysis (Eq. 1): Equation (1)
decomposes total latency into four distinct
components, each governed by different physical
laws:

* Propagation Delay (Tprop): This is the time
required for the electromagnetic wave to travel
from source to destination, defined as d/c, where d
is distance and c is the speed of light (3x108 m/s).
In 5G networks, this was negligible. However, in
6G “Tactile Internet” applications requiring <
100us round-trip time, even the physical distance
becomes a bottleneck. For a server located 15km
away, Tprop alone is 50us, consuming half the
latency budget. This necessitates the deployment
of Edge nodes within a 5-10km radius of the user.
Processing Delay (Tproc): This variable represents
the time the edge server takes to execute the Al
inference. It is non-deterministic and depends on
the complexity of the Neural Network (NN) model
(measured in Floating Point Operations, FLOPs)
and the server’s computational capacity (fedge in
cycles/sec). Tproc = FLOPs/fedge.

*  Queueing Delay (Tqueue): Often the most volatile
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component, this follows an M/M/1 queuing model
in standard literature. However, for 6G URLLC,
we model this using “Network Calculus” to derive
deterministic  upper  bounds rather than
probabilistic averages.

2) Terahertz Channel Physics and Molecular
Absorption (Eq. 2): Equation (2), the Shannon Hartley
theorem adapted for THz, introduces the critical
variable h (channel gain). In sub-6 GHz bands, h is
dominated by free-space path loss (d2). However, in
the THz regime (0.1 THz 10 THz), h is severely
impacted by Molecular Absorption Loss. As
electromagnetic waves traverse the atmosphere at
these frequencies, they excite the vibrational modes of
water vapor (H 20) and oxygen (O 2) molecules. The
energy of the wave is absorbed and converted into
kinetic energy within the molecules. This phenomenon
creates “spectral windows” specific frequency bands
where attenuation is lower and “absorption spikes”
where communication is impossible. Mathematically,
the path loss L(f, d) in THz is defined as:

dnfd *?
L(_ﬁ d) = 4 ek(f)d “)

Where k(f) is the frequency dependent molecular
absorption coefficient. This exponential decay term
ek(f)d means that simply increasing Transmit Power
(Ptx) yields diminishing returns. Doubling Ptx does
not double the range; it merely combats the
exponential absorption for a few distinct meters. This
physical reality forces 6G networks to rely on “Ultra-
Massive MIMO” (UM-MIMO) and beamforming to
focus energy into narrow pencils, effectively
increasing the effective isotropic radiated power
(EIRP) without draining the battery.

3) The Power-Performance Trade-off (Eq. 3):
Equation (3) highlights the tension between latency
and battery life. The variable Ptx (Transmit Power) is
a control variable. Increasing Ptx improves the Signal
to Noise Ratio (SNR), thereby increasing the data rate
(Eq. 2) and reducing Transmission Delay (Ttrans).
However, this linearly increases Energy Consumption
(Etotal). For IoT sensors with a fixed energy budget
(e.g., a coin-cell battery meant to last 10 years), there
exists an “Optimal Transmission Point.” If the channel
is poor (high absorption), the device should not
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increase power to compensate (as in 4G logic);
instead, it should queue the data and wait for a better
channel state or “harvest” energy from ambient RF
signals. This strategy is known as “Energy Aware
Scheduling.”

D. Computation Offloading Probability Model

To formalize the decision-making process of “where”
to process data (Locally, at the Edge, or in the Cloud),
we introduce a third governing equation for the
Computation Offloading Probability (Poff). Let®dbe
the system cost function, defined as a weighted sum of
latency (T) and energy (E):

@ =\t Ttotal +Ae Etotal 5)

Where At and Ae are weighting factors (0<A<1) set by
the application priority (e.g., a heart monitor setsit=1,
while a smart meter setsie~1).
The decision variable xi € {0, 1} determines
offloading, where xi = 0 implies local processing and
xi = 1 implies offloading. The probability of
offloading is dynamically adjusted using a sigmoid
function based on the channel qualityyand
battery levelf:

1

P(xi=1) = 1+e-a(y-ym)+6(6:-6)

(6)

Here:

» vis the instantaneous SNR.

e yth is the minimum SNR threshold required for
stable transmission.

» Pis the current battery level of the device.

» oanddare sensitivity coefficients.

Interpretation: This logistic function ensures smooth

control.

1) If channel qualityyis high (strong signal), the

exponent becomes negative large, and P (xi=1) 1. The

device offloads data to the powerful edge server to

save time.

2) If battery B is low (below threshold Bth), the term

S (Pth —B) becomes positive large. The denominator
grows, and P (xi = 1) 0. The device is forced to process
locally (or sleep) because the energy cost of
transmission (Ptx-Ttrans) would kill the battery. This
equation is the “brain” of the Mist Computing layer. It
allows billions of devices to make autonomous,
decentralized decisions without overwhelming the
central network controller, a requirement for the
scalability of Massive [oT (mMTC).

IV. COMPARATIVE ANALYSIS
As illustrated in Table I, the most critical differentiator
is the integration of Al In 4G, Al was non-existent. In

6G, it is native to the physical layer.

Table i comparative analysis: 4g vs. 5g vs. 6g

Feature 4G 5G (NR) | 6G
(LTE) (Proposed)
Latency 50ms Ims <0.1ms

Data Rate 1 Gbps | 20 Gbps | 1 Tbps
Frequency | Sub-6 | mmWave | THz (0.1-
GHz 10 THz)

Al None Partial Native
Integration

A. The Computing Continuum: Cloud vs. Edge vs.
Mist

The architectural requirement to minimize latency has
forced a redistribution of computational power from
the core to the periphery. This shift is not merely
geographical but functional, resulting in a three-tier
hierarchy: Cloud, Edge, and Mist. Table I summarizes
the distinct operational characteristics of these tiers.

Table Ii Comparative Analysis of Computing Tiers

Feature Cloud Computing

Edge Computing

Mist Computing

Location Centralized Data Centers (Tier 1-4) Base

Stations  (gNodeB), ISP | On-Device (Sensors, Wearables)
Gateways

Latency High (>100ms)

Medium (5-20ms)

Ultra-Low (<Ims)

Capacity Infinite Scalability

Limited by Rack Space

Limited by Battery

Privacy Low (Data travels public internet)

Medium (Geofenced)

High (Data stays local)

Hardware | Virtualized Clus ters (Xeon/EPYC)

Specialized Servers (GPU/FPGA)

Microcontrollers (ARM CortexM)
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1) The Fallacy of Infinite Cloud: Cloud computing, the
dominant paradigm of the 4G era, operates on the
assumption of “Infinite Resources.” It excels at tasks
requiring massive historical datasets, such as training
Large Language Models (LLMs) or long-term climate
modeling. However, for 6G applications, the Cloud
suffers from the “Data Gravity” problem. Moving
petabytes of raw sensory data from a smart city to a
central server is bandwidth-prohibitive and introduces
unacceptable propagation delays (as detailed in
Section III).

2) The Pragmatism of Edge: Edge Computing (Multi-
Access Edge Computing MEC) solves the latency
issue by placing servers at the Radio Access Network
(RAN). This allows for “Service Function Chaining”
(SFC) where data is processed before it hits the core
network. For instance, a video feed from a traffic
camera is analyzed for accidents at the base station;
only the metadata (“Accident Detected”) is sent to the
cloud. This reduces backhaul traffic by orders of
magnitude.

3) The Emergence of Mist Computing: Often
overlooked in standard literature, “Mist Computing”
pushes intelligence to the extreme edge the endpoint
itself. In the context of 6G, the Mist consists of
microcontrollers (like the ESP32 or ARM Cortex-M4)
running “TinyML” models. Unlike Edge nodes, Mist
nodes are battery constrained and cannot run heavy
operating systems like Linux. They run bare metal
firmware. The necessity of Mist Computing arises in
“Swarm Robotics” where drones must communicate
and avoid collisions in microseconds. Relying on an
Edge node (even 1km away) introduces a round-trip
delay that could result in a physical crash. Mist
computing keeps the “OODA Loop” (Observe Orient
Decide Act) entirely on the device.

B. Security Paradigms: From Encryption to Trust
lessness

The integration of billions of IoT devices significantly
expands the attack surface of the network. Traditional
security models are becoming obsolete in the face of
6G requirements. We compare three distinct security
approaches: Standard Encryption (TLS), Distributed
Ledger Technology (Blockchain), and Quantum Key
Distribution (QKD).
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1) The Obsolescence of TLS 1.3: Transport Layer
Security (TLS 1.3) is the current gold standard for
securing web traffic. It relies on asymmetric
cryptography (e.g., Elliptic Curve Diffie-Hellman) to
exchange keys. While efficient for browsers, TLS is
ill-suited for Massive IoT (mMTC) for two reasons.
First, the “Handshake Overhead” the initial exchange
of packets to establish a secure connection consumes
significant battery and bandwidth. For a sensor
sending 10 bytes of temperature data, the kilobyte-
sized handshake is a 1000% overhead. Second, TLS is
vulnerable to “Harvest Now, Decrypt Later” attacks,
where adversaries store encrypted traffic today to
decrypt it years later when Quantum Computers break
classical asymmetric algorithms.

2) The Promise and Peril of Blockchain: Blockchain
offers a “Trustless” environment, ensuring data
integrity without a central authority. In 6G, this is
proposed for “Spectrum Sharing,” where different
operators dynamically trade frequency bands.
However, Blockchain introduces the “Security
Latency  Scalability = Trilemma.”  Consensus
mechanisms like Proof of Work (PoW) are too energy
intensive for IoT. Proof of Stake (PoS) is faster but
tends toward centralization. For real-time 6G
applications, the block confirmation time (typically
seconds) is fatal. Thus, Blockchain is viable for the
Control Plane (managing identity/policy) but not the
Data Plane (real-time traffic).

3) Quantum Key Distribution (QKD): QKD represents
the theoretical pinnacle of security, relying on the laws
of physics rather than mathematical complexity. By
encoding information in the quantum states of photons
(e.g., polarization), QKD allows two parties to
generate a shared random key. If an eavesdropper
attempts to intercept the key, the quantum state
collapses  (Heisenberg  Uncertainty  Principle),
immediately revealing the intrusion. While QKD
offers “Information Theoretic Security”
(unbreakable), implementation in 6G is hindered by
the “Last Mile” problem. QKD requires expensive
optical hardware and fiber links. Delivering QKD over
the air to a mobile phone is currently a massive
engineering challenge due to atmospheric scattering of
photons. Therefore, we propose a hybrid model: QKD
for the backhaul (connecting Edge nodes to Core) and
lightweight “Post Quantum Cryptography” (Lattice

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3836



© March 2026 | IJIRT | Volume 12 Issue 10 | ISSN: 2349-6002

based cryptography) for the air interface to the user
device.

V. PROPOSED ARCHITECTURE: THE
INTELLIGENT CONTINUUM

We propose a three-tier architecture designed to
facilitate”Semantic Communication.”

A. Tier 1: The Mist (Extreme Edge)

This layer consists of microcontrollers (e.g., Arduino,
ESP32) equipped with TinyML models. They perform
initial data filtration.

B. Tier 2: The Edge (MEC Nodes)

Located at the gNodeB, these servers handle regional
inference and aggregate local gradients for Federated
Learning.

C. Tier 3: The Cloud
Reserved for long-term storage and global
orchestration.

D. Operational Data Flow and Semantic Filtering

The proposed three-tier architecture is not merely a
static hierarchy but a dynamic pipeline designed to
filter, process, and act upon data at the appropriate
level of abstraction. The data flow from the Mist (Tier
1) to the Cloud (Tier 3) follows a “Subtract and
Abstract” philosophy, where data volume decreases
while data value increases as it ascends the tiers.

1) Step 1: The Mist Layer Semantic Extraction: The
process begins at the “Mist” layer, comprised of the
sensors and micro controllers embedded in the
physical environment. In a traditional IoT model, a
temperature sensor might transmit a reading every
second, regardless of whether the temperature has
changed. In our 6G architecture, we implement
“Semantic Filtering” using TinyML. The sensor
buffers the raw data stream locally. A lightweight
anomaly detection model (e.g., a One-Class Support
Vector Machine) runs on the microcontroller. The
device only transmits a packet if the data point deviates
from the learned normal distribution or crosses a safety
threshold. Furthermore, instead of transmitting the raw
float value, the device transmits a “Semantic Token” a
compressed vector representing the event for example,
a vibration sensor on a bridge does not stream the
vibration waveform; it streams a token indicating
“structural stress detected.” This reduces the uplink
bandwidth requirement by approximately 90%,
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preventing the “Data Tsunami” from overwhelming
the backhaul.

2) Step 2: The Edge Layer Regional Inference and
Chaining: The Semantic Tokens arrive at the Tier 2
Edge Node (located at the gNodeB base station). Here,
the raw capacity is significantly higher (GPU-
accelerated MEC servers). The Edge Node acts as a
“Regional Coordinator.” It aggregates tokens from
thousands of local Mist devices to form a “Contextual
Map.” For instance, if a single car reports “heavy
braking” (Mist event), it might be an isolated incident.
However, if 50 cars in the same cell sector report
“heavy braking” within a 100ms window, the Edge
Node correlates these events to infer a “Traffic Jam.”
This inference triggers an immediate local control
loop: the Edge Node broadcasts a command to
approaching autonomous vehicles to reroute, without
ever consulting the central cloud. This ensures the sub-
millisecond response time required for safety-critical
applications.

3) Step 3: The Cloud Layer Global Orchestration: The
Cloud (Tier 3) receives only the high-level inferences
(“Traffic Jam at Sector4”) rather than the raw braking
data. The Cloud uses this information to update the
global “Digital Twin” of the city. It performs long-
term analysis, such as adjusting the timing of traffic
lights across the entire metropolitan area to alleviate
the congestion. Additionally, the Cloud generates the
global model updates for the Federated Learning
system, which are then pushed back down to the Edge
and Mist nodes during off-peak hours (e.g., 3:00 AM),
completing the learning cycle.

E. Service Function Chaining (SFC) in Virtualized
Environments

A critical enabler of this architecture is Network
Function = Virtualization  (NFV),  specifically
implemented through Service Function Chaining
(SFC). In legacy networks, data passed through rigid,
hardware based “middleboxes” (firewalls, NATs, load
balancers). In 6G, these functions are virtualized
software instances (VNFs) running on the Edge
servers. SFC allows the network operator to
dynamically define an ordered sequence of virtual
functions that a specific data packet must traverse.
This is essential for handling heterogeneous traffic
types efficiently.
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e Chain A (High Security): For a transaction from a
“Smart Banking ATM,” the SFC controller steers
the packet through: vFirewall Deep Packet
Inspection (DPI) Encryption Engine Gateway.
This ensures maximum security, accepting the
higher latency penalty.

* Chain B (Low Latency): For a packet from a
“VRHeadset,” the SFC controller bypasses the
heavy inspection tools. The path is simply: Header
Compressor Video Optimizer Gateway. This
minimizes processing delay to prevent motion
sickness for the user.

The innovation in our proposed architecture is the

“AlDriven SFC Orchestrator.” A Reinforcement

Learning agent monitors the load on each VNF. If the

“Video Optimizer” function becomes a bottleneck due

to a surge in users, the agent automatically spins up

additional instances of that function (Horizontal

Scaling) or migrates the function to a less loaded

neighbor node (Vertical Offloading). This elasticity is

what allows 6G to maintain QoS (Quality of Service)
under varying loads.

F. Network Slicing: Isolation for Criticality

While SFC manages the processing path, “Network
Slicing” manages the resource reservation. Slicing
creates multiple logical networks on top of a single
shared physical infrastructure. This is non-negotiable
for the “Tactile Internet” where life critical data shares
the same fiber optic cables as cat videos.

1) The Three Canonical Slices: Our architecture
defines three primary slices, each with distinct Key
Performance Indicators (KPIs):

1) eMBB Slice (Enhanced Mobile Broadband):
Allocated for streaming 8K video and VR gaming.
This slice is optimized for Throughput. It uses wide
spectrum bands and aggressive caching policies. It has
low priority; if the network is congested, eMBB
packets are dropped first.

2) mMTC Slice (Massive  Machine-Type
Communication): Allocated for smart meters and
environmental sensors. This slice is optimized for
Connection Density and Energy Efficiency. It uses
narrow bandwidth and tolerates high latency. The
control signaling overhead is minimized to preserve
battery life.

3) URLLC Slice (Ultra-Reliable Low-Latency
Communication): Allocated for remote surgery,
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industrial automation, and V2X (Vehicle-to-
Everything). This slice is optimized for Reliability
(99.9999%) and Latency (< 1ms).

2) Isolation Mechanism and Resource Block
Management:

The crucial innovation here is “Hard Isolation” In 5G,
slicing is often “Soft” meaning resources are logically
separated but physically shared. If the eMBB slice
experiences a massive DDoS attack, it can starve the
URLLC slice of CPU cycles at the base station. In our
6G architecture, we utilize strict “Resource Block
(RB) Partitioning” at the Physical Layer (PHY).
Specific time-frequency blocks in the OFDM grid are
exclusively reserved for the URLLC slice. Even if the
eMBB slice is 100% congested, it cannot encroach
upon the URLLC blocks. Furthermore, the Edge
Servers utilize “Containerization” (e.g.,
Docker/Kubernetes) with strict cgroup CPU limits. A
“Remote Surgery” container is given highest priority
kernel access. If a “YouTube” container tries to
preempt the CPU, the kernel kills the YouTube
process instantly. This ruthless prioritization is the
only way to guarantee the deterministic performance
required for life-critical applications.

VI. CHALLENGES AND OPEN ISSUES

A. Thermal Constraints in THz Chips
High-frequency switching generates significant heat,
limiting the form factor of 6G devices.

B. The “Black Box” Problem of Al

Integrating Al into the network core raises
explainability issues. If the network drops a call,
network engineers must know *why* the Al made that
decision.

C. Security in the Post-Quantum Era

As 6G networks are projected to be deployed circa
2030 and remain in service through the 2040s, they
will inevitably operate in a world populated by Fault-
Tolerant Quantum Computers (FTQCs). This presents
an existential threat to the cryptographic foundations
of the current internet.

1) The Collapse of Asymmetric Cryptography: The
vast majority of secure communications today
including HTTPS, VPNs, and the PKI (Public Key
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Infrastructure) used to authenticate [oT devices rely on
asymmetric algorithms such as RSA and Elliptic
Curve Cryptography (ECC). The security of these
systems is predicated on the computational difficulty
of mathematical problems like Integer Factorization
and the Discrete Logarithm Problem. However, Shor’s
Algorithm demonstrates that a quantum computer with
a sufficient number of logical qubits can solve these
specific problems exponentially faster than classical
supercomputers. While such a quantum machine does
not yet exist, the threat is immediate due to the
“Harvest Now, Decrypt Later” (HNDL) strategy.
State-level adversaries are currently intercepting and
storing terabytes of encrypted global traffic. Once a
quantum computer becomes available (estimated
between 2030-2035), this stored data can be
retroactively decrypted. For 6G applications involving
long lived secrets such as national security
intelligence, genomic data, or infrastructure blueprints
current encryption is effectively broken.

2) The Imperative for Post-Quantum Cryptography
(PQC):

6G standards must therefore abandon RSA/ECC in
favor of Post-Quantum Cryptography (PQC). These
are cryptographic primitives based on mathematical
problems that are considered resistant to both classical
and quantum attacks, such as Lattice based
cryptography  (e.g., CRYSTALS-Kyber). The
challenge for 6G IoT is that PQC keys and signatures
are significantly larger than those of ECC. For a
battery-constrained sensor transmitting a few bytes of
data, the overhead of a PQC handshake could deplete
the energy budget, creating a tension between security
and lifespan that remains an open research problem.

D. The Energy Crisis of Distributed Intelligence
While “Intelligence at the Edge” is the selling point of
6G, the thermodynamic cost of this intelligence is
often understated. The ICT sector already accounts for
2-3% of global electricity usage, and without
intervention, the proliferation of Al in 6G could triple
this figure.

1) The Hidden Cost of Federated Learning: Training
Deep Neural Networks (DNNs) is an energy-intensive
process. While Federated Learning (FL) saves
bandwidth by keeping data local, it shifts the energy
burden of training from the efficient, water-cooled
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hyperscale data center to the inefficient, battery-
powered edge device. A smartphone or IoT gateway
lacks the specialized cooling and power management
of a data center GPU. Consequently, running back-
propagation  algorithms  on-device  generates
significant heat and drains batteries rapidly. If billions
of IoT devices effectively become “mini data centers”
constantly retraining models, the aggregate carbon
footprint of the network could skyrocket. This
phenomenon, often termed “RedAl” (buying accuracy
with massive compute), is unsustainable.

2) Toward Green 6G: To mitigate this, future research
must pivot toward “Green Al.” This involves:

1) Model Compression: Techniques like Pruning
(removing redundant neurons) and Quantization
(reducing precision from 32-bit float to 8-bit integer)
to reduce computational load.

2) Neuromorphic Computing: Adopting Spiking
Neural Networks (SNNs) implemented on specialized
hardware that mimics the human brain’s energy
efficiency, consuming power only when a “spike”
(event) occurs, rather than continuously.

3) Energy Harvesting: 6G devices must move beyond
batteries to harvest energy from the environment
(solar, vibration, or RF backscatter), allowing for
“Zero Energy” standby modes.

E. Regulatory, Standardization, and Spectrum
Challenges

Beyond physics and code, the deployment of 6G faces
a labyrinth of bureaucratic and legal challenges,
particularly concerning the colonization of the
Terahertz (THz) spectrum.

1) The Spectrum “Wild West”: The THz band (0.1-10
THz) sits in the gap between microwave radio and
infrared light. Historically, this band was the domain
of radio astronomy and earth exploration satellites
(EESS) used for weather forecasting. Allocating these
frequencies for terrestrial mobile communication
creates a risk of severe interference. For example, the
23.8 GHz band is critical for measuring atmospheric
water vapor. If 6G networks bleed noise into this band,
it could degrade the accuracy of global weather
prediction models. The International
Telecommunication Union (ITUR) faces the
Herculean task of harmonizing these allocations
globally. Without global harmonization, economies of
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scale for hardware manufacturing cannot be realized,
leading to fragmented markets where a US 6G phone
cannot function in Europe or Asia.

2) Health and Safety Public Perception: The shift to
THz frequencies also re-ignites public health concerns
regarding Electromagnetic Field (EMF) exposure.
THz waves are nonionizing (they cannot strip
electrons from atoms or cause cancer directly), but
they behave differently than cellular waves. Due to
their short wavelength, they do not penetrate the body
but are absorbed within the first few millimeters of the
skin and cornea. While current scientific consensus
suggests the primary effect is thermal heating (similar
to sunlight), the longterm biological effects of
continuous, ubiquitous THz exposure are not yet fully
understood. Regulatory bodies like the ICNIRP
(International Commission on Non-lonizing Radiation
Protection) must update guidelines.
Furthermore, the industry must proactively address

exposure

public skepticism to avoid the conspiracy theories and
infrastructure

VII. CONCLUSION

The integration of 6G, IoT, and Edge Computing
creates a fabric of “connected intelligence.” While 5G
connected people to information, 6G will connect
intelligence to everything. This paper reviewed the
architectural necessities and technological enablers of
this vision. Future research must prioritize energy
efficient Al and robust security protocols to make this
vision a reality.
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