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Abstract—In recent years, continuous advancements in 

technology have greatly enhanced the security systems 

used in travel and identity verification documents. 

However, issues such as identity theft, illegal migration, 

document forgery, and unauthorized border crossings 

continue to pose serious challenges for governments and 

international security organizations. To overcome these 

issues, electronic passports, commonly known as e-

passports, have been introduced as a more secure 

replacement for conventional paper passports. Following 

the establishment of global standards by the 

International Civil Aviation Organization (ICAO), many 

countries have adopted e-passports that store the 

holder’s biometric information within an embedded 

RFID chip. Biometric identifiers such as fingerprints and 

facial features allow authorities to verify the identity of 

travelers more accurately and reduce the chances of 

identity misuse. 

The combination of biometric technologies with RFID-

enabled e-passports has significantly strengthened 

border security and authentication processes. Since 

biometric traits are unique to every individual, they 

provide a reliable method for confirming a person’s 

identity. Fingerprint recognition systems, for example, 

enable immigration officials to compare the biometric 

data stored in the passport’s RFID chip with a real-time 

fingerprint captured during the verification process. 

This ensures that the passport is being used by its 

legitimate owner. Consequently, the risks of passport 

duplication, impersonation, and the use of counterfeit 

documents can be minimized. 

In addition to biometric authentication, this study 

proposes the integration of a criminal record verification 

feature within the e-passport system. In the suggested 

framework, when a traveler presents an e-passport at a 

border checkpoint, the RFID reader scans the chip and 

retrieves the biometric information, which is then 

verified through fingerprint recognition. 

Simultaneously, the system cross-checks the traveler’s 

details with a centralized criminal database maintained 

by law enforcement authorities. If the individual is 

associated with serious criminal offenses, the system 

generates an alert for immigration officials. Depending 

on the severity of the crime, the person may undergo 

further investigation or may be restricted from 

international travel. This additional layer of verification 

helps prevent criminals from crossing international 

borders and strengthens overall security. 

 

Index Terms—RFID Tag, RFID Reader, Electronic 

Passport, Fingerprint Biometrics, Identity 

Authentication, Border Security. 

 

I. INTRODUCTION: 

 

In today’s globalized environment, international travel 

has grown rapidly due to factors such as tourism, 

education, business expansion, and globalization. As 

the movement of people across national borders 

increases, governments and security agencies face 

greater challenges in verifying traveler identities and 

ensuring the authenticity of travel documents. For 

many years, traditional paper passports served as the 

primary identification document for international 

travel. However, these conventional systems have 

several limitations, particularly regarding security, 

verification efficiency, and protection against 

fraudulent activities. Incidents such as passport 

forgery, identity theft, illegal immigration, and the 

misuse of stolen passports have raised concerns about 

the reliability of traditional passport systems. 

To address these issues, many countries have 

introduced electronic passports, commonly referred to 

as e-passports. An e-passport contains an embedded 

microchip that stores essential personal and biometric 

information of the passport holder. The widespread 

adoption of e-passports followed the establishment of 
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global standards by the International Civil Aviation 

Organization (ICAO), which recommended the 

inclusion of biometric identifiers in travel documents 

to improve security and authentication processes. The 

embedded chip typically stores details such as the 

passport holder’s name, date of birth, passport 

number, and biometric data including fingerprints and 

facial images. This sensitive information is securely 

stored and can be accessed using Radio Frequency 

Identification (RFID) technology. 

RFID technology enables wireless and contactless 

communication between the microchip inside the 

passport and the RFID reader installed at immigration 

checkpoints. When a traveler presents an e-passport, 

the RFID reader scans the chip and retrieves the stored 

biometric and personal information. This retrieved 

data is then compared with the biometric sample 

collected from the traveler during the verification 

process to confirm the authenticity of the identity. 

Among different biometric methods, fingerprint 

recognition is widely preferred because fingerprints 

are unique for every individual, highly reliable, and 

easy to capture using modern biometric sensors. The 

use of fingerprint authentication enables authorities to 

efficiently verify whether the individual presenting the 

passport is its legitimate owner. 

Although biometric e-passports provide improved 

security compared to traditional passports, additional 

verification mechanisms are necessary to prevent the 

misuse of valid travel documents by individuals 

involved in criminal activities. In certain situations, 

criminals may attempt to travel internationally using 

legitimate passports. To address this issue, integrating 

a criminal record verification mechanism with the 

biometric e-passport system can further strengthen 

border security. In such a system, the biometric data 

obtained during the authentication process can be 

cross-checked with criminal databases maintained by 

law enforcement agencies. If the system identifies that 

the traveler has a record of serious criminal activity, it 

can immediately alert immigration officials. Based on 

the severity of the offense, authorities can take 

appropriate actions such as conducting further 

investigation or restricting the individual from 

traveling internationally. 

The combination of biometric authentication, RFID 

technology, and criminal database verification 

provides a more secure and efficient approach to 

border control and identity verification. This 

integrated system not only reduces the risk of passport 

fraud and identity misuse but also helps in identifying 

individuals associated with criminal activities. 

Furthermore, advanced cryptographic techniques can 

be implemented to ensure that the biometric and 

personal information stored within the e-passport chip 

remains protected from unauthorized access. 

Therefore, the implementation of a fingerprint-based 

biometric e-passport system using RFID technology 

along with an integrated crime verification mechanism 

can significantly enhance the reliability, security, and 

efficiency of international travel systems. Such 

systems can assist governments and immigration 

authorities in maintaining stronger border control 

while simultaneously ensuring the privacy and 

protection of travelers’ personal information. 

 

II. PROBLEM STATEMENT: 

 

The growing number of people traveling 

internationally has made identity verification and 

border security increasingly complex for governments 

and law enforcement agencies. Conventional passport 

systems primarily depend on manual inspection and 

basic verification procedures, which makes them 

susceptible to fraudulent activities such as passport 

forgery, identity theft, and the use of fake or stolen 

travel documents. In some situations, criminals or 

unauthorized individuals may exploit these 

weaknesses to cross international borders using 

counterfeit or illegally obtained passports, posing 

significant security threats. 

Although the introduction of electronic passports (e-

passports) containing biometric information has 

enhanced the reliability of identity verification, certain 

limitations still exist in ensuring complete security. 

Most existing passport verification systems focus 

mainly on confirming the identity of travelers, but they 

may not always verify whether the person is associated 

with serious criminal offenses. As a result, individuals 

with criminal backgrounds might still be able to travel 

internationally without being detected during routine 

verification procedures. 

Therefore, there is a need for a more advanced and 

secure system that not only authenticates the passport 

holder through biometric verification but also 

performs a background check against criminal 

databases. By integrating fingerprint-based biometric 

authentication with RFID-enabled e-passports and a 



© March 2026 | IJIRT | Volume 12 Issue 10 | ISSN: 2349-6002 

IJIRT 194395 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4290 

crime verification system, immigration authorities can 

more effectively identify individuals who have records 

of serious criminal activities. Implementing such a 

system can strengthen border control, prevent 

unauthorized travel, and minimize the misuse of travel 

documents. 

 

III. LITERATURE SURVEY: 

 

Author / Year Method Used Key Features Limitations Outcome 

Abdullah 

Alshammari / 

2023 

Facial Recognition 

for E-Passport 

Authentication 

Applies facial 

recognition technology 

to verify the identity of 

passport holders in 

electronic passport 

systems 

Performance can be 

affected by poor 

lighting conditions 

and possible spoofing 

attacks 

Improves the accuracy 

and reliability of 

identity verification in 

e-passport 

authentication 

Xu / 2023 Blockchain-

Supported 

Biometric E-

Passport 

Framework 

Utilizes blockchain 

technology to securely 

store biometric 

information and 

maintain transparent 

verification records 

Implementation is 

complex and requires 

high computational 

resources 

Ensures secure, 

tamper-resistant, and 

transparent passport 

authentication 

Choudhury / 

2022 

QR Code-Based 

Encrypted 

Biometric Passport 

Integrates encryption 

algorithms such as AES 

and SHA-256 with 

biometric information 

encoded in QR codes 

Requires additional 

infrastructure and 

higher processing 

requirements 

Strengthens biometric 

data protection and 

authentication 

mechanisms 

Nobi / 2024 RFID-Enabled 

Passport 

Authentication 

Uses RFID technology 

to enable quick and 

contactless reading of 

passport information at 

border checkpoints 

Susceptible to 

unauthorized RFID 

scanning if proper 

security measures are 

not applied 

Enhances the speed and 

operational efficiency 

of border verification 

systems 

Murshed et 

al. / 2023 

Deep Learning-

Based Fingerprint 

Identification 

Implements deep 

learning models for 

accurate fingerprint 

recognition and 

matching 

Requires extensive 

training datasets and 

significant 

computational power 

Provides highly 

accurate biometric 

identification results 

Proposed 

System 

(2025) 

RFID + Fingerprint 

Biometrics + 

Criminal Database 

Verification 

Combines RFID-based 

e-passport technology 

with fingerprint 

authentication and 

criminal record 

verification 

Requires secure 

database connectivity 

and strong privacy 

protection 

mechanisms 

Strengthens border 

security, reduces 

identity fraud, and 

prevents travel by 

individuals involved in 

serious crimes 

 

Literature Survey in Paragraph: 

In recent years, electronic passport (e-passport) 

technologies have been introduced to strengthen 

border security and improve the reliability of traveler 

identification. These systems integrate biometric 

authentication, RFID technology, and secure 

communication protocols to reduce identity fraud and 

prevent unauthorized border crossings. Various 

researchers have proposed different techniques to 

enhance the security, privacy, and efficiency of e-

passport systems. 

Alshammari A. et al. (2021) proposed a Biometric-

Based E-Passport Authentication System. The study 

introduced a fingerprint-based authentication 

approach for verifying passport holders. In this 

system, the fingerprint stored inside the passport chip 

is compared with the live fingerprint captured from the 

traveler using a biometric scanner. This method 

improves identity verification accuracy and helps 

reduce passport fraud. However, the performance of 

the system may be affected when fingerprint images 

are unclear or damaged. The results indicated 
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improved traveler authentication and reduced misuse 

of passport identities. [1] 

 

Zhang L. et al. (2021) presented an RFID-Based 

Secure Passport Verification System. The proposed 

system utilizes RFID tags embedded in e-passports to 

store personal details and biometric information. An 

RFID reader retrieves this information during the 

verification process at immigration checkpoints. This 

method enables faster and contactless verification of 

passports. However, RFID communication may be 

vulnerable to unauthorized scanning or interception if 

appropriate security measures are not implemented. 

The study demonstrated increased efficiency in border 

control procedures. [2] 

 

Sharma R. et al. (2022) proposed a Fingerprint 

Biometric Identification System for Secure Travel 

Documents. The system integrates fingerprint 

recognition algorithms with biometric databases to 

confirm the identity of travelers. The fingerprint 

matching process ensures that the passport is being 

used by the legitimate owner. Although this approach 

improves the reliability of identity verification, the 

quality of fingerprint images and environmental 

conditions may affect recognition accuracy. The 

research concluded that biometric authentication 

significantly enhances passport security. [3] 

 

Lee H. et al. (2022) developed a Secure E-Passport 

System Using Cryptographic Protection. This system 

focuses on protecting biometric information stored 

within the RFID chip through encryption techniques 

and secure authentication protocols. The proposed 

approach helps safeguard sensitive passport data and 

prevents unauthorized access. However, the use of 

complex cryptographic algorithms increases system 

complexity and computational requirements. The 

results showed improved protection of biometric 

information and enhanced data privacy. [4] 

 

Ahmed S. et al. (2023) introduced an IoT-Enabled 

Smart Border Control System. The system integrates 

biometric verification with a centralized database to 

authenticate travelers at border checkpoints. The 

platform allows real-time identity verification and 

automated border control processes. However, the 

system depends on stable network connectivity and 

strong database security mechanisms. The research 

demonstrated improved efficiency in border 

monitoring and traveler verification. [5] 

 

Nobi K. et al. (2023) proposed an RFID-Based 

Intelligent Passport Authentication Framework. The 

system combines RFID technology with biometric 

authentication to provide fast and secure identification 

of travelers. The passport chip stores encrypted 

personal and biometric data that can be accessed 

through authorized RFID readers. Nevertheless, RFID 

systems may still face security threats such as cloning 

or skimming attacks if proper protection mechanisms 

are not implemented. The results showed improved 

verification speed and system reliability. [6] 

 

Choudhury M. et al. (2024) presented a Secure Digital 

Passport System Using Encryption and QR Code 

Integration. This approach integrates biometric 

authentication with encrypted QR codes to strengthen 

passport security. Encryption algorithms protect 

sensitive user data from unauthorized access or 

modification. However, the system requires additional 

infrastructure for QR code scanning and secure 

processing. The study demonstrated improved 

protection against passport forgery and identity theft. 

[7] 

 

Rahman M. et al. (2024) proposed a Deep Learning-

Based Fingerprint Recognition System for Secure 

Identification. The system applies deep learning 

algorithms to improve fingerprint matching accuracy 

and reduce false identification rates. This approach 

enhances biometric verification in security-critical 

applications. However, the model requires large 

training datasets and high computational resources. 

The results indicated improved performance in 

fingerprint recognition. [8] 

 

Joshi P. et al. (2024) developed a Cloud-Integrated 

Smart Border Security System. In this system, traveler 

information and biometric data are stored in a 

centralized cloud database for rapid verification. 

Immigration authorities can securely access traveler 

information using authentication protocols. However, 

cloud-based systems require strong encryption and 

privacy protection measures to prevent data breaches. 

The research showed improved data accessibility and 

efficient traveler management. [9] 
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Proposed System (2025) introduces an RFID-Based 

Biometric E-Passport System with Criminal Database 

Verification. The system integrates RFID technology, 

fingerprint biometric authentication, and a centralized 

criminal database. During passport verification, the 

RFID reader retrieves biometric information from the 

passport chip, and the fingerprint scanner confirms the 

identity of the traveler. Simultaneously, the system 

checks the traveler’s details against a criminal 

database to identify individuals involved in serious 

crimes. If a criminal record is detected, immigration 

authorities are alerted and appropriate actions can be 

taken, including restricting travel. Although the 

system requires secure database integration and strong 

privacy protection mechanisms, it significantly 

improves border security and prevents the misuse of 

travel documents. [10] 

 

IV. METHODOLOGY: 

 

The proposed system aims to improve the security and 

reliability of electronic passport verification by 

integrating RFID technology, fingerprint-based 

biometric authentication, and a criminal record 

verification mechanism. During the registration stage, 

the passport holder’s personal details, including name, 

passport number, and biometric fingerprint data, are 

collected and securely stored in a centralized database. 

The biometric fingerprint information is also encoded 

into the RFID chip embedded within the e-passport, 

allowing secure and efficient access to the data during 

the verification process. 

At the immigration checkpoint, the passport is scanned 

using an RFID reader that establishes wireless 

communication with the RFID chip and retrieves the 

stored personal and biometric information. After the 

data is obtained, the system captures the traveler’s live 

fingerprint using a fingerprint scanner. The captured 

fingerprint is then compared with the fingerprint 

stored in the RFID chip as well as the centralized 

database to confirm whether the person presenting the 

passport is the legitimate owner. 

Once identity authentication is successfully 

completed, the system performs an additional 

verification step by checking the traveler’s details 

against a centralized criminal database maintained by 

authorized security agencies. If the system identifies 

that the individual is associated with serious criminal 

offenses, an alert is automatically generated for 

immigration officials. Based on the severity of the 

case, authorities may restrict the individual from 

traveling or initiate further investigation. On the other 

hand, if no criminal record is detected and the 

biometric verification is successful, the system grants 

travel authorization and allows the traveler to proceed. 

This approach enhances authentication accuracy, 

reduces the risk of identity fraud, and strengthens 

overall border security. 

 

V. EXISTING SYSTEM: 

 

Traditional passport verification methods mainly 

depend on manual inspection and basic identity 

checking procedures. In many countries, immigration 

officers verify a traveler’s identity by visually 

comparing the photograph printed on the passport with 

the person presenting the document. Although this 

approach has been used for several years, it is not 

entirely reliable because forged passports, stolen 

documents, or cases of identity impersonation can 

sometimes pass through manual verification 

processes. 

With the advancement of modern technologies, 

electronic passports (e-passports) have been 

introduced to strengthen security and improve the 

verification process. These passports contain an 

embedded RFID chip that stores important personal 

and biometric information, such as facial images or 

fingerprint data. During the verification process, an 

RFID reader scans the chip and retrieves the stored 

information to confirm the identity of the traveler. This 

system enhances authentication accuracy and also 

speeds up the verification process at immigration 

checkpoints. However, despite these improvements, 

certain limitations still exist. 

Many current passport verification systems primarily 

focus on confirming the traveler’s identity and may 

not include mechanisms for checking criminal records 

during the verification process. Consequently, 

individuals who have a history of serious criminal 

activities may still be able to travel internationally if 

their passport is valid and their identity is successfully 

authenticated. In addition, some RFID-based systems 

may be exposed to security risks such as unauthorized 

scanning or interception of data if adequate encryption 

and security measures are not properly implemented. 
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Fig 1. Existing system 

 

VI. PROPOSED SYSTEM: 

 

The proposed system presents an advanced electronic 

passport verification framework that integrates RFID 

technology, fingerprint-based biometric 

authentication, and criminal record verification to 

strengthen border security. In this approach, every e-

passport is equipped with an embedded RFID tag that 

stores the passport holder’s personal details along with 

biometric fingerprint information. The stored data is 

securely maintained and can be accessed through 

authorized RFID readers installed at immigration 

checkpoints. 

When a traveler submits the e-passport for 

verification, the RFID reader scans the embedded chip 

and retrieves the stored personal and biometric 

information. The system then captures the traveler’s 

real-time fingerprint using a fingerprint scanner. This 

captured fingerprint is compared with the fingerprint 

data stored in the RFID chip to confirm the identity of 

the passport holder. If the biometric information 

matches, the system verifies that the passport is being 

used by its legitimate owner. 

After successful identity authentication, the system 

performs an additional security verification by cross-

checking the traveler’s details with a centralized 

criminal database maintained by law enforcement 

authorities. This step enables the system to detect 

individuals who may have records of serious criminal 

offenses. If any criminal record is identified, the 

system automatically generates an alert so that 

immigration officials can take necessary actions, such 

as restricting the individual from traveling or initiating 

further investigation. 

If the biometric verification is successful and no 

criminal record is detected, the traveler is granted 

permission to proceed. By integrating RFID 

technology, biometric authentication, and criminal 

database verification, the proposed system enhances 

the accuracy, security, and efficiency of passport 

verification while reducing the risk of identity fraud 

and unauthorized international travel. 

 

BLOCK DIAGRAM: 

 
Fig 2 Block diagram 

 

SYSTEM ARCHITECTURE: 

 
Fig 3 System architecture 

 

The system architecture of the proposed RFID-based 

biometric e-passport verification system consists of 

several main components that work together to verify 

the identity of travelers. The e-passport contains an 

RFID chip that stores personal information and 

fingerprint biometric data of the passport holder. At 

the immigration checkpoint, the RFID reader scans the 

passport and retrieves the stored data. The traveler’s 

fingerprint is then captured using a fingerprint scanner 

and compared with the fingerprint stored in the RFID 

chip to verify identity. After successful verification, 

the system checks the traveler’s details in a centralized 

criminal database. If no criminal record is found, the 

traveler is allowed to proceed; otherwise, an alert is 

generated and travel may be denied. This architecture 

improves border security and prevents unauthorized 

travel. 
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VI. MODULE: 

 

1. Hardware Module 

The hardware module of the proposed system consists 

of the physical components required for data 

collection, processing, and verification. An RFID 

reader is used to scan the RFID chip embedded in the 

electronic passport and retrieve the stored personal and 

biometric information. A fingerprint scanner is used to 

capture the traveler’s real-time fingerprint for identity 

authentication. A processing unit or microcontroller 

receives the data from the RFID reader and fingerprint 

scanner and performs the required verification 

processes. In addition, a display unit or alert 

mechanism is included to show the verification status 

and to notify immigration authorities if the system 

detects any criminal record associated with the 

traveler. 

 

2. Software Modules 

The software module is responsible for managing data 

processing, verification procedures, and system 

decision-making. The passport data management 

module stores and organizes passport holder details 

along with biometric information in a centralized 

database. The biometric authentication module 

compares the fingerprint captured during verification 

with the fingerprint stored in the database to confirm 

the traveler’s identity. The criminal record verification 

module checks the traveler’s information against a 

centralized criminal database to identify any history of 

serious offenses. Finally, the decision-making module 

evaluates the verification results and determines 

whether the traveler is authorized to proceed or if an 

alert should be generated for further investigation. 

 

Advantages 

1. Provides more reliable and secure identity 

verification. 

2. Enables faster passport authentication at 

immigration checkpoints. 

3. Helps reduce cases of passport forgery and identity 

theft. 

4. Strengthens overall border security systems. 

5. Allows contactless passport verification using 

RFID technology. 

6. Ensures accurate identification through 

fingerprint-based biometric authentication. 

7. Prevents international travel by individuals 

involved in serious criminal activities. 

 

Applications 

1. Immigration security systems at international 

airports. 

2. Border control and traveler verification systems. 

3. National security and law enforcement monitoring 

systems. 

4. Automated passport authentication systems in 

airports. 

5. Secure identification systems for international 

travelers. 

 

VII. FUTURE WORK: 

 

In the future, the proposed RFID-based biometric e-

passport system can be further improved by 

incorporating advanced technologies to strengthen 

security and enhance operational efficiency. 

Additional biometric authentication methods such as 

facial recognition and iris scanning can be integrated 

to provide multi-factor verification, thereby increasing 

the accuracy and reliability of traveller identification. 

The system may also be connected to international 

criminal databases, allowing authorities to perform 

global background verification of travellers. 

Moreover, stronger data protection mechanisms can be 

implemented by applying advanced encryption 

techniques and emerging technologies such as block 

chain to safeguard sensitive biometric information 

stored within RFID chips. Another possible 

enhancement is the integration of the system with 

automated border control gates, which would allow 

passengers to complete passport verification quickly 

without manual intervention at airports and border 

checkpoints. These future developments will 

contribute to building a more secure, efficient, and 

reliable international travel verification system while 

ensuring the protection of travelers’ personal and 

biometric data. 

 

VIII. FUTURE SCOPE 

 

1. Incorporation of additional biometric technologies 

such as facial recognition and iris scanning to 

improve identification accuracy and strengthen 

authentication. 
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2. Integration with international criminal databases to 

enable global background verification of travelers. 

3. Adoption of advanced encryption methods to 

ensure stronger protection of sensitive personal and 

biometric information. 

4. Implementation of automated immigration gates to 

accelerate and streamline passport verification 

processes at airports and border checkpoints. 

5. Utilization of artificial intelligence techniques to 

enable more intelligent identity verification and 

effective detection of fraudulent activities. 

6. Development of mobile-based or digital passport 

verification systems to provide easier access and 

improve traveler convenience. 

7. Enhancement of RFID security mechanisms to 

reduce the risk of unauthorized scanning, cloning, 

or interception of passport data. 

 

IX. CONCLUSION: 

 

The proposed RFID-based biometric e-passport 

verification system offers a reliable and secure 

approach for traveler identification and border security 

management. By combining RFID technology with 

fingerprint-based biometric authentication, the system 

enables accurate verification of passport holders and 

minimizes the chances of identity fraud or misuse of 

passports. The integration of a criminal database 

verification mechanism further strengthens the 

security framework by identifying individuals 

involved in serious criminal activities and preventing 

unauthorized international travel. This system 

enhances the efficiency and reliability of passport 

verification processes at immigration checkpoints. 

Overall, the proposed solution contributes to stronger 

border control while supporting safe and secure 

international travel. 
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