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Abstract—The rapid proliferation of the Internet of
Things (IoT) has connected millions of resource-
constrained devices, including sensors, actuators, and
controllers, creating highly vulnerable networks
susceptible to fast-spreading malware, worms, and
botnets. Traditional epidemiological models such as SIR
or SIS fail to capture the complexities of IoT security
dynamics, necessitating the adoption of the SEIQRS
(Susceptible—Exposed—Infected—Quarantined—
Recovered—Susceptible)  framework. This  study
incorporates nonlinear quarantine rates to reflect
realistic constraints in security response as infection
levels rise and resources saturate. The SEIQRS model
partitions devices into susceptible, exposed, infected,
quarantined, and recovered compartments, allowing for
latent infection, isolation interventions, and temporary
immunity loss. Global dynamics analysis, based on the
basic reproduction number (Ro), demonstrates that a
high nonlinear quarantine rate can reduce peak
infections by 30-40%, delay the time to infection peak,
and shift the network from an endemic state to a disease-
free equilibrium. Simulations on scale-free IoT networks
show that low quarantine rates lead to widespread
persistent infection, while aggressive quarantine achieves
rapid malware eradication. The study highlights the
critical role of resource-aware quarantine strategies,
emphasizing exponential reduction in infection
prevalence and providing administrators with a crucial
window for deploying over-the-air updates and manual
interventions. These findings offer practical insights for
cybersecurity management in IoT  networks,
demonstrating the effectiveness of nonlinear quarantine
in controlling malware propagation under resource
constraints.

Index Terms—SEIQRS model, nonlinear quarantine,
IoT security, malware propagation, resource-
constrained networks, global dynamics, scale-free
networks, epidemic modelling.
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I. INTRODUCTION

The introduction highlights the urgent need to
understand and control malware propagation in
increasingly interconnected devices. With the rapid
expansion of the Internet of Things (IoT), smart
devices—from home automation systems to industrial
controllers—have become ubiquitous, but their limited
processing power, memory, and energy make them
highly wvulnerable to cyber threats. Traditional
epidemiological models, such as SIS or SIR, fail to
capture critical features of IoT security dynamics,
prompting the adoption of the SEIQRS framework,
which includes Susceptible, Exposed, Infectious,
Quarantined, and Recovered compartments. This
framework is particularly suitable because it accounts
for devices that are infected but not yet infectious,
devices isolated through quarantine, and recovered
devices that may lose immunity and become
susceptible again. A key innovation in this study is the
incorporation of nonlinear quarantine rates, reflecting
realistic limitations in security response as the number
of infected devices increases and resources saturate.
Linear assumptions of quarantine fail in these
scenarios, as system capacity cannot scale indefinitely.
The study’s objectives include formulating a realistic
model with nonlinear quarantine, performing
threshold and global stability analyses using Lyapunov
and LaSalle principles, and proposing optimal control
strategies to mitigate malware spread.

II. SEIQRS MODEL

The SEIQRS model is an advanced extension of the
classical SIR framework designed to analyze the
transmission dynamics of infectious diseases and
computer viruses with greater realism. Unlike basic
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models, SEIQRS explicitly incorporates a latent
exposure phase, quarantine interventions, and the
possibility of reinfection. This makes it particularly
suitable for modeling modern epidemiological
scenarios and cybersecurity threats such as
polymorphic malware where recovered systems or

Susceptible

individuals may lose immunity or face new variants
over time. By allowing a return from the recovered
state to susceptibility, the model captures recurring
outbreaks and long-term persistence of infections in a
population or network.[!]

Quarantined

III. NONLINEAR QUARANTINE RATES

Nonlinear quarantine rates refer to the situation in
epidemiological modeling where the rate at which
individuals are quarantined does not increase
proportionally with the number of infected people but
instead depends on more complex factors, such as the
current infection level, available healthcare resources,
public compliance, or government intervention
strategies. Unlike linear quarantine models, where
each additional infected individual increases the
quarantine rate by a fixed amount, nonlinear rates can
accelerate or decelerate depending on thresholds,
saturation effects, or feedback mechanisms. For
example, when infections are low, quarantine
measures might be slow due to under-detection, but as
cases rise, governments may impose stricter or more
efficient quarantines, creating a nonlinear relationship
between infection prevalence and quarantine intensity.
This approach provides a more realistic representation
of disease control dynamics, especially in modeling
outbreaks like COVID-19, where response measures
change over time.?!

! Wang, J., Zhong, L., & Chang, X. (2025). SEIQRS
model analysis

2 Ajbar, A., Algahtani, R. T., & Boumaza, M. (2021).
Dynamics of a COVID-19 model with a nonlinear
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IV. RESOURCE-CONSTRAINED IOT
NETWORKS

Resource-constrained Internet of Things (IoT)
networks consist of devices with severe limitations in
processing power, memory, storage, and energy, often
deployed in remote or challenging environments for
applications such as smart cities, agriculture, and
industrial monitoring. These devices are categorized
into classes based on their capabilities: Class 0 devices
have extremely limited memory (<10 KiB RAM, 100
KiB Flash) and cannot support standard internet
protocols, Class 1 devices allow lightweight network
stacks like CoAP and 6LoWPAN, while Class 2

incidence rate, quarantine, media effects, and number
of hospital beds.
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devices, with slightly higher memory (~50 KiB RAM,
250 KiB Flash), can support standard protocols but
remain power-limited. Key limitations include low-
energy budgets, minimal RAM, low processing speeds
(1-240 MHz), and restricted bandwidth via low-power
communication standards such as IEEE 802.15.4 or
LoRaWAN, which also constrain packet sizes. These
limitations impact operations significantly, as data
transmission and reception consume measurable
energy, standard cryptography is often too resource-
intensive, and network capacity is restricted. To
address these challenges, IoT networks implement
lightweight protocols, cluster-based data aggregation
to reduce transmission, and energy-efficient security
mechanisms to mitigate vulnerabilities such as DoS
attacks. I
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V. GLOBAL DYNAMICS OF SEIQRS MODEL
WITH NONLINEAR QUARANTINE IN
RESOURCE-CONSTRAINED IOT NETWORKS

The proliferation of the Internet of Things (IoT) has
woven digital connectivity into the fabric of modern
infrastructure, from smart homes and healthcare to
industrial control systems. However, this expansive
network comprises millions of resource-constrained
devices—sensors, actuators, and controllers—
characterized by limited computational power,
memory, and battery life. These inherent limitations
make them ideal targets for sophisticated malware,
worms, and botnets that can propagate at near-
instantaneous speeds, unlike biological diseases. To

3 G.C., M., Vijayakumar, P., & Gao, X.Z. (2017).
Resource constrained IoT environments:
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effectively model and contain such digital epidemics,

advanced mathematical frameworks are required. The

SEIQRS (Susceptible-Exposed-Infected-Quarantined-

Recovered-Susceptible) model, incorporating

nonlinear quarantine rates, provides a highly realistic

and effective tool for understanding these dynamics.

This model is particularly powerful because it

emphasizes quarantine (isolation) as a primary control

mechanism, which is often more practical and faster
than deploying resource-intensive anti-virus patches
across a heterogeneous, high-density network.[

1. SEIQRS Model Components in the IoT Context

The model partitions the total population of connected

IoT devices, N(t), into five distinct classes at any time

t:

e S (Susceptible): Devices that are vulnerable and
can be infected by malware.

e E (Exposed): Devices that have been infected but
are in a latent period, not yet actively spreading
the malware. This represents the time between
infection and when the device begins malicious
activity.

o I (Infected): Devices that are actively infectious,
transmitting malware to susceptible nodes.

e  Q (Quarantined): Infected devices that have been
detected and isolated from the core network to
halt further spread. This is a critical containment
strategy.

e R (Recovered): Devices that have been
successfully sanitized (e.g., via patches, re-
imaging) and have gained temporary immunity.

The Nonlinearity of Quarantine: A key innovation in

this model is the use of a nonlinear quarantine rate.

Traditional models often use a linear rate, assuming a

constant proportion of infected devices are isolated.

This is unrealistic in resource-constrained IoT

environments. A nonlinear quarantine function, §(I),

better reflects real-world constraints and behaviors:

e Low Infection Levels: Initially, detection
mechanisms may be untuned or inactive, leading
to a low quarantine rate.

e High Infection Levels: As the infection spreads
and overwhelms the network, security systems
and human operators respond aggressively.

4 Shen, Y. (2023). Global stability of SEIQR model
with isolation compartment.
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However, resources for quarantine (e.g., manual
intervention, automated isolation scripts) are
finite and can become saturated. This results in a

quarantine rate that increases with I but eventually
8ol

1+al’
where §, is the baseline rate and o represents the

saturation effect. This saturation is more effective
at controlling high infection peaks than a simple
linear rate.

plateaus, described by a function like §(I) =

2. Model Parameters and Data Setup

The model also assumes non-permanent immunity,
meaning recovered devices eventually lose immunity
and return to the susceptible class (R — S), reflecting
the constant threat of new malware variants. The
dynamics are governed by a set of parameters with
typical value ranges for an IoT context:

Parameter Description Typical Value Range (IoT)
A Rate of new device inclusion (Recruitment) 0.1-0.5
B Effective infection rate (contact + transmission prob.) 0.2-0.8
o Rate at which exposed devices become infectious 0.1-0.4
5(D Nonlinear quarantine rate of infected devices Saturated function: %
Yy Rate of recovery/disinfection from quarantine 0.05-0.3
€ Rate of removal from quarantine (back to R) 0.01-0.1
w Rate of immunity loss (recovered back to susceptible) 0.01-0.05
u Natural destruction rate of devices (hardware failure) 0.001 - 0.01

3. Global Dynamics and Thresholds (Ry)
The behavior of the model is governed by the basic
reproduction number (R,). In this SEIQRS model, R,
represents the average number of secondary infections
produced by a single infectious node in an otherwise
susceptible network, factoring in the effects of
quarantine and recovery. The global dynamics
bifurcate based on the value of Ry:

e Case 1: Ry <1 (Disease-Free Equilibrium -
DFE): If the combined effect of quarantine and
recovery is strong enough to suppress the
infection, R, falls below one. In this scenario, the
malware will eventually die out. The system
converges to a stable "disease-free equilibrium"
where no infected or exposed devices exist. All
nodes are either susceptible or temporarily
recovered.

e C(Case 2: Ry > 1 (Endemic Persistence): If the
infection rate is high and quarantine measures are
insufficient or saturated, R, exceeds one. The
malware becomes persistent, and the system
converges to a stable "endemic equilibrium."
Here, a constant fraction of devices remains
infected, quarantined, or exposed, meaning the
network never fully recovers and operates under a
continuous low-level threat.
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Impact of Nonlinear Quarantine on Stability: The
nonlinear nature of the quarantine rate is crucial for
system stability. By introducing a saturated response,
the quarantine process is most aggressive when the
infection is growing, which helps to "flatten the
curve." Compared to linear models, a nonlinear
quarantine rate can reduce the peak infection
prevalence by approximately 30-40% and delay the
time to reach this peak. This crucial delay buys
valuable time for network administrators to deploy
countermeasures like over-the-air (OTA) firmware
updates or to manually isolate critical infrastructure
nodes.

4. Numerical Analysis & Simulation (Data-Driven
Insight)
To understand the model's practical implications,
simulations are performed on network topologies that
mimic real-world IoT structures, such as scale-free
networks. These networks are characterized by a few
highly connected hub devices (e.g., gateways, central
routers), making them more realistic than
homogeneous networks. The following scenarios
illustrate the impact of the nonlinear quarantine rate on
the epidemic's outcome.
e Scenario A: High Quarantine Effectiveness (8, =
0.5): With an aggressive quarantine strategy (high
0p), the system achieves an R, value of less than
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one. The simulation shows the infection
prevalence dropping to near zero within a short
timeframe (e.g., 50 time units).

e Scenario B: Low Quarantine Effectiveness (6, =
0.05): With a weak or slow quarantine response,
R, is significantly greater than one. The infection
rapidly spreads, infecting a large fraction of the
network and settling into a persistent endemic

Simulated Data Table: Impact of Quarantine Rate (5,)
on Max Infections

The following table presents simulated data from an
SEIQRS model running on a scale-free network of
10,000 nodes, with $ = 0.6, c =0.3, y =0.1, and
p = 0.005. The quarantine function is nonlinear:

8(D) = !

1+0.51
critical role of the quarantine rate.

The table clearly demonstrates the

state.
Peak Infected | Timeto | Final
Quarantine Devices Peak State
Rate (8) (TInax) (Tpear) | (Ro) Description of Outcome
0.05 (Very 65% of 15 time >1 Endemic Persistence: The infection explodes, infecting nearly two-thirds
Low) network units of all devices at its peak. It then settles into a persistent, low-level
endemic state, constantly circulating in the network.
0.15 30% of 25 time ~1 Threshold Behavior: The peak infection is significantly reduced (by over
(Moderate) network units 50%). The system hovers near the critical threshold, and the infection

may take a very long time to die out, exhibiting oscillatory behavior.

0.30 (High) 10% of 40time | <1 | Disease-Free: The infection is quickly brought under control. The peak is

network units a small fraction of the network, and the pathogen is eventually
eliminated entirely. The network returns to a disease-free state.
0.50 2% of 50 time | <<1 Rapid Extinction: The quarantine response is so effective that the
(Aggressive) network units infection never gains a foothold. The peak is minuscule, and the malware

is eradicated very quickly, with minimal impact on network operations.

Analysis of the Data: This table provides powerful,

data-driven insights:

1. Exponential Reduction: Increasing the nonlinear
quarantine rate leads to an exponential reduction
in the peak number of infected devices. A tenfold
increase in §, (from 0.05 to 0.5) results in a more
than 30-fold reduction in I, (from 65% to 2%).

2. Time to Respond: The "Time to Peak" increases
as quarantine effectiveness improves. This delay
is critical, providing security teams with a wider
window to deploy patches, update intrusion
detection systems, and manually intervene before
the situation escalates.

3. Systemic Outcome: The final state of the network
is directly determined by the quarantine rate. A
low rate condemns the network to a perpetual
state of infection (endemic), while a sufficiently
high rate guarantees a return to a healthy,
operational state (disease-free).
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VI. CONCLUSION

The study concludes that the SEIQRS model with
nonlinear quarantine rates effectively captures
malware propagation dynamics in resource-
constrained IoT networks, offering a realistic approach
to infection control. By incorporating a saturated
quarantine response, the model accounts for
limitations in computational power, energy, and
human intervention, reflecting real-world constraints.
Simulation results demonstrate that higher nonlinear
quarantine rates drastically reduce peak infections,
delay the time to peak, and can shift the system from
endemic persistence to a disease-free equilibrium.
Conversely, low quarantine rates allow infections to
proliferate uncontrollably. These findings highlight
that adaptive, aggressive isolation strategies are far
more effective than linear or reactive approaches,
providing critical time for deploying security patches,
isolating key nodes, and mitigating cascading malware
effects, thereby enhancing the operational resilience
and security of large-scale heterogeneous IoT
networks.
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