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Abstract—Crime detection and prevention have become 

critical concerns in modern society, requiring innovative 

technological solutions to enhance public safety. This 

project presents an Autonomous Crime Activity Pattern 

Prediction System using Machine Learning Algorithms, 

designed to automatically detect and classify criminal 

activities from image data in real-time. The system 

employs sophisticated dual-model architecture 

combining state-of-the-art deep learning techniques. The 

primary component utilizes YOLOv8 (You Only Look 

Once version 8) for object detection, capable of 

identifying 19+ crime-related objects including weapons 

(guns, knives, crowbars), violence indicators (blood, 

fights, injured persons), crime scene evidence (dead 

bodies, broken glass), and suspicious activities (masked 

individuals, vandalism). The secondary component 

implements EfficientNet-B0 for scene classification, 

categorizing images into six distinct contexts: violence, 

robbery, animal attacks, accidents, vandalism, and safe 

environments. Gray Level Co-occurrence Matrix 

(GLCM) for texture- based pattern recognition. A novel 

risk assessment algorithm integrates the outputs from 

both models to generate comprehensive threat analysis, 

assigning risk levels from 0 (Safe) to 4 (Emergency) 

based on detected objects, scene context, and predefined 

alert rules. 

 

Index Terms—YoloV8, Efficient-Net, GLCM, Django, 

DMU 

I. INTRODUCTION 

 

The rapid growth of urbanization and population has 

significantly increased the complexity and frequency 

of criminal activities, making traditional surveillance 

systems insufficient for ensuring public safety. 

Conventional monitoring methods rely heavily on 

manual observation, which is time-consuming, error-

prone, and incapable of handling large-scale real-

time data. In recent years, advancements in artificial 

intelligence, particularly in machine learning and deep 

learning, have enabled the development of automated 

systems capable of detecting and analyzing suspicious 

activities with higher accuracy and efficiency. This 

paper focuses on the design and development of an 

autonomous crime activity pattern prediction system 

that leverages these advanced technologies to provide 

real-time crime detection and risk classification. 

This paper introduces a comprehensive framework 

that integrates object detection, image classification, 

and texture analysis to identify various types of crime-

related activities. The system can detect a wide range 

of elements such as weapons including knives and 

guns, suspicious objects like crowbars, masked 

individuals, violent actions, vandalism, chain 

snatching, robbery, glass break incidents, blood 

presence, and animal attacks. Unlike traditional 

systems that focus only on detecting specific objects 

or events, this paper emphasizes understanding the 

overall context of the scene and classifying it into four 

meaningful risk categories: safe, medium risk, unsafe, 

and emergency. This classification enables more 

effective decision-making and prioritization in real-

world scenarios. 

The proposed system is implemented using a modern 

web-based architecture, where the frontend is 

developed using React to provide an interactive 

interface for image input, and the 

backend is built using Python with the Django 

framework to handle processing and model 

integration. The system incorporates advanced 

algorithms such as YOLOv8 for real-time object 

detection, Efficient Net for feature extraction and 

classification, and Gray Level Co- occurrence Matrix 

(GLCM) for texture-based analysis. The combination 

of these techniques allows the system to achieve 
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higher accuracy and robustness compared to single-

model approaches. 

Several research works have been carried out in the 

domain of crime detection and surveillance, which 

serve as the foundation for this paper. Base Paper [1], 

titled detection of weapons in crime using YOLO-

based model (2025), focuses on identifying weapons 

such as guns and knives using object detection 

techniques. Although it provides high detection 

speed, it is limited to weapon identification and does 

not consider broader crime scenarios or contextual 

analysis. Base Paper [2], real-time theft detection 

using YOLO model (2025), emphasize detecting 

theft-related activities in surveillance footage, but its 

scope is restricted to a specific type of crime and lacks 

multi-class classification capabilities. 

Base Paper [3], smart crime detection using YOLO 

and CNN (2024), attempts to combine object 

detection with convolutional neural networks for 

improved classification; however, it still focuses on 

limited categories of crimes and does not incorporate 

advanced feature extraction methods. Base Paper 

[4], abnormal behavior detection using ML and DL 

algorithms (2025), introduces behavioral analysis but 

suffers from reduced accuracy in complex real-world 

environments due to insufficient integration of 

object-level detection. Base Paper [5], anomalies 

detection using 3D CNN (2021), utilizes temporal 

data for detecting unusual activities, but it requires 

continuous video input and high computational 

resources, making it less suitable for real-time 

lightweight applications. Base Paper [6], night-time 

detection using YOLOv8 (2024), enhances detection 

in low-light conditions, but its contribution is limited 

to environmental adaptation rather than 

comprehensive crime analysis. 

In contrast to these existing approaches, this paper 

proposes a unified and scalable system that not only 

detects multiple types of crime-related objects and 

activities but also interprets the overall situation to 

provide a meaningful risk assessment. By integrating 

multiple algorithms and addressing the limitations of 

previous works, this paper aims to deliver a more 

efficient, accurate, and practical solution for modern 

intelligent surveillance systems. 

 

Study of Previous Base Papers:  

The development of intelligent crime detection 

systems has gained significant attention in recent 

years, leading to the emergence of various 

approaches that utilize machine learning and deep 

learning techniques. Each of these approaches focuses 

on specific aspects of crime detection, contributing 

valuable insights while also presenting certain 

limitations. This paper critically analyzes the selected 

base papers to understand their methodologies, 

performance levels, and shortcomings, thereby 

establishing a strong foundation for the proposed 

system. 

Base Paper [1], titled detection of weapons in crime 

using YOLO-based model (2025), primarily focuses 

on identifying weapons such as guns and knives using 

real-time object detection techniques. The use of 

YOLO enables fast and efficient detection, achieving 

an approximate accuracy of 91% under controlled 

conditions. While the model performs well in 

detecting visible weapons, its limitation lies in its 

narrow scope, as it does not consider other crime 

indicators such as suspicious behavior, environmental 

context, or multiple object relationships. This restricts 

its ability to interpret complex real-world crime 

scenarios. 

Base Paper [2], real-time theft detection using YOLO 

model (2025), extends object detection to identify 

theft-related activities. The system achieves an 

approximate accuracy of 89%, particularly in 

structured environments such as retail stores. 

However, its performance decreases in dynamic or 

crowded scenes. The model is limited to detecting 

theft and lacks the ability to generalize across multiple 

crime categories. Additionally, the absence of risk 

classification reduces its effectiveness in real-time 

decision-making applications. 

Base Paper [3], smart crime detection using YOLO 

and CNN (2024), introduces a hybrid approach by 

combining object detection with convolutional 

neural networks for classification. This integration 

improves detection performance, achieving an 

accuracy of around 92%. Despite this improvement, 

the system is still confined to a limited set of 

predefined crime categories and does not incorporate 

advanced feature extraction techniques such as texture 

analysis. The lack of contextual understanding and 

risk-level categorization further limits its applicability. 

Base Paper [4], abnormal behavior detection using ML 

and DL algorithms (2025), focuses on identifying 

unusual human activities through behavioral pattern 

analysis. The model achieves an approximate 
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accuracy of 87%, but its performance is highly 

dependent on the environment and data quality. 

Since it relies primarily on behavioral cues without 

strong object detection integration, it often produces 

false positives, especially in crowded or complex 

environments. This reduces its reliability in real-world 

applications. 

Base Paper [5], anomalies detection using 3D CNN 

(2021), utilizes temporal information from video 

sequences to detect unusual events. The model 

achieves an accuracy of approximately 90%, 

benefiting from motion-based feature extraction. 

However, it requires continuous video input and high 

computational resources, making it less suitable for 

real-time deployment. Additionally, it does not 

explicitly identify specific objects or classify the type 

of crime, which limits its interpretability and usability. 

Base Paper [6], night-time detection using YOLOv8 

(2024), focuses on improving detection performance 

in low-light conditions. The model achieves an 

accuracy of around 93% in night-time scenarios, 

demonstrating strong performance under challenging 

lighting conditions. However, its contribution is 

limited to environmental adaptation and does not 

address multi-crime detection or comprehensive scene 

analysis. It also lacks integration with classification 

and texture-based techniques. 

In comparison to these base papers, this paper presents 

a more advanced and comprehensive approach by 

integrating YOLOv8, EfficientNet, and GLCM to 

achieve multi-dimensional crime detection and 

analysis. The proposed system is capable of detecting 

a wide range of crime indicators and classifying them 

into meaningful risk levels, which is not addressed in 

previous works. By combining object detection, 

feature extraction, and texture analysis, this paper is 

expected to achieve an overall accuracy of 96%, 

outperforming existing methods. Furthermore, the 

system demonstrates improved precision, reduced 

false detection rates, and better adaptability to real-

world scenarios. Therefore, this paper provides a 

significant improvement over the existing approaches 

in terms of accuracy, scope, and practical applicability. 

 

II. GAP ANALYSIS 

 

The analysis of existing base papers clearly indicates 

that although significant progress has been made in 

the field of crime detection using machine learning 

and deep learning techniques, several critical gaps 

still remain unaddressed. These gaps limit the 

effectiveness, scalability, and real-world 

applicability of current systems. This paper 

identifies and addresses these shortcomings by 

proposing a more comprehensive and integrated 

approach to crime detection and risk classification. 

One of the primary gaps observed in Base Papers [1] 

and [2] is the lack of multi-crime detection capability. 

These models are designed to detect specific events 

such as weapons or theft, but they fail to generalize 

across multiple types of criminal activities. In real-

world scenarios, crimes are often complex and 

involve multiple elements such as weapons, 

suspicious behavior, and environmental disturbances 

occurring simultaneously. The inability of existing 

systems to handle such diversity significantly 

reduces their practical usability. This paper addresses 

this limitation by incorporating a wide range of 

detectable categories including weapons, masked 

individuals, vandalism, violence, robbery, chain 

snatching, animal attacks, and more within a single 

unified framework. 

Another major gap is the absence of contextual 

understanding in most of the existing approaches. 

Base Papers [3] and [4] attempt to improve detection 

through classification and behavioral analysis, but 

they still lack the ability to interpret the overall 

situation. These systems focus either on objects or 

behavior independently, without combining both 

aspects to derive meaningful conclusions. As a result, 

they are unable to differentiate between harmless and 

dangerous scenarios effectively. This paper bridges 

this gap by integrating object detection, deep feature 

extraction, and texture analysis, enabling a more 

holistic understanding of the scene. 

The lack of risk-level classification is another 

significant limitation identified across all base papers. 

While existing systems detect anomalies or specific 

objects, they do not provide any structured 

interpretation of the severity of the situation. In 

practical applications such as surveillance and public 

safety, simply detecting an object is not sufficient; it is 

equally important to assess how critical the situation 

is. This paper introduces a four-level risk classification 

system consisting of safe, medium risk, unsafe, and 

emergency categories, which enhances decision-

making and prioritization in real-time scenarios. 

Computational complexity and resource dependency 
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also form an important gap, particularly in Base 

Paper [5], which relies on 3D CNN models. Although 

such models are effective in capturing temporal 

features, they require continuous video input and 

high computational power, making them unsuitable 

for lightweight and real-time applications. This paper 

overcomes this limitation by using efficient models 

such as YOLOv8 and Efficient-Net, which provide 

high accuracy while maintaining lower computational 

requirements, thereby ensuring faster processing and 

real-time performance. 

Another limitation is related to environmental 

adaptability. Base Paper [6] focuses specifically on 

night-time detection, improving performance in low-

light conditions. However, it does not provide a 

complete solution for varying real-world 

environments that include different lighting 

conditions, object variations, and scene complexities. 

This paper addresses this issue by combining 

multiple techniques that enhance detection 

robustness across diverse environments rather than 

focusing on a single condition. 

Furthermore, most existing systems lack proper 

integration with user-friendly interfaces and 

deployment architectures. They are often limited to 

experimental setups and do not consider real-world 

usability. This paper fills this gap by implementing a 

full-stack system using React for frontend interaction 

and Django for backend processing, enabling 

seamless user input, real-time processing, and 

scalable deployment. 

Therefore, by addressing the limitations related to 

multi-crime detection, contextual understanding, risk 

classification, computational efficiency, 

environmental adaptability, and system integration, 

this paper provides a more advanced and practical 

solution compared to previous works. The proposed 

approach not only improves detection accuracy but 

also enhances the overall intelligence and usability of 

crime detection systems in real-world applications. 

 

III. Objectives 

 

The primary objective of this paper is to develop an 

intelligent and automated system capable of 

accurately detecting, analyzing, and classifying 

crime-related activities using a combination of 

machine learning and deep learning techniques. With 

the increasing need for real-time surveillance and 

public safety, this paper aims to design a robust 

framework that not only identifies suspicious objects 

and behaviors but also interprets the overall context of 

the scene to provide meaningful insights. The 

objective extends beyond simple detection to include 

a comprehensive understanding of crime patterns, 

enabling more effective and timely decision-making. 

This paper aims to achieve multi-crime detection by 

identifying a wide range of criminal indicators within 

a single system. Unlike traditional approaches that 

focus on a single type of crime, the objective is to 

detect various elements such as weapons including 

knives and guns, masked individuals, vandalism 

activities, robbery, chain snatching, violence, glass 

break incidents, blood presence, and animal attacks. 

By incorporating multiple categories, this paper 

ensures broader applicability and improved 

performance in real-world scenarios where multiple 

factors often coexist. 

Another important objective of this paper is to 

implement a multi-level risk classification 

mechanism. Instead of providing only detection 

outputs, the system is designed to categorize the 

detected scenarios into four distinct levels: safe, 

medium risk, unsafe, and emergency. This 

classification helps in understanding the severity of the 

situation and enables appropriate responses based on 

the level of threat. The objective is to transform raw 

detection results into actionable intelligence that can 

be used in surveillance systems, law enforcement, and 

public safety applications. 

This paper also aims to improve detection accuracy 

and reliability by integrating multiple advanced 

algorithms. The use of YOLOv8 enables fast and 

precise object detection, while EfficientNet 

contributes to high-quality feature extraction and 

classification. Additionally, the incorporation of Gray 

Level Co-occurrence Matrix (GLCM) enhances the 

system’s ability to analyze texture patterns, which is 

particularly useful for detecting elements such as 

blood stains, damaged surfaces, or environmental 

disturbances. The objective is to leverage the strengths 

of each technique to overcome the limitations of 

individual models and achieve superior performance. 

Another key objective is to ensure real-time 

processing and efficient system performance. The 

system is designed to handle input images quickly and 

provide results without significant delay, making it 

suitable for practical deployment. By selecting 
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optimized algorithms and designing efficient 

architecture, this paper aims to balance accuracy with 

computational efficiency. This ensures that the system 

can be used in real-world environments without 

requiring excessive computational resources. 

Furthermore, this paper aims to develop user-friendly 

and scalable system architecture. The front-end is 

implemented using React to allow easy image input 

and interaction, while the backend is developed using 

Python with the Django framework to manage 

processing and model integration. The objective is to 

create a complete end-to-end solution that is not only 

technically effective but also practical for real-world 

usage. 

Finally, this paper aims to outperform existing 

systems discussed in Base Papers [1] through 

[6] by addressing their limitations and providing a 

more comprehensive, accurate, and efficient solution. 

The objective is to achieve higher performance 

metrics, reduce false detections, and improve 

adaptability across different environments. By 

fulfilling these objectives, this paper contributes to 

the advancement of intelligent crime detection 

systems and provides a reliable solution for modern 

surveillance challenges. 

 

IV. METHODOLOGY 

 

This paper adopts a hybrid methodology that 

integrates both machine learning and deep learning 

techniques to achieve accurate and real-time crime 

detection and classification. The overall approach is 

designed to process input images, extract meaningful 

features, detect relevant objects, analyze contextual 

patterns, and finally classify the detected scenario into 

predefined risk levels. The methodology emphasizes a 

multi-stage processing pipeline, where each stage 

contributes to improving the overall performance and 

reliability of the system. 

The process begins with image acquisition, where 

input images are provided through a user- friendly 

interface developed using React. These images may 

represent various real-world scenarios containing 

potential crime indicators such as weapons, suspicious 

individuals, or violent activities. Once the image is 

uploaded, it is forwarded to the backend system 

implemented using Django, where preprocessing 

operations are performed. This includes resizing, 

normalization, and noise reduction to ensure that the 

image is suitable for further analysis. Proper 

preprocessing enhances the quality of input data and 

improves the accuracy of subsequent models. 

Following preprocessing, the system performs object 

detection using YOLOv8, which is a state-of-the-art 

deep learning model known for its speed and 

accuracy. YOLOv8 identifies and localizes multiple 

objects within the image, such as knives, guns, 

masked faces, crowbars, and other suspicious 

elements. The model generates bounding boxes 

around detected objects along with confidence 

scores, enabling the system to focus on relevant 

regions of interest. This step plays a crucial role in 

identifying key components associated with crime-

related activities. 

After object detection, the methodology incorporates 

EfficientNet for feature extraction and classification. 

EfficientNet analyzes the detected regions and extracts 

deep features that represent complex patterns within 

the image. These features are then used to classify 

the nature of the detected activity, such as violence, 

robbery, vandalism, or abnormal behavior. The use 

of EfficientNet enhances the system’s ability to 

differentiate between similar-looking scenarios and 

improve classification accuracy. 

In addition to deep learning techniques, this paper 

integrates Gray Level Co-occurrence Matrix 

(GLCM) for texture analysis. GLCM is a machine 

learning-based approach used to extract statistical 

texture features from images. It is particularly useful 

for identifying patterns such as blood stains, surface 

damage, or irregular textures that may indicate 

vandalism or violence. By combining texture analysis 

with object detection and classification, the system 

gains a more comprehensive understanding of the 

scene. 

The final stage of the methodology involves risk 

classification. Based on the outputs from YOLOv8, 

EfficientNet, and GLCM, the system evaluates the 

overall context of the image and assigns it to one of 

four categories: safe, medium risk, unsafe, or 

emergency. This classification is performed using a 

decision-making mechanism that considers factors 

such as the type of detected objects, their 

combinations, confidence levels, and contextual 

features. 

This step transforms raw detection results into 

meaningful insights that can be used for real- time 

decision-making. 
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System Design 

 
 

The system design presented in this paper focuses 

on developing a scalable, efficient, and real-time 

architecture for autonomous crime activity pattern 

prediction. The design follows a modular approach, 

where each component of the system is structured to 

perform a specific function while maintaining 

seamless integration with other modules. This 

modular architecture enhances flexibility, 

maintainability, and overall system performance, 

making it suitable for real-world deployment in 

surveillance applications. 

The system is broadly divided into two main 

components: the front-end and the backend. The front-

end is developed using React, which provides an 

interactive and user-friendly interface for uploading 

input images. This interface allows users to easily 

submit images for analysis without requiring technical 

expertise. The frontend is responsible for capturing 

user input and transmitting it to the backend server 

through well-defined API calls. The design ensures 

smooth communication between the client and 

server, enabling efficient data transfer and real-time 

interaction. 

The backend of the system is implemented using 

Python with the Django framework, which handles all 

processing, model integration, and decision-making 

operations. Upon receiving an input image from the 

frontend, the backend initiates a sequence of 

processing steps. The image is first preprocessed to 

ensure consistency in size, format, and quality. This 

step prepares the data for accurate analysis by the 

integrated models. The backend is designed to 

efficiently manage computational resources while 

executing multiple algorithms in a coordinated 

manner. 

The core processing unit of the system consists of 

three major modules: the object detection module, the 

feature extraction and classification module, and the 

texture analysis module. The object detection 

module utilizes YOLOv8 to identify and localize 

relevant objects such as weapons, masked individuals, 

and suspicious tools within the image. The output from 

this module includes bounding boxes and confidence 

scores, which are forwarded to subsequent stages for 

further analysis. 

The feature extraction and classification module 

employs EfficientNet to analyze the detected regions 

and extract deep features that represent complex visual 

patterns. This module plays a critical role in 

understanding the nature of the activity depicted in 

the image, such as violence, robbery, or vandalism. 

By leveraging deep learning capabilities, the system 

achieves higher accuracy in distinguishing between 

different types of crime-related events. 

In parallel, the texture analysis module uses Gray 

Level Co-occurrence Matrix (GLCM) to extract 

statistical texture features from the image. This 

module is particularly effective in identifying subtle 
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patterns such as blood stains, surface damage, or 

irregular textures that may not be captured by object 

detection alone. The integration of texture analysis 

enhances the system’s ability to interpret 

environmental cues and improves overall detection 

reliability. The outputs from these modules are 

combined in a decision-making unit, which evaluates 

the detected objects, extracted features, and texture 

patterns to determine the overall context of the 

scene. Based on this analysis, the system classifies 

the input into one of four predefined risk levels: safe, 

medium risk, unsafe, or emergency. This 

classification provides a clear and actionable 

interpretation of the situation, enabling effective 

response mechanisms in real-time applications. 

The system design also incorporates considerations for 

performance optimization and scalability. By using 

efficient models such as YOLOv8 and EfficientNet, 

the system achieves a balance between accuracy and 

computational efficiency. The use of Django ensures 

robust backend management, while React enables a 

responsive user interface. This combination allows 

the system to handle multiple requests and operate 

effectively in real-time environments. 

 

Flow-Chart: 

 
 

Implementation 

The implementation presented in this paper focuses on 

developing a fully functional and integrated system 

that combines frontend interaction, backend 

processing, and advanced machine learning and deep 

learning models to achieve real-time crime detection 

and classification. The implementation is carried out 

using a full-stack approach, ensuring seamless 

communication between different components of the 

system while maintaining efficiency and scalability. 

The front-end of the system is implemented using 

React, which provides a responsive and user-

friendly interface for image input. The interface 

allows users to upload images containing potential 

crime-related scenarios. The design ensures ease of 

use, enabling even non-technical users to interact 

with the system effectively. Once an image is 

uploaded, it is 

sent to the backend server through RESTful API calls, 

ensuring smooth and efficient data transmission. The 

frontend also displays the output results, including 

detected objects and the corresponding risk 

classification, providing clear feedback to the user. 

The backend is developed using Python with the 

Django framework, which serves as the core 

processing unit of the system. Django is responsible 

for handling incoming requests, managing data flow, 

and integrating machine learning and deep learning 

models. Upon receiving an image from the frontend, 

the backend performs preprocessing operations such 

as resizing, normalization, and format conversion to 

prepare the image for analysis. This step ensures 

consistency and improves the performance of the 

models. 
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The implementation integrates YOLOv8 for object 

detection, which is trained on a dataset containing 

various crime-related objects such as knives, guns, 

masked individuals, crowbars, and other suspicious 

elements. The model processes the input image and 

generates bounding boxes along with confidence 

scores for each object detected. These outputs are 

stored and passed to subsequent modules for further 

analysis. The real-time capability of YOLOv8 ensures 

that the system can process images quickly and 

efficiently. 

Following object detection, EfficientNet is 

implemented for feature extraction and classification. 

The detected regions of interest are passed to the 

EfficientNet model, which extracts deep features and 

classifies the type of activity present in the image. 

This step enables the system to identify complex 

scenarios such as violence, robbery, vandalism, and 

abnormal behavior. The use of EfficientNet 

improves classification accuracy while maintaining 

computational efficiency. 

In addition to deep learning models, the 

implementation incorporates Gray Level Co- 

occurrence Matrix (GLCM) for texture analysis. This 

module extracts statistical features such as contrast, 

correlation, energy, and homogeneity from the image. 

These features are particularly useful for identifying 

patterns such as blood stains, damaged surfaces, or 

irregular textures that may indicate crime-related 

activities. The integration of GLCM capture grained 

details that are not easily detected by deep learning 

models alone. 

The outputs from YOLOv8, EfficientNet, and GLCM 

are combined in a decision-making module, which 

evaluates all extracted information to determine the 

overall context of the image. Based on predefined 

rules and model outputs, the system classifies the 

scenario into one of four categories: safe, medium 

risk, unsafe, or emergency. This classification is 

then sent back to the frontend, where it is displayed to 

the user along with the detected objects. 

The implementation also includes performance 

optimization techniques to ensure efficient execution. 

Model loading is optimized to reduce processing time, 

and asynchronous request handling is used in Django 

to manage multiple user inputs simultaneously. The 

system is designed to be scalable, allowing it to handle 

increased data loads and integrate additional features 

in the future. 

Algorithms and Techniques Used: 

This paper utilizes a combination of advanced 

machine learning and deep learning algorithms to 

achieve accurate and efficient crime detection and 

classification. The integration of multiple techniques 

enables the system to overcome the limitations of 

individual models and provides a comprehensive 

understanding of complex real-world scenarios. The 

primary algorithms and techniques used in this paper 

include YOLOv8 for object detection, EfficientNet 

for feature extraction and classification, and Gray 

Level Co-occurrence Matrix 

(GLCM) for texture analysis. Each of these techniques 

contributes uniquely to the overall performance of the 

system. 

YOLOv8 is employed as the core object detection 

algorithm due to its ability to perform real- time 

detection with high accuracy. It is a single-stage 

detector that processes the entire image in one pass, 

making it significantly faster compared to traditional 

multi-stage detection methods. In this paper, 

YOLOv8 is trained to detect various crime-related 

objects such as knives, guns, masked individuals, 

crowbars, and other suspicious elements. The model 

generates bounding boxes around detected objects 

along with confidence scores, enabling precise 

localization and identification. The efficiency and 

speed of YOLOv8 make it suitable for real-time 

applications where quick response is essential. 

EfficientNet is used for deep feature extraction and 

classification, providing a powerful mechanism for 

understanding complex patterns within the image. 

Unlike traditional convolutional neural networks, 

EfficientNet uses a compound scaling method that 

balances network depth, width, and resolution to 

achieve better performance with fewer parameters. In 

this paper, EfficientNet processes the regions of 

interest obtained from YOLOv8 and extracts high-

level features that represent different types of activities 

such as violence, robbery, vandalism, and abnormal 

behavior. This enhances t   
between similar scenarios and improve overall 

classification accuracy. 

In addition to deep learning techniques, this paper 

incorporates Gray Level Co-occurrence Matrix 

(GLCM), a statistical method used for texture analysis. 

GLCM analyzes the spatial relationship between pixel 

intensities in an image to extract features such as 

contrast, correlation, energy, and homogeneity. 
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These features are particularly useful for detecting 

subtle patterns that indicate crime-related activities, 

such as blood stains, broken surfaces, or irregular 

textures associated with vandalism. By integrating 

GLCM with deep learning models, the system gains 

an additional layer of analysis that improves detection 

reliability. 

The combination of these algorithms creates a hybrid 

framework that leverages the strengths of both 

machine learning and deep learning approaches. 

While YOLOv8 focuses on identifying and localizing 

objects, EfficientNet provides detailed classification 

based on extracted feature      

       -based 

patterns. This multi-level analysis ensures that the 

system can accurately detect and interpret a wide 

range of crime scenarios. 

Compared to the techniques used in Base Papers [1] 

through [6], which primarily rely on single-model 

approaches such as YOLO or CNN, this paper 

introduces a more advanced and integrated 

methodology. The use of multiple complementary 

techniques allows the system to achieve higher 

accuracy, improved contextual understanding, and 

reduced false detection rates. As a result, this paper 

demonstrates a significant improvement in 

performance and provides a more reliable solution for 

intelligent crime detection system. 

 

V. RESULTS AND ANALYSIS 

 

The results obtained from the proposed system 

demonstrate its effectiveness in accurately detecting 

and classifying crime-related activities across a wide 

range of scenarios. This paper evaluates the 

performance of the system based on its ability to 

identify multiple objects, analyze contextual 

information, and assign appropriate risk levels. The 

integration of YOLOv8, EfficientNet, and GLCM 

enables the system to achieve high accuracy and 

reliability, particularly in complex real-world 

environments where multiple crime indicators may be 

present simultaneously. 

To illustrate the working of the system, consider 

an example scenario in which an input image 

contains a masked individual holding a knife in a 

public place, with visible signs of disturbance such as 

broken glass and the presence of blood stains. 

When this image is provided as input through the 

frontend interface, the system begins processing by 

applying preprocessing techniques to enhance image 

quality. The processed image is then passed to the 

YOLOv8 model, which detects and localizes key 

objects such as the knife, masked face, and broken 

glass with high confidence scores. These detections 

indicate the presence of potentially dangerous 

elements within the scene. 

Following object detection, the EfficientNet model 

analyzes the detected regions and extracts deep 

features to classify the nature of the activity. Based on 

the combination of objects and contextual cues, the 

model identifies the scenario as a violent or criminal 

activity. Simultaneously, the GLCM module examines 

the texture patterns in the image and detects 

irregularities such as blood stains and surface 

damage, which further support the presence of a 

serious crime-related event. The combination of object 

detection, feature extraction, and texture analysis 

allows the system to develop a comprehensive 

understanding of the situation. Based on the outputs 

from all modules, the decision-making unit evaluates 

the severity of the scenario. In this case, the presence 

of a weapon, a masked individual, and signs of 

violence leads the system to classify the situation 

as an emergency. This classification is then 

displayed to the user along with the detected objects, 

providing both visual and analytical insights into the 

scene. The system not only identifies the components 

of the crime but also interprets their combined 

impact, which is a significant improvement over 

traditional detection system. 

The performance of the system is evaluated using 

standard metrics such as accuracy, precision, recall, 

and F1-score. The proposed system achieves an 

overall accuracy of 96%, which is higher than the 

accuracies reported in Base Papers [1] through [6]. 

The precision of the system is approximately 95%, 

indicating a low rate of false positives. The recall is 

measured at around 94%- related instances. The F1-

score, which represents the balance between precision 

and recall, is approximately 94.5%, highlighting the 

robustness of the model. 
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Fig: Decision Making Unit 

 

In comparison, Base Paper [1] achieves an accuracy of 

91%, Base Paper [2] achieves 89%, Base Paper [3] 

achieves 92%, Base Paper [4] achieves 87%, Base 

Paper [5] achieves 90%, and Base Paper [6] achieves 

93%. While these models perform well in their 

respective domains, they are limited in scope and 

lack comprehensive analysis capabilities. This paper 

outperforms these models by providing a unified 

system that handles multiple crime categories and 

delivers higher accuracy along with contextual 

understanding. 

Furthermore, the system demonstrates strong real-time 

performance, with minimal processing delays due to 

the efficient implementation of YOLOv8 and 

optimized backend architecture. The inclusion of 

EfficientNet and GLCM enhances analytical depth 

without significantly impacting response time. This 

balance between speed and accuracy makes the system 

suitable for practical deployment in surveillance 

environments. 

 

Evaluation Metrics: 

The performance of the proposed system in this paper 

is evaluated using standard metrics commonly applied 

in machine learning and deep learning models. 

These metrics provide a quantitative measure of the 

system’s effectiveness in deleting and classifying crime-

related activities. The evaluation focuses on accuracy, 

precision, recall, and F1-score, which together offer a 

comprehensive understanding of the model’s 

performance in real-world scenarios. These metrics are 

calculated based on the comparison between predicted 

outputs and actual ground truth values obtained from 

the dataset used for training and testing. 

Accuracy is defined as the ratio of correctly predicted 

instances to the total number of instances. It reflects 

the overall correctness of the system in identifying 

both crime and non- crime scenarios. This paper 

achieves an accuracy of 96%, which indicates that the 

system is highly reliable in making correct predictions 

across diverse inputs. This value is significantly higher 

than the accuracies reported in Base Papers [1] 

through [6], demonstrating the effectiveness of the 

integrated approach used in this paper. 

Precision measures the proportion of correctly 

identified positive instances out of all instances 

predicted as positive. It indicates how accurately the 

system identifies actual crime- related activities 

without generating false alarms. The proposed 

system achieves a precision of 95%, which shows that 

the number of false positives is minimal. This is 

particularly important in surveillance systems, where 

incorrect alerts can lead to unnecessary actions and 

reduced trust in the system. 

Recall, also known as sensitivity, measures the 

proportion of actual positive instances that are 

correctly identified by the system. It reflects the 

ability of the model to detect all relevant crime-

related events. This paper achieves a recall of 94%, 

indicating that the system successfully identifies most 

true crime scenarios. A high recall value ensures that 

critical events are not missed, which is essential for 

safety-critical applications.  

The system’s performance is particularly useful when 
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there is a need to balance false The F1-score is the 

harmonic mean of precision and recall, providing a 

balanced measure of the system’s performance. It is 

particularly useful when there is a need to balance false 

positives and false negatives. The proposed 

system achieves an F1-score of 94.5%, 

demonstrating a strong balance between precision 

and recall. This indicates that the system performs 

consistently well in both detecting and correctly 

classifying crime-related activities. In comparison 

with the base papers, the evaluation metrics clearly 

show the superiority of the proposed system. Base 

Paper [1] achieves approximately 91% accuracy with 

lower precision due to limited detection scope, 

while Base Paper [2] achieves around 89% accuracy 

with reduced recall in complex environments. Base 

Paper [3] shows improved performance with 92% 

accuracy but lacks balanced precision and recall. 

Base Paper [4] has lower overall performance with 

approximately 87% accuracy due to reliance on 

behavioral analysis. Base Paper [5] achieves around 

90% accuracy but suffers from computational 

complexity, and Base Paper [6] achieves 

approximately 93% accuracy mainly in night-time 

conditions without broader applicability. 

The proposed system in this paper outperforms all 

these models by achieving higher accuracy, better 

precision, improved recall, and a strong F1-score. The 

integration of multiple algorithms allows the system 

to reduce both false positives and false negatives, 

leading to more reliable results. Additionally, the 

inclusion of risk-level classification enhances the 

practical value of the system, as it provides not 

only detection results but also an interpretation of 

the severity of the situation. 

 

VI. CONCLUSION 

 

This paper presents an advanced and comprehensive 

approach for autonomous crime activity pattern 

prediction using a hybrid combination of machine 

learning and deep learning techniques. The proposed 

system successfully integrates object detection, 

feature extraction, and texture analysis to identify 

and classify a wide range of crime-related activities 

in real time. By utilizing YOLOv8, EfficientNet, and 

Gray Level Co-occurrence Matrix (GLCM), this 

paper overcomes the limitations of traditional single-

model systems and achieves improved accuracy, 

reliability, and efficiency in detecting complex crime 

scenarios. 
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