© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

Finding Vulnerability (XSS), (SQL1) of Web Application

Mrs. A. Sandya Rani!, A. Rahul?, P. Teja®, A. Siddu®, K. Tejodhar’
! Assistant Professor, Department of CSE (Cyber Security), Sphoorthy Engineering College,

Hyderabad, Telangana, India.
2343Students, Department of CSE (Cyber Security), Sphoorthy Engineering College,
Hyderabad, Telangana, India.

Abstract—Web application security is a matter of
concern which is critical to the current digital
infrastructure because the introduction of web-based
services has also augmented the platform of attack by
irresponsible individuals as well. They are commonly
present in the Cross-site Scripting (XSS) and SQL
Injection (SQLi) that are not ranked on the list of the Top
10 vulnerabilities of the Open Web Application Security
Project (OWASP). This paper represents the systematic
approach in the display of a mechanism on the
notification of models and mitigation models of the XSS
and SQLi vulnerabilities. Such attacks have life-cycle
analysis that determines the functional paradigms that
can be used by the threat agents to compromise the
conventional security frontiers. It is also possible to
observe the usefulness of the provided tools of detection
like Static Application Security Testing (SAST),
Dynamic Application Security Testing (DAST) and
creation of machine learning algorithms to identify the
anomalies. We have shown, defense in depth strategy (i.e.
having a strict input validation, giving context sensitive
output encoding, executing parameterized database
queries, automatic run time monitoring, etc. to name a
few) can do a fair share in downplaying vulnerability of
the web application. The paper will be worked on the
synthesis of all the knowledge existing in a mere model of
the security that might be adopted by the developer with
a specific attention to the practices of the secure coding
and the active practice of vulnerability management.

Index Terms—Web Application Security, Cross-site
Scripting SQL Injection Vulnerability Detection
Cybersecurity, OWASP, Defense-in-Depth.

[. INTRODUCTION

The This has been precipitated by the occurrence of
web applications in the financial, medical and
government sectors of the economy that has
necessitated the need to have an effective security
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architecture that is able to overcome advanced digital
attackers. It is not enough to win over the causes of the
injection vulnerabilities by achieving a success that
has already been accomplished in the safe software
development frameworks. Judging by the recent
threat-intelligence reports, attacks on application-layer
could be considered as the most common and the
successful attacks lead to unauthorized data
exfiltration, service disruption and disastrous
reputation in the majority of cases.

These threats in the application layer are topped by the
Cross-site Scripting (XSS) and SQL Injection (SQLi).
Both vulnerabilities are based on the same principle of
structural inability to sanitize the input introduced by
the users to the required degree, but the fields in which
they are used differ, quite on the contrary. In order to
utilize malicious client-side scripts and steal out or
inject malware, XSS exploits the vulnerability of the
user of his or her web browser to trust a web
application. The other, SQLi attacks attack an aspect
of faith that a web application has on information
presented to it by the users and altered by the user to
obtain or alter or destroy valuable information stored
on the database system.

Their failure to do has justified an organizational
disconnect between the notion of the secure coding
principles and the issues of applications. The quality
of interactions between the clients and the servers (ex:
Single Page Applications) and large variety of data
persistence solutions that are presented by modern
web architectures introduce new attack vectors that
make the established perimeter defense difficult.

The contributions made in this paper are the following:
1. It provides a detailed taxonomy of the XSS, and the
SQLi vulnerabilities and presents their functionality
through the assistance of the actual attack illustrations.
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2. It is very relevant to the study of the current state of
art detection methodology, and the interpretation of
the information, be it one-dimensional, two-
dimensional or multi-dimensional. 3. It proposes a
detailed mitigation plan and is in line with the existing
secure software development life cycles (SSDLC).
Other parts of the paper will be organized in the
following manner: section II will be the review of the
related works. The third part is the dissection of the
mechanics of the XSS/SQLi. In section IV, the
vulnerability detection technique is briefly mentioned.
Section V and V finally end up providing the
mitigation measures and the paper is finally concluded
in Section VI.

II. RELATED WORK

The scope of web application security is such that it is
of primary concern hence the presence of numerous
academic literatures on the subject is not minimal. The
initial literature primarily focused on signature-based
detection schemes such as Web Application Firewall
(WAFs) which are able to run on known malicious
signature payloads. However, superior bad individuals
were soon to learn the art of obfuscation to avoid these
powerful filters.

More effort was invested in Static Application
Security Testing (SAST). To trace the untrusted input
in running the executable sinks, researchers developed
taint propagation model of analysis. Though SAST
tools are very convenient as far as reporting on
structural errors in the source code is concerned, they
are highly likely to have high rates of false-positive
due to the inability to contextualize the entire course
of execution in an execution context.

Due to the shortcomings of SAST, Dynamic
Application Security Testing (DAST) was a black-box
testing paradigm. The instruments provided by
DAAST are linked to the running application which is
the one that is later fuzzed and spied. SAST and DAST
have worked better, as being found in the existing
literature in conjunction with Interactive Application
Security Testing (IAST) wherein the two tools are
more accurate and recollection in the identification of
the vulnerability.

Simultaneously, such a strategy of cybersecurity, in
which the machine learning (ML) structures are
implemented, changed the character of the
phenomenon of anomaly identification. The use of
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Support Vector Machines (SVM) and random forests
and deep learning models (e.g. Long Short-Term
Memory networks), to differentiate between benign
and malicious operations in the form of HTTP requests
as opposed to using static signature-based methods,
and to propose predictive behavioral analysis as
opposed to ex-post analysis have been researched
elsewhere.

III. MECHANICS OF VULNERABILITIES

A. Cross-Site Scripting (XSS)

A. Cross-Site Scripting (XSS) Cross-Site Scripting
occurs when a web application integrates unverified
data into a website without proper validation or
escaping. This security flaw allows an attacker to
execute malicious scripts in a user's web browser. XSS
is usually categorized into three primary types:

1. Stored (Persistent) XSS: The malicious code is
permanently stored on the targeted server (for example,
in a database, discussion forum, or comment section).
When a user visits the compromised page, the code is
automatically sent and runs. This variety is especially
dangerous due to its potential for widespread effects.

2. Reflected (Non-Persistent) XSS: The harmful code
is included in a URL or HTTP parameter. The
application “reflects” this code back to the user in its
HTTP response. Attackers usually transmit these
codes through phishing emails or malicious links.

3. DOM-Based XSS: Unlike Stored and Reflected
XSS, this vulnerability exists entirely in the JavaScript
on the client side. The malicious code directly interacts
with the Document Object Model (DOM), utilizing
functions such as eval (), document. Write (), or inner
HTML.

XSS Attack Scenario:

Attacker Web Server Victim's Browser

1. Inject Malicious Script
Stored in Database
-
2. Request Page
3. Serve Page with Seript
4. Execute Script Unknowingly
.

5. Transmit Session Cookie

Attacker Web Server Victim's Browser
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A hacker creates a web address that holds harmful
JavaScript code: http://example.com/search?q= If
example.com sends back the q parameter without
cleaning it, the browser of the victim runs the code,
sending their session cookie to the hacker, resulting in
quick account takeover.

B.SQL Injection (SQLAi)

Weaknesses in SQL Injection arise when untrusted
data is directly inserted into a database query string.
This situation enables an attacker to manipulate the
query's logic, effectively bypassing authentication
checks or accessing sensitive data.

1. In-Band SQLi: The assailant takes advantage of the
same communication method to perform the attack
and gather the results. This encompasses Error-based

SQLi (which causes the database to generate an error
disclosing information) and Union-based SQLi (which
utilizes the UNION operator to combine outputs from
different queries).

2. Inferential (Blind) SQLi: The application does not
show the results of the SQL query right away. Rather,
the attacker infers the information by sending payloads
that yield different responses based on logical
conditions (Boolean-based) or that create delays in
processing (Time-based).

3. Out-of-Band SQLi: This variant occurs when the
server has the ability to make DNS or HTTP requests
to relay data to an external server under the attacker's
control.

SQLi Attack Scenario:

Attacker Web Application

1. Submit Payload (' OR 1=1 --)

2. Construct Query Unsafely

Database

3. Execute: SELECT * FROM Users WHERE name="0OR 1=1 --'

4. Bypass Logic

5. Return All Records

6. Display Sensitive Data

A

Attacker Web Application

Think about an authentication question: SELECT
FROM Users WHERE Username = 'Suser' AND
Password = '$password'; A hacker enters admin' -- as
the username. The resulting query is: SELECT FROM
Users WHERE Username = 'admin' --' AND Password
="; The -- part comments out the rest of the query,
skipping the password check and allowing
unauthorized admin access.

IV. DETECTION METHODOLOGIES
Recognizing XSS and SQLi necessitates a diverse

strategy, as relying on a single detection layer often
fails to combat sophisticated masking methods (for
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Database

example, polymorphic payloads and techniques that
evade encoding).

A. Static Analysis (SAST)

SAST functions on either the source code or compiled
code without running the application. It uses Taint
Analysis to follow the flow of data from untrustworthy
sources (such as HTTP requests) to critical targets
(like database commands or DOM displays).
Contemporary SAST techniques use Abstract Syntax
Trees (AST) to navigate complex logical pathways,
spotting insecure operational practices early in the
software development lifecycle.
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B. Dynamic Analysis (DAST)

DAST assesses the application while it is operational.
By mimicking malicious users, DAST tools explore
the web application framework, discovering input
avenues (like forms, headers, and URI parameters) and
methodically applying fuzzing libraries. DAST is not
limited by programming languages and excels at
revealing configuration mistakes and environmental
issues that SAST might miss.

C. Detection Using Machine Learning

Conventional Web Application Firewalls (WAFs)
depend on extensively designed regular expressions,
which are ineffective against zero-day attacks.
Machine Learning techniques translate high-
dimensional aspects of HTTP requests (such as
payload size, density of special characters, and
structural randomness) into latent dimensions to
identify unusual behaviors. Combined models that use
Random Forests and Neural Networks have shown
great success in detecting subtle syntax alterations
typical of intricate SQLi and DOM-based XSS threats.

Internet Traffic

Web Application Firewall -
WAF

L

Input Validation &
Sanitization

L J

Business Logic & Output
Encoding

Client-Side Defense

Database; Parameterized
Queries

Victim's Browser

Content Security Policy -
CsP
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V. MITIGATION FRAMEWORK AND DEFENSE-
IN-DEPTH

Eliminating injection weaknesses requires a change in
approach from relying on perimeter defenses to
creating applications that are inherently secure in their
design.

Defense in Depth Architecture

A. Protections Against SQLi

1. Parameterized Queries (Prepared Statements): This
is the most powerful method to safeguard against SQLi.
By using parameterization, the database developer is
required to establish the SQL code in advance of
adding user inputs, thus completely separating the
structure of the query from the data used at runtime.

2. Object-Relational Mapping (ORM): Implementing
ORMs (for instance, Entity Framework, Hibernate)
simplifies SQL query creation by automatically using
parameterized methods for manipulating data.

3. Principle of Least Privilege: The database accounts
that the web application uses should have the lowest
possible permissions required. An application account
must not have the capability to perform administrative
tasks or delete tables.

B. Protections Against XSS

1. Context-Aware Output Encoding: Any data
provided by users must be thoroughly encoded before
it is displayed in an HTML document. This encoding
needs to match the context where it will be inserted
(such as in the HTML body, JavaScript context, CSS
properties, or URL parameters).

2. Content Security Policy (CSP): CSP is an HTTP
security feature that limits the resources a website can
load. By disabling inline scripts (unsafe-inline) and
allowing only trusted execution domains, CSP
effectively mitigates a large number of XSS attacks.

3. Modern UI Frameworks: Frameworks like React,
Angular, and Vue.js automatically incorporate
contextual escaping in their data binding processes,
significantly minimizing the accidental introduction of
XSS vulnerabilities, as long as developers steer clear
of dangerous patterns such as React’s dangerously
Setlnner HTML.
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VI. CONCLUSION

Ensuring the security of web applications demands
ongoing attention and the careful inclusion of secure
engineering methods throughout the software
development process. Cross-Site Scripting (XSS) and
SQL Injection (SQLi) remain significant threats
mainly due to weaknesses in architectural validation
approaches rather than an inability to prevent them
theoretically.

This paper explained how these important
vulnerabilities operate and examined current detection
techniques. The findings highlight that no single
security measure is completely reliable. Organizations
need to implement a defense-in-depth strategy,
combining strict Static Application Security Testing
(SAST) and Dynamic Application Security Testing
(DAST) with unchangeable countermeasures like
parameterized queries, context-sensitive encoding,
and strong Content Security Policies. Future studies in
this field should aim at improving machine learning
classifiers for immediate anomaly detection,
minimizing latency and lowering the occurrence of
false positives associated with dynamic behavioral
assessments.
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