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Abstract—This paper briefly introduces the consensus 

algorithm in blockchain technology. In order to 

improve the efficiency and security of the consensus 

algorithm, on the basis of simplifying the consensus 

steps, the credit mechanism was introduced, and the 

improved algorithm was applied to the secure payment 

of digital economy currency transactions. Simulation 

experiments were conducted. The experiment tested the 

average response time and throughput of secure 

payment under different numbers of currency 

transaction items and different blockchain consensus 

algorithms. Moreover, the tampering status of 

transaction information under different numbers of 

tampered virtual nodes was also tested. The results 

showed that the average response time of secure 

payment under the improved practical byzantine fault 

tolerance consensus algorithm adopted in the currency 

transaction process was the most stable and shortest. It 

also had the largest throughput and could effectively 

resist attacks from third parties. 

 

Index Terms—Blockchain; Currency Transaction; 

Digital Economy; Secure Payment 

 

I. INTRODUCTION 

 

Digital economy currency has the characteristics of 

decentralization, cross-border transactions, and 

anonymity [30]. With the above characteristics, it has 

advantages in transaction costs, efficiency, and 

security [26]. However, with the popularity of digital 

economy, security problems in the transaction 

process have gradually emerged, such as transaction 

information tampering and transaction identity theft 

[25]. In the digital economy, the issue of secure 

payment of currency transactions is particularly 

critical [12,20,23]. 

Traditional payment systems are confronted with 

challenges such as cumbersome auditing, high 

compliance costs, and increased risk of fraud when 

handling massive transactions [3,10]. These problems 

not only limit the efficiency of transactions but also 

threaten the security of users’ funds and the business 

reputation of enterprises [15]. In this context, the 

emergence of blockchain technology has opened up a 

new path for secure payment of currency transactions 

in the digital economy [13,29]. When applied to 

digital economy currency transactions, blockchain 

technology can provide digital economy currency 

transactions with advantages such as efficient 

payment, transaction transparency, real-time 

settlement, and smart contracts by taking advantage 

of its characteristics [7,27]. 

Mohamed [21] proposed a secure mobile payment 

framework based on blockchain technology and 

discussed the advantages of blockchain technology 

and how blockchain technology provides multi-level 

authentication to protect mobile-based financial 

transactions. Jabbar et al. 

[14] proposed a blockchain-based solution for 

establishing secure payment and communication and 

found through tests that the developed solution was 

faster and more scalable than existing solutions. Lin 

et al. [18] proposed a new definition of decentralized 

conditional anonymous payments. 

This paper briefly introduces the consensus algorithm 

in blockchain technology. In order to enhance the 
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efficiency and security of the consensus algorithm, 

on the basis of simplifying the consensus steps, a 

credit mechanism was introduced. The new algorithm 

was applied to the secure payment of digital economy 

currency transactions, and then simulation 

experiments were carried out. 

 

II. CONSENSUS ALGORITHM IN 

BLOCKCHAIN TECHNOLOGY 

 

2.1. Blockchain Technology 

Blockchain technology is a kind of distributed ledger 

technology, which records and verifies data through 

the consensus mechanism among network nodes, 

providing a secure, transparent and immutable data 

management method [4,19]. This technology was 

originally proposed as the underlying technology of 

Bitcoin, but its application potential far exceeds the 

field of cryptocurrencies and has now expanded to 

multiple industries including finance [7], supply chain 

management [2], and healthcare. Blockchain 

technology has the following core characteristics 

[1,11]. 

2.1.1. Instead of relying on a single management 

center or server, it is maintained by all nodes 

participating in the network, making the 

system more robust and reducing the risk of 

single point of failure. 

2.1.2. Once the information is verified and added to 

the blockchain, it will be permanently stored 

and cannot be changed or deleted, ensuring 

the integrity of the data and the transparency 

of historical transactions. 

2.1.3. Blockchain adopts advanced encryption 

technology to protect data security, 

including cryptographic principles such as 

public and private keys, ensuring the 

security of transactions and user privacy. 

2.1.4. All transaction records are open and 

transparent to every participant in the 

network, and anyone can view the transaction 

history on the entire blockchain. 

2.1.5. The smart contracts contained in the 

blockchain serve as a piece of code running 

in the blockchain, and contract terms can be 

automatically executed according to pre-set 

conditions without the participation of 

intermediaries, thereby improving efficiency 

and reducing costs. 

The working principle of blockchain includes block 

generation, consensus mechanism, and transaction 

verification. In block generation, each new block 

contains a set of verified transaction records and is 

linked to the previous block through a cryptographic 

hash function to form a chain. The consensus 

mechanism is the algorithm adopted when nodes in 

the blockchain network need to reach an agreement to 

confirm the validity of a new block. Common 

consensus algorithms include Proof of Work, Proof 

of Stake, etc. Transaction verification means that 

when a new transaction occurs, it will be broadcast to 

the entire network, and then verified and packaged 

into a new block by miners or validators. 

 

2.2. Consensus Algorithm 

The guarantee of blockchain technology for safe 

payment in the digital economy currency transaction 

process is the distributed storage of information and 

data. Simply put, the information that needs to be 

stored is uploaded to a node and broadcast to other 

nodes, and the uploaded data is copied, and the newly 

added data in the node constitutes the block chain 

through the time stamp [24]. When uploading data to 

nodes of the blockchain network, the key is to 

synchronize the stored information. In order to ensure 

the fairness of nodes participating in synchronization, 

all nodes need to follow a unified norm, i.e., a 

consensus algorithm. Using the consensus algorithm, 

information synchronization between nodes can be 

realized under the premise of malicious nodes in the 

network [22]. In general, the basic principle of 

consensus algorithm is that when the data is uploaded, 

the nodes in the blockchain network select the master 

node through some means, and the master node 

broadcasts the information to be recorded to other 

nodes for verification. After the verification is 

passed, each node records the information to the 

blockchain. The main difference between different 

consensus algorithms is the method of selecting the 

master node. 

In this paper, the practical byzantine fault tolerance 

(PBFT) algorithm is adopted as the consensus 

algorithm of blockchain [5]. Compared with the 

above-mentioned consensus algorithms, the PBFT 

algorithm realizes the state synchronization of normal 

nodes in the network based on the premise that there 

are abnormal nodes in the blockchain network. As 

long as the number of abnormal nodes in the network 
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does not exceed one-third of the total number of 

nodes, it can ensure the reliability of synchronous 

data storage. 

The steps of the traditional PBFT algorithm are 

described below. 

2.2.1. The client initiates an uploading request to the 

master node of the blockchain. 

2.2.2. When the master node in the blockchain 

receives the request for uploading, it verifies 

the request. After the verification is passed, 

the transaction content in the request (mostly 

the accounting information that needs to be 

stored in this article) is first stored in the 

local transaction pool. When the content of 

the local transaction pool accumulates to a 

certain amount, it is packaged into a block 

and broadcast together with the generated 

pre-preparation message to other nodes. 

2.2.3. After receiving the pre-preparation message 

and the block at other nodes, the validity of 

the message is verified. If the verification 

fails, the uploading process is stopped, and 

the result is returned to the client; if the 

verification is successful, a preparation 

message is generated and broadcast in the 

blockchain network. 

2.2.4. After other nodes receive 2f+1 preparation 

messages in the blockchain network, they 

generate submission information and 

broadcast it in the blockchain network. Here, 

f is the maximum number of unreliable nodes 

in the network that can ensure the security of 

the blockchain, and 3f + 1 satisfies that it 

does not exceed the total number of nodes in 

the network. 

2.2.5. When a node receives 2f + 1 submission 

messages from the blockchain network, the 

previously received block is added to the 

local blockchain of the node. Then, a 

message of successful uploading is returned 

to the client. 

2.2.6. After the client receives 2f + 1 messages of 

successful uploading, it can confirm that the 

data has been successfully uploaded. 

 

The advantages of the PBFT algorithm lie in low 

delay and no need to use computing power for 

mining, which improves the consensus efficiency. 

However, the disadvantages is that the cumbersome 

steps of the consistency protocol bring security risks 

to the master node [28]. Therefore, the consensus 

steps of the traditional PBFT algorithm are deleted in 

this paper, and a trust mechanism is introduced to 

assist the selection of the master node, so as to 

improve the efficiency and security. The specific 

steps are as follows. 

 

1) The node initiates a request. 

2) The node verifies the stored information in the 

request through the smart contract. After the 

verification is passed, the stored information is 

signed and stored in the local transaction pool. 

The request with the signature is then broadcast to 

other nodes in the blockchain. 

3) After receiving the broadcast request, other nodes 

verify the validity of the information stored in the 

request according to the signature in the request. 

If the verification fails, the stored information is 

abandoned. If the verification passes, the stored 

information is stored in the local transaction pool. 

4) The information in the transaction pool is 

packaged into blocks. The consensus request is 

then broadcast by the voted master node in the 

form of << CONSENSUS REQUEST,v,n,Si,Di > 

,Block >, where v is the view serial number of the 

current node network, n is the serial number of 

consensus request, Block is the packaged block, Si 

and Di are the signature and summary of the block, 

respectively. 

5) The consensus request is verified from the node, 

and the consensus confirmation message is 

broadcast in the form of < CONSENSUS 

CONFIRMATION,v,n,Si,Di,i > 

(i is the serial number of the slave node) after passing 

[8]. 

6) When the node receives 2f+1 consensus 

confirmation messages from other nodes, the 

consensus is reached, and the block is stored in 

the blockchain. 

7) When a round of block consensus ends or the 

consensus request verification is abnormal, the 

node view of the blockchain network needs to be 

switched to change the master node. The master 

node can package n blocks in each round of block 

consensus process. Except for the n-th block that 

is used to store the election result of the master 

node, the other blocks store transaction 
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information. When the consensus of n − 1 blocks 

in one round of block consensus of the master 

node is completed, the master node broadcasts the 

voting request, and the node broadcasts the voting 

information to other nodes after receiving the 

request. The information format is < V OTE,p,x,i 

>, where p is the serial number of the node selected 

by voting, x is the credit grade of the selected node 

[17], and i is the serial number of the node voted. 

After receiving the voting information from other 

nodes, the votes of each node is calculated: 

pointi = Pi × Xi, (1) 

 

where pointi is the final number of votes of candidate 

node i, Pi is the polling number of other nodes for 

candidate node i, and Xi is the credit coefficient of 

candidate node i. After the count is complete, the node 

will broadcast the serial number of the candidate 

node with the highest pointi as the vote result message 

to the rest of the nodes. After receiving the 2f + 1 vote 

result messages, if there are f + 1 messages indicating 

the serial number of the same candidate node, this 

node will be the master node of the next round of 

block consensus. 
 

III. SECURE PAYMENT FOR CURRENCY 

TRANSACTIONS 

 

 
 

 

 

Since electronic data is relatively easy to tamper with 

in digital economy currency transactions, secure 

payments are crucial. As shown in Figure 1, the 

specific steps are as follows. 

1) In the initial stage, buyer A first sends the public 

key of his e-wallet to seller B. After receiving the 

key, B also sends the public key of his e-wallet 

and the service fee to A. 

2) Both A and B use the public keys of the two e-

wallets to generate the P2SH address [16], which 

is used for 

capital injection and can only be used when the 

private key signatures of A and B are provided. 

3) A creates the capital injection transaction and the 

refund transaction and then sends the refund 

transaction to B. The injection transaction is a 

payment channel funded by the buyer or both 

parties. After the channel is established, both 

parties can continue to recharge into it. The output 

of the channel is controlled by the P2SH address 

constructed by A and B. 

4) Whether A continues to use the service of B is 

determined. If it continues to use the service, 

return to Step 5) to update the saved commitment 

transaction. If it does not continue to use it, it will 

enter the next settlement stage. 

5) When A stops trading or does not continue trading 

for a long time, it enters the settlement stage. B 

signs the last updated and saved commitment 

transaction with A’s signature, and then it is 

uploaded via the consensus algorithm.

 
Figure 1: Secure payment process for currency transactions combined with blockchain 
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The refund transaction is an agreement to withdraw 

the channel and get their respective funds back when 

the transaction stops. 

6) After receiving the refund transaction, B signs it 

and sends it to A, A verifies the signature and 

signs the injection transaction and sends it to B. B 

uploads the injection transaction with A’s 

signature to the blockchain through the consensus 

algorithm described above. 

7) Entering the payment phase, A generates the 

commitment transaction, signs it and sends it to 

B. The commitment transaction is a promise to 

make payment, and the payment is honored when 

it is settled after uploading [9]. 

8) After receiving the commitment transaction, B 

provides corresponding services for A after 

verifying that its signature is legitimate and stores 

the transaction with A’s signature. 

 

IV. SIMULATION EXPERIMENT 

 

4.1. Experimental Environment 

The simulation experiment was carried out in the 

server of the laboratory. Server 1 acted as the buyer, 

server 2 acted as the seller, and server 3 acted as the 

third-party attacker. The blockchain network nodes 

were provided by Ethereum. The IP addresses of 

servers 1 and 2 were stored in the blockchain 

configuration file during the experiment, and 

Ethereum provided nine virtual nodes. 

 

4.2. Experimental Setup 

1. Blockchain-based secure payment performance 

test: Server 1 randomly generated 10, 20, 40, 80, 

and 160 currency transaction items and 

conducted secure payment simulations with 

server 2. In the simulation process, the 

blockchain consensus algorithm was set as 

proof-of-work (POW), proof-of-stake (POS), 

PBFT, and the improved PBFT algorithm, 

respectively, to test the average response time 

and throughput of secure payment under 

different numbers of transaction items and 

different blockchain consensus algorithms. 

2. Security test of blockchain-based secure 

payment: Server 3 tampered with the transaction 

information stored by the virtual node in the 

blockchain. Because it was a simulation 

experiment, it omitted the offensive step and 

directly made server 3 obtain the number of 

tampered nodes is shown in Table 3. It can be 

seen that only when the number of tampered 

nodes exceeded 5 can the stored transaction 

information be effectively tampered with. In this 

simulation experiment, the number of nodes in 

the blockchain was 11. Suppose the probability of 

a node failure or successful tampering is 50% 

(this probability is already very high and should 

be smaller in actual situations), then at least five 

nodes need to have problems for the transaction 

information to change, but the probability that 

five nodes have problems 

 

Table 1: Average response time of secure payment 

under different transaction item numbers and 

consensus algorithms 

Consensu

s 

algorithm 

10 

items/m

s 

20 

items/m

s 

40 

items/m

s 

80 

items/m

s 

160 

items/m

s 

POW 69 91 118 169 198 

POS 59 67 79 96 154 

PBFT 53 59 66 87 120 

Improved 

PBFT 

52 53 55 53 55 

 

Table 2: Throughput of secure payment under 

different numbers of transaction items and consensus 

algorithms 

Consensu

s 

algorithm 

10 

items/se

c 

20 

items/se

c 

40 

items/se

c 

80 

items/se

c 

160 

items/se

c 

POW 0.4 0.8 1.6 3.2 6.3 

POS 0.6 1.2 2.4 4.8 9.5 

PBFT 0.8 1.6 3.2 6.4 12.7 

Improved 

PBFT 

1.0 2.0 4.0 8.0 15.8 

 

permission to tamper. After tampering with the 

transaction information, the transaction information 

stored in the blockchain platform is queried. 

 

a. Experimental Results 

The average response time and throughput of secure 

payment under different numbers of transaction items 

and consensus algorithms are shown in Table 1 and 

Table 2. With the increase of the number of 

transaction items, the average response time under 
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the improved PBFT consensus algorithm remained 

stable and shortest. 

As for throughput, with the increase of the number of 

transaction items, the throughput of each consensus 

algorithm increased, while under the same number of 

transaction items, the improved PBFT consensus 

algorithm always had the highest throughput. 

The third-party server was used to tamper with 

virtual nodes in the blockchain. In the simulation 

experiment, the attack process was omitted, and the 

tampering permission was obtained directly. The 

transaction information queried from the blockchain 

platform with the increase of 

in this experiment was only 3.125%. If the number of 

nodes in the blockchain was more, the probability 

would be further reduced. These results revealed that 

the blockchain could resist tampering attacks. 

 

V. DISCUSSION 

 

Today in the 21st century, with the rapid 

development of information technology, the digital 

economy has become an important part of the global 

economy. Digital currency, as an indispensable part 

of the digital economy, is gradually changing 

people’s payment habits and financial transaction 

methods. However, with the rapid growth of digital 

currency transaction volume, security and privacy 

protection issues have become increasingly prominent 

and have become one of the key factors restricting its 

further development. The traditional payment 

systems often face many challenges such as data 

leakage, fraud, and high handling fees. These 

problems not only affect the trust of users but also 

pose a threat to the security of the entire economic 

system. Against this background, blockchain 

technology, with its characteristics of 

decentralization, immutability, and high 

transparency, provides a new solution for solving the 

problem of secure payment in digital currency 

transactions. 

Since the birth of Bitcoin, blockchain technology has 

evolved from a simple underlying architecture of 

cryptocurrency to a revolutionary technology that can 

be applied in multiple fields. Through distributed 

ledger technology, it ensures the openness and 

transparency of all transaction records and uses 

complex cryptography principles to guarantee the 

security and integrity of these records. In digital 

currency transactions, blockchain can not only 

effectively prevent the problem of double payment, 

but also greatly reduce human intervention in the 

transaction process and improve transaction 

efficiency. Furthermore, the smart contract 

technology based on blockchain also makes it 

possible to automatically execute contract terms, 

thereby enhancing the degree of automation and 

reliability in the transaction process. Although 

blockchain has shown great potential in 

stored in the blockchain is also tampered with. To 

achieve this, it is necessary to invade more than five 

nodes. Even if the success probability of invading one 

node is amplified to 50%, there is only a 3.125% 

probability of successfully invading five nodes. Not 

to mention that in reality, each node has its own 

firewall and intrusion detection system, leading to a 

very low probability of a successful invasion. 

Moreover, as the number of nodes in the blockchain 

increases, the number of nodes that need to be invaded 

will also increase, and the probability of successful 

tampering will be further reduced. 

 

VI. CONCLUSIONS 

 

This paper briefly introduces the consensus 

algorithm in 

 

Table 3: Tampering status of transaction information 

under different numbers of tampered virtual nodes 

The number of tampered virtual 

nodes 

1 2 3 4 5 6 

Whether the queried transaction 

information has changed 

No No No No Yes Yes 

 

improving the security of digital currency 

transactions, its scalability issue is a key point that 

needs to be urgently addressed, especially in the 

context of small-amount and high-frequency 

payments. In this paper, the consensus algorithm in 

blockchain technology was simplified, and a credit 

mechanism was introduced to improve security. 

Then, simulation experiments were conducted to test 

the impact of the transaction item volume and 

consensus algorithm type on the efficiency of the 

blockchain, as well as the security of the blockchain 

under different numbers of tampered nodes. An 

increase in the transaction item volume in the 

blockchain will lead to an increase in throughput, and 
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the average response time will also change. However, 

compared with the other consensus algorithms, the 

blockchain using the improved PBFT consensus 

algorithm had greater throughput and a smaller and 

more stable average response time; in terms of 

security, it effectively resisted tampering attacks from 

third parties. 

The reasons were analyzed. The improved PBFT 

consensus algorithm has fewer steps compared to the 

traditional PBFT algorithm. Moreover, a credit 

mechanism is introduced during the switching and 

selection of the master node to accelerate the 

selection. Therefore, the consensus efficiency of the 

improved PBFT consensus algorithm is greatly 

enhanced, significantly increasing the throughput of 

the blockchain and reducing the average response 

time when processing data. In terms of security, it is 

a characteristic inherent to the blockchain structure. 

Under the improved PBFT consensus algorithm, only 

when more than one-third of the nodes in the 

blockchain are invaded and tampered with can the 

tampered information successfully pass the 

verification of the consensus algorithm and be 

recorded in the blockchain. In the simulation 

experiment, 11 nodes were adopted. Therefore, when 

more than five nodes are tampered with, the data 

blockchain technology. In order to enhance the 

efficiency and security of the consensus algorithm, 

on the basis of simplifying the consensus steps, a 

credit mechanism is introduced into it and applied to 

the secure payment of digital economy currency 

transactions. After that, simulation experiments are 

carried out. The experiment tested the average 

response time and throughput of secure payment 

under the number of different currency transaction 

items and different blockchain consensus algorithms, 

and tested the tampering status of transaction 

information under the number of different tampering 

virtual nodes. With the increase of the number of 

transaction items, the average response time under 

the improved PBFT consensus algorithm remained 

stable and shortest. As the number of transaction items 

increased, the throughput under each consensus 

algorithm increased, and the improved PBFT 

consensus algorithm had the largest throughput. The 

number of blockchain nodes in this experiment was 

11. When the number of tampered nodes exceeded 5, 

the stored transaction information was tampered with. 

Suppose that the probability of the nodes being 

tampered with was 50%, the probability of the stored 

transaction information being tampered with in this 

experiment was only 3.125%. 
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