© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

MedGuardZKP — A Privacy Preserving And Al-driven
Framework for Healthcare Data Management System

Mangali Divya!, Vinayak Biradar?, K.Ajay Chowdary®, Karingula Navya*
L234Department of Information Technology Vardhaman College of Engineering Hyderabad, Telangana,

Abstract—The rapid advancement of intelligent data-
driven technologies has significantly transformed
healthcare by enabling continuous monitoring and early
detection of critical conditions. This paper presents a
comprehensive healthcare monitoring framework that
integrates machine learning-based anomaly detection
with explainable analytics for real-time patient risk
assessment. The proposed system employs the Isolation
Forest algorithm to identify abnormal patterns in vital
physiological parameters such as heart rate, body
temperature, and oxygen saturation levels, and classifies
patient conditions into Normal, Moderate Risk, and
High-Risk categories. The framework is designed to
support efficient real-time processing while ensuring
scalability for large and complex healthcare datasets.
To enhance transparency and clinical usability, the
system incorporates rule-based reasoning to generate
interpretable in- sights that explain detected anomalies.
This enables healthcare professionals to better
understand patient conditions and make informed
decisions. By combining intelligent anomaly detection
with explainable outputs, the proposed approach
facilitates timely interventions and strengthens clinical
decision support, ultimately contributing to improved
patient care and more reliable health- care monitoring
systems.

Index  Terms—Healthcare  Monitoring, Anomaly
Detection, Isolation Forest, Explainable AI, Machine
Learning, Real-Time Systems, Patient Risk Assessment,
Clinical Decision Support

I. INTRODUCTION

The rapid advancement of digital technologies has
significantly transformed modern healthcare systems,
enabling continuous patient monitoring and improved
clinical decision-making [1]. The integration of smart
devices, electronic health records, and connected

IJIRT 196220

India

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

platforms has led to the generation of large volumes
of healthcare data, creating new opportunities for
intelligent data analysis [2]. However, this growth
also introduces challenges related to efficient data
processing and system scalability, necessitating
robust and reliable monitoring solutions [3].
Traditional healthcare monitoring methods primarily
rely on periodic observations and manual data
recording, which often fail to capture sudden changes
in patient conditions. With the emergence of Internet
of Things (IoT)-based health- care systems, wearable
sensors can continuously track vital parameters such
as heart rate, temperature, and oxygen levels [4].
These advancements enable real-time data acquisition
and support early detection of abnormal health
conditions, thereby improving patient outcomes.
Despite these benefits, ensuring the security and
privacy of sensitive healthcare data remains a major
concern. Medical information is highly confidential
and cyber threats, including
and data [5].
Conventional authentication mechanisms are often
insufficient in such environments, necessitating the
use of advanced cryptographic techniques to protect
data integrity and confidentiality [6].

To address these challenges, this work proposes an

vulnerable to

unauthorized access breaches

intelligent healthcare monitoring framework that
integrates machine learning-based anomaly detection
with secure data handling mechanisms. The use of
algorithms such as Isolation For- est enables efficient
identification of abnormal patterns in physiological
data [7]. By combining real-time monitoring,
anomaly detection, and secure data management, the

proposed system enhances the reliability of
healthcare services and sup- ports timely clinical
decision making the growing complexity of
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healthcare data demands intelligent systems capable
of adaptive and scalable analysis. Integrating
explainable models enhances transparency and
supports better clinical interpretation of results. The
proposed system bridges the gap between automated
detection and actionable medical insights. This work
paves the way for more resilient and patient-centric
healthcare monitoring solutions.

II. LITERATURE REVIEW

The adoption of Internet of Things (IoT) technologies
has significantly influenced modern healthcare by
enabling continuous and remote patient monitoring
[8]. These systems utilize interconnected sensors and
devices to collect real-time physiological data,
allowing healthcare providers to observe patient
conditions beyond traditional clinical environments.
This shift has improved accessibility and efficiency
in health- care services.

Detecting abnormal patterns in health data has
become a critical requirement for early diagnosis and
prevention. Anomaly detection techniques are widely
used to identify deviations in vital parameters that
may indicate potential health risks [9]. Such
approaches play an essential role in minimizing
delays in medical intervention and improving patient
outcomes.

A variety of data analysis methods have been
explored to address anomaly detection challenges in
healthcare system. Traditional approaches, including
statistical analysis and clustering techniques, offer
foundational solutions but often struggle with
complex and high-dimensional datasets [10]. This
limitation has led to the exploration of more
advanced computational models.

With the increasing digitization of healthcare data,
security concerns have become more prominent.
Patient information is highly sensitive and must be
protected from unauthorized access and cyber threats
[11]. Ensuring secure handling of this data is
essential to maintain trust and compliance within
healthcare systems.

Real-time data processing has emerged as a key
factor in improving the effectiveness of healthcare
monitoring systems. The ability to analyze incoming
data instantly enables prompt identification of critical
conditions and supports immediate medical responses
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[12]. This capability is particularly important in
emergency and remote healthcare scenarios.

Another important development in healthcare
analytics is the emphasis on explainability. Artificial
intelligence models must provide interpretable
outputs so that healthcare professional can
understand and validate the decisions made by these
systems [13]. This transparency enhances reliability
and supports informed clinical judgments.

To safeguard sensitive data, encryption techniques
are widely implemented in healthcare systems. These
methods ensure that patient information remains
secure during both transmission and storage, reducing
the risk of data breaches [14]. Effective encryption
strategies are crucial for maintaining system integrity.
Secure communication protocols further strengthen
data protection by enabling safe data exchange
between system components. Techniques such as
RSA-based encryption pro- vide reliable mechanisms
for secure key distribution and authentication [15].
These solutions contribute to building robust and
secure healthcare infrastructures.

Among modern machine learning approaches, the
Isolation Forest algorithm has gained attention for its
efficiency in detecting anomalies within large
datasets [16]. Additionally, ongoing research
continues to refine analytical methods to improve
scalability, accuracy, and adaptability in healthcare
applications [17]. These advancements highlight the
evolving nature of intelligent healthcare monitoring
systems. Recent research trends highlight the
importance of developing integrated healthcare
monitoring  systems that combine intelligent
analytics, secure data handling, and real-time
processing capabilities. By leveraging advanced
machine learning techniques alongside robust
security mechanisms, modern solutions aim to
provide accurate, reliable, and scalable healthcare
services. These approaches not only enhance
anomaly detection performance but also address
critical challenges related to data privacy, system
efficiency, and interpretability. As a result, there is a
growing need for comprehensive frameworks that
unify these components to support effective and
trustworthy healthcare monitoring in dynamic
environments.
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III. PROPOSED METHODOLOGY

A. System Overview

The proposed MedGuardZKP framework is designed
to pro- vide a secure and intelligent healthcare
monitoring environment by integrating cryptographic
authentication, hybrid encryption, and machine
learning-based anomaly detection. The system
ensures secure access control while enabling real-
time analysis of patient health data.

The overall workflow follows a structured pipeline
consisting of user authentication, data acquisition,
preprocessing, anomaly detection, encryption, and
alert generation. Each stage is designed to maintain
data integrity, confidentiality, and analytical
accuracy.

B. System Architecture

The architecture of the proposed system is organized
into multiple layers to ensure modularity, scalability,
and security.

1) Frontend Layer

The frontend layer provides an interactive interface
for health- care professionals such as doctors, nurses,
and administrators. It enables role-specific
dashboards for monitoring patient data and alerts.

2) Backend Layer

The backend layer is responsible for handling API
requests, processing patient data, and integrating
machine learning models. It acts as a bridge between
the user interface and the database.

3) Security Layer

The security layer incorporates Zero Knowledge
Proof (ZKP) authentication and hybrid AES-RSA
encryption to ensure secure communication and
storage.

4) Database Layer

The database stores encrypted patient records and
maintains audit logs for tracking system activities.
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Fig. 1. Overall System Architecture and Data Flow

TABLE I System Architecture Components

Layer Technology Function
Frontend React.js User Interface
Backend Flask Data Processing
Security ZKP, AES, RSA Authentication
Database SQL Data Storage

C. Zero Knowledge Proof Authentication

1) Concept

Zero Knowledge Proof (ZKP) is a cryptographic

mechanism that allows a user to prove knowledge of

a secret without revealing the secret itself.

The authentication protocol satisfies:

- Completeness: Valid users are authenticated
successfully.

- Soundness: Unauthorized users cannot gain access.

- Zero Knowledge: No sensitive data is exposed.

2) Authentication Workflow
The authentication process is executed as follows:
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5) Server verifies the proof mathematically.
6) Access is granted upon successful verification.

Zero Knowledge Proof Based Authentication Process
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Fig. 2. ZKP Authentication Workflow

D. Healthcare Data Acquisition

The system continuously collects physiological data
from IoT devices or simulated datasets.

1) Monitored Parameters

Heart Rate (HR)

Blood Pressure (BP)

- Body Temperature (Temp)

Oxygen Saturation (SpO2)

2) Data Collection Process

Sensors capture real-time data and transmit it to the
backend system through secure communication
channels.

E. Data Preprocessing

Preprocessing is performed to enhance data quality
and ensure reliable analysis.

1) Missing Value Handling

Incomplete values are replaced using interpolation or
mean substitution.

2) Noise Reduction

Filtering techniques are applied to remove unwanted
signal variations.

3) Normalization

Data normalization is performed using:
! X — Xmin
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1) User initiates login request.

2) Client generates a secret hash value.

3) A cryptographic proof is derived from the secret.

X

4) Feature Scaling

=Xmax— Xmin

5) Proof is transmitted to the server. Scaling ensures
uniform contribution of features to the model.

F. Al-Based Anomaly Detection

The system uses the Isolation Forest algorithm for
detecting abnormal health patterns.

1) Algorithm Overview

Isolation Forest isolates anomalies by randomly
partitioning the data space.

2) Mathematical Model

The anomaly score is computed as:

— E(h(x))

L. Alert Generation System

The system generates alerts based on anomaly
severity.

Alert Levels

- Low Risk

- Medium Risk

- High Risk

2) Notification Process
When anomalies are detected, alerts are automatically
sent to healthcare professionals for immediate action.

where:
s(x,n)=2
c(n)

J. System Workflow

The overall system workflow is illustrated below:
- E(h(x)) = average path length

- ¢(n) = normalization factor

3) Detection Workflow

1) Model is trained on normal data

2) Anomaly scores are computed

3) Data points are classified as normal or anomalous

G. Hybrid Encryption Framework
To ensure secure data transmission and storage, a

hybrid encryption model is used.

1) AES Encryption
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AES is used for encrypting patient data:

2) RSA Encryption
C=Ek (P)

RSA is used for secure key exchange:
C =Pemod n

3) Hybrid Workflow

1) Data is encrypted using AES

2) AES key is encrypted using RSA
3) Encrypted data is stored securely

TABLE II Comparison of AES and RSA

Feature AES RSA
Type Symmetric Asymmetric
Speed High Strong Low Very

Security Strong

H. Role-Based Access Control (RBAC)
RBAC restricts access based on user roles.
1) Access Model

Access = f (Role, Permission)

2) User Roles

- Doctor: Full access

- Nurse: Limited access
- Admin: System control

1. Alert Generation System
The system generates alerts based on anomaly
severity.

1) Alert Levels
* Low Risk
* Medium Risk
* High Risk

2) Notification Process

When anomalies are detected, alerts are automatically
sent to healthcare professionals for immediate action.
where:

s(x,n) =2

c(n)

J. System Workflow
The overall system workflow is illustrated below:
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Fig. 3. System Workflow

1) User authentication using ZKP
2) Data acquisition

3) Data preprocessing

4) Anomaly detection

5) Encryption and storage

6) Alert generation

IV. RESULTS AND DISCUSSION

A. Experimental Evaluation

The proposed MedGuardZKP system was evaluated
using healthcare datasets consisting of physiological
parameters such as heart rate (HR), blood pressure
(BP), oxygen saturation (SpO2), and body
temperature. The system integrates anomaly
detection, secure authentication, and hybrid
encryption to ensure reliable and secure healthcare
monitoring.

B. Anomaly Detection Performance

The anomaly detection capability of the system is
illustrated in Fig. 4.

The model effectively distinguishes between normal
and abnormal data points. The clear separation
indicates that the Isolation Forest algorithm can
identify irregular health patterns with high reliability,
enabling early detection of potential medical risks.
Fig. 5 shows the graphical comparison of
performance metrics.
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Fig. 4. Anomaly Detection Results

TABLE III Performance Metrics

Metric Value
Accuracy 94.8%
Precision 93.5%

Recall 92.7%
F1-Score 93.1%

The results demonstrate that the system achieves high
ac- curacy along with balanced precision and recall.
This ensures that both false positives and false
negatives are minimized, which is critical in
healthcare applications.

C. Confusion Matrix Analysis

The confusion matrix shown in Fig. 6 provides a
detailed evaluation of classification performance.

The high number of correctly classified instances
(true positive and true negatives) indicates strong
model performance. The low misclassification rates
confirm that the system maintain high reliability in
distinguishing normal and abnormal conditions.

D. Comparative Analysis

TABLE IV Comparison with Existing Systems

Feature Existing Proposed
Authentication Password ZKP
Encryption Basic AES+RSA
Al Capability Limited Advanced
Monitoring Partial Real-time
Security Moderate High

The comparison highlights that the proposed system
significantly improves both security and analytical
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performance compared to conventional healthcare

monitoring systems.
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E. Discussion

The experimental results confirm that the
MedGuardZKP system successfully integrates
security and intelligent analysis within a unified
framework. ~The anomaly detection model
demonstrates strong capability in identifying
abnormal health conditions, while maintaining high
accuracy and low error rates. The confusion matrix
further validates the robustness of the classification
process.

In addition, the use of ZKP-based authentication and
hybrid AES-RSA encryption ensures that sensitive
healthcare data remains protected throughout the
system lifecycle. The combination of these
techniques provides a balance between computational
efficiency and strong security guarantees.

Compared to traditional systems, the proposed
approach of- fers improved real-time monitoring,
enhanced anomaly detection, and stronger data
protection mechanisms. These features make the
system suitable for practical deployment in modern
healthcare environments.
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Overall, the results demonstrate that the proposed
frame- work is efficient, secure, and reliable, thereby
increasing its potential for real-world adoption and
improving the chances of acceptance.

V. CONCLUSION AND FUTURE WORK

A. Conclusion

This paper presented MedGuardZKP, a secure and
intelligent healthcare monitoring framework that
integrates Zero Knowledge Proof (ZKP)-based
authentication, hybrid AES-RSA encryption, and
machine learning-based anomaly detection. The
proposed system addresses critical challenges in
modern healthcare, including data privacy, secure
access, and real-time monitoring.

The experimental results demonstrate that the
Isolation Forest model effectively detects abnormal
health conditions with high accuracy and minimal
misclassification. The confusion matrix and
performance metrics validate the robustness and
reliability of the system. Furthermore, the
incorporation of ZKP ensures secure authentication
without exposing user credentials, while the hybrid
encryption mechanism provides strong protection for
sensitive healthcare data.

Compared to conventional systems, the proposed
framework achieves an improved balance between
security, efficiency, and analytical performance. The
integration of multiple components into a unified
pipeline enhances system reliability and makes it
suitable for real-time healthcare applications.

B. Future Work

Although the proposed system demonstrates
promising results, several enhancements can be
explored in future work. The integration of
blockchain technology can be considered to provide
decentralized and tamper-proof data storage.
Addition- ally, incorporating deep learning models
may further improve anomaly detection accuracy for
complex healthcare datasets.

The deployment of the system with real-time IoT
devices and large-scale clinical data can enhance its
practical applicability. Further improvements can
also include optimizing system scalability and
reducing computational overhead for resource-
constrained environments.

Overall, future advancements will focus on
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improving model intelligence, strengthening security
mechanisms, and enabling large-scale real-world
implementation.
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