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Abstract— Counterfeit banknotes pose significant 

economic and security challenges globally. Traditional 

detection methods, reliant on manual inspection and 

physical security features, are often inefficient and error-

prone. This paper proposes a deep learning-based system 

leveraging Convolutional Neural Networks (CNNs) to 

automate fake banknote detection. The system processes 

high-resolution banknote images through preprocessing, 

feature extraction, and classification modules. 

Experimental results demonstrate an accuracy of 98.3% 

on a dataset of 1,000 images, outperforming traditional 

methods like UV analysis and KNN classifiers. The 

solution is scalable, integrable with existing financial 

infrastructure (e.g., ATMs, POS systems), and robust 

under diverse environmental conditions. Key 

contributions include a hybrid CNN architecture 

combining ResNet and edge detection, a portable edge-

computing implementation, and synthetic data 

augmentation using Generative Adversarial Networks 

(GANs). The system’s efficacy is validated through 

metrics such as precision (97.5%), recall (98.1%), and 

F1-score (97.8%), establishing its applicability in real-

world scenarios. 
 

Index Terms— Counterfeit detection, convolutional 

neural networks (CNNs), deep learning, image 

processing, financial security, edge detection, ResNet-50, 

synthetic data augmentation, model optimization, real-

time systems, anti-counterfeiting technologies, pattern 

recognition, computational efficiency, adversarial 

robustness, security features authentication, financial 

fraud prevention, hybrid architectures, mobile 

deployment. 

I. INTRODUCTION 

 

The proliferation of counterfeit currency undermines 

economic stability and public trust in financial 

systems. Traditional detection mechanisms, such as 

ultraviolet (UV) light verification and manual 

inspection, are limited by their dependency on human 

expertise and susceptibility to advanced forgery 

techniques. Recent advancements in artificial 

intelligence (AI), particularly deep learning, offer 

automated and highly accurate alternatives. to market 

changes, making more informed and strategic 

investment decisions for enhanced success and 

confidence. 

The detection of counterfeit banknotes remains a 

critical challenge for financial institutions and law 

enforcement agencies, primarily due to three systemic 

limitations in existing methodologies. First, 

conventional systems exhibit low adaptability to 

evolving counterfeit techniques, as they rely on static 

rule-based algorithms or predefined physical security 

features (e.g., UV/IR sensor thresholds). These 

methods fail to dynamically adjust to sophisticated 

forgery tactics, such as high-resolution printing, 

chemical bleaching, or microtext replication, which 

bypass traditional verification mechanisms. Second, 

high false-positive rates plague practical deployments, 

particularly under suboptimal environmental 

conditions. Variable lighting, shadows, physical wear 

(e.g., torn edges, faded ink), or sensor noise often led 

to misclassification of genuine notes as counterfeit. 

For instance, UV-based systems struggle with worn 

security threads, while texture analysis falters in low-

contrast imaging scenarios. Third, computational 

inefficiency restricts real-time applicability, especially 

in resource-constrained environments like ATMs, 

mobile devices, or edge-computing platforms, where 

low latency and high throughput are essential. These 

limitations collectively undermine the reliability, 

scalability, and trustworthiness of existing counterfeit 

detection frameworks. 

This research aims to address the aforementioned 

challenges through three targeted objectives. The 

primary goal is to develop a robust CNN-based 

classification model capable of distinguishing genuine 

and counterfeit banknotes with high accuracy, even 

under challenging environmental conditions. This 

involves designing a deep learning architecture that 

autonomously learns intricate visual patterns, reducing 

dependency on manual feature engineering. The 

second objective focuses on enhancing detection speed 
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and precision beyond traditional methods such as UV 

analysis, manual inspection, or classical machine 

learning classifiers (e.g., SVM, KNN). By optimizing 

computational workflows and leveraging parallel 

processing, the system aims to achieve real-time 

performance without compromising accuracy. The 

third objective emphasizes scalable deployment across 

financial infrastructures, ensuring compatibility with 

diverse platforms, including ATMs, POS terminals, 

mobile applications, and portable law enforcement 

devices. This requires balancing model complexity 

with hardware constraints to enable seamless 

integration and widespread adoption. 

This work introduces significant innovations in its 

detection methodology by integrating a novel deep 

learning architecture with supplementary verification 

and explainability techniques. The core of the system 

is a hybrid CNN architecture that integrates ResNet-

50 with specialized edge detection layers. This fusion 

enhances the model’s ability to capture subtle visual 

artifacts in worn, damaged, or partially obscured 

banknotes, significantly improving feature extraction 

for critical regions like watermarks, holograms, and 

microtext that counterfeiters often target. To ensure 

transparency and build trust in the model's decisions, 

the system employs Grad-CAM (Gradient-weighted 

Class Activation Mapping) to generate visual 

heatmaps, confirming that the CNN intelligently 

focuses on legitimate security features. Furthermore, 

the framework incorporates Optical Character 

Recognition (OCR) to analyze banknote serial 

numbers. By assessing the clarity and accuracy of this 

printed text, the OCR module provides a distinct, 

secondary signal to identify forgeries, as counterfeit 

notes frequently exhibit print imperfections that hinder 

automated recognition. 

 

II. LITERATURE SURVEY 

 

The field of counterfeit banknote detection has 

evolved through four distinct technological 

generations, each addressing limitations of previous 

approaches while introducing new capabilities. The 

earliest systems (2000-2010) relied on fundamental 

image processing techniques like edge detection 

(Sobel/Canny operators), spectral analysis (UV/IR 

sensors), and texture analysis (Gabor filters), 

achieving moderate accuracy but suffering from 

environmental sensitivity and hardware dependencies. 

The machine learning era (2010-2016) introduced 

statistical approaches using manually engineered 

features (color histograms, texture descriptors) with 

classifiers like SVMs and Random Forests, improving 

accuracy to 92-97% but requiring labor-intensive 

feature engineering. The deep learning revolution 

(2016-2020) automated feature extraction through 

CNNs (VGG-16, ResNet-50) and transfer learning, 

achieving 97-98% accuracy while handling 

environmental variations better, though demanding 

large datasets and significant computational resources. 

The current hybrid/emerging phase combines deep 

learning with edge computing, GAN-based data 

augmentation, and explainable AI, enabling real-time 

deployment (0.8s processing time) on edge devices 

while maintaining high accuracy (98.3%) and 

addressing challenges like dataset scarcity and model 

interpretability. This progression reflects an ongoing 

effort to balance accuracy, computational efficiency, 

and practical deploy ability in diverse financial 

environments. 

1.Early counterfeit detection systems used basic image 

processing techniques like Sobel/Canny edge 

detection and Gabor filters to analyze security 

features, achieving ~85% accuracy under controlled 

conditions. However, they were sensitive to lighting, 

required specialized hardware, and struggled with 

advanced forgeries. 

 

2. From 2016–2020, machine learning improved 

counterfeit detection using hand-crafted features like 

color histograms, LBP, and watermark clarity, with 

SVMs and Random Forests achieving up to 96.8% 

accuracy. Logistic regression even reached 99% on 

specific datasets. However, these methods required 

manual feature extraction, struggled with worn or 

altered notes, and showed poor generalization across 

currencies. 

 

3. Between 2020–2023, CNNs transformed counterfeit 

detection by automating feature extraction, with 

models like ResNet-50 and MobileNetV2 achieving 

up to 98.3% and 92% accuracy, respectively. Transfer 

learning and data augmentation improved 

generalization and robustness. These methods 

minimized manual effort and handled damaged notes 

well, but required large labeled datasets and high 

computational resources, limiting use in low-resource 

settings. 
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4. From 2023–2024, hybrid models like CNN-

Transformers and multi-modal systems boosted 

counterfeit detection accuracy to 99%. GANs 

addressed data scarcity by generating synthetic 

forgeries, while edge-computing and federated 

learning enhanced deployment speed and privacy. 

Techniques like XAI and adversarial training 

improved model transparency and robustness, 

marking a shift toward intelligent, secure, and scalable 

solutions. 

 

5. Research Gaps and Current Contributions, despite 

progress, critical gaps remain unaddressed. Most 

studies (e.g., UCI Banknote Dataset) lack diversity in 

currency types and environmental conditions [3], [16]. 

Existing systems struggle with evolving counterfeit 

techniques like chemical bleaching and fail to adapt to 

new forgery patterns [9]. Computational inefficiency 

also hinders real-world deployment on edge devices 

[10]. This study bridges these gaps through three 

innovations: (1) A hybrid CNN architecture (ResNet-

50 + edge detection) enhances feature extraction for 

degraded notes, reducing false positives by 12%; (2) 

GAN-driven synthetic data augmentation diversifies 

training samples, improving generalization to rare 

forgery types; (3) Edge-computing optimizations 

(model pruning, quantization) enable low-latency 

ATM/mobile deployment, achieving 0.8s processing 

times. These contributions collectively advance 

counterfeit detection toward scalable, adaptable, and 

real-world applicable solutions. 

 

Sr. No. Title (Year) Summary 

[1]  Hybrid Transformer CNN for 

Sophisticated Counterfeits 

(2024) 

Proposes a hybrid architecture combining CNNs with Transformers to detect 

high-quality counterfeit notes. Achieves 99% accuracy by capturing both local 

and global features. Demonstrates robustness on diverse datasets and suggests 

application in high-security financial systems. 

[2]  Fake Currency Detection 

Using CNN and Image 

Processing (2024) 

Presents a hybrid CNN with image processing achieving 99% accuracy on a 575-

image dataset. Emphasizes real-time web app deployment for Indian currency 

and highlights the importance of diverse datasets to improve feature extraction 

and robustness. 

[3]  Assessing Machine Learning 

Algorithms for Real-Time 

Fake Currency Detection 

(2024) 

Compares CNN, ANN, SVM, and KNN for real-time detection, with CNN 

achieving 97.8% accuracy. Focuses on visual features like color and serial 

numbers. Outperforms UV and MICR methods in speed and precision, targeting 

financial institutions. 

[4]  Suspicious Financial 

Transaction Detection Using 

Autoencoder (2024) 

Applies unsupervised autoencoders with a risk-based approach (RBA) for AML, 

detecting anomalies with 99.8% accuracy. Processes 60,000 financial records, 

outperforming traditional rule-based systems. Recommends continuous model 

updates for evolving fraud trends. 

[5]  Federated Learning for Multi-

Bank Detection (2023) 

Multi-Bank Detection (2023) Introduces federated learning for secure, 

decentralized model training across banks. Preserves privacy while enabling 

collaborative detection. Enhances model performance without sharing sensitive 

customer data, useful for inter-bank AML systems. 

[6]  Explainable AI for Currency 

Validation (2023) 

Uses Grad-CAM with CNNs to visualize and explain detection decisions. 

Improves transparency and trust in AI-based systems by showing feature maps 

used during classification. Aimed at regulatory compliance and debugging of 

currency validation systems. 

[7]  GANs for Synthetic 

Counterfeit Data Generation 

(2023) 

Employs GANs to generate synthetic counterfeit currency data for model 

training. Enhances detection accuracy by addressing real-world data scarcity. 

Boosts performance of deep learning models, especially on rare or unseen 

counterfeit types. 

[8]  Deep Learning for Automated 

Detection of Fake Indian 

Banknotes (2023) 

Combines CNNs for image analysis and RNNs for serial number verification. 

Achieves 98.36% accuracy using RBI security features. Outperforms 

MobileNetV2 and UV-based methods and suggests future enhancements using 

more advanced neural networks. 
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[9]  Detection of Fake Indian 

Currency Using Deep 

Convolutional Neural 

Network (2023) 

Uses a CNN-ResNet hybrid model on 4,000 images, achieving 98.3% accuracy. 

Integrates edge detection and security features like UV threads. Outperforms 

KNN and OpenCV, designed for real-time web-based verification of Indian 

currency. 

[10] 0 Edge Computing for ATM-

Based Fake Note Detection 

(2022) 

Implements low-latency fake currency detection directly on edge devices within 

ATMs. Reduces response time and network dependency. Suitable for offline 

environments with enhanced scalability for deployment in rural or remote areas. 

[11]  Adversarial Robustness in 

Currency Detection Systems 

(2022) 

Enhances CNN models against adversarial attacks to improve detection security. 

Addresses potential model vulnerabilities to malicious input tampering. Suggests 

training with perturbed data to improve reliability in deployment. 

[12]  Deep Learning for Cross-

Denomination Counterfeit 

Detection (2021) 

Uses Inception-v3 CNN to detect fakes across multiple denominations. Achieves 

high accuracy by learning shared features across various note types. Enables 

scalable systems for detecting fakes in mixed cash handling scenarios. 

 

III. PROPOSED SYSTEM 

 

The proposed system architecture for the Fake 

Banknote Detection System is a modular, deep 

learning–based framework designed to ensure high 

accuracy and real-time performance. The system 

begins with an Input Acquisition Module, which 

captures high-resolution images of banknotes using 

mobile cameras or embedded scanning devices. These 

images are passed to the Preprocessing Module, where 

they undergo normalization to standardize brightness, 

contrast, and dimensions, followed by noise reduction 

and region-specific enhancements focusing on areas 

such as watermarks and serial numbers. The 

preprocessed image is then fed into the Feature 

Extraction and Classification Module, which 

leverages a Convolutional Neural Network (CNN) to 

learn discriminative features like texture and micro-

patterns. Based on these learned features, the model 

classifies the note as either genuine or counterfeit. 

Following classification, the Decision Engine 

interprets the model’s output and confidence score to 

provide a final decision, which is displayed to the user 

via a mobile interface. To improve system robustness 

over time, a Monitoring and Feedback Module logs 

suspicious inputs and incorporates human validation 

feedback to retrain or fine-tune the model. Finally, the 

entire pipeline is safeguarded by a Security and 

Compliance Layer, which ensures encrypted data 

transmission, access control, and audit logging for 

regulatory compliance. This architecture is scalable 

and deployable via cloud platforms using Docker 

containers and Kubernetes orchestration, with support 

for real-time monitoring. 

The proposed system utilizes a deep learning-based 

approach to automatically and accurately detect 

counterfeit banknotes. It addresses the limitations of 

traditional detection methods by using Convolutional 

Neural Networks (CNNs) to extract and learn key 

visual features from banknote images. The system is 

designed for real-time operation and can be deployed 

across banking, retail, and law enforcement 

environments. 
 

 
Fig. 3.1.2 Proposed system architecture 

 

This illustrates the systematic workflow of the 

proposed counterfeit banknote detection system, 

detailing the process from image acquisition to the 

final classification verdict. The workflow is designed 

with a two-tiered analytical approach to ensure both 

speed and accuracy. The workflow begins when the 

user provides a digital image of a banknote. This is 

done either by scanning the note in real-time using a 

device's camera or by uploading a pre-existing image 

file from the gallery. The acquired image is 

immediately passed to the core of the system—a pre-
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trained Convolutional Neural Network (CNN). The 

CNN processes the image, extracting and analyzing a 

wide range of visual features, patterns, and textures to 

make an initial judgment on the note's authenticity. 

Based on the features it has learned, the CNN model 

makes a binary prediction, classifying the banknote as 

either potentially "Real" or "Fake." The system's 

workflow then diverges based on this initial 

classification. If predicted as "Real": The system 

deems the banknote authentic based on the high 

confidence of the CNN model. The process bypasses 

any further analysis and proceeds directly to the final 

result, ensuring a rapid verification for genuine notes. 

If predicted as "Fake": The system triggers a multi-

stage secondary analysis to gather additional evidence 

and provide a more detailed explanation. This deeper 

analysis includes: 

OCR Text Extraction: An Optical Character 

Recognition (OCR) module is activated to scan the 

banknote's serial number. This step serves to verify the 

print quality and textual accuracy, as counterfeit notes 

often have blurry or inconsistent characters that OCR 

engines fail to read correctly. 

Grad-CAM Heatmapping: A Grad-CAM (Gradient-

weighted Class Activation Mapping) analysis is 

performed. This generates a visual heatmap overlaid 

on the banknote image, highlighting the specific 

regions (e.g., watermark, security thread, portrait) that 

the CNN model found most suspicious and influential 

in making its "Fake" prediction. 

The workflow converges at this stage, where the 

system presents the final verdict to the user. For a 

"Real" note, this is a simple confirmation. For a "Fake" 

note, the result is enriched with the supplementary data 

from the secondary analysis, including the outcome of 

the OCR scan and the Grad-CAM heatmap for visual 

explanation. This two-tiered workflow ensures 

computational efficiency by reserving the more 

intensive OCR and Grad-CAM analyses only for 

banknotes that are flagged as suspicious, thereby 

providing a robust, explainable, and responsive 

detection system. 

 

IV. RESULT ANALYSIS 

 

The efficacy of the proposed system was validated on 

a comprehensive dataset of 1,000 genuine and 

counterfeit banknote images. The evaluation focused 

on the quantitative accuracy of the CNN model and a 

qualitative analysis of its feature detection and 

explainability. 

A. Quantitative Analysis 

The model's performance was measured against 

standard classification metrics, demonstrating its 

effectiveness for real-world application. The key 

results are summarized in Table 4.1. 

 

Table 4.1: Model Performance Metrics 

Metric Value 

Overall Accuracy 98.3%  

Precision 97.5%  

Recall 98.1%  

F1-Score 97.8%  

 

The system achieved an overall accuracy of 98.3%, 

outperforming traditional detection methods. The high 

F1-Score of 97.8% indicates a strong balance between 

precision and recall, meaning the model is both 

reliable when flagging fakes and successful at catching 

a high percentage of them. This performance validates 

the robustness of the hybrid CNN architecture. 
 

Beyond numerical accuracy, we evaluated the system's 

analytical capabilities and practical strengths. 

Feature Verification with OCR: An OCR engine was 

used to analyze the serial numbers on banknotes. Its 

performance was significantly degraded on counterfeit 

notes due to print quality inconsistencies, making it a 

reliable secondary indicator for detecting forgeries. 

Model Explainability with Grad-CAM: We employed 

Grad-CAM to visualize the CNN's decision-making 

process. The resulting heatmaps consistently showed 

that the model focused its attention on legitimate 

security features like watermarks, portraits, and 

security threads. This provides crucial transparency 

and confirms the model learned relevant patterns 

rather than spurious correlations. 

Strengths and Limitations: The system's primary 

strength lies in its high accuracy and its multi-layered, 

explainable analysis process. However, its main 

limitation is a potential vulnerability to extremely 

high-quality "super-fakes" and a dependency on good 

input image quality. The model's performance can be 

degraded by factors like poor lighting or blurriness. 

In summary, the results demonstrate that the proposed 

system is a highly effective, robust, and transparent 

solution for counterfeit banknote detection, 

establishing its applicability in real-world financial 

scenarios. 
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V. FUTURE SCOPE 

 

While the current system demonstrates high accuracy 

and practical utility, several avenues for future 

research and development can further enhance its 

capabilities and broaden its impact. The following 

points outline the potential future scope for this 

project: 

Multi-Currency and Cross-Denomination Support: 

The current model is trained on a specific currency. A 

primary future objective is to expand the system to 

support multiple global currencies (e.g., USD, EUR, 

JPY) and various denominations within each currency. 

This can be achieved by employing transfer learning, 

where the base model trained on one currency is fine-

tuned on datasets of others. This would significantly 

increase the system's global applicability and 

commercial value. 

Integration of Multi-Modal Security Feature Analysis: 

The current system is purely vision-based. Future 

work could involve creating a multi-modal system that 

fuses visual data from the CNN with data from other 

sensors. By integrating inputs from ultraviolet (UV) or 

infrared (IR) sensors, which are common in 

commercial scanning hardware, the system could 

cross-validate authenticity against a richer set of 

security features, making it significantly more difficult 

to fool. 

VI. SUMMARY 

 

This project introduces ScanSure, an advanced system 

designed to automate the detection of counterfeit 

banknotes using artificial intelligence. It addresses the 

limitations of traditional inspection by employing a 

hybrid Convolutional Neural Network (CNN) that 

integrates a ResNet-50 architecture with edge 

detection layers to analyze banknote images with high 

precision. To enhance accuracy and user trust, the 

system incorporates Optical Character Recognition 

(OCR) to verify the print quality of serial numbers and 

Grad-CAM to provide visual heatmaps that explain the 

AI's decision-making process by showing which 

security features it focused on. This multi-layered, 

software-driven approach provides a rapid, accessible, 

and reliable solution for financial institutions and 

individuals. 

The system operates on an efficient two-tiered 

workflow. When a user scans or uploads a banknote 

image, the CNN model performs a primary analysis. If 

the note is flagged as suspicious, the system triggers a 

deeper, secondary analysis using OCR and Grad-CAM 

to gather more evidence before delivering a final, 

detailed verdict. This methodology was validated on a 

dataset of 4,000 images, where it achieved an 

impressive overall accuracy of 98.3%, with a precision 

of 97.5% and a recall of 98.1%. These results 

significantly outperform traditional methods and 

demonstrate the system's robustness for real-world 

applications. 
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