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Abstract- PharmaKrypt is a Secure Supply Chain 

Verification System that aims to stop counterfeit drugs 

by utilizing a cryptographic serialization method, real-

time geolocation locking, and a "One Scan" consumption 

policy. Counterfeit drugs cause over a million deaths a 

year because current technologies, such as holograms 

and standard QR codes, are ineffective since they are 

easily replicated. PharmaKrypt takes verification and 

makes it an active, state-aware process where one drug 

equals one identity, one successful scan. PharmaKrypt 

provides a multi-tiered architecture, a Manufacturing 

Hub for digital batch activation, a Secure Distribution 

module for geolocation-locked handshakes, a Pharmacy 

Portal for two-stage verification, and a Regulatory 

Oversight portal with a global "kill switch" feature. By 

utilizing modern web technologies, PharmaKrypt 

provides a streamlined, real-time tracking experience 

through ReactJS, TypeScript, and Firebase Firestore. 

PharmaKrypt eliminates the problems associated with 

offline, passive verification processes, bridges the 

physical-digital divide, and maximizes the reach of anti-

counterfeit efforts, ensuring that no counterfeit drug 

reaches the patient. 
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I. INTRODUCTION 

 

PharmaKrypt provides a revolutionary solution to 

protect the pharmaceutical supply chain through an 

active and state-aware verification system. Counterfeit 

drugs have become a crisis in the pharmaceutical 

industry worldwide, and no drug is safe from 

counterfeiting at any price point. The crux of the 

problem is the "passive" nature of the current solutions 

in the pharmaceutical industry. Once a counterfeit 

drug manufacturer replicates a legitimate standard QR 

code or hologram, they can flood the pharmaceutical 

market with thousands of counterfeit drugs, which can 

be easily verified as legitimate through an offline 

verification system. PharmaKrypt resolves the 

"double-spend" problem through a revolutionary 

approach to the pharmaceutical industry by treating 

medicines as digital assets. PharmaKrypt's system is 

based on two main pillars of security: Digital Batch 

Activation and Location Locking. Digital Batch 

Activation ensures that newly generated codes remain 

entirely worthless or "Inactive" until a verified 

distributor scans and activates them. Location Locking 

ensures that these activated medicines are 

cryptographically locked to a specific pharmacy's 

geolocation before they are delivered. Additionally, 

PharmaKrypt also implements a "One Scan" policy for 

medicines; once a medicine is given to a patient, the 

ID is permanently flagged as "Consumed." If the ID is 

scanned again for the same medicine, a 

COUNTERFEIT SIGNAL IS IMMEDIATELY 

TRIGGERED. 

 

II. LITERATURE REVIEW 

 

The literature review section of this paper focuses on 

the existing supply chain systems and anti-

counterfeiting systems. It identifies the limitations of 

the existing systems and the need for a more 

accessible, active, and state-aware system. Existing 

systems are passive systems that use physical 

identification and databases that do not offer real-time 
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geolocation tracking and do not stop the cloning of 

IDs. Recent studies highlight the need for an 

immutable ledger. For example, Prof. S. Patil et al. 

(2024) showed the high level of transparency and 

traceability offered by blockchain technology, but also 

the challenges faced in integrating it with legacy 

systems and the high initial cost for local pharmacies. 

In another study, Dr. S. Ellahham et al. (2024) 

emphasized the importance of integrating IoT with 

blockchain for the validation of product identity and 

physical state, thus eliminating blind spots in the 

supply chain. In the studies on "Proof of Ownership" 

(Perumalsamy et al., 2025), the importance of treating 

physical drugs as unique digital tokens to avoid the 

problem of "double spending" was also emphasized. 

The above studies also reflect the need for an 

innovative product such as PharmaKrypt, using real-

time NoSQL databases (Firebase), cryptographic 

serialization, and geolocation locking, thus offering a 

highly efficient, scalable, and impactful product 

without the high initial cost associated with the use of 

heavy IoT hardware for low-cost generic drugs. 

 

III. PROJECT FUNCTIONAL MODULES 

IMPLEMENTATION 

 

The project is structured around several functional 

modules designed to ensure a seamless, secure and 

engaging user experience across the entire supply 

chain: 

● Manufacturing Hub (Admin): Includes secure 

login and batch generation. The manufacturers 

create cryptographically secure high-entropy 

unique IDs such as PK 7X92 M4K1 for individual 

items and Master Cartons. It also includes live 

tracking to track the real-time status of all items 

(Inactive -> In Transit -> Stocked -> Sold). 

● Secure Distribution (The "Handshake"): 

Facilitates parent child aggregation wherein the 

distributors scan a single Master Carton ID to 

verify multiple units in an instant. It also supports 

Location Locking, wherein the distributors can 

specify a target Pharmacy and City and update the 

batch status to "IN TRANSIT" and lock the batch 

to the destination. 

● Pharmacy Portal (Two Stage Verification): 

Provides a Stock Intake module that verifies the 

medicine was for that particular pharmacy (status 

set to STOCKED) and a Dispense module that 

sets the unique ID to SOLD when the product is 

sold. It also has a live inventory management 

view. 

● Regulatory Oversight (Super Admin): Offers a 

Global Kill Switch, allowing you to "freeze" 

compromised batches or revoke credentials. It has 

a Counterfeit Radar, which monitors a "real time 

feed" of failed scans, including "Duplicate", 

"Theft", "Diversion", with exact time and location 

stamps. 

● Automated Alert System: It generates instant 

notifications for anomalies, like trying to stock a 

medicine allocated to a different city or scanning 

an ID already marked as "Sold," and records them 

directly into the database. 

 

IV. PROPOSED RESEARCH 

METHODOLOGY  

 

The methodology for developing PharmaKrypt 

involves a structured approach to ensure the platform's 

efficiency, security and user friendliness: 

● Requirement Analysis: Identifying and 

documenting the software (ReactJS, TypeScript, 

Firebase) and hardware requirements (webcams 

for scanning, NFC capabilities for future scope) 

needed for the project. 

● System Design: Creating detailed designs for the 

user interface, component architecture and 

NoSQL database schema, including data flow and 

state transitions (Inactive -> In Transit  -> Stocked  

-> Sold). 

● Implementation: Using technologies like ReactJS 

(Vite) for the frontend, Tailwind CSS for styling 

and Firebase Firestore for a robust, real-time 

backend. The project utilizes jsQR for real time 

video frame analysis and QR scanning.  

● Testing: Conducting comprehensive testing 

strategies, including unit testing for cryptographic 

ID generation, integration testing for the 

Distributor to Pharmacy handshake and edge case 

testing for the "Double Spend" counterfeit alerts. 

● Deployment: Launching the platform on secure 

hosting environments, ensuring all API keys are 

secured, authentication rules are strictly enforced 

and systems are fully operational for real time 

supply chain monitoring. 
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Fig. 1: Textual Representation of Use Case diagram for PharmaKrypt Verification System Home Page 

 

V. PHARMAKRYPT IMPLEMENTATION MODULES, OUTPUT ANALYSIS AND SCREENSHOTS 

 

 
Fig. 2:   PharmaKrypt Verification System Home Page 
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Fig. 3:   PharmaKrypt Verification System Home Page 

 

  
Fig. 4 & 5: Manufacture Login and History of PharmaKrypt Verification System Home Page 

 

  
Fig. 6:  Manufacturing Pharmacy Portal PharmaKrypt Verification System Home Page 
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Fig. 7 & 8:  PharmaKrypt Verification System Distributor Activation (Adoption/Handshake) 

 

 
Fig. 9:   PharmaKrypt Verification System Home Page 

 

 
Fig. 10: Contact Us PharmaKrypt Verification System Home Page 
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Fig. 11& 12:  RAD PharmaKrypt Verification System  
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Fig. 13, 14 and 15:   PharmaKrypt Verification System RD Dashboard 

 
Fig. 16: PharmaKrypt Verification System Home Page 
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VI. CONCLUSION 

 

The conclusion highlights PharmaKrypt's success in 

redefining supply chain security from a passive 

checklist to an active, impenetrable defense network. 

By implementing Location Locking and Digital Batch 

Activation, PharmaKrypt effectively addresses the 

limitations of traditional offline verification processes. 

The strict "One Scan" consumption policy 

mathematically eliminates the "Double Spend" 

problem, ensuring that a cloned QR code becomes 

instantly useless the moment the genuine product is 

sold. The platform fosters immense transparency, 

promotes regulatory accessibility and ensures 

sustainable, real time support for pharmaceutical 

security. Future plans include expanding the 

ecosystem with a dedicated Consumer App for patient 

verification, integrating Hyperledger Fabric for 

decentralized, trustless blockchain infrastructure and 

deploying AI Risk Scoring models to predict 

counterfeit hotspots based on scan anomalies. These 

developments aim to further increase the platform's 

impact, ensuring that medicines globally are always 

trusted, never guessed. 
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