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Abstract—The rapid growth of e-commerce platforms 

and digital fashion applications has created a strong 

demand for intelligent visual product retrieval systems 

capable of understanding user intent from images. 

Traditional keyword-based search methods are limited 

in capturing visual similarity and contextual 

relationships between fashion items. This research 

presents an AI-based Visual Product Matcher that 

supports both single-item similarity search and full outfit 

analysis using advanced computer vision techniques. The 

proposed system integrates YOLOv8 for multi-item 

detection, Fashion CLIP for domain-specific visual 

feature extraction, and FAISS for efficient large-scale 

similarity search over a dataset of over forty- four 

thousand fashion products. The methodology includes 

image preprocessing, object detection, embedding 

generation, and vector-based retrieval to deliver 

accurate and scalable results. Experimental evaluation 

demonstrates that the system achieves a Precision at five 

of 0.80 and a mean average precision of 0.73, 

outperforming traditional approaches based on generic 

embedding models. In addition, the system incorporates 

a hybrid recommendation mechanism that combines 

visual similarity with metadata to generate context-

aware outfit suggestions. The developed application 

supports both image upload and image URL input 

through a user-friendly interface, enabling real-time 

retrieval and recommendation. This research 

contributes to computer vision and recommendation 

systems by demonstrating the effectiveness of domain-

specific embeddings and multi-item analysis in 

improving fashion retrieval performance. BioKrypt is an 

AI-driven real-time detection and verification system 

designed to prevent substitution, theft, and mislabeling 

of animals (livestock, pets, wildlife) and high-value 

objects (artwork, luxury goods, industrial equipment). 

Counterfeit animal passports, swapped livestock tags, 

and forged object certificates cause billions in losses 

annually, as traditional methods (barcodes, RFID tags, 

visual inspection) are easily replicated or bypassed. 

BioKrypt transforms verification into an active, state-

aware process where one animal/object equals one 

unique biometric signature, one successful AI scan. The 

system integrates: AI-Powered Object Detection: 

YOLOv8 / Transformer-based models for real-time 

species identification and object classification. Biometric 

Serialization: Facial recognition, coat pattern mapping 

(for animals), or microscopic surface feature extraction 

(for objects) – creating a cryptographic hash of physical 

traits. 

 

Index Terms—Visual product retrieval, fashion 

recommendation, computer vision, image similarity, 

outfit analysis, deep learning, AI-Based Detection, 

Animal Biometrics, Object Fingerprinting, Anti-

Counterfeiting, Supply Chain Security, Real-Time 

Detection, YOLO, Transformer Models, Geolocation 

Locking, Cryptographic Serialization, One Scan Policy. 

 

I. INTRODUCTION 

 

Artificial Intelligence (AI) has transformed the digital 

content creation process by making it possible to 

create a synthetic image that is incredibly realistic. The 

newest models like DALL-E, Midjourney, and Stable 

Diffusion are now capable of creating images that are 

almost identical to real-life photographs, and it is 

becoming harder to differentiate between real and fake 

images. Although this development is advantageous to 

the creative sectors, it is also causing significant 

threats to digital forensics, internet authenticity and 

protection of information. Images created with AI are 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 196633 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4533 

prone to misuse in delivering misinformation, identity 

control and falsifying digital evidence. With the 

increasing threats, there is a dire need to have 

automated tools to ascertain the authenticity of the 

images. The study offers a deep learning- based 

solution with fine-tuned ResNet-18 convolutional 

neural network (CNN) to identify images generated by 

AI. The model was trained using the CIFAKE dataset, 

which consists of 50,000 genuine and 50,000 artificial 

images, and deployed on Google Colab as a means of 

computing the model using the computer. This project 

aims to classify images (real and AI-generated) 

correctly as a part of digital forensics and 

misinformation prevention. The results illustrate the 

way the field of deep learning can increase image 

authenticity checks and make digital media more 

trustworthy. 

 

II. EXISTING SYSTEMS AND RESEARCH GAP 

 

The field of synthetic image generation by artificial 

intelligence has undergone rapid transformation in 

recent years, fundamentally altering our relationship 

with digital visual media. Within recent memory, 

generative technologies often produced images with 

noticeable visual defects that were readily apparent to 

the human eye. Today, however, AI models can 

generate high-fidelity, photorealistic images in mere 

seconds, achieving quality levels that enable them to 

compete with and even surpass human artistic 

capabilities . This technological leap has brought 

about a paradigm shift in our understanding of 

creativity, authenticity, and truth in the digital age. 

Latent Diffusion Models (LDMs) and Generative 

Adversarial Networks (GANs) represent the dominant 

architectures driving this transformation . These 

models have democratized access to sophisticated 

image generation capabilities, with commercially 

available tools such as Adobe Firefly, MidJourney, 

DALL-E 3, and Imagen 3 now accessible to general 

consumers . While these advancements offer 

tremendous creative potential, they also introduce 

profound societal implications.  

Consumer-level technology capable of generating 

convincing synthetic imagery can be readily misused 

for privacy violations, fraud, misinformation 

dissemination, and manipulation of public opinion. 

The epistemological and ontological questions raised 

by this technology are substantial. When humans 

cannot reliably distinguish between camera-captured 

photographs and images that are essentially 

hallucinations of artificial neural networks, what 

constitutes reality in digital information? The practical 

consequences extend to critical domains including 

journalism, legal evidence, scientific publishing, and 

national security. Research has documented that 

approximately 3.8% of sampled scientific papers 

contain manipulated images, with each retracted paper 

costing an estimated $392,000. Such findings 

underscore the urgent need for robust authentication 

mechanisms. 

 

Table 1: The Literature Review of BioKrypt: AI-Powered Real-Time Animal and Object Detection System 
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2.1 Research Gap 

Despite significant advances in AI-generated image 

detection, several critical gaps persist in the literature, 

motivating the present study. First, while the CIFAKE 

dataset was introduced with accompanying CNN-

based classification experiments achieving 92.98% 

accuracy , limited research has systematically 

explored fine-tuned ResNet architectures on this 

benchmark. ResNet-18 represents an attractive 

compromise between model complexity and 

computational efficiency, yet its potential for CIFAKE 

classification remains underexplored. The original 

CIFAKE study employed extensive hyperparameter 

tuning across 36 network topologies, but did not 

specifically investigate transfer learning from 

ImageNet-pretrained weights through fine-tuning an 

approach that may leverage rich feature 

representations learned from diverse natural images. 

Second, existing literature reveals inconsistent 

evaluation protocols that complicate cross-study 

comparisons . Many studies employ varying training-

validation-test splits, data augmentation strategies, and 

optimization hyperparameters, making it difficult to 

establish baseline performance for specific 

architectures on standardized datasets. This research 

addresses this gap by adopting transparent, 

reproducible methodology with clearly specified 

experimental conditions. 

Third, while advanced architectures including 

GADNet , dual-path networks , and spectral 

approaches  demonstrate state-of-the-art performance, 

their complexity may limit accessibility for 

researchers and practitioners with constrained 

computational resources. There remains value in 

establishing strong baselines with simpler, well-

understood architectures that can be readily deployed 

in resource-limited environments. ResNet-18, with its 

relatively modest parameter count and proven feature 

extraction capabilities, serves this purpose effectively. 

Next, the balance between detection accuracy and 

computational efficiency critical for real-world 

deployment scenarios has received insufficient 

attention in the context of CIFAKE-based evaluation. 

This study explicitly addresses this gap by reporting 

not only classification metrics but also training 

efficiency, inference speed, and resource utilization 

characteristics. Fifth, explainability in AI-generated 

image detection remains an underexplored dimension 

despite its importance for forensic applications where 

decision transparency is essential . Building on the 

Grad-CAM analysis in the original CIFAKE study, 

this research extends explainability investigation to 

fine-tuned ResNet-18, examining whether transfer 

learning modifies the feature focus patterns observed 

in randomly initialized networks. This research 

addresses these identified gaps through systematic 

investigation of fine-tuned ResNet-18 on the CIFAKE 

dataset, comprehensive performance evaluation across 

multiple metrics, efficiency analysis, and 

explainability exploration, thereby contributing both 

empirical insights and practical guidance for AI-

generated image detection. 

 

DOMAIN ANALYSIS AND LITERATURE 

REVIEW 

created, modified, and distributed. The most modern 

image generators include GANs (Generative 

Adversarial Networks), Variational Autoencoders 

(VAEs), Stable Diffusion, DALL E, and Midjourney, 

which can generate very realistic images close to the 

reality of the real photograph. Although such tools 

allow creativity and innovation, it also poses a 

challenge to digital forensics, journalism, law 

enforcement, and to society in general. The AI 

generated images may add to the misinformation, 

counterfeited evidence, manipulation of identities and 

online crimes. Because of it, attention has shifted 

towards finding ai generated images with the help of 

sophisticated machine learning methods. One of the 

initial advancements made in deep learning is Residual 

Networks (ResNets). The idea of residual learning was 

proposed by He et al. [1] enabling the neural networks 

to be even deeper without experiencing vanishing 

gradients. One of the most efficient and smaller 

variants, ResNet-18, has been applicable in numerous 

image classification problems, including forensics, 

since it is able to learn both large-scale structure and 

fine-scale detail. This architecture is the cornerstone of 

our project and is highly adopted as a basic framework 

in image authenticity studies. Initial forensic 

investigations discovered that ai generated images 

produced using GANs are usually easy to spot 

artificialities.  

 

Durall et al. [2] found out that up-sampling operations 

in GAN-based image generation create unnatural 

patterns at the frequency domain. The natural 

distributions of high-frequency of natural images are 
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real, and the frequency distributions of GAN-

generated images are usually smooth or distorted. 

Such spectral irregularities have proved to be a 

popular detection tool in AI-image detection. On the 

same note, McCloskey and Albright [3] noted that, 

GAN generated images are characterized by color 

anomalies of subtle nature. Such discrepancies are 

since generative models are not ideal recreations of the 

natural association between RGB channels. Their 

experiments proved that minor statistics on colors can 

be used to introduce the notion that an image is 

generated by AI. Such cues, though imperceptible to 

the human eye, can be studied to be learned by deep 

learning models. As generative models keep on 

advancing, more recent studies have lined up the 

significance of texture based forensic cues. Wang et al. 

[4] demonstrated that CNNs can detect minuscule 

differences in texture and noise at levels generated by 

synthetic generators. Their results indicate that, 

although GAN images might look real to human 

observers, CNN models can still identify concealed 

patterns that were added in the process of production. 

This is in line with the strategy of our project where 

fine-tuned deep learning models acquire subtle visual 

cues that distinguish real pictures and synthetic ones. 

Nonetheless, domain shift, i.e., when a model is 

trained on one category of AI-generated image and 

tested on another category of images, is one of the 

largest problems in synthetic image detection. Zhou et 

al. [5] investigated this problem and discovered that 

accuracy of detection decreases drastically in case the 

training set is not like the test set. As an illustration, 

the model trained using GAN-generated images will 

not perform well when shown using diffusion 

generated images. It is a direct limitation related to our 

project since the CIFAKE data is composed of the 

low-resolution real image and AI images generated by 

generators. Our model sometimes failed to classify 

them when they were tested on high-resolution human 

photos that are not on the dataset. Such conduct is in 

line with the issue of domain shift as presented in the 

literature. More recent research describes more 

sophisticated architecture like Vision Transformers 

(ViTs) which have demonstrated high performance in 

ai generated content detection. Chen et al. [6] showed 

that ViT-based models have better performance in 

several deepfakes, and image authenticity jobs than 

CNNs 

 

III. PROJECT FUNCTIONAL MODULES 

IMPLEMENTATION 

 

The project is structured around several functional 

modules designed to ensure a seamless and engaging 

user experience: User Account Management: 

Includes login/signup options for different user 

types such as admins, community users, and 

organization users. Detailed Animal Profiles: 

Provides comprehensive information about each 

animal, including species, background, current status, 

and needs, helping potential adopters make informed 

decisions. Adoption Options: Offers community-

based and organization-based adoption methods, 

promoting both individual and collective engagement 

in wildlife conservation. Flexible Adoption Durations: 

Allows users to choose adoption durations ranging 

from monthly to annually, ensuring sustainable 

support for animal care. Fundraising for Community-

Based Adoption: Facilitates and tracks fundraising 

efforts, encouraging community participation by 

showcasing collective impact. Secure Payment 

Methods: Ensures secure online transactions, 

providing users with peace of mind. Adoption 

Confirmation and Receipts: Generates downloadable 

adoption receipts and confirmation emails, ensuring 

transparency and providing a tangible record of 

contributions 

 

IV. PROPOSED RESEARCH METHODOLOGY 

 

Methodology The proposed system for detecting AI-

generated images has a five-step workflow, shown in 

Figure 1. All the steps are set to achieve high model 

accuracy, training efficiency, and test reliability. Step 

1: Dataset Input The CIFAKE dataset from Kaggle 

was used, which contains 50,000 real and 50,000 AI 

generated images. The dataset provides a balanced set 

of samples for binary classification. Step 2: Data 

Preprocessing Images were resized to 224×224 pixels 

and normalized using ImageNet means and standard 

deviation values. The data was separated to 80 % 

training and 20 % testing. Step 3: Data Augmentation 

To increase generalization, techniques like random 

cropping, flipping, blurring, color jitter, and center 

cropping were applied. Such transformations make the 

model able to adjust to different image conditions and 

avoid overfitting. Step 4: Model Training The binary 

classification was done with the help of the fine-tuning 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 196633 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4536 

of the pre-trained ResNet-18 convolutional neural 

network. The fully connected (FC) layer was replaced 

with a single output neuron to classify images as "AI" 

or "Real." The training of the model was done in 4 

epochs with AdamW optimizer, cross- entropy loss 

and weighted sampler to address any imbalance in 

classes . Step 5: Evaluation and Testing Accuracy and 

AUC (Area Under the Curve) were used as measures 

of performance of the model.  

 

4.1 System Overview and Pipeline Design, The 

proposed Visual Product Matcher system is designed 

as a unified computer vision pipeline that supports 

both single-item retrieval and full outfit analysis. The 

architecture integrates image, preprocessing, feature 

extraction, similarity search, object detection, and 

recommendation modules into a cohesive framework. 

The system operates through two primary pipelines: a 

single-item retrieval pipeline, which processes an 

input image to generate embeddings and retrieve 

visually similar products.  An outfit analysis pipeline, 

which detects multiple clothing components within an 

image and performs per-item retrieval followed by 

recommendation generation. 

 

Both pipelines share a common embedding and 

retrieval infrastructure, ensuring consistency and 

efficiency in processing. 

 

4.2 Image Preprocessing and Feature Extraction, 

Comprehensive data cleaning procedures were 

implemented The system utilizes a domain-specific 

vision-language model, FashionCLIP, for extracting 

high-dimensional feature representations from 

images. The input image is first validated and resized 

before being passed through the vision encoder. 

Let the extracted embedding vector be: 

X ∈R⁷⁶⁸ 

 

To ensure consistent similarity computation, L2 

normalization is applied: 

x̂=x/(||x||₂ + ε) 

where ε is a small constant added to avoid division by 

zero. This normalization enables stable cosine 

similarity computation during retrieval and ensures all 

vectors lie on a unit hypersphere. 

 

4.3 Similarity Search Using FAISS, The system 

employs Facebook AI Similarity Search (FAISS) for 

efficient nearest-neighbor retrieval over a large-scale 

dataset containing approximately 44,000 fashion 

items. Similarity between two normalized embeddings 

x̂ and ŷ is computed as: 

sim(x̂ , ŷ) = x̂ ᵀ ŷ 

This formulation is equivalent to cosine similarity. 

FAISS indexing significantly reduces retrieval time 

compared to brute-force search while maintaining 

high accuracy.  

 

The retrieved similarity scores are normalized into 

percentage values for user-friendly interpretation: 

s_pct = 100 × max(0, min(1, s)) 

This enables intuitive display of match confidence in 

the user interface. 

Outfit Detection and Segmentation, For full outfit 

analysis, the system employs YOLOv8, a realtime 

object detection model, to identify human subjects and 

extract relevant clothing regions. 

 

4.4 Primary Person Detection, when multiple persons 

are detected, the system selects the primary subject 

based on a weighted combination of bounding box 

area and detection confidence. 

 

4.5 Zone-Based Garment Segmentation 

The detected person region is divided vertically into 

predefined zones to approximate clothing categories: 

• Top region: 0% – 45% 

• Bottom region: 45% – 80% 

• Footwear region: 80% – 100% 

This heuristic segmentation enables the system to 

extract multiple clothing components without 

requiring fine-grained garment annotations. 

 

4.6 Fallback Detection Strategy, In cases where no 

person is detected, the system categorizes objects 

based on their vertical position within the image, 

ensuring robustness across different input conditions. 

 

4.7 Per-Item Retrieval with Semantic Filtering, Each 

detected clothing region is independently processed 

through the embedding and retrieval pipeline. The 

system applies semantic filtering using metadata 

attributes such as product type, subcategory, and 

description. Category constraints are enforced to 

ensure that retrieved items correspond to the expected 

clothing type (e.g., tops, bottoms, shoes).  

 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 196633 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4537 

If filtering results in insufficient matches, the system 

falls back to general similarity-based retrieval. 

 

4.8 Recommendation Strategy, The recommendation 

module generates complementary fashion items based 

on detected outfit components. The system constructs 

an outfit context and identifies missing categories to 

complete the look.  

 

Candidate items are scored using a hybrid metadata-

based approach incorporating: 

• Color compatibility 

• Style similarity 

• Gender consistency 

Top-ranked recommendations are returned along with 

explanatory descriptions, improving interpretability 

and user experience. 

 

4.9 System Robustness and Error Handling, the system 

incorporates multiple safeguards to ensure reliable 

operation: Validation of input image formats, File size 

constraints (maximum 10 MB), Graceful fallback for 

missing detections, and handling of empty retrieval 

results. These mechanisms enhance system stability 

and usability in real-world scenarios. 

 

4.10 Limitations. Despite its effectiveness, the system 

has certain limitations: Garment detection relies on 

heuristic zoning rather than fine-grained 

segmentation. Recommendation logic is rule-based 

and does not leverage learned compatibility models. 

Retrieval confidence scores are not probabilistically 

calibrated. Future improvements may include deep 

compatibility learning and fine-grained garment 

classification. 

 
Fig. 1 & 2: The Process Flow Diagram and System Architecture of Visual Product Matcher 
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V. AI-BASED IMAGE IMPLEMENTATION MODULES, AND SCREENSHOTS 
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Fig. 3&4: The Home page of AI-Powered Real-Time Animal and Object Detection System 
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Fig. 5 & 6: The Home page of the AI-Powered Real-Time Animal and Object Detection System 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Fig. 7&8: The AI-Powered Real-Time Animal and Object Detection System 

 

 
Fig. 8: The Prototype of Real-Time Animal and Object Detection System 
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Fig. 9: The Animal and Object Detection System 

 

VI. RESULTS AND DISCUSSION 

 

The performance of the proposed Visual Product 

Matcher system is evaluated using both retrieval and 

detection metrics. The evaluation focuses on 

measuring the accuracy, efficiency, and practical 

applicability of the system in real-world fashion 

retrieval scenarios. 

6.1 Retrieval Performance Evaluation 

The retrieval performance of the proposed system is 

compared with baseline methods, including cosine 

similarity-based retrieval and general-purpose vision 

models. The evaluation metrics include Precision@5, 

Recall@5, mean Average Precision (map), Top-5 

Accuracy, and average retrieval time. 

Table 2: Retrieval Performance Comparison 

Method / Model Precision@5 Recall@5 mAP Avg Time (ms) Top-5 Accuracy 

Fashion CLIP +FAISS (Proposed) 0.8 0.33 0.73 0.288 0.78 

Fashion CLIP + Cosine (KNN) 0.8 0.34 0.73 0.471 0.78 

OpenAI  CLIP + Cosine 0.75 0.3 0.68 0.054 0.72 

 

As shown in Table I, the proposed fashion CLIP + 

FAISS model achieves strong retrieval performance 

with a Precision@5 of 0.80 and map of 0.73, which are 

comparable to cosine-based approaches. However, the 

FAISS-based method significantly improves retrieval 

efficiency, reducing the average query time to 0.288 

ms compared to 0.471 ms in the cosine similarity 

approach. Although the cosine-based method achieves 

slightly higher Recall@5 (0.34), the difference is 

marginal and does not significantly impact overall 

system performance. In contrast, the proposed method 

provides a better balance between accuracy and speed, 

making it suitable for large-scale realtime applications. 

The OpenAI CLIP baseline demonstrates lower 
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retrieval performance, highlighting the advantage of 

domain-specific embeddings such as FashionCLIP in 

capturing fine-grained fashion semantics. 

 

6.2 Outfit Detection Performance,The performance of 

the outfit detection module is evaluated using 

detection accuracy, mean Average Precision (mAP), 

and inference latency. The proposed YOLOv8-based 

approach is compared with a Faster R-CNN baseline. 

 

Table 3: Outfit Detection Performance 

Method / Model Detection 

Accuracy 

mAP 

(IoU=0.5) 

Avg Latency 

(ms) 

YOLOv8 

(Proposed) 

0.91 0.52 35 

Faster R-CNN 0.88 0.48 86 

 

As shown in Table II, the YOLOv8-based detection 

model outperforms the Faster R-CNN baseline in both 

accuracy and efficiency. The proposed method 

achieves a detection accuracy of 0.91 and mAP of 

0.52, compared to 0.88 and 0.48, respectively for 

Faster R-CNN. Additionally, YOLOv8 demonstrates 

significantly lower latency (35 ms) compared to Faster 

R-CNN (86 ms), making it more suitable for real-time 

applications. The improved speed and competitive 

accuracy enable efficient multi-item outfit analysis, 

which is a key feature of the proposed system.  

 

VII. CONCLUSION AND FUTURE RESEARCH 

 

This is research that has succeeded in showing that the 

fine-tuned ResNet-18 could identify AI-generated 

images with high precision. The model described 

successful validation accuracy of 97 and an AUC of 

0.996, opening towards its potential use in digital 

forensics and AI misinformation detection. The 

project also provides a replicable framework for image 

authentication classification that provides a baseline 

for further scaling up in terms of a larger dataset and 

better architecture. With improved datasets, models, 

and computational power, this work can evolve into a 

powerful tool for AI misinformation detection and 

forensic analysis. The proposed Visual Product 

Matcher system presents a comprehensive solution for 

fashion-based visual retrieval and recommendation. 

The system integrates single-item similarity retrieval, 

full-outfit decomposition, per-item retrieval, and 

metadata-aware complementary recommendation 

within a unified framework. By combining fashion 

CLIP embeddings, FAISS-based similarity search, 

and YOLOv8- based detection, the system effectively 

supports both simple and complex fashion analysis 

tasks. The implementation demonstrates the practical 

integration of multiple computer vision and retrieval 

components, enabling efficient and scalable 

performance. Future Work, Future work can focus on 

improving both the methodological and system-level 

aspects of the proposed approach. One key direction is 

the replacement of heuristic-based outfit 

decomposition with fine- grained garment 

segmentation techniques, which can provide more 

accurate and reliable detection of clothing 

components. Additionally, the recommendation 

module can be enhanced by incorporating learned 

compatibility models that capture complex stylistic 

relationships between fashion items. From an 

evaluation perspective, future research should include 

the development of standardized benchmark datasets 

and reproducible evaluation pipelines. This would 

enable more rigorous comparison with existing 

methods and improve the reliability of reported 

results. Further improvements may involve the use of 

advanced re-ranking strategies and embedding 

refinement techniques to enhance retrieval consistency 

and semantic alignment. At the system level, 

scalability and deployment can be improved by 

incorporating model versioning, monitoring 

mechanisms, and asynchronous processing pipelines.  
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