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Abstract—With the rapid growth of digital systems and 

organizational data usage, protecting sensitive 

information from unauthorized access and malicious 

manipulation has become a critical challenge. 

Traditional security mechanisms primarily focus on 

network-level protection, while activities occurring 

within local file systems often remain insufficiently 

monitored. This limitation creates opportunities for 

insider threats, unauthorized file modifications, and data 

exfiltration that may go undetected for extended periods. 

To address this issue, this paper presents SENTRY-

DOC, a real-time file activity monitoring and anomaly 

detection framework designed to enhance endpoint 

security through intelligent behavioral analysis. 

The proposed system continuously observes file system 

activities such as file creation, deletion, modification, and 

access events within monitored directories. These events 

are captured in real time and processed through a 

monitoring engine that records detailed activity logs. A 

machine learning–based anomaly detection component is 

then applied to analyze behavioral patterns and identify 

deviations from normal system activity. Anomaly 

detection techniques enable the system to automatically 

learn typical usage patterns and flag unusual behavior 

that may indicate potential security threats.  

In addition to anomaly detection, the framework 

incorporates a risk-scoring mechanism that categorizes 

detected events based on their potential threat level. 

Suspicious activities are instantly reported through a 

real-time dashboard that provides administrators with 

visual insights into system behavior, security alerts, and 

activity trends. Experimental observations demonstrate 

that the proposed framework can effectively identify 

abnormal file system behaviors while maintaining low 

system overhead. By combining continuous monitoring 

with machine learning–based analysis, SENTRY-DOC 

provides an intelligent and scalable approach for 

detecting insider threats and unauthorized file activities 

in endpoint environments.The proposed system 

contributes toward improving organizational data 

protection by providing a proactive monitoring 

mechanism capable of identifying suspicious behaviors 

before they escalate into significant security incidents. 

 

Index Terms—File System Monitoring; Insider Threat 

Detection, Anomaly Detection, Endpoint Security, Real-

Time Security Monitoring, Machine Learning–Based 

Threat Analysis, Cybersecurity Analytics, File Activity 

Tracking, Risk Scoring System, Security Event 

Monitoring. 

 

I. INTRODUCTION 

 

The rapid expansion of digital infrastructures and the 

increasing reliance on data-driven applications have 

significantly transformed the way organizations 

manage and store information. While technological 

advancements have improved productivity and 

accessibility, they have also introduced new 

cybersecurity challenges. Among these challenges, 

unauthorized access to sensitive files, insider threats, 

and malicious data manipulation remain major 

concerns for organizations and individuals alike. 

Traditional security mechanisms primarily focus on 

network-level protection such as firewalls, intrusion 

detection systems, and perimeter-based defenses. 

However, many security incidents originate from 

activities occurring within the local system itself, 

where file operations and user interactions often 

remain insufficiently monitored. 

File systems represent a critical component of modern 
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computing environments because they store essential 

organizational data, user documents, and application 

resources. Unauthorized modifications, deletions, or 

abnormal access patterns within these systems can 

lead to serious consequences including data loss, 

intellectual property theft, and system compromise. In 

many cases, malicious activities are carried out 

gradually through subtle behavioral patterns that 

remain undetected by conventional security tools. 

Insider threats, whether intentional or accidental, 

further complicate this issue because legitimate users 

may perform actions that appear normal at first glance 

but eventually result in security breaches. Therefore, 

continuous monitoring of file system activities is 

essential for identifying suspicious behavior and 

maintaining the integrity of digital assets. 

Existing monitoring solutions often rely on static rule-

based mechanisms that generate alerts only when 

predefined conditions are violated. While these 

approaches are useful in detecting known threats, they 

are limited in their ability to identify previously 

unseen or evolving attack patterns. Furthermore, rule-

based systems require frequent manual updates and 

may produce a high number of false alerts, making 

security analysis inefficient. Recent advancements in 

machine learning provide an opportunity to improve 

security monitoring systems by enabling them to learn 

normal behavioral patterns and automatically detect 

anomalies that deviate from expected activity. 

Anomaly detection techniques can therefore serve as 

an effective mechanism for identifying suspicious file 

system events that may indicate potential security 

risks. 

To address these challenges, this paper proposes 

SENTRY-DOC, a real-time file activity monitoring 

and anomaly detection framework designed to 

enhance endpoint security. The proposed system 

continuously observes file system operations such as 

file creation, deletion, modification, and access within 

monitored directories. These events are captured and 

processed through a monitoring engine that records 

detailed activity logs. A machine learning–based 

anomaly detection component analyzes these logs to 

identify abnormal behavioral patterns that may 

represent suspicious activities. Additionally, the 

system incorporates a risk-scoring mechanism that 

classifies events based on their severity, enabling 

administrators to quickly identify and respond to 

potential threats. A visual analytics dashboard further 

assists in presenting security insights through real-

time alerts and activity trends. 

The main contributions of this work can be 

summarized as follows: 

• Development of a real-time file system monitoring 

framework capable of capturing detailed file activity 

events. 

• Integration of machine learning–based anomaly 

detection to identify abnormal behavioral patterns in 

file system operations. 

• Implementation of a risk-scoring mechanism for 

prioritizing potential security threats. 

• Design of an interactive dashboard for visualizing 

security analytics and monitoring system activity in 

real time. 

• Provision of a lightweight and scalable security 

solution for improving endpoint data protection. 

By combining continuous monitoring, intelligent 

anomaly detection, and interactive analytics, the 

proposed framework aims to provide an effective 

approach for detecting suspicious file activities and 

enhancing overall system security. 

 

II. RELATED WORK, MOTIVATION AND 

PROBLEM IDENTIFICATION 

 

2.1 Related Work 

Several research efforts have been conducted to address 

cybersecurity threats related to insider attacks, 

abnormal system behavior, and unauthorized access to 

sensitive data. Researchers have explored different 

monitoring techniques, anomaly detection methods, and 

behavioral analytics models to identify suspicious 

activities in computer systems. 

1] U. Inayat et al., “Insider Threat Mitigation: A 

Systematic Literature Review,” Journal of 

Information Security and Applications, 2024. 

Focus: This study provides a comprehensive review 

of insider threat detection techniques and classifies 

different types of insider attacks based on behavior, 

access level, and attack objectives. The work 

highlights the importance of multi-layer activity 

monitoring systems that integrate system-level and 

network-level security mechanisms to improve 

threat detection.  

[2] M. N. Al-Mhiqani et al., “A Review of Insider 

Threat Detection: Classification, Detection 

Techniques, and Research Challenges,” Applied 

Sciences, 2020.Focus: The paper surveys various 
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insider threat detection approaches and categorizes 

them based on behavioral analysis, machine 

learning models, and rule-based mechanisms. It 

also discusses datasets, detection strategies, and 

evaluation metrics used in modern cybersecurity 

monitoring systems.  

[3] M. Villarreal-Vasquez et al., “Hunting for Insider 

Threats Using LSTM-Based Anomaly Detection,” 

IEEE Transactions on Network and Service 

Management, 2023. 

Focus: This work proposes a deep learning model 

using Long Short-Term Memory (LSTM) networks 

to analyze sequences of user activity logs. The 

system detects insider threats by identifying 

abnormal behavioral patterns within system logs 

and operational activities. 

[4] D. C. Le and N. Zincir-Heywood, “Anomaly 

Detection for Insider Threats Using Unsupervised 

Learning Ensembles,” IEEE Transactions on 

Network and Service Management, 2021. 

Focus: The authors present an ensemble-based 

anomaly detection framework using multiple 

unsupervised learning algorithms. Their approach 

improves detection accuracy by combining 

different anomaly models to identify suspicious 

user behavior in cybersecurity datasets.  

[5] X. Ye et al., “Research on Insider Threat Detection 

Based on Behavioral Feature Visualization and 

CNN Models,” IEEE Access, 2025. 

Focus: This research introduces a novel approach 

where behavioral features are transformed into 

image representations and analyzed using 

Convolutional Neural Networks (CNN). The model 

effectively distinguishes between normal and 

malicious behavior patterns in cybersecurity 

monitoring systems.  

[6] L. Sun et al., “Detecting Anomalous User Behavior 

Using an Extended Isolation Forest Algorithm,” 

IEEE Security and Privacy Workshops, 2016. 

Focus: This work presents an anomaly detection 

system based on an extended Isolation Forest 

algorithm for detecting abnormal user activities. 

The approach focuses on identifying deviations 

from normal user behavior within enterprise 

systems. 

[7] A. Tuor et al., “Deep Learning for Unsupervised 

Insider Threat Detection in Structured 

Cybersecurity Data,” AAAI Workshop on 

Artificial Intelligence for Cyber Security, 2017. 

Focus: The authors apply deep learning models to 

structured cybersecurity logs to detect insider 

threats without requiring labeled training data. 

Their approach demonstrates improved detection 

capability in complex cybersecurity environments. 

[8] D. Li et al., “Image-Based Insider Threat Detection 

via Geometric Transformation,” IEEE Transactions 

on Information Forensics and Security, 2021. 

Focus: This research introduces a novel anomaly 

detection technique that converts user behavior logs 

into image representations and applies computer 

vision techniques to identify malicious activities in 

cybersecurity datasets.  

[9] A. Ali et al., “Real-Time Detection of Insider 

Threats Using Behavioral Analytics and Deep 

Evidential Clustering,” arXiv Preprint, 2025. 

Focus: The study proposes a behavioral analytics 

framework combined with deep clustering 

techniques to detect insider threats in real time. The 

system improves detection accuracy while reducing 

false positive alerts.  

[10] A. Kantchelian et al., “Facade: High-Precision 

Insider Threat Detection Using Deep Contextual 

Anomaly Detection,” arXiv Preprint, 2024. 

Focus: This work introduces a contextual anomaly 

detection framework deployed in large enterprise 

environments. The system analyzes document 

access patterns, database queries, and system logs 

to detect suspicious insider activities with very low 

false positive rates.  

11] T. Shehzadi, “DSPM-Driven Anomaly Detection 

for Insider Threat Prevention Through Data Access 

Monitoring,” 2025. 

Focus: This study focuses on monitoring data 

access patterns using Data Security Posture 

Management (DSPM) techniques. The proposed 

approach identifies suspicious user activities by 

learning normal data access behavior and detecting 

deviations.  

[12] R. Paxson, “Bro: A System for Detecting Network 

Intruders in Real Time,” Lawrence Berkeley 

National Laboratory, 1998. 

Focus: This research introduced the Bro (now 

Zeek) network monitoring framework for detecting 

network intrusions through traffic analysis and 

event logging, which laid the foundation for 

modern network-based security monitoring 

systems.  

[13] G. Magklaras and S. Furnell, “Insider Threat 
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Detection Using User Activity Monitoring and 

Digital Forensics,” Computers & Security, 2005. 

Focus: This work proposed an early framework for 

insider misuse detection based on monitoring user 

activities and generating forensic audit logs for 

detecting suspicious system behavior.  

[14] G. Magklaras et al., “LUARM: A Digital Forensics 

Engine for Monitoring User Activities in Linux 

Systems,” International Journal of Digital Crime 

and Forensics, 2011. 

Focus: LUARM provides a real-time digital 

forensic monitoring engine that records file access, 

program execution, and user activity logs for 

identifying potential insider misuse in computing 

environments.  

[15] V. S. Subrahmanian et al., “Proactive Discovery of 

Insider Threats Using Graph Analysis and 

Learning,” DARPA ADAMS Project, 2011. 

Focus: This research project applied graph-based 

analytics and machine learning to analyze massive 

datasets in order to detect insider threats and 

abnormal behavioral patterns within organizational 

networks. 

 

2.2 Motivation 

The increasing dependence on digital information 

systems has made data protection a fundamental 

concern for organizations, institutions, and individual 

users. Sensitive documents, intellectual property, and 

operational data are commonly stored within endpoint 

systems such as desktops, laptops, and workstations. 

While organizations typically deploy network security 

mechanisms such as firewalls, intrusion detection 

systems, and antivirus software, these solutions 

mainly focus on external threats and network-level 

attacks. However, many security incidents originate 

from within the system itself, where file-level 

activities remain insufficiently monitored. 

A significant number of data breaches occur due to 

insider threats, accidental misuse, or unauthorized file 

manipulation by legitimate users who possess valid 

access privileges. Such activities may include 

unauthorized copying of confidential documents, 

modification of sensitive files, or deletion of critical 

information. Because these operations often resemble 

normal user behavior, traditional rule-based security 

mechanisms struggle to detect them effectively. As a 

result, suspicious activities may remain unnoticed 

until substantial damage has already occurred. 

Recent advances in machine learning and behavioral 

analytics provide new opportunities to enhance 

cybersecurity monitoring systems. By analyzing 

patterns of system activity, intelligent models can 

distinguish between normal and abnormal behavior, 

allowing security systems to detect subtle deviations 

that may indicate malicious intent. Integrating these 

techniques with real-time file system monitoring can 

significantly improve the ability to detect suspicious 

activities at an early stage. 

Motivated by these challenges, there is a clear need for 

an intelligent monitoring framework capable of 

continuously observing file system activities, 

analyzing behavioral patterns, and identifying 

anomalies that may represent potential security risks. 

The proposed SENTRY-DOC framework is designed 

to address this need by combining real-time file 

activity monitoring with machine learning–based 

anomaly detection and security analytics. This 

approach aims to provide administrators with 

improved visibility into system behavior while 

enabling faster identification of suspicious activities 

within endpoint environments. 

 

2.3 Problem Identification 

Despite the availability of various cybersecurity 

solutions, several limitations remain in existing 

monitoring systems that reduce their effectiveness in 

detecting suspicious file-level activities. Many 

traditional security tools rely heavily on predefined 

rules and signature-based detection mechanisms. 

While these methods are capable of identifying known 

threats, they often fail to detect previously unseen 

attack patterns or subtle behavioral anomalies. 

Attackers can therefore bypass conventional defenses 

by performing malicious actions gradually or by 

mimicking normal user behavior. 

Another important limitation lies in the lack of 

comprehensive monitoring of file system operations. 

Many security solutions primarily focus on network 

traffic analysis or system authentication logs, while 

detailed file-level activities such as creation, 

modification, deletion, and access events are not 

continuously analyzed. Since sensitive organizational 

data is typically stored in file systems, insufficient 

monitoring of these operations creates vulnerabilities 

that may be exploited by malicious users or 

compromised accounts. 

Furthermore, existing monitoring approaches often 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 196682 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4635 

generate large volumes of alerts without prioritizing 

their severity. Security administrators may find it 

difficult to identify which events represent genuine 

threats and which correspond to normal system 

activities. This situation leads to alert fatigue, where 

important warnings may be overlooked due to the 

excessive number of notifications produced by 

traditional monitoring tools. 

In addition, many advanced cybersecurity solutions 

require complex deployment environments or 

specialized hardware resources, which may limit their 

applicability in small-scale organizations or individual 

systems. A lightweight and scalable monitoring 

solution capable of operating efficiently on endpoint 

devices is therefore essential. 

To overcome these challenges, there is a need for a 

system that can continuously track file system 

activities, intelligently analyze behavioral patterns, 

and provide meaningful insights into potential security 

risks. The SENTRY-DOC framework addresses this 

problem by integrating real-time file monitoring, 

anomaly detection using machine learning techniques, 

and a risk-based alerting mechanism. This 

combination enables the system to detect abnormal file 

operations while providing administrators with clear 

and actionable security information. 

 

III. METHODOLOGY 

 

The proposed SENTRY-DOC framework is designed 

to monitor file system activities in real time and 

identify suspicious behavior using machine learning–

based anomaly detection. The methodology integrates 

file monitoring, event processing, behavioral analysis, 

and risk-based alert generation to create a 

comprehensive endpoint security monitoring system. 

The overall workflow consists of multiple stages, 

including data acquisition, event processing, anomaly 

detection, and visualization. Similar behavioral 

monitoring strategies have been explored in insider 

threat detection research where system activity logs 

are analyzed to detect abnormal patterns [1], [2]. 

 

3.1 System Architecture 

The architecture of the proposed system is composed 

of four primary components: a file monitoring module, 

an event processing layer, a machine learning–based 

anomaly detection engine, and a visualization 

dashboard. These components interact to continuously 

observe system activities and detect abnormal 

behavior. 

The file monitoring module captures file system 

events such as creation, deletion, modification, and 

access operations occurring within monitored 

directories. These events are then transmitted to the 

event processing layer where they are structured and 

stored for further analysis. Behavioral analysis 

techniques similar to those used in insider threat 

monitoring systems can be applied to identify 

suspicious system activities [3], [4]. 

The anomaly detection engine processes collected 

activity logs and evaluates behavioral patterns to 

determine whether an event deviates from normal 

system behavior. Machine learning models trained on 

historical activity data allow the system to identify 

subtle deviations that may indicate potential threats. 

Previous research has demonstrated the effectiveness 

of machine learning and deep learning techniques for 

identifying abnormal cybersecurity events [5], [7]. 

The processed results are then delivered to a 

visualization dashboard, which provides real-time 

insights into system activity, alerts, and risk scores. 

This enables system administrators to quickly detect 

abnormal behavior and respond to potential security 

incidents. 

 
Figure 1 illustrates the overall architecture of the 

proposed SENTRY-DOC framework. 

 

3.2 File Activity Monitoring Module 

The file activity monitoring module continuously 

observes the file system to capture relevant events. 

This module tracks various operations including file 

creation, modification, deletion, and access within 

predefined directories. Monitoring file-level activities 

provides detailed insights into how data is being used 

within a system and helps identify suspicious 

behaviors that may otherwise remain unnoticed. 

Event monitoring frameworks have been widely used 

in cybersecurity research to track system activities and 

detect insider threats [8]. By capturing detailed event 
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logs, the system can build a behavioral dataset 

representing normal user interactions with files. This 

dataset is later used for anomaly detection analysis. 

Each detected event includes attributes such as: 

• File path 

• Event type 

• Timestamp 

• User interaction context 

• File size and metadata 

These attributes allow the monitoring engine to 

construct a comprehensive representation of system 

activity. 

 
Figure 2 shows the file activity monitoring process 

implemented in the proposed system. 

 

3.3 Event Processing and Data Logging 

Once file activity events are captured, the system 

processes the collected data through an event 

processing layer. This layer structures the raw event 

information and stores it in a local database for further 

analysis. Data logging ensures that historical activity 

records are maintained for behavioral analysis and 

forensic investigation. 

Event logging has been widely recognized as an 

important component of cybersecurity monitoring 

systems because it provides traceable evidence of 

system activity [13], [14]. By maintaining detailed 

logs, administrators can reconstruct past events and 

identify potential security violations. 

The event processing stage performs several 

operations including: 

• Event validation and filtering 

• Data normalization 

• Timestamp synchronization 

• Log storage in the database 

These processes ensure that the collected data is 

consistent and suitable for analysis by the anomaly 

detection module. 

3.4 Anomaly Detection Using Machine Learning 

The anomaly detection module analyzes file activity 

patterns to identify abnormal behavior that may 

represent potential security threats. Machine learning 

techniques are particularly effective in detecting 

anomalies because they can learn patterns of normal 

behavior and identify deviations without relying solely 

on predefined rules. 

Several anomaly detection approaches have been 

proposed in cybersecurity research, including deep 

learning models, clustering techniques, and 

unsupervised learning algorithms [6], [9]. These 

techniques enable monitoring systems to 

automatically recognize unusual behavioral patterns in 

large volumes of system activity data. 

In the proposed framework, the anomaly detection 

model analyzes features extracted from file activity 

logs, such as: 

• frequency of file modifications 

• unusual access times 

• abnormal deletion patterns 

• rapid sequence of file operations 

The trained model assigns an anomaly score to each 

event. If the score exceeds a predefined threshold, the 

event is classified as suspicious and forwarded to the 

alert generation module. 

 

3.5 Risk Scoring and Alert Generation 

To assist administrators in identifying critical threats, 

the proposed system introduces a risk scoring 

mechanism. Each detected anomaly is assigned a risk 

level based on its severity and behavioral 

characteristics. This classification helps prioritize 

security alerts and enables administrators to focus on 

high-risk events. 

Research in cybersecurity monitoring has shown that 

prioritizing alerts based on contextual risk can 

significantly improve the efficiency of security 

operations [10], [11]. Instead of generating excessive 

notifications, the proposed framework categorizes 

events into different risk levels, such as: 

• Low risk 

• Medium risk 

• High risk 

When a high-risk event is detected, the system 

generates a real-time alert that is immediately 

displayed on the monitoring dashboard. 
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3.6 Visualization and Security Analytics Dashboard 

The final component of the system is the visualization 

dashboard, which provides administrators with a clear 

overview of system activity and security alerts. The 

dashboard presents security insights through graphical 

analytics, including activity trends, anomaly alerts, 

and event statistics. 

Security analytics dashboards are commonly used in 

modern cybersecurity platforms to assist 

administrators in understanding system behavior and 

responding to potential threats [12], [15]. By 

visualizing system activity in real time, administrators 

can quickly identify abnormal patterns and take 

appropriate action. 

 
Figure 3 illustrates the real-time monitoring 

dashboard used in the proposed system. 

 

IV. SYSTEM DESIGN AND ARCHITECTURE 

 

The proposed SENTRY-DOC framework is designed 

to provide structured and scalable architecture for 

monitoring file system activities and detecting 

suspicious behavior in real time. The system integrates 

multiple modules responsible for event monitoring, 

data processing, anomaly detection, and security 

visualization. By combining these components into a 

unified framework, the system ensures continuous 

observation of file-level operations while enabling 

intelligent analysis of user behavior. 

Modern cybersecurity monitoring systems often rely 

on multi-layer architectures that combine data 

collection, behavioral analysis, and visualization 

components to provide effective threat detection 

capabilities [1], [2]. Following this design principle, 

the proposed architecture separates the monitoring and 

analysis processes into independent modules to 

improve system scalability and maintainability. 

As illustrated in Fig. 1, the architecture of the 

proposed framework consists of four major 

components: 

1. File Monitoring Module 

2. Event Processing and Log Storage Module 

3. Anomaly Detection Engine 

4. Visualization and Security Analytics Dashboard 

Each module plays a specific role in the detection and 

analysis of suspicious system activities. 

 
 

4.1 File Monitoring Module 

The File Monitoring Module is responsible for 

continuously observing file system activities within 

predefined directories. This component captures 

events such as file creation, deletion, modification, 

and access operations. These activities represent 

important behavioral indicators that may reveal 

potential security threats when abnormal patterns are 

detected. 

Continuous monitoring of system activities has been 

widely recognized as a fundamental technique for 

detecting insider threats and unauthorized system 

behavior [3], [4]. By collecting detailed event 

information, the monitoring module provides the 

foundational dataset required for behavioral analysis. 

Each detected event contains several attributes 

including: 

• file path 

• event type 

• timestamp 

• user interaction context 

• file metadata 

These attributes allow the system to construct a 

detailed activity log that reflects how files are being 

accessed and manipulated within the monitored 

environment. 

 

4.2 Event Processing and Log Storage 

After file activity events are captured, they are 

forwarded to the Event Processing and Log Storage 

Module. This component processes raw event data and 
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converts it into structured log entries suitable for 

analysis. 

The event processing stage performs several important 

operations: 

• filtering irrelevant system events 

• validating captured activity data 

• normalizing event attributes 

• storing logs in a structured database 

Maintaining structured event logs is essential for both 

real-time monitoring and forensic investigation of 

suspicious activities [13], [14]. The stored logs serve 

as a historical record of system behavior and allow the 

anomaly detection engine to analyze patterns over 

time. 

The workflow of event capture and processing is 

illustrated in Fig. 2, which demonstrates how file 

activities are transformed into structured log records. 

 

4.3 Anomaly Detection Engine 

The Anomaly Detection Engine is the analytical core 

of the proposed framework. This component analyzes 

file activity logs to identify behavioral patterns that 

deviate from normal system usage. 

Machine learning techniques are increasingly used in 

cybersecurity systems to detect abnormal activities 

that cannot be easily identified through rule-based 

approaches [5], [7]. These techniques enable systems 

to learn normal operational behavior and detect subtle 

deviations that may indicate malicious intent. 

The anomaly detection process typically involves 

several stages: 

• feature extraction from activity logs 

• behavioral pattern analysis 

• anomaly score calculation 

• classification of suspicious events 

Various anomaly detection algorithms such as 

isolation forests, clustering models, and deep learning 

approaches have been explored in cybersecurity 

research to identify abnormal system behavior [6], [9]. 

Inspired by these approaches, the proposed system 

evaluates activity patterns and assigns anomaly scores 

to detected events. 

Events that exceed a predefined threshold are flagged 

as suspicious and forwarded to the risk evaluation 

component. 

 

4.4 Risk Scoring and Threat Classification 

To assist administrators in identifying critical security 

incidents, the proposed framework incorporates a risk 

scoring mechanism. Each detected anomaly is 

evaluated based on several behavioral parameters 

including activity frequency, access patterns, and 

deviation from historical behavior. 

Risk-based prioritization techniques have been shown 

to improve the efficiency of cybersecurity monitoring 

systems by reducing alert overload and highlighting 

critical threats [10], [11]. Instead of generating 

excessive alerts, the proposed system categorizes 

detected events into different threat levels. 

The risk classification typically includes: 

• Low Risk – minor deviations from normal behavior 

• Medium Risk – unusual patterns requiring further 

analysis 

• High Risk – potentially malicious activities requiring 

immediate attention 

High-risk events trigger real-time alerts that notify 

administrators through the monitoring dashboard. 

 

4.5 Security Visualization and Dashboard Interface 

The Visualization and Security Analytics Dashboard 

provide an interactive interface that allows 

administrators to monitor system activity and security 

alerts in real time. This component aggregates event 

logs, anomaly detection results, and risk classification 

data into visual representations that simplify security 

monitoring. 

Security visualization tools play an important role in 

modern cybersecurity systems by enabling 

administrators to quickly interpret complex behavioral 

patterns and identify potential threats [12], [15]. The 

proposed dashboard provides several key features 

including: 

• real-time activity monitoring 

• anomaly detection alerts 

• risk-level visualization 

• historical activity analysis 

These visual insights enable administrators to identify 

suspicious activities quickly and take appropriate 

response actions. 

The alert visualization workflow and risk notification 

process are illustrated in Fig. 3, which shows how 

anomaly detection results are transformed into 

actionable security alerts. 

 

Algorithm 1: Real-Time File Activity Monitoring and 

Anomaly Detection in the SENTRY-DOC Framework 

Input: 

• Monitored system directories 𝐷 
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• File system events 𝐸 =

{𝑐𝑟𝑒𝑎𝑡𝑖𝑜𝑛,𝑚𝑜𝑑𝑖𝑓𝑖𝑐𝑎𝑡𝑖𝑜𝑛, 𝑑𝑒𝑙𝑒𝑡𝑖𝑜𝑛, 𝑎𝑐𝑐𝑒𝑠𝑠} 

• Pre-trained anomaly detection model 𝑀 

• Risk threshold value 𝑇 

Output: 

• Detected anomalous file activities 

• Risk score classification for each event 

• Real-time security alerts displayed on the monitoring 

dashboard 

 

Step 1: Initialize the monitoring agent and define the set 

of directories D to be continuously observed. Initialize 

the clustering model with K clusters and corresponding 

Gaussian parameters (μ_k, Σ_k). 

Step 2: Activate the file system watcher to capture real-

time file events E such as creation, modification, deletion, 

and access. 

Step 3: For each detected event eᵢ, extract relevant 

attributes including file path, timestamp, user interaction, 

event type, and file sensitivity level. 

Step 4: Forward the captured event data to the event 

processing module for validation, cleaning, and 

normalization, and store it in the activity log database. 

Step 5: Perform feature extraction from stored event logs, 

generating behavioral attributes such as access 

frequency, read/write ratio, unusual access times, burst 

activity score, privilege-weighted access, and file 

sensitivity score. 

Step 6: Normalize the extracted feature vector xᵢ and 

assign it to the nearest cluster C_k using K-Means 

clustering based on Euclidean distance to centroid μ_k. 

Step 7: Retrieve the corresponding cluster Gaussian 

parameters (μ_k, Σ_k) and compute the cluster-based 

Mahalanobis distance: 

          MD_cluster = √((xᵢ − μ_k)ᵀ Σ_k⁻¹ (xᵢ − μ_k)) 

Step 8: Maintain a sliding window of size W for the same 

user or file and compute self-historical parameters μ_self 

and Σ_self. 

Step 9: Compute the self Mahalanobis distance: 

          MD_self = √((xᵢ − μ_self)ᵀ Σ_self⁻¹ (xᵢ − μ_self)) 

Step 10: Compute the Temporal Drift Index (TDI): 

          TDI = MD_self / (MD_cluster + ε) 

Step 11: Compute the final risk score Rᵢ using: 

          Rᵢ = w₁(MD_cluster) + w₂(MD_self) + w₃(TDI) +                  

w₄(Sensitivity) 

Step 12: Compare the risk score Rᵢ with thresholds and 

classify the event as Low, Medium, High, or Critical. 

Step 13: Generate alerts for medium and high-risk events, 

display results on the monitoring dashboard, and update 

models periodically for adaptive learning. 

 

V. RESULTS AND DISCUSSION 

 

The performance of the proposed SENTRY-DOC 

framework was evaluated to analyze its effectiveness 

in detecting suspicious file system activities and 

identifying anomalous behavioral patterns. The 

evaluation focuses on three key aspects: anomaly 

detection accuracy, system response time, and 

monitoring efficiency. Behavioral monitoring systems 

combined with machine learning techniques have been 

shown to significantly improve the detection of insider 

threats and abnormal system activities [1], [2]. 

The experimental setup involved monitoring file 

system activities within a controlled environment 

where multiple file operations such as creation, 

deletion, modification, and unauthorized access 

attempts were simulated. These activities were 

recorded and processed through the proposed 

monitoring framework to evaluate its anomaly 

detection capability. 

 

5.1 Performance Evaluation Metrics 

To measure the effectiveness of the proposed system, 

several performance metrics were considered: 

• Detection Accuracy 

• False Positive Rate 

• Alert Response Time 

• System Monitoring Overhead 

oceanographic parameters. Such predictive 

capabilities would significantly enhance the system's 

ability to support climate research and environmental 

decision-making processes. 

 

5.2 Detection Accuracy Analysis 

The ability of a monitoring system to correctly identify 

suspicious activities is an important factor in 

evaluating its performance. Table 1 presents a 

comparison between traditional monitoring techniques 

and the proposed SENTRY-DOC framework in terms 

of detection accuracy. 

 

Table 1 Comparison of Anomaly Detection Accuracy 

Method 
Detection 

Accuracy (%) 

Rule-Based Monitoring 72 

Log Analysis Systems 81 

Machine Learning Monitoring 88 
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Proposed SENTRY-DOC 

Framework 
93 

 

The results indicate that the proposed framework 

achieves higher detection accuracy compared with 

traditional monitoring approaches. Conventional rule-

based systems are limited in their ability to identify 

unknown threats because they rely on predefined 

rules. In contrast, machine learning–based anomaly 

detection enables the system to identify behavioral 

deviations more effectively [5], [6]. 

The detection accuracy comparison is illustrated in 

Fig. 5, which shows that the proposed system provides 

improved anomaly detection performance. 

 

 

 

5.3 Alert Response Time Analysis 

Another important factor in security monitoring 

systems is the speed at which suspicious activities are 

detected and reported. Faster alert generation enables 

administrators to respond to potential threats before 

significant damage occurs. 

 

Table 2 shows the average response time required by 

different monitoring systems to generate security 

alerts. 

Monitoring Approach 

Response 

Time 

(Seconds) 

Traditional Monitoring 8.5 

Behavior Analysis Systems 6.2 

Machine Learning Monitoring 4.7 

Proposed SENTRY-DOC 

Framework 
2.9 

The proposed framework demonstrates significantly 

lower response time due to its real-time event 

monitoring and automated anomaly detection 

capabilities. Similar improvements have been reported 

in cybersecurity research where behavioral analytics 

are used to detect suspicious activities in near real time 

[9], [10]. 

 
The response time comparison is illustrated in Fig. 6. 

 

5.4 Discussion 

The experimental results demonstrate that the 

proposed SENTRY-DOC framework provides several 

improvements over conventional monitoring 

approaches. By integrating real-time file monitoring 

with machine learning–based anomaly detection, the 

system can effectively identify abnormal behavioral 

patterns that may indicate potential security threats. 

Traditional monitoring systems often generate large 

numbers of alerts without distinguishing between 

critical and non-critical events. This can lead to alert 

fatigue among system administrators. The proposed 

risk scoring mechanism addresses this issue by 

prioritizing events based on severity, allowing 

administrators to focus on high-risk anomalies. 

Furthermore, the visualization dashboard provides 

administrators with an intuitive interface for 

monitoring system activity and identifying suspicious 

patterns. Security visualization tools have been shown 

to significantly improve the ability of administrators to 

analyze complex security data and respond to 

incidents more efficiently [12], [15]. 

Overall, the results demonstrate that the proposed 

SENTRY-DOC system provides improved detection 

accuracy, faster alert response time, and enhanced 
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visibility into system activities compared with 

traditional monitoring methods. 

 

VI. CONCLUSION AND FUTURE WORK 

 

6.1 Conclusion 

This study presented SENTRY-DOC, a real-time file 

activity monitoring and anomaly detection framework 

designed to improve endpoint security by identifying 

suspicious file system behavior. The proposed system 

integrates continuous file monitoring, event 

processing, machine learning–based anomaly 

detection, and security visualization to create an 

intelligent monitoring environment capable of 

detecting abnormal user activities. 

The framework continuously captures file operations 

such as creation, modification, deletion, and access 

events within monitored directories and records them 

through a structured logging mechanism. These 

activity logs are then analyzed using machine learning 

techniques to identify deviations from normal 

behavioral patterns. Behavioral analysis approaches 

have been widely recognized in cybersecurity research 

for improving the detection of insider threats and 

abnormal system behavior [1], [2]. By applying these 

techniques, the proposed system can identify 

suspicious activities that may not be detectable 

through traditional rule-based monitoring systems. 

The experimental evaluation demonstrated that the 

proposed SENTRY-DOC framework achieves higher 

detection accuracy and significantly faster alert 

response time compared with conventional monitoring 

methods. The results presented in Section 5 show that 

the integration of real-time monitoring and machine 

learning–based anomaly detection improves the 

effectiveness of security monitoring systems. Similar 

improvements have been observed in previous 

research where anomaly detection algorithms were 

used to identify malicious behaviors in cybersecurity 

environments [5], [6]. 

In addition, the implementation of a risk scoring 

mechanism enables the system to prioritize detected 

anomalies based on their severity level. This approach 

helps reduce the number of unnecessary alerts and 

allows system administrators to focus on high-risk 

events that require immediate attention. The security 

analytics dashboard further enhances system usability 

by providing real-time visualization of system 

activities and anomaly alerts, supporting faster and 

more informed decision-making. 

Overall, the proposed SENTRY-DOC framework 

provides an effective and scalable solution for 

detecting abnormal file system activities and 

improving endpoint security in modern computing 

environments. 

 

6.2 Future Work 

Although the proposed framework demonstrates 

promising performance in detecting suspicious file 

system activities, several opportunities exist for 

further enhancement and expansion of the system. 

One potential direction for future research is the 

integration of more advanced deep learning techniques 

capable of identifying complex behavioral patterns in 

large-scale cybersecurity datasets. Deep neural 

networks and sequence-based learning models have 

shown significant potential for detecting sophisticated 

insider threats and multi-stage attack behaviors in 

modern security environments [7], [9]. 

Another possible improvement involves extending the 

monitoring capabilities of the system beyond file-level 

activities to include network traffic analysis and 

system-level behavioral monitoring. Combining file 

activity monitoring with network-based anomaly 

detection could provide a more comprehensive 

security monitoring framework capable of detecting 

coordinated cyber-attacks. 

Scalability is another important aspect that can be 

explored in future implementations. The current 

framework is designed primarily for endpoint 

monitoring environments; however, future versions of 

the system may incorporate distributed monitoring 

architectures and cloud-based processing frameworks 

to support enterprise-level deployments with large 

volumes of system activity data. 

In addition, integrating threat intelligence feeds and 

automated incident response mechanisms could 

further enhance the system's ability to detect and 

respond to emerging cybersecurity threats. Such 

improvements would enable the framework to evolve 

into a more proactive security monitoring platform 

capable of preventing security incidents before they 

escalate into major breaches. 

These future research directions highlight the potential 

for extending the SENTRY-DOC framework into a 

more comprehensive cybersecurity monitoring 
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solution capable of addressing the evolving challenges 

of modern digital environments. 
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