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Abstract—The rapid growth of cloud computing has
increased the need for secure data sharing mechanisms.
This paper proposes a secure cloud-based file sharing
system that ensures data confidentiality, controlled
access, and user accountability. The system uses
Advanced Encryption Standard (AES) for securing files
before storage. Access to files is controlled through an
approval-based mechanism, where file owners grant
permission and share secret keys securely via email.
Additionally, the system includes intrusion detection by
monitoring login attempts and blocking unauthorized
users. A machine learning-based malicious URL
detection module using Random Forest classifier
enhances cybersecurity by identifying phishing and
harmful links. The proposed system provides a secure
and efficient solution for cloud data sharing.

I. INTRODUCTION

Cloud computing provides scalable and flexible
storage solutions but introduces several security
challenges such as unauthorized access, data
breaches, and malicious attacks. Ensuring secure data
sharing and user authentication is essential. This
paper presents a secure cloud data sharing system
that uses encryption, controlled access, and threat
detection mechanisms to enhance security in cloud
environments.

II. LITERATURE REVIEW

Several researchers have contributed to web
application security and cloud protection.

Alazmi et al. (2022) analyzed vulnerability scanners
and their effectiveness. Mustacoglu et al.

(2020)  proposed  password-based  encryption
techniques. Mohana Prabha et al. (2019) introduced
multi-factor authentication models. Kumar et al.
(2018) focused on hybrid encryption and
authentication. Odeh et al. (2023) discussed detection
of web vulnerabilities. These studies highlight the
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importance of encryption, authentication, and
intrusion detection.

III. PROPOSED SYSTEM

The proposed system consists of four modules:

e Authentication Module: Ensures secure login and
blocks accounts after failed attempts

e Encryption Module: Uses AES algorithm to
encrypt files

e Access Control Module: Owner approves file
access requests

e Malicious URL Detection: Uses Random Forest
classifier

This architecture ensures data confidentiality and

system security.

IV. IMPLEMENTATION & RESULTS

The system is implemented using Python Flask,
MySQL, and machine learning techniques. Files are
encrypted before storage, ensuring confidentiality.
Users can securely share files through an approval-
based mechanism. Unauthorized users are blocked
after multiple failed login attempts. The malicious
URL detection module successfully identifies
phishing and harmful links. The system demonstrates
improved security and reliability.

V. PLAN OF EXPERIMENTS

Environment Setup and Deployment Validation: This
experiment verifies that the application runs reliably
in a local environment. The backend is executed
using a Python virtual environment (or Docker), and
the frontend is served correctly. The objective is to
ensure the server starts without errors, the correct
port is accessible, and the user interface loads
properly in the browser.
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User Registration and Authentication Testing: This
experiment tests the user registration and login
functionalities by creating multiple user accounts
with valid and invalid credentials. The system is
observed for proper input validation, successful
authentication, and correct handling of login failures.

Login Failure and Intrusion Monitoring Testing: This
experiment evaluates the intrusion detection
mechanism by attempting repeated incorrect logins.
After three failures, the system should block the
account and add it to the intrusion list for
administrator review.

Secure File Upload and Encryption Testing: This
experiment verifies that uploaded files are encrypted
using the AES algorithm before being stored in the
cloud. The system is checked to ensure that original
files cannot be accessed without decryption.

Controlled File Access and Key Distribution Testing:
This experiment tests file sharing by requesting
access to shared files and validating that secret keys
are sent only after owner approval.

File Decryption and Download Validation: This
experiment ensures that only users with valid secret
keys can successfully decrypt and download shared
files.

Malicious URL Detection Testing: This experiment
evaluates the Random Forest classifier by submitting
various URLs and verifying correct classification as
phishing, benign, defaced, or malicious.

Server Management and Intrusion List Testing: This
experiment checks administrator controls by
reviewing blocked users, unblocking accounts, and
verifying proper system logging and accountability.

VI. DESIGN/MODELLING AND SIMULATION

The proposed Secure Cloud Data Sharing System is
designed as a privacy- focused and security-enhanced
platform that ensures protected storage, controlled
accessibility, and user accountability in cloud
environments. The system integrates secure
authentication, cryptographic encryption, controlled
data sharing, and malicious URL detection
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mechanisms to safeguard sensitive information. The
architecture is organized into four major components:
the Identity and Access Management Module, Secure
File Encryption and Storage Module, Controlled Data
Sharing Module, and Malicious URL Detection
Module. Each component contributes to maintaining
confidentiality, integrity, and secure user interaction
within the cloud system.

6.1 Identity and Access Management Module:

e Enables secure user  registration  and
authentication using validated credentials.

e Monitors repeated login attempts and blocks
accounts after three consecutive failures to
prevent unauthorized access.

e Maintains an intrusion list where administrators
can view and unblock restricted accounts when
required.

6.2 Secure File Encryption and Storage Module:

e Allows authenticated users to upload files
securely to the cloud platform.

o Applies Advanced Encryption Standard (AES)
encryption with a unique secret key before storing
files.

o Ensures confidentiality and data integrity by
storing only encrypted versions of user files.

6.3 Controlled Data Sharing Module:

e Provides an approval-based file access
mechanism managed by the file owner.

o Allows owners to approve or deny file access
requests from other users.

e Sends the secret decryption key securely to the
requester’s registered email

e upon approval, enabling safe file download and
decryption.

6.4 Malicious URL Detection Module:

e Offers a dedicated interface for users to submit
URLs for security verification.

e Uses a Random Forest classifier to categorize
URLSs as phishing, benign, defaced, or malicious.

e Communicates classification results to users,
adding an additional cybersecurity protection
layer and reducing exposure to harmful links.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4487



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

Upload file (AES
encryption)
Download file
Eequest another uzer
file

Download file using
secref hey

Homepage
(Signuplogin)

User’s requested file
(accept/deny)
After accepted
request, sent secret
key via mail (SMTP)
—_—

—
By using key file getz
download

Server

(Tntrusions + urls)

VII. PUBLICATIONPRINCIPLES

The journal publishes peer-reviewed research articles
that contribute to the advancement of knowledge in
the field. Authors are expected to maintain
originality, clarity, and technical quality in their work
while following proper research and ethical
standards.

1) Technical papers submitted for publication must
advance the state of knowledge and must cite
relevant prior work.

2) The length of a submitted paper should be
commensurate with the importance or appropriate
to the complexity of the work.

3) Authors must convince both peer reviewers and
editors of the scientific and technical merit of the
paper.

4) Results and conclusions should be supported with
sufficient data and proper analysis, especially
when reporting extraordinary outcomes.

5) Papers submitted for publication must provide
sufficient information to allow readers to perform
similar experiments or calculations.

6) The work should contain new, usable, and clearly
described information.

7) Authors should follow ethical standards, avoid
plagiarism, and ensure proper referencing
throughout the paper.
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VIII. CONCLUSION

The proposed system provides a secure and efficient
approach for cloud-based file sharing by integrating
encryption, controlled access, and intrusion detection
mechanisms. By using AES encryption, the system
ensures data confidentiality, while the approval-based
access control prevents unauthorized file usage and
enhances user accountability.

The inclusion of malicious URL detection using a
machine learning model strengthens the overall
cybersecurity of the system. The combination of
secure authentication, encryption, and threat
detection makes the system reliable, user-friendly,
and suitable for protecting sensitive data in cloud
environments.

IX. APPENDIX
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