© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

Federated Learning for Flood Forecasting: Secure and
Scalable Prediction Models Using FFNN and CNN2D

Dr.Kamel Alikhan Siddiqui!, Mr. Mohammed Muzammil Uddin Ahmed?,
Ms. Syed Amatul Asma®, Ms. Syeda Mah Zehra Zaidi*
!dssociate Professor, Dept. of CSE-AIML, Lords Institute of Engineering and Technology
234B E. Students, Dept. of CSE-AIML, Lords Institute of Engineering and Technology

Abstract— Floods are one of the most common natural
disasters that occur frequently, causing massive loss of
life and economic damage across the globe. This paper
proposes a Flood Forecasting Model (FFM) based on
Federated Learning (FL) integrated with a Feed-
Forward Neural Network (FFNN) and a 2D
Convolutional Neural Network (CNN2D) extension. The
model trains locally at eighteen regional client stations
using historical water-level and climate data spanning
2010-2021, transmits only model parameters never raw
data to a centralized aggregation server, and issues five-
day-ahead flood alerts. The proposed architecture
achieves an overall prediction accuracy of 84% on the
FFNN model, while the CNN2D extension further
reduces Mean Squared Error (MSE) and Root Mean
Squared Error (RMSE) and improves accuracy. The
system simultaneously preserves data privacy, reduces
communication bandwidth, and enables scalable
deployment across additional river basins. Evaluation on
five major rivers and barrages in Pakistan confirms the
model's effectiveness for early flood warning, with
potential applications in any region facing recurrent
flood risk.

Index Terms— Federated Learning, Flood Forecasting,
Feed Forward Neural Network (FFNN), CNN2D, Data
Privacy, Machine Learning, Water Level Prediction,
Natural Disaster Mitigation, Decentralised Training,
Flood Alert System.

[. INTRODUCTION

In recent decades the frequency and severity of flood
events worldwide have increased dramatically due to
climate change, rapid urbanization, and deforestation.
According to the World Health Organization (WHO),
floods account for approximately 40% of all natural
disaster occurrences globally, causing over 6,800
fatalities and displacing more than 20 million people
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annually [14]. In countries such as Pakistan, India,
Bangladesh, and sub-Saharan Africa, recurring
monsoon floods inflict catastrophic economic losses
and disrupt essential infrastructure including roads,
bridges, and water-treatment plants.

Early flood warning systems have historically
depended on hydrodynamic simulation models,
statistical regression, and rule-based expert systems.
While accurate within narrow geographic scopes,
these approaches require dense gauge networks,
substantial calibration effort, and centralized data
repositories. Centralized repositories raise serious
data-sovereignty concerns: local governments and
community organisations are often unwilling to share
sensitive hydrological data with remote servers due to
regulatory obligations and security risks [4].

Machine Learning (ML) methods, particularly Deep
Neural Networks (DNNs) and Long Short-Term
Memory (LSTM) networks, have demonstrated
impressive accuracy in flood prediction [10][11].
However, standard ML pipelines aggregate raw
training data from all sources onto a single server a
design that conflicts directly with data-

privacy requirements and introduces a single point
of failure.

Federated Learning (FL) resolves this tension by
distributing model training across participating nodes
[8]. Each node trains a local model on its own data,
and only encrypted model gradients or parameters are
transmitted to the central server for aggregation. The
server constructs a global model without ever
accessing raw data, achieving accuracy comparable to
centralised training while preserving privacy.
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Fig. 1. Flood frequency in Pakistan vs. other natural
disasters.

In this paper we present the Flood Forecasting Model
(FFM), the first system to combine Federated
Learning with an FFNN for regional flood prediction.
FFM operates in three stages: (1) Onsite Training and
Transmission each of 18 regional client stations
preprocesses its local climate and hydrological data
and trains a local FFNN; (2) Global Aggregation and
Flood-Station Prediction the central

server aggregates model parameters using the FedAvg
algorithm and identifies the station most likely to
experience flooding within a 5-day horizon; and (3)
Local FFNN Water-Level Prediction the flagged
station retrains its FFNN with a finer temporal
resolution to generate precise water-level forecasts.
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Fig. 2. Three-step FFM: onsite training — global
aggregation —water-level prediction.

The novelty of this work is threefold: (i) it is the first
published application of FL specifically to flood
forecasting;

(i1) it integrates a CNN2D extension for spatial feature
extraction alongside the base FFNN; and (iii) it
demonstrates that privacy-preserving distributed
training can achieve accuracy competitive with
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centralised benchmarks (84% overall, with the
CNN2D extension surpassing this). The remainder of
the paper is organised as follows: Section II reviews
related work; Section III provides system analysis;
Section IV covers system design; Section V describes
system  modules; Section VI  details the
implementation; Section VII presents experimental
results; Section VIII concludes.

II. RELATED WORK

A. Hydrodynamic and Statistical Flood Modelling
Traditional flood prediction has long relied on
hydrodynamic models that solve the Saint-Venant
shallow- water equations to simulate river-flow
dynamics [13]. Patro et al. [1] presented a one-
dimensional (1D) hydrodynamic model for a large
flood-prone river system in India, demonstrating its
capability to generate flood-inundation maps with
limited observational data. While these physics- based
models provide interpretable outputs, they demand
intensive calibration and cannot easily incorporate
high- dimensional meteorological predictors.
Statistical approaches autoregressive integrated
moving average (ARIMA), regression trees, and
ensemble weather models have also been applied to
short-range flood forecasting. Terti et al. [3]
introduced dynamic vulnerability factors for impact-
based flash-flood prediction, combining statistical
hazard scores with socio-economic exposure indices.
Although computationally lighter, such models
frequently miss non-linear dependencies between
precipitation, soil moisture, and river stage, leading to
under-prediction of extreme events.

B. Machine Learning for Flood Prediction

The advent of deep learning has transformed
hydrology- based forecasting. Sankaranarayanan et al.
[7] employed a Deep Neural Network (DNN) trained
on weather parameters—rainfall intensity, wind speed,
humidity, and temperature to predict flood occurrence
24 hours in advance, achieving accuracies up to 93%
on local gauge data. Mosavi et al. [12] conducted a
comprehensive review of ML models in flood
prediction, concluding that ensemble methods and
deep architectures consistently outperform classical
regression but require large, centralized training
datasets.

LeCun et al. [10] established the theoretical
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foundations of deep learning, including CNNs for
spatial pattern recognition. Hochreiter and Schmid
Huber [11] introduced LSTMs capable of capturing
long-range temporal dependencies in sequential data
properties directly applicable to time-series water-
level data. However, centralized collection of multi-
station hydrological data conflicts with privacy
constraints in many jurisdictions, motivating the FL
approach adopted in this work.

C. Federated Learning Approaches

McMahan et al. [8] introduced the Federated
Averaging (FedAvg) algorithm, demonstrating that a
global model trained across decentralized nodes
achieves performance comparable to centralised
training on image classification and language
modelling tasks. Yang et al. [9] provided a taxonomy
of FL horizontal, vertical, and transfer—and discussed
industrial applications in healthcare, finance, and
smart cities. Niknam et al. [5] explored FL in 5G
wireless networks, noting its ability to reduce
communication overhead while preserving local data
confidentiality.

Despite these advances, no prior work has specifically
applied FL to multi-station flood forecasting. Existing
FL deployments focus on image and text domains;
hydrological time-series data present unique
challenges including heterogeneous sampling
intervals, missing gauge readings, and highly non-
stationary seasonal patterns. The present work
addresses these challenges by introducing station-
specific preprocessing pipelines and adaptive local
training epochs before FedAvg aggregation.

D. Fuzzy and Rule-Based Systems

Sadiq et al. [6] evaluated slow sand filters using fuzzy
rule-based modelling, highlighting the interpretability
advantages of fuzzy systems in environmental
engineering. Chan and Parker [4] studied community
responses to dynamic flood hazard factors in
Peninsular Malaysia, emphasizing that forecasting
models must account for local socio-economic
contexts. Rahman and Shaw [2] documented the
causes and impacts of floods in the Hindu Kush
region, reinforcing the need for location-aware,
privacy-sensitive forecasting solutions precisely the
gap addressed by FFM.
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III. SYSTEM ANALYSIS

A. Existing System

Traditional flood prediction systems rely on
centralised ML models in which raw hydro-
meteorological data from all monitoring stations are
uploaded to a single remote server. The server trains a
global model and broadcasts predictions to local
authorities. This architecture carries several critical
drawbacks.

Data privacy risk: uploading raw gauge data may
violate national data-protection regulations.

High bandwidth consumption: transmitting large
multi-station datasets to a central hub are
expensive.

Single point of failure: server downtime renders the
entire forecasting pipeline inoperable.

Data heterogeneity: stations with non-stationary
or sparse records degrade the shared model.
Scalability ceiling: adding new stations requires re-
uploading and retraining all historical data.
Additionally, centralised systems require significant
infrastructure investment for data storage and
computation, making deployment infeasible in
resource-constrained low- income regions where flood
risk is often highest.

B. Proposed System

The proposed FFM addresses all of the above

limitations through a Federated Learning paradigm

integrated with FFNN. The key design principles are

as follows:

o  Decentralised training raw hydrological data
never leaves the client station.

e Local preprocessing and model training at each
of the 18 regional stations.

e  Only encrypted model parameters (weights and
biases) are transmitted to the server.

e  Global model aggregation via FedAvg for flood-
station identification (5-day lead time).

e  Local FFNN for precise water-level forecasting
at the identified at-risk station.

e CNN2D extension for spatial feature
extraction toimprove accuracy further.

C. Feasibility Analysis
A feasibility study was conducted across three
dimensions. Technically, the system relies solely on
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well- established open-source libraries (Python,
TensorFlow, Keras) and standard internet
connectivity, confirming technical viability on
commodity hardware. Operationally, the GUI-driven
interface (built with Tkinter) requires minimal
operator training, and the batch-processing pipeline
automates  preprocessing and model upload.
Economically, eliminating data-centre storage and
centralised compute reduces total infrastructure cost
by an estimated 40% compared to a conventional
centralised architecture of equivalent scale.

D. Requirements Specification

Hardware: Intel Core i3 processor (min. 1.1 GHz), 4
GB RAM, 500 GB HDD, 14" display. Software:
Windows 10+,

Python 3.7, TensorFlow 2.x, Keras, Pandas, NumPy,
Scikit- learn, Matplotlib, h5py, Tkinter, SciPy, NLTK.

Table I. Hardware Requirements

Component Minimum Recommended
Specification
Processor Intel Core i3, 1.1 Intel Core i7,2.4
GHz GHz
RAM 4GB 16 GB
Storage 500 GB HDD 1 TB SSD
Display 14" 1366x768 15.6" 1920x1080

Table II. Software Requirements

Software Version Purpose
Windows / Linux |10+ / Ubuntu|  Operating System
20.04
Python 3.7.0 Core programming
language
nsorFlow / Keras 2.x Neural network training

Pandas / NumPy | Latest stable | Data manipulation &

computation
Scikit-learn 0.24+ Preprocessing &
evaluation
Matplotlib/  |3.x/Built-in| Visualization & GUI
Tkinter

IV. SYSTEM DESIGN

A. System Architecture

The FFM system architecture follows a decentralized
federated learning paradigm comprising three layers:
the Client Layer, the Communication Layer, and the
Server Layer. The Client Layer consists of 18 regional
monitoring stations, each equipped with local sensors
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recording water level, rainfall, temperature, humidity,
and river discharge at hourly intervals. Each station
maintains its own local dataset, preprocessing
pipeline, and FFNN model.

The Communication Layer handles the secure
transmission of model parameters between clients and
the central server. All transmissions are encrypted
using TLS 1.3 to prevent man-in-the-middle
interception. The Server Layer performs FedAvg
aggregation: it receives parameter vectors from all
clients, computes a weighted average proportional to
each client's local dataset size, and distributes the
updated global model back to clients. This cycle
repeats until convergence, typically within 50-100
global rounds depending on data heterogeneity.

B. UML Diagrams

Class Diagram: Key classes include Client Station
(attributes: stationld, local Data, local Model;
methods: preprocess Data (), trainFFNN (),
uploadParams ()), and Central Server (attributes:
aggregated Model, station Registry; methods:
receiveParams (), fedAvgAggregate (), broadcast
Model (), identifyFloodRisk ()). The DataProcessor
class handles normalization and missing-value
imputation.

Use Case Diagram: Actors are the Regional Authority,
Central Server Admin, and Flood Mitigation
Department. Use cases include: upload dataset,
preprocess data, train local FFNN, upload model
parameters, aggregate global model, identify at-risk
station, generate water-level forecast, and view
comparison report.

Sequence Diagram: Each ClientStation preprocesses
data — trains local FFNN — transmits encrypted
parameters to CentralServer —  CentralServer
aggregates — identifies the at-risk station — notifies
the station — station retrains local FFNN — issues
water-level forecast.

Activity Diagram: Load Data — Preprocess
(normalise, impute) — Train FFNN — Transmit
Parameters — Aggregate (FedAvg) — Identify
Station — Retrain FFNN

— Predict Water Level — Generate Alert. Error-
handling branches cover missing uploads and server
timeout scenarios.

Data Flow Diagram (Level-0 / Level-1): Level-0
shows FFM accepting regional climate data and
producing flood alerts. Level-1 decomposes into four
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processes: Data Collection, Local FFNN Training,
Global Aggregation, and Flood Alert Generation, with
data stores for historical gauge records and model-
parameter archives.

C. Data Flow and Privacy Design

A key architectural invariant is that raw sensor data
never traverses the communication layer. Only
serialised model weight tensors (.hS format) are
transmitted. At the server, the aggregation function
operates solely on these weight tensors it has no ability
to reconstruct original measurements thereby
providing differential-privacy guarantees comparable
to those demonstrated by McMahan et al. [8]. Future
versions of FFM will incorporate gradient noise
injection (e-differential privacy) and secure multi-
party computation (SMPC) to further harden the
system against adversarial inference attacks.

V. SYSTEM MODULES

A. Module 1 Onsite Training and Transmission

Each of the 18 regional client stations preprocesses its
local climate and hydrological data covering the
period 2010-2021. Preprocessing involves: (i) loading
raw CSV records using Pandas; (ii) handling missing
values via forward-fill interpolation; (iii) feature
normalization using min-max scaling to the range [0,
1]; (iv) temporal sliding- window segmentation to
generate input-output pairs for the FFNN (window
size = 7 days, forecast horizon = 5 days).

The local FFNN architecture consists of an input layer
(7 feature dimensions x 7-time steps = 49 nodes), two
hidden layers (128 and 64 neurons respectively, ReLU
activation, dropout rate 0.2), and an output layer (5
nodes, linear activation for 5-day ahead water-level
prediction). Training uses the Adam optimiser
(learning rate 0.001, batch size 32) for 50 local epochs
before parameter upload.

After local training converges, the station serialises its
FFNN weight tensors using h5py, compresses the file,
and securely transmits it to the central server via an
HTTPS POST request authenticated with a station-
specific JWT token. The transmission typically
completes within 2—5 seconds on a standard 4G
connection.

B. Module 2 — Global Aggregation and Flood
Prediction
The central server waits for parameter uploads from
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alll8 client stations within a configurable
synchronisation window (default: 6 hours). Upon
receipt, it applies FedAvg: the global weight w_g is
computed as the weighted mean of client weights w_1i,
with weights proportional to each station's local
training-sample count n i: w g =X (n i/ N) - w_i,
where N = X n i. The resulting global model is
broadcast back to all clients for the next training round.
Concurrently, the server feeds the aggregated global
model with the most recent 5-day weather forecasts
from a public meteorological API to identify which
station has the highest predicted water-level
exceedance probability. The station with the
maximum predicted flood score is flagged as 'at-risk'
and notified automatically via an encrypted alert
message to local flood-mitigation authorities.

C. Module 3 — Local FFNN Water-Level Prediction

Upon receiving a flood alert, the identified at-risk
station initiates a high-resolution retraining cycle. It
augments its dataset with the latest 7-day observations
and retrains the FFNN for 20 additional epochs,
effectively fine-tuning the global model to local
conditions. The refined model then generates an
hourly water-level forecast for the next 5 days,
producing a time-series output visualized through the
Tkinter GUI as a True-vs-Predicted graph (red vs.
green lines). Flood alert thresholds are parameterized
per station based on historical bank full discharge data.

D. CNN2D Extension Module

A 2D Convolutional Neural Network (CNN2D) was
implemented as an extension to the base FFNN. Input
features are reshaped into a 2D feature map (7 features
x 7 time-steps) to exploit spatial correlations between
meteorological variables. The CNN2D architecture
comprises: two Conv2D layers (32 and 64 filters, 3x3
kernel, ReLU), MaxPooling2D (2%2), a Flatten layer,
a Dense layer (128 neurons, ReLU, dropout 0.3), and
a final Dense output layer (5 neurons, linear). This
design captures inter-variable spatial patterns that the
fully-connected FFNN cannot directly exploit,
yielding lower MSE and RMSE as reported in Section
VIIL.

VI. IMPLEMENTATION

The FFM system is implemented entirely in Python
3.7.0 with the following open-source libraries. All
source code is modularized into client-side, server-
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side, and GUI components to facilitate independent

testing and future extension.

A. Libraries Used

e  Pandas: Data loading, manipulation, and analysis
of regional flood datasets.

e NumPy: Numerical computation, matrix
operations, and array handling.

e  Matplotlib: Visualisation of training results,
accuracy graphs, and water-level predictions.

e  Scikit-learn: ~ Preprocessing, = normalization,
train/test splitting, and evaluation metrics.

e Keras / TensorFlow 2.x: Construction and
training of FFNN and CNN2D models.

e  hS5py: Storage and retrieval of serialised model
weights and parameters.

e  Tkinter: GUI for dataset upload, parameter
configuration, and result visualisation.

e  SciPy/NLTK: Additional statistical analysis and
text-processing utilities.

B. CNN2D Extension Architecture

A 2D Convolutional Neural Network (CNN2D) was
implemented as an extension to the base FFNN. The
architecture applies two successive Conv2D layers
(kernel 3x3, filters 32 and 64 respectively, ReLU
activation) followed by MaxPooling2D (pool size
2x2), Flatten, a Dense layer (128 neurons, dropout
0.3), and a final linear output layer. Input features are
reshaped into 2D spatial maps to allow the
convolutional layers to detect cross- variable temporal
patterns. The extension model is trained under
identical conditions to the FFNN baseline to enable
direct performance comparison.

C. GUI and Server Implementation

The client-side Tkinter GUI provides five primary
tabs:

(1) Dataset Upload users select a CSV file via a file-
browser dialog;

(2) Preprocessing triggers normalization and
visualises the feature distribution histograms;

(3) Train FFNN configures epochs, batch size, and
learning rate, then launches training with a live
loss/accuracy chart;

(4) Upload to Server serialises model weights and
sends via HTTPS;

(5) View Predictions displays the True-vs- Predicted
water-level graph alongside tabulated forecast values.
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The server component runs as a standalone Python
Flask application, exposing REST endpoints for model
reception, aggregation, and alert dispatch.

D. Data Preparation Details

Raw data was sourced from five rivers and barrages in
Pakistan covering 18 monitoring stations with records
from January 2010 to December 2021. Each record
contains: date, station ID, water level (metres), daily
rainfall (mm), maximum temperature (°C), minimum
temperature

(°C), relative humidity (%), and river discharge (m?*/s).
Missing values (approximately 3.2% of records) were
imputed using forward-fill followed by linear
interpolation. Outliers beyond three standard
deviations were capped at the 99th percentile to
prevent FFNN weight divergence. The final dataset
comprises 432,000 hourly records distributed across
all 18 stations, partitioned 70/15/15 for training,
validation, and testing.

VII. EXPERIMENTAL RESULTS

A. Dataset Overview

The dataset was collected from five different rivers
and barrages over 2010-2021, distributed across 18
regional client stations. Feature variables include
water level, daily rainfall, maximum and minimum
temperature, relative humidity, and river discharge.
After preprocessing, the dataset comprises 432,000
hourly records partitioned 70% training, 15%
validation, and 15% test across each station. Class
imbalance between flood and non-flood events was
handled by over-sampling flood-event windows using
SMOTE, ensuring balanced representation during
local FFNN training at each client station.

B. FFNN Water-Level Prediction

Figure 3 shows the FFNN prediction output at a
representative station. The red line represents the True
Water Level recorded by the physical gauge sensor,
and the green line represents the Predicted Water
Level generated by the local FFNN. The model tracks
the overall trend accurately, including the rising limb
and recession phase of flood hydrographs. Minor
deviations occur during rapid peak-flow events,
reflecting the inherent uncertainty of 5- day-ahead
predictions.
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Fig. 3. FFNN — True (red) vs. Predicted (green)
water level.

C. CNN2D Extension Results

Figure 4 shows the CNN2D extension results. The
CNN2D model demonstrates consistently lower MSE
and RMSE values across all test stations compared to
the base FFNN, confirming the benefit of spatial
feature extraction via convolutional layers. The
model's ability to detect cross- variable patterns for
instance, the joint behaviour of rainfall intensity and
soil-moisture proxy contributes to earlier and more
accurate flood peak detection.

Fig. 4. CNN2D Extension improved water-level
prediction accuracy.

D. Performance Comparison

Figure 5 presents the performance comparison bar
chart for the Proposed FFNN and the Extension
CNN2D across three metrics: MSE, RMSE, and
Accuracy. The Extension CNN2D consistently
achieves lower MSE (0.0042 vs. 0.0078), lower
RMSE (0.0648 vs. 0.0883), and higher accuracy (91%
vs. 84%) than the base FFNN, confirming the
advantage of convolutional feature extraction for
multi- variate hydrological time-series.

F. Flood Prediction Output

Figure 7 shows the final prediction output screen
where test data is uploaded and the system generates
water-level forecast values for the next 5 days. The
tabulated output includes hourly timestamps,
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predicted water level (metres), 90% confidence
intervals, and a binary flood-risk flag (triggered when
predicted level exceeds the station-specific bankfull
threshold). The GUI allows operators to export
forecast tables to CSV and share them with local civil-
defence authorities.

Fig. 7. Flood prediction output forecasted water-level
values with risk flags.

Fig. 5. Performance comparison: FFNN vs. CNN2D
— MSE, RMSE, and Accuracy.

E. Federated Model Upload and Server Response
Figure 6 shows the centralised server interface after
receiving and aggregating model uploads from the 18
client stations. The server log confirms successful
reception of all 18 weight files, completion of the
FedAvg aggregation step, and dispatch of the updated
global model. Average round- trip time for a complete
federated aggregation cycle (upload, aggregate,
broadcast) was measured at 14.3 seconds on a
standard.

Fig. 6. Centralised server receiving and aggregating
federated model uploads.
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G. Software Testing
The system was validated through three testing phases:

requirement using unseen 2016-2021 data). Eight
formal test cases were executed; all eight passed,

module testing (each  component verified
independently), integration testing (end-to-end
pipeline from data upload to forecast), and acceptance
testing (final validation against the 84% accuracy

confirming that every core function meets its
specification. Results are summarised in Table III.

Table III. Software Test Case Results

TC Function Expected Actual Status
TC1 Upload Dataset CSV loaded CSV loaded Pass
TC2 Preprocess Data Normalised DataFrame Normalised DataFrame Pass
TC3 Dataset Split 70/15/15 partition 70/15/15 partition Pass
TC4 Train FFNN Accuracy >84% Accuracy = 84.2% Pass
TCS Train CNN2DExtension Accuracy >84% Accuracy =91.1% Pass
TC6 Upload to Server Model received at server Model received at server Pass
TC7 Generate Graph True vs.Predicted graph Graph rendered Pass
TCS8 Generate Prediction 5-day water-level output 5-day output generated Pass

VIII-H. SYSTEM SCREENSHOTS reception log from all 18 stations.

The following figures capture the key screens of the e
FFM application during a live demonstration session.
These screenshots illustrate the complete workflow
from initial server launch through data preprocessing,
model training, and final prediction generation,
providing full transparency of the system's operational
behaviour.

Fig. 8. Client application: dataset preprocessing
screen showing normalised feature distributions. Fig. 11. CNN2D extension training screen with layer-

wise configuration panel.

IX. CONCLUSION

This paper presented the Flood Forecasting Model
(FFM) the first published system to combine
Federated Learning with a Feed-Forward Neural
Network for multi- station flood prediction. Deployed
across 18 regional monitoring stations in Pakistan and
evaluated on 12 years of hydrological records, FFM
achieves an overall prediction accuracy of 84% with
the base FFNN model and up to 91% with the CNN2D
extension, while providing 5-day-ahead flood alerts.
Crucially, the federated architecture guarantees that
raw sensor data never leaves the originating station,
satisfying data-privacy regulations and eliminating
centralised storage overhead.

The CNN2D extension demonstrates that treating
multi- variate time-series inputs as 2D spatial maps
unlocks cross- variable feature correlations that fully-

Fig. 9. FFNN training progress: live loss and
accuracy curves during local training.

Fig. 10. Server-side interface: model parameter
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connected architectures miss, yielding statistically
significant reductions in both MSE (—46%) and RMSE
(—27%) relative to the FFNN baseline. Eight formal
software test cases confirmed that all functional
requirements are met, including accuracy thresholds,
data-privacy invariants, and real-time response
constraints.

Key contributions of this work are: (i) the first FL-
based flood-forecasting pipeline integrating FedAvg
aggregation with FFNN local training; (ii) a CNN2D
extension that exploits spatial inter-variable patterns in
hydro- meteorological data; (iii) a fully open-source
Python implementation with a user-friendly GUI
deployable on commodity hardware; and (iv)
empirical validation on five Pakistani rivers
encompassing diverse hydrological regimes.

Future work will pursue four directions: (i) expanding
the model to global river systems particularly in South
Asia, Sub-Saharan Africa, and Southeast Asia where
data- privacy constraints are most acute; (ii)
incorporating real- time satellite imagery (e.g.,
Sentinel-1 SAR backscatter) as additional input
features; (iii) applying e-differential privacy and
secure multi-party computation (SMPC) to harden the
FL pipeline against gradient-inversion attacks; and
(iv) integrating LSTM and Transformer-based
sequence models to capture longer temporal
dependencies in seasonal flood cycles.
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