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Abstract— Health insurance fraud has emerged as a 

critical challenge in modern healthcare systems, 

resulting in significant financial losses, increased 

operational costs, and reduced trust among 

stakeholders. Traditional fraud detection methods, 

primarily based on rule-based systems and manual 

auditing, are inadequate for identifying complex and 

evolving fraud patterns in large-scale healthcare 

datasets. This research proposes an advanced Artificial 

Intelligence (AI) driven framework, MedSureAI, 

designed to enable accurate and real-time fraud 

detection in health insurance systems. The proposed 

approach integrates multiple stages, including data 

preprocessing, advanced feature engineering, hybrid 

class imbalance handling, and ensemble machine 

learning techniques. Statistical, behavioral, and risk-

based features are extracted to capture hidden fraud 

patterns. A hybrid imbalance handling strategy 

combining SMOTE and undersampling is employed to 

address the skewed distribution of fraudulent and non-

fraudulent cases. The model architecture incorporates 

a combination of Random Forest, XGBoost, and 

Isolation Forest algorithms, enabling the detection of 

both known and unknown fraud patterns through 

supervised and unsupervised learning. The ensemble 

model demonstrates superior performance compared to 

individual models, achieving high accuracy, improved 

recall, and strong ROC-AUC scores. The system is 

further deployed using a Streamlit-based interface, 

enabling real-time fraud prediction and automated 

decision support. Experimental results validate the 

effectiveness, scalability, and practical applicability of 

the proposed framework. The study concludes that the 

integration of hybrid machine learning models with 

real-time deployment provides a robust and efficient 

solution for healthcare fraud detection, with potential 

for further enhancement using advanced AI techniques. 

 

Keywords— Health Insurance Fraud Detection, 

Machine Learning, Artificial Intelligence, Ensemble 

Learning, Random Forest, XGBoost, Isolation Forest, 

SMOTE, Class Imbalance Handling, Feature 

Engineering, Anomaly Detection, Real-Time 

Prediction, Streamlit Deployment, Healthcare 

Analytics, Predictive Modeling. 

I. INTRODUCTION 

 

The exponential growth of digital healthcare 

ecosystems has significantly transformed the way 

medical services are delivered, recorded, and 

reimbursed. Modern health insurance systems 

generate vast volumes of heterogeneous data, 

including patient demographics, clinical records, 

billing transactions, and provider-level activities. 

While this digital transformation has improved 

operational efficiency and accessibility, it has 

simultaneously introduced critical vulnerabilities 

most notably, health insurance fraud. Health 

insurance fraud is a pervasive issue that results in 

billions of dollars in financial losses annually across 

global healthcare systems. Fraudulent activities may 

include exaggerated billing, phantom claims, 

unnecessary medical procedures, identity theft, and 

collusion between providers and beneficiaries. These 

fraudulent behaviors not only impose financial 

burdens on insurance companies but also degrade 

trust in healthcare systems and lead to increased 

premiums for policyholders. Traditional fraud 

detection mechanisms, primarily based on rule-based 

systems and manual auditing, are no longer sufficient 

to handle the scale, complexity, and evolving nature 

of fraud patterns. These systems are inherently 

reactive, limited to predefined rules, and incapable of 

adapting to new fraud strategies. Moreover, the 

increasing volume of claims requires real-time 

decision-making, which is beyond the capability of 

manual verification processes. 

 

To address these challenges, this research proposes 

an Artificial Intelligence (AI)-driven framework, 

termed MedSureAI, designed to enable real-time 

fraud detection and autonomous decision support in 

health insurance systems. By leveraging advanced 

machine learning techniques such as ensemble 

learning, feature engineering, and class imbalance 
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handling, the system aims to detect hidden fraud 

patterns and provide actionable insights during claim 

processing. 

 

II. LITERATURE REVIEW OF EXISTING SYSTEMS 

 

 

  
Fig.1: Predicting Insolvency of Insurance Companies in Egyptian Market Using Bagging and Boosting 

Ensemble Techniques 
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Fig.2: Machine Learning Based Method for Insurance Fraud Detection on Class Imbalance Datasets With 

Missing Values 

 
Fig.3: Cost-Sensitive Learning for Medical Insurance Fraud Detection With Temporal Information 
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Fig.4: Going Digital: Case Study of an Italian Insurance Company 
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Fig.5: How to Save Hundreds on Insurance With These Simple Hacks 

 

  
Foundational AI in Insurance and Real Estate: A Survey of Applications, Challenges, and Future  
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Fig.6: A Systematic Survey of AI Models in Financial Market Forecasting for Profitability Analysis 

 

 
 

 
Fig.7: Explainable AI for Healthcare 5.0: Opportunities and Challenges 

 

III. PROPOSED SYSTEM DESIGN 

 

This study proposes an enhanced hybrid AI-driven 

fraud detection framework that extends beyond 

traditional machine learning pipelines by 

incorporating behavioral analytics, anomaly 

detection, and ensemble learning into a unified 

architecture. Unlike the earlier approach that relied 
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primarily on supervised models, the modified 

methodology integrates both supervised and 

unsupervised learning techniques to improve fraud 

detection accuracy and robustness. The proposed 

system follows a multi-stage pipeline, consisting of: 

Data aggregation from multiple healthcare datasets, 

Advanced feature engineering (behavioral + 

statistical features). Hybrid imbalance handling 

(SMOTE + undersampling), Dual-model framework: 

Supervised learning (Random Forest, XGBoost), 

Unsupervised anomaly detection (Isolation Forest), 

Model stacking and weighted ensemble prediction, 

Real-time fraud scoring and adaptive decision 

thresholding, This hybrid approach ensures that both 

known fraud patterns (supervised learning) and 

unknown anomalies (unsupervised learning) are 

effectively captured. 

 
Fig.8: Architecture Diagram MedSureAI: A Hybrid Ensemble Machine Learning Framework 

 

IV. METHODOLOGY AND ALGORITHMS 

USED 

 

Data Collection and Integration: The dataset used in 

this research consists of four primary components: 

Training Dataset (Train.csv): Contains provider IDs 

and fraud labels. Beneficiary Dataset: Includes 

demographic and enrollment information. Inpatient 

Claims Dataset: Contains hospitalization records, 

diagnoses, and procedures. Outpatient Claims 

Dataset: Includes non-hospital services and claim 

details Modified Approach: Instead of simple 

aggregation, the proposed system performs multi-

level data fusion: Provider-level aggregation, 

Temporal aggregation (monthly/yearly trends), 

Behavioral profiling of providers. Data integration is 

performed using Provider ID as a primary key, 

followed by time-based grouping to capture trends in 

provider behavior.  Advanced Feature Engineering: 

To improve fraud detection capability, the feature 

engineering process is significantly enhanced by 

introducing three categories of features: Statistical 

Features, Total claim count (inpatient + outpatient). 

Average claim amount, Standard deviation of claim 

amounts, Claim frequency per beneficiary. 

Behavioral Features: Sudden spike in claims 

(temporal anomaly), Ratio of high-cost procedures, 

Repeated diagnosis patterns, Provider activity 

consistency score. Risk-Based Features, Fraud 

likelihood score (based on historical data), Claim-to-

beneficiary anomaly ratio, Procedure diversity index 
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Fig.9: Flow Chart MedSureAI: A Hybrid Ensemble Machine Learning Framework 

 

V. PROJECT FUNCTIONAL MODULES 

IMPLEMENTATION 

 

The proposed system for health insurance fraud 

detection is designed using a modular architecture, 

where each module performs a specific function to 

ensure scalability, efficiency, and accuracy. The 

implementation of the system is divided into the 

following functional modules: 

1. Data Collection and Integration Module, this 

module is responsible for acquiring healthcare 

insurance claim data from structured datasets. The 

data includes patient details, provider information, 

claim history, and billing records. Data from multiple 

sources is integrated and stored in a unified format 

suitable for analysis. Proper handling of missing and 

inconsistent values is also ensured at this stage. 

2. Data Preprocessing Module, in this module, raw 

data is cleaned and transformed to make it suitable 

for machine learning models. It includes handling 

missing values, encoding categorical variables, 

normalization of numerical features, and removal of 

duplicate records. Feature scaling techniques are 

applied to maintain uniformity across different 

attributes. 

3. Feature Engineering Module, this module focuses 

on extracting meaningful features from the dataset to 

improve model performance. Behavioral features 

such as claim frequency, repeated billing patterns, 

and abnormal activity trends are generated. Statistical 

features like mean, variance, and deviation are also 

computed to capture hidden patterns in the data. 

4. Imbalance Handling Module, since fraud detection 

datasets are highly imbalanced, this module applies 

hybrid techniques combining SMOTE (Synthetic 

Minority Over-sampling Technique) and 
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undersampling. This approach balances the dataset 

by increasing minority class samples and reducing 

majority class bias, leading to improved model 

performance. 

5. Model Development Module, the system 

implements a hybrid model combining Random 

Forest, XGBoost, and Isolation Forest algorithms. 

Random Forest provides robustness, XGBoost 

enhances predictive accuracy, and Isolation Forest 

helps in anomaly detection. These models are trained 

and optimized to achieve high performance in fraud 

detection. 

6. Model Evaluation Module, this module evaluates 

the performance of the trained models using metrics 

such as accuracy, precision, recall, and F1-score. 

Special emphasis is given to recall to minimize false 

negatives, which is critical in fraud detection. 

Confusion matrix analysis is also performed for 

better understanding of model predictions. 

7. Deployment and Real-Time Prediction Module, 

the final module integrates the trained model into a 

user interface using Streamlit. It enables real-time 

prediction by allowing users to input claim data and 

instantly receive fraud detection results. This module 

ensures usability and practical applicability of the 

system in real-world scenarios. 

 

V.  PROTOTYPE, ALGORITHM AND PROGRAM LOGIC 

 

   
Fig.10 & 11: Building the final system Terminal and Dashboard MedSureAI: A Hybrid Ensemble Machine 

Learning Framework 

 

 
Fig.12: The final System Dashboard MedSureAI: A Hybrid Ensemble Machine Learning Framework 

VI. CONTRIBUTION AND FINDINGS 

 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 197944           INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY   11286 

This study contributes to an AI-driven framework for 

real-time health insurance fraud detection by 

leveraging Random Forest and XGBoost models. A 

robust data preprocessing pipeline is developed, 

incorporating data imputation and SMOTE to 

effectively handle missing values and class 

imbalance. Additionally, the study integrates 

explainable AI through feature importance analysis, 

enhancing transparency and trust in model 

predictions. The system is designed for real-time 

deployment, making it suitable for automated 

decision-making in insurance workflows. The 

findings reveal that XGBoost outperforms Random 

Forest in terms of accuracy, recall, and ROC-AUC, 

making it more effective for detecting fraudulent 

claims, especially within minority classes. The model 

successfully identifies key fraud indicators such as 

unusually high claim amounts, extended 

hospitalization periods, and repeated claim histories. 

Overall, the proposed system demonstrates strong 

performance, interpretability, and scalability, 

indicating its practical applicability in real-world 

health insurance fraud detection. 

 

VII. CONCLUSION 

 

This study proposes an advanced AI-based 

framework for health insurance fraud detection, 

addressing limitations of traditional systems such as 

poor adaptability, class imbalance, and lack of real-

time processing. The framework integrates data 

preprocessing, feature engineering, hybrid imbalance 

handling (SMOTE + undersampling), and ensemble 

learning techniques. By combining Random Forest, 

XGBoost, and Isolation Forest, the system effectively 

detects both known and unknown fraud patterns. The 

hybrid imbalance approach significantly improved 

recall, reducing missed fraudulent cases, while 

behavioral and risk-based features enhanced pattern 

detection. The ensemble model achieved high 

accuracy, strong recall, and robust ROC-AUC 

performance. Additionally, real-time deployment 

enables instant fraud prediction and automated 

decision-making, making the system scalable and 

practical for real-world healthcare applications. 
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