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Abstract— Health insurance fraud has emerged as a
critical challenge in modern healthcare systems,
resulting in significant financial losses, increased
operational costs, and reduced trust among
stakeholders. Traditional fraud detection methods,
primarily based on rule-based systems and manual
auditing, are inadequate for identifying complex and
evolving fraud patterns in large-scale healthcare
datasets. This research proposes an advanced Artificial
Intelligence (AI) driven framework, MedSureAl,
designed to enable accurate and real-time fraud
detection in health insurance systems. The proposed
approach integrates multiple stages, including data
preprocessing, advanced feature engineering, hybrid
class imbalance handling, and ensemble machine
learning techniques. Statistical, behavioral, and risk-
based features are extracted to capture hidden fraud
patterns. A hybrid imbalance handling strategy
combining SMOTE and undersampling is employed to
address the skewed distribution of fraudulent and non-
fraudulent cases. The model architecture incorporates
a combination of Random Forest, XGBoost, and
Isolation Forest algorithms, enabling the detection of
both known and unknown fraud patterns through
supervised and unsupervised learning. The ensemble
model demonstrates superior performance compared to
individual models, achieving high accuracy, improved
recall, and strong ROC-AUC scores. The system is
further deployed using a Streamlit-based interface,
enabling real-time fraud prediction and automated
decision support. Experimental results validate the
effectiveness, scalability, and practical applicability of
the proposed framework. The study concludes that the
integration of hybrid machine learning models with
real-time deployment provides a robust and efficient
solution for healthcare fraud detection, with potential
for further enhancement using advanced Al techniques.
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Machine Learning, Artificial Intelligence, Ensemble
Learning, Random Forest, XGBoost, Isolation Forest,
SMOTE, Class Imbalance Handling, Feature
Engineering, Anomaly Detection, Real-Time
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[. INTRODUCTION

The exponential growth of digital healthcare
ecosystems has significantly transformed the way
medical services are delivered, recorded, and
reimbursed. Modern health insurance systems
generate vast volumes of heterogeneous data,
including patient demographics, clinical records,
billing transactions, and provider-level activities.
While this digital transformation has improved
operational efficiency and accessibility, it has
simultaneously introduced critical vulnerabilities
most notably, health insurance fraud. Health
insurance fraud is a pervasive issue that results in
billions of dollars in financial losses annually across
global healthcare systems. Fraudulent activities may
include exaggerated billing, phantom claims,
unnecessary medical procedures, identity theft, and
collusion between providers and beneficiaries. These
fraudulent behaviors not only impose financial
burdens on insurance companies but also degrade
trust in healthcare systems and lead to increased
premiums for policyholders. Traditional fraud
detection mechanisms, primarily based on rule-based
systems and manual auditing, are no longer sufficient
to handle the scale, complexity, and evolving nature
of fraud patterns. These systems are inherently
reactive, limited to predefined rules, and incapable of
adapting to new fraud strategies. Moreover, the
increasing volume of claims requires real-time
decision-making, which is beyond the capability of
manual verification processes.

To address these challenges, this research proposes
an Artificial Intelligence (AI)-driven framework,
termed MedSureAl, designed to enable real-time
fraud detection and autonomous decision support in
health insurance systems. By leveraging advanced
machine learning techniques such as ensemble
learning, feature engineering, and class imbalance
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handling, the system aims to detect hidden fraud processing.
patterns and provide actionable insights during claim

II. LITERATURE REVIEW OF EXISTING SYSTEMS

Tilofthe Prgb!em v Obiccie Te‘(jhnulag}' MetudologyUsed ]:ﬁiuenﬂ, I:auen .
Paper Statement Used Performance Limitations
Predicting Insurance - Develop apredictive | - Programming: - Data collection - Ensemble models - Dataset limited to
Insolvency of companies face | model for insurance Python (1999-2019, 11 companies, | outperform classical ML | Egyptian market only
Insurance significant risks | insolvency in Egypt. - Libraries: 22 ratios) models - Imbalanced data
Companies in of financial - Introduce the first Scikit-Jea, - Data preprocessing - CatBoost achieved best | across companics
Egyptian Market | insolvency, public dataset for Pandas, Matplotlib, | (cleaning, encoding) performance - Limited number of
Using Bagging | whichimpacts | Egyptian insurance CatBoost - Feature correlation analysis | - Metrics used: MAE, | samples
and Boosting stakeholders and | companies, - Models: SVM, | - Model fraining using ML | RMSE, R? - Some models (e.g,
Ensemble economic - Compare classical ML | Random Forest, | & ensemble methods - High predictive SVM) performed
Techniques stability. and ensemble leaming | Bagging, Boosting | - Hyperparameter tuning accuracy with low eror | poorly due to data
Existing models | methods. (CatBoost) using Grid Search rafes imbalance
cither lack - [dentify key financial - Velidation: Hold-out &
accuracy, donol | ratios inilugncing K-fold cross-validation
jisg ensemble insolvency
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AGURE 1. Histogram chart of the values of solvency ratio in the dataset. =

FGURE 3. Block diagram of the propased method.
Fig.1: Predicting Insolvency of Insurance Companies in Egyptian Market Using Bagging and Boosting
Ensemble Techniques

Titleof the Paper v Problem Objective TechnologyUsed v Methodology Used Efficiency/ Performance v Issues / Challenges

Statement
Machine Learning Based | Inswancefraud | - Develop an effective | - Programming: Python | - Data collection (real dataset + Kaggle | -Handling class imbalance - Highly imbalanced datasets
Method for Insurance | detection is fraud detection - Libraries: Scikitdearn, | dataset) significantly improves model | (fraud cases very low).
Fraud Detection on Class | challenging dueto | system using ML Pandas -Data preprocessing (cleaning, performance. -Presence of missing and noisy
Imbalance Datasets With | class imbalance | -Handle class -Models: Random encoding) -Missing value handling has | data.
Missing Values (few fraud cases) | imbalance and Forest, SVM, KNN, -Handling missing values (imputation | moderate impact, -Risk of overftting in ML

and missing data, | missing data Logistic Regression, +column removal) - Proposed models outperform | models.

Which reduce problems. Ridge Regression - Handling class imbalance (SMOTE, | existing methods. - Limited availability of real-world

model accuracy | -Compare different | - Ensemble Methods: | oversampling, undersampling, - Ensemble models achieve datasets.

and reliabiliy. imputation and Bagging, Boosting, ADASYN) higher accuracy. -High dependency on

Existing resampling Stacking - Feature importance & correlation -Improved fraud detection with | preprocessing techniques.

approaches do not | techniques. - Techniques: SMOTE, | analysis better precision and recall

adequately handle | - Perform overftting | ADASYN, Random - Model training (ML + ensemble

both issues analysis. Sampling models)

together or - Improve prediction -Validation: Hold-out & K-fold

analyze overfitting. | accuracy over cross-validation

existing methods. - Evaluation using multiple metrics and
overfitting analysis
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FIGURE 2. Correlation matrix of Dataset-1 features.

Methodology Used

v Efficiency / Performance

v Issues / Challenges

Title of the Paper v Problem Objective
Statement
Cost-Sensitive Healthcare fraud | - Develop an effective
Learning for Medical | in systems like | fraud detection model
Insurance Fraud Medicare leads | using Medicare data.
Detection With to billions of - Incorporate temporal
Temporal dollars in losses | information from past
Information annually. years.
Traditional fraud | - Apply cost-sensitive
detection learning to reflect real
methods are financial impact.
inefficient, fail to | - Improve feature
utilize temporal | extraction using
data, and do not | advanced statistical
consider techniques.
financial cost - Reduce financial losses
trade-offs in due to fraud.
decision-making.

- Programming; Python
(implied)

- Techniques:
Functional Data
Analysis

- Algorithms: Machine
Learning classifiers

- Methods: Functional
Principal Component
Analysis (FPCA),
Cost-Sensitive
Learning

- Dataset: Medicare
claims data (CMS, Part
D dataset)

- Data collection from Medicare Part
D dataset (2013-2018)

- Labeling fraud using LEIE
database

- Feature engineering using
temporal trajectories of data

- Application of FPCA for
extracting temporal features

- Distributional FPCA for
probability density features

- Handling class imbalance using
random undersampling

- Model training using multiple ML
algorithms

- Implementation of cost-sensitive
learning framework using cost
matrix

- Evaluation based on predictive
performance and cost savings

- Achieved reasonably good
prediction performance.

- Significant cost savings
(~55%) using cost-sensitive
approach.

- Qutperformed traditional
non-cost-sensitive models.

- Effective use of temporal
data improved prediction
quality.

- Better decision-making by
balancing fraud detection vs
investigation cost.

- Extreme class imbalance
(only ~0.025% fraud cases).
- High complexity in
handling temporal data.

- Dependency on accurate
estimation of cost parameters.
- Large-scale healthcare data

processing challenges.

- Traditional models may fail
without proper feature
engineering.

Fig.2: Machine Learning Based Method for Insurance Fraud Detection on Class Imbalance Datasets With
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Fig.3: Cost-Sensitive Learning for Medical Insurance Fraud Detection With Temporal Information
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Title of the Paper v Problem Objective Technology Used Methodology Used Efficiency / Performance Issues / Challenges
Statement

Going Digital: Case Traditional - Identify digital - Digital technologies - Case study of an Italian insurance - Improved customer engagement | - Resistance to change within the

Study of an Italian insurance transformation strategies for | (Big Data, Cloud company (Assinord Verona) through digital platform, organization.

Insurance Company companies have | insurance companies. Computing, Social Media) | - Analysis of company value chain - Faster and more efficient - Difficulty in adopting new
failed to innovate, | - Improve customer - InsurTech solutions - Interviews with customers (15 insurance recommendation technologies and mindset shift.
especially in experience using digital - Design Thinking & sessions) and employees process. - Limited internal capabilities for
customer solutions. Innovation tools - Brainstorming sessions for idea - Increased employee productivity | innovation.
experience. With | - Analyze how small - Prototype development | generation and reduced dependency on - Complexity in integrating
digital insurance firms can adopt | (customer interaction - Design thinking approach for experts. digital solutions.
transformation and | InsurTech, platform) innovation - Positive feedback from - Need for continuous adaptation
rising customer - Develop a prototype - Cyber risk insurance - Development and testing of prototype | customers and employees on to evolving customer
expectations, platform to connect technologies platform prototype. expectations,
existing systems | customers and company. - Evaluation of strategies: internal - Successful introduction of cyber
are outdated, - Expand services to innovation, buy, partner, invest in insurance products with early
complex, and not | include modern risks like startups adoption.
user-friendly. cyber insurance. - Study and integration of cyber risk
Companies insurance products
struggle to adopt
new technologies
and respond to
emerging risks like
cyber threats,
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Fig.4: Going Digital: Case Study of an Italian Insurance Company

Tileofthe v Problem 7 chnology Used v Methodolog Efficiency | Performance Issues / Challenges
Paper Statement
Foundational Alin | Traditional * To provide a + Machine Learning » Survey-based analytical study + Improved risk assessment + Poor data quality (incomplete,
Insurance and Real | insurance and real | comprehensive survey of Al | (Regression, + Comparative analysis of Al techniques | accuracy using ML models inconsistent datasets)
Estate: A Survey | estate systemsare | applications in insurance | Classification, Clustering) | * Use-case driven evaluation (insurance | * Faster claims processing and + Lack of standardized datasets
of Applications, | inefficient, manual, | and real estate. + Deep Learning (CNN, | + real estate) underwriting aufomation and benchmarks
Challenges, and | and lack inelligent | » To analyze technologies | RNN, LSTM) + Mathematical modeling (Bayesian + Enhanced fraud detection via + Model interpretability
Future Directions | decision-making, | like ML, DL, NLP, and CV. | * Natural Language inference, regression, optimization) predictive analytics (black-box Al problem)
There is limited | » To identify challenges Processing (NLP) » Case studies and industry examples + Aceurate property valuation + Regulatory and compliance
integration of Al | (technical, ethical, + Computer Vision « [dentification of research gaps and using regression & DL models constraints
for automation, regulatory). + Reinforcement Leaming | fufure trends + Cost reduction and operational | + Data silos across departments
risk assessment, | * To propose future research | » IoT Integration (Smart efficiency through automation + Ethical concerns (bias, faimess)
fraud detection, | directions and Al adoption | Buildings) * Real-time decision-makingand | + Difficulty in cross-market
and property roadmap. + Explainable Al (SHAP) dynamic pricing improvements | generalization
valuation. + Ensemble Models + Integration with legacy systems
Additionally, (Random Forest, Gradient
challenges like Boosting)
data inconsistency,
lack of
explainability, and
regulatory
constraints hinder
Al adoption.
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Foundational Al in Insurance and Real Estate: A Survey of Applications, Challenges, and Future

Titleofthe v Problem Objective
Paper Statement
A Systematic Financial market | * To perform a systematic
Survey of Al forecasting is literature review (SLR) of
Models in highly complex Al'models in financial
Financial Market | dueto forecasting.
Forecasting for non-linearity, * To analyze hybrid and
Profitability volatility, and ensemble models.
Analysis influence of + To evaluate performance
multiple factors and profitability metrics.
(economic, + To identify research gaps
political, social). | (multi-class prediction,
Traditional trading strategies).
methods fail to » To guide future research
provide consistent | directions.
accuracy. There is
also a lack of
comprehensive
analysis of hybrid
Al models and
profitability-based
evaluation.

Technology Used

* Machine Leaming
(SVM, Random Forest,
k-NN)

+ Deep Learning (LSTM
CNN, GRU, MLP)

+ Hybrid Models
(CNN-LSTM,
LSTM-GRU)

+ Ensemble Techniques
* Time-Series Models
(ARIMA, GARCH)

+ Sentiment Analysis &
Text Mining

+ Feature Engincering
Techniques

v Methodology Used

v

Efficiency / Performance

+ Systematic Literature Review (SLR) | » Hybrid and ensemble models
approach outperform traditional models
+ Three phases: Planning — Conducting | * LSTM widely used (~49%

, | — Analysis studies) for time-series prediction
» Data collected from IEEE, ACM, + Improved prediction accuracy
Springer using Al models
+ Use of inclusion, exclusion, and quality | *Better pattem recognition and
criteria reduced buman bias
+ Final selection of 51 high-quality « Ability to process large-scale
research papers financial data in real-time
+ Comparative and statistical analysis of | * Enhanced decision-making for
models, datasets, and metrics investment strategies

Issues / Challenges

+ Limited use of profitability
metrics (focus mostly on
aceuracy)

+ Lack of trading strategy
implementation in studies

+ Insufficient research on
multi-class/multi-output
forecasting

+ Data-related issues (noise,
volatility, limited granularity)

+ Difficulty in comparing models
due to dataset variation

+Need for better risk
management integration

+ Dependence on historical data
only

IJIRT 197944

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11281




o

QA score for Study
“«

© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

0 10 20 30

9 50 60 70
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Fig.6: A Systematic Survey of Al Models in Financial Market Forecasting for Profitability Analysis

Tileofthe v Problem v Objective v TechnologyUsed v Methodology Us v Hfficiency / Performance v Issues/ Challenges
Paper Statement
Explamadle AL for | Healthcare systems | » To analyze the role of « Explainable Al (EXAT) | » Systernatic survey methodology (based | + Achisved ~98% accuracy in case | » Black-box nature of AL models
Healtheare $0: | are shifting toward | Explainable Al (EXAT)in | »Machine Leaming & | on Kitcheaham guidelines) study (ECG classification) + Lack of ethical and regulatory
Opportunties and | Healthcare 5.0, but | Healtheare 5.0 Deep Learming (CNN, | » Defined reszarch questions, + Improved mode] interpestability | frameworks
Challenges Almodels wed m | * To improve transparency | DNN) inclusionexclusion criteria and transparency « Data privacy and securty
diagrosis and and inferpretobility of AL | + Intemnet of Things (1oT) | + Data collected from [EEE, ACM, « Beter clinical decrsion support | concerns
predictionare models d Szt Sensors PubMed, et and tnust * Difficulty in mode! verification
offen black-box | +To propose EXAl-based | +Big Data Analytics * Literafure filtering and quality + Enhanced disease detection and trust-buildmg
and architecture for medical | + Federated Leaming (FL) | evaluation (DARE, CRD standards) (imaging & signals) + High complexity of medical
non-inferpretable, | imaging & Federated Transfer +Proposed EXAL-cnsbled architecture | + Real-time montoring viaToT+ | data (noa-linear,
This lack of * To study integration of AL | Leaming (TTL) far classification & segmentation Al mulfi-dimensionzl)
transparency, along | 1o, 5G, and Federated + 5 Communication + Case study: ECG menitoring using. | + Privacy preservation using  lntegeation challenges with
with ethical, Leaming Nefworks EXAI+ Federated Learming foderated leaming real-world bealthcare systems
regulatory, privacy, | * To identify challengesand | + Medical Imagmng (CT * Trede-0ff betwoen eceuracy and
and frust issues, | fufure research directions m | seams, BCG data) interpretahility
limits realworld | healtheare AL
adoption of Al in
erftcal healtheare
decision-making.
Dighal s, holoarghy,
Preicive m dingnostic enysis.
Customer review Applicationd »  Transporiation Intent-basad eerworking (IBN)
L L FR e ——— i touch service and metwork
management |Z5M)
R Logical, visua! nd targes hasad
Military ] orLanguage Processing Method Heakhie | hﬁdkﬁd %ﬂ:lwh
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FIGURE 6. EXA! realization in diverse applications. (ibps
Fig.7: Explainable Al for Healthcare 5.0: Opportunities and Challenges
III. PROPOSED SYSTEM DESIGN traditional machine learning pipelines by
incorporating  behavioral analytics, anomaly

This study proposes an enhanced hybrid Al-driven
fraud detection framework that extends beyond
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detection, and ensemble learning into a unified
architecture. Unlike the earlier approach that relied
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primarily on supervised models, the modified
methodology integrates both supervised and
unsupervised learning techniques to improve fraud
detection accuracy and robustness. The proposed
system follows a multi-stage pipeline, consisting of:
Data aggregation from multiple healthcare datasets,
Advanced feature engineering (behavioral +
statistical features). Hybrid imbalance handling
(SMOTE + undersampling), Dual-model framework:

Supervised learning (Random Forest, XGBoost),
Unsupervised anomaly detection (Isolation Forest),
Model stacking and weighted ensemble prediction,
Real-time fraud scoring and adaptive decision
thresholding, This hybrid approach ensures that both
known fraud patterns (supervised learning) and
unknown anomalies (unsupervised learning) are
effectively captured.

E Train Data

‘1 Beneficiary Data

?B Inpatient Data @ Outpatient Data

‘ » Data Cleaning Data Merging Missing Value Handling
B o tRat o7
.é:.“ 1_ ‘-\_:l'i *4 ,. booose a
Statistical Features Behavioral Features Risk-Based Features

Ensemble Layer

Deployment Layer

# Weighted Prediction

» Final Fraud Score

;, Streamlit App

BB Model API

‘ Decision: Approve / Imestigate

Fig.8: Architecture Diagram MedSureAl: A Hybrid Ensemble Machine Learning Framework

IV. METHODOLOGY AND ALGORITHMS
USED

Data Collection and Integration: The dataset used in
this research consists of four primary components:
Training Dataset (Train.csv): Contains provider IDs
and fraud labels. Beneficiary Dataset: Includes
demographic and enrollment information. Inpatient
Claims Dataset: Contains hospitalization records,
diagnoses, and procedures. Outpatient Claims
Dataset: Includes non-hospital services and claim
details Modified Approach: Instead of simple
aggregation, the proposed system performs multi-
level data fusion: Provider-level aggregation,
Temporal aggregation (monthly/yearly trends),
Behavioral profiling of providers. Data integration is

IJIRT 197944

performed using Provider ID as a primary key,
followed by time-based grouping to capture trends in
provider behavior. Advanced Feature Engineering:
To improve fraud detection capability, the feature
engineering process is significantly enhanced by
introducing three categories of features: Statistical
Features, Total claim count (inpatient + outpatient).
Average claim amount, Standard deviation of claim
amounts, Claim frequency per beneficiary.
Behavioral Features: Sudden spike in claims
(temporal anomaly), Ratio of high-cost procedures,
Repeated diagnosis patterns, Provider activity
consistency score. Risk-Based Features, Fraud
likelihood score (based on historical data), Claim-to-
beneficiary anomaly ratio, Procedure diversity index
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Load Datasets
(Train, Beneficiary, Inpatient, Outpatient)

Data Merging
(Combine All Datasets)

Data Preprocessing
(Cleaning & Missing Values)

Feature Engineering
(Statistical & Behavioral Features)

Handie Imbalance
(SMOTE & Undersampling)

Train Models
(Random Forest, XGBoost, Tsolation Forest)

Anomaly Detection
(isolation Forest)

Ensemble Learning
(Combine Predictions)

Model Evaluation
{Accuracy, Recall, ROC-AUCQC)

Deploy Model
(Streamit Application)

Fig.9: Flow Chart MedSureAl: A Hybrid Ensemble Machine Learning Framework

V. PROJECT FUNCTIONAL MODULES
IMPLEMENTATION

The proposed system for health insurance fraud
detection is designed using a modular architecture,
where each module performs a specific function to
ensure scalability, efficiency, and accuracy. The
implementation of the system is divided into the
following functional modules:

1. Data Collection and Integration Module, this
module is responsible for acquiring healthcare
insurance claim data from structured datasets. The
data includes patient details, provider information,
claim history, and billing records. Data from multiple
sources is integrated and stored in a unified format
suitable for analysis. Proper handling of missing and
inconsistent values is also ensured at this stage.

2. Data Preprocessing Module, in this module, raw

IJIRT 197944

data is cleaned and transformed to make it suitable
for machine learning models. It includes handling
missing values, encoding categorical variables,
normalization of numerical features, and removal of
duplicate records. Feature scaling techniques are
applied to maintain uniformity across different
attributes.

3. Feature Engineering Module, this module focuses
on extracting meaningful features from the dataset to
improve model performance. Behavioral features
such as claim frequency, repeated billing patterns,
and abnormal activity trends are generated. Statistical
features like mean, variance, and deviation are also
computed to capture hidden patterns in the data.

4. Imbalance Handling Module, since fraud detection
datasets are highly imbalanced, this module applies
hybrid techniques combining SMOTE (Synthetic
Minority Over-sampling Technique) and
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undersampling. This approach balances the dataset
by increasing minority class samples and reducing
majority class bias, leading to improved model
performance.

5. Model Development Module, the system
implements a hybrid model combining Random
Forest, XGBoost, and Isolation Forest algorithms.
Random Forest provides robustness, XGBoost
enhances predictive accuracy, and Isolation Forest
helps in anomaly detection. These models are trained
and optimized to achieve high performance in fraud
detection.

6. Model Evaluation Module, this module evaluates

the performance of the trained models using metrics
such as accuracy, precision, recall, and F1-score.
Special emphasis is given to recall to minimize false
negatives, which is critical in fraud detection.
Confusion matrix analysis is also performed for
better understanding of model predictions.

7. Deployment and Real-Time Prediction Module,
the final module integrates the trained model into a
user interface using Streamlit. It enables real-time
prediction by allowing users to input claim data and
instantly receive fraud detection results. This module
ensures usability and practical applicability of the
system in real-world scenarios.

V. PROTOTYPE, ALGORITHM AND PROGRAM LOGIC

t streamlit st
t joblib
numpy np

# Load models
rf = joblib,load("rf_model,
xgb = joblib. load("xgb_m
iso = joblib. load("1

st.title("“Health Insurance Fraud Detection System")

st.write(“Enter claim details:

# Inputs

total_claims = st.number_input{"Total Claims", min_value=@)
unique_diag = st.number_input(“Unique Diagnosis™, min_value=8)
avg_claim = st.number_input("Average Claim Amount", min_value=0.0)

# Prediction
f st.button("Predict"):

input_data = np.arréy([[tctal_claims, unique_diag, avg_claim]])

rf_p = rf.predict(input_data) (@]
= xgb.predict(input_data)[0]
iso_p = iso.predict(input_data)[@]

iso_p = 1 iso_p == -1 0

final = (rf_p + xgb_p + iso_p) / 3

I final > 0.5:
st.error("s Fraud Detected")

lse:

st.success("f Genuine Claim")

Hybrid_Project — open « streamlit run hybrifraud_app.py — 80x24

/opt/anacondad/lib/python3.12/site-packages/sklearn/base.py:474: FuturewWarning:
‘BaseEstimator. validate_data' is deprecated in 1.6 and will be removed in 1.7,
Use 'sklearn.utils.validation.validate_data’ instead. This function becomes pub:
ic and is part of the scikit-learn developer API.

warnings.warn(
{4 Models trained and saved!
(base) akanksharajendradhote@Akankshas-MacBook-Air Hybrid Project % streamlit n
n hybrifraud_app.py

You can now view your Streamlit app in your browser

Local UAL: http://localhost:8581
Network URL: http:/[172,26,42.25:8501

fopt/anacondad/1ib/python3.12/site-packages/sklearn/utils/validation.py:2739: Ut

erWarning: X does not have valid feature names, but RandomForestClassifier was i

itted with feature names
warnings.warn(
fopt/anaconda3/1ib/python3.12/site-packages/sklearn/utils/validation.py:2739: U

erWarning: X does not have valid feature names, but IsolationForest was fitted

ith feature names
warnings.warn(
fopt/anaconda3/1ib/python3.12/site-packages/sklearn/utils/validation.py:2739: U

erWarning: X does not have valid feature names, but RandomForestClassifier was !

Fig.10 & 11: Building the final system Terminal and Dashboard MedSureAl: A Hybrid Ensemble Machine
Learning Framework

reploy S

Health Insurance Fraud

Detection System

Enter claim details:
Total Claims

Lo

uUnique Diagnosis

5

Avernge Claim Armount

10000000

Predict

I Fraud Detected

Fig.12: The final System Dashboard MedSureAl: A Hybrid Ensemble Machine Learning Framework
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This study contributes to an Al-driven framework for
real-time health insurance fraud detection by
leveraging Random Forest and XGBoost models. A
robust data preprocessing pipeline is developed,
incorporating data imputation and SMOTE to
effectively handle missing values and class
imbalance. Additionally, the study integrates
explainable Al through feature importance analysis,
enhancing transparency and trust in model
predictions. The system is designed for real-time
deployment, making it suitable for automated
decision-making in insurance workflows. The
findings reveal that XGBoost outperforms Random
Forest in terms of accuracy, recall, and ROC-AUC,
making it more effective for detecting fraudulent
claims, especially within minority classes. The model
successfully identifies key fraud indicators such as
unusually  high claim amounts, extended
hospitalization periods, and repeated claim histories.
Overall, the proposed system demonstrates strong
performance, interpretability, and scalability,
indicating its practical applicability in real-world
health insurance fraud detection.

VII. CONCLUSION

This study proposes an advanced Al-based
framework for health insurance fraud detection,
addressing limitations of traditional systems such as
poor adaptability, class imbalance, and lack of real-
time processing. The framework integrates data
preprocessing, feature engineering, hybrid imbalance
handling (SMOTE + undersampling), and ensemble
learning techniques. By combining Random Forest,
XGBoost, and Isolation Forest, the system effectively
detects both known and unknown fraud patterns. The
hybrid imbalance approach significantly improved
recall, reducing missed fraudulent cases, while
behavioral and risk-based features enhanced pattern
detection. The ensemble model achieved high
accuracy, strong recall, and robust ROC-AUC
performance. Additionally, real-time deployment
enables instant fraud prediction and automated
decision-making, making the system scalable and
practical for real-world healthcare applications.
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