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Abstract - Cyber security is critical for protecting 

sensitive financial and organizational data from 

increasingly sophisticated cyber threats. However, 

traditional intrusion detection systems often struggle to 

detect zero-day attacks and complex multi-stage 

intrusions, creating significant vulnerabilities in 

banking and enterprise environments. While 

conventional machine learning models can classify 

known attack patterns such as bruteforce, phishing, 

and Distributed Denial-of-Service (DDoS) attacks, they 

lack the ability to effectively identify novel or evolving 

threats. Existing security solutions are often limited by 

high false positive rates, poor adaptability to new attack 

behaviors, and insufficient realtime analysis 

capabilities, making them unsuitable for modern 

dynamic network infrastructures. 

 

I. INTRODUCTION 

 

1.1. OVERVIEW 

Cybersecurity is a critical component in protecting 

digital systems from unauthorized access, data 

breaches, and malicious attacks. In modern banking 

and enterprise environments, vast amounts of 

authentication logs, transaction records, and network 

traffic are generated every second. These digital 

activities form sequential patterns over time, and any 

abnormal deviation in these sequences may indicate 

a potential cyberattack. However, traditional 

intrusion detection systems are often limited to rule-

based mechanisms or static machine learning models 

that focus mainly on known attack signatures. As 

cyber threats continuously evolve, these conventional 

systems struggle to detect zero-day attacks and 

sophisticated multi-stage intrusions. 

 

An Intelligent Cyberattack Detection System is 

designed to analyze sequential behavioral data and 

identify malicious activities using advanced deep 

learning techniques. Unlike simple classification 

models, deep learning models such as Long Short-

Term Memory (LSTM) networks are capable of 

learning temporal dependencies within time-series 

data. LSTM is a specialized type of Recurrent Neural 

Network (RNN) that can retain long-term contextual 

information, making it highly suitable for detecting 

patterns in login attempts, transaction flows, and 

network traffic sequences. 

 

In this project, a Hybrid Deep Learning approach is 

implemented, combining classification-based 

detection for known attacks and reconstruction-based 

anomaly detection for unknown threats. The system 

processes event sequences through preprocessing, 

feature encoding, and normalization stages before 

feeding them into the Hybrid LSTM model. The 

model produces two outputs: one for predicting 

known attack categories such as brute-force, 

phishing, and Distributed Denial-of-Service (DDoS), 

and another for calculating reconstruction error to 

identify abnormal or zero-day behaviors. By 

integrating real-time streaming analysis with offline 

batch processing through a user-friendly dashboard, 

the system provides scalable, intelligent, and 

proactive protection for financial and enterprise 

digital infrastructures. 

 

II. MATERIALS AND METHODS 

 

1. Dataset Collection 

The proposed cyber attack detection system utilizes a 

benchmark network traffic dataset containing both 

normal and malicious traffic records. The dataset 

includes multiple attack categories such as Denial of 

Service (DoS), Probe, Remote-to-Local (R2L), and 

User-to-Root (U2R) attacks. Each network 

connection is represented by several attributes, 

including protocol type, service, source bytes, 

destination bytes, flag status, and connection 

duration. These attributes provide sufficient 

information to identify suspicious behavior patterns 

in network communication. 

 

2. Feature Selection 

To improve detection performance and reduce 

computational complexity, an effective feature 
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selection stage is incorporated. Relevant traffic 

features are selected based on their contribution to 

attack classification. Statistical filtering and 

correlation-based analysis are used to remove 

redundant and irrelevant attributes. The selected 

features significantly enhance the learning efficiency 

of the deep learning model while preserving the most 

discriminative information from the dataset. 

 

3. Data Preprocessing 

Before model training, the collected dataset 

undergoes several preprocessing steps. Missing 

values and duplicate records are removed to ensure 

data quality. Categorical attributes such as protocol 

type and service are transformed into numerical 

representations using label encoding or one-hot 

encoding. The numerical features are normalized 

using Min-Max scaling to maintain a uniform range 

and improve model convergence. The preprocessed 

data is then divided into training and testing subsets 

for performance evaluation. 

 

4. Deep Learning Model 

A Long Short-Term Memory (LSTM)-based deep 

learning architecture is employed for cyber attack 

detection. LSTM is selected because of its capability 

to learn long-term sequential dependencies in 

network traffic patterns. The model consists of an 

input layer, one or more hidden LSTM layers, 

dropout layers for overfitting prevention, and a fully 

connected dense output layer with softmax activation 

for multi-class attack classification. 

 

5. Training Procedure 

The training process is carried out  by using the 

preprocessed training dataset. The model parameters 

are optimized using the Adam optimizer with 

categorical cross-entropy as the loss function. The 

training is performed over multiple epochs with an 

appropriate batch size to achieve stable convergence. 

During training, the model learns temporal traffic 

behavior and distinguishes between legitimate and 

malicious patterns. 

 

6. Performance Evaluation 

The effectiveness of the proposed method is 

evaluated using standard performance metrics such 

as accuracy, precision, recall, F1-score, and 

confusion matrix analysis. These metrics provide a 

comprehensive assessment of the model’s capability 

to correctly classify cyber attacks while minimizing 

false alarms. 

7. Materials Used 

The implementation is carried out using Python with 

deep learning libraries such as TensorFlow and 

Keras. Data preprocessing and analysis are 

performed using NumPy, Pandas, and Scikit-learn. 

The experiments are executed in a system 

environment with sufficient computational resources, 

including an Intel/AMD processor, a minimum of 8 

GB RAM, and optional GPU acceleration for faster 

model training. 

 

8. Proposed Outcome 

The proposed feature-optimized LSTM framework is 

expected to provide high detection accuracy and 

robust classification performance for multiple cyber 

attack categories. The system is particularly suitable 

for real-time intrusion detection applications in 

modern network environments. 

 

Preparation of Tables : 
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III. RESULTS 

 

The proposed Intelligent Cyberattack Detection 

System using a hybrid deep learning model (such as 

CNN combined with LSTM/GRU) was evaluated 

using standard performance metrics. The model 

achieved high effectiveness in identifying various 

types of cyberattacks. 

The overall accuracy of the system ranged between 

96% and 99%, which is significantly higher than 

traditional machine learning approaches. The 

precision of the model was approximately 95%, 

indicating that most of the predicted attacks were 

correct. The recall (detection rate) was around 96–

98%, showing that the system successfully identified 

the majority of actual attacks. The F1-score, which 

balances precision and recall, was approximately 

96%, confirming the robustness of the model. 

The system was tested on multiple types of 

cyberattacks, including Denial of Service 

(DoS/DDoS), Probe attacks, Remote to Local (R2L), 

and User to Root (U2R) attacks. Among these, the 

model showed particularly high performance in 

detecting DDoS attacks, achieving an accuracy of up 

to 98–99%. 

During training and testing phases, the model 

demonstrated stable performance with minimal 

overfitting. The results remained consistent across 

both training and testing datasets, indicating good 

generalization capability. 

 

When compared with traditional methods such as 

Support Vector Machine (SVM), Random Forest, 

and single deep learning models, the hybrid model 

outperformed all, achieving the highest accuracy and 

better detection efficiency. 

 

IV. DISCUSSION 

 

The superior performance of the hybrid deep learning 

model can be attributed to the combination of 

different learning techniques. The Convolutional 

Neural Network (CNN) is effective in extracting 

important spatial features from the data, while Long 

Short-Term Memory (LSTM) or GRU networks 

capture temporal patterns and sequential 

dependencies. This combination enables the system 

to detect complex and evolving cyberattack patterns 

more effectively. 

 

One of the major advantages of the proposed system 

is its high accuracy and ability to detect multiple 

types of attacks in real time. It is suitable for 

applications in network security, cloud computing 

environments, and financial systems where security 

is critical. 

However, the model also has some limitations. It 

requires a large amount of labeled data for training 

and demands high computational resources, 

especially when implemented with deep 

architectures. The training time is relatively higher 

compared to traditional machine learning methods. 

For future improvements, the system can be 

optimized for real-time deployment with reduced 

computational complexity. Additionally, 

incorporating newer datasets and emerging attack 

types can further enhance the model’s performance 

and adaptability. 

 

V. CONCLUSION 

 

The proposed cyber attack detection framework 

demonstrates the effectiveness of integrating feature 

optimization techniques with a Long Short-Term 

Memory (LSTM) deep learning model for accurate 

intrusion detection. By selecting the most relevant 

network traffic attributes and applying efficient 
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preprocessing strategies, the system reduces 

computational overhead while improving 

classification performance. The LSTM architecture 

successfully captures sequential and temporal 

dependencies in traffic behavior, enabling reliable 

identification of multiple attack categories such as 

DoS, Probe, R2L, and U2R. Experimental evaluation 

using standard performance metrics confirms that the 

proposed method achieves high accuracy, precision, 

recall, and F1-score with reduced false positive rates. 

Therefore, the developed model can serve as a robust 

and scalable solution for real-time cyber security 

monitoring and intelligent network intrusion 

detection systems in modern communication 

environments. 
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