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Abstract— The rapid growth of Internet of Things
networks has brought about numerous security issues
due to their distributed nature, computational
limitations, and susceptibility to a wide range of
cyberattacks.  Traditional detection
techniques, which were primarily based on static and
wired infrastructures, are not adequate to deal with
the dynamic nature of contemporary cyberattacks.
Therefore, in order to overcome the drawbacks of
traditional intrusion detection techniques, an
intelligent intrusion detection system based on deep

intrusion

reinforcement learning will be proposed in this paper.
In this context, the intrusion detection system will be
modeled based on the Markov Decision Process,
wherein the system states will be defined based on the
network flow feature, and the actions will be defined
based on the intrusion detection decisions, while the
reward mechanism will be defined based on the trade-
off between accuracy, false alarms, and response
efficiency. The proposed framework is evaluated by
employing the UNSW_NBI15 dataset in a simulated
network sophisticated
reinforcement learning models, namely Deep
Deterministic Policy Gradient and Proximal Policy
Optimization, are implemented for the detection and
classification of multiple attack types, including
distributed denial of service, denial of service,
backdoor, injection, man in the middle, password
attacks, ransomware, and cross site scripting. The
experimental results reveal that the proposed Deep
Deterministic Policy Gradient model has an accuracy of
98 percent, whereas the proposed Proximal Policy
Optimization model has an accuracy of 89.90 percent,

environment. Two

thereby proving the effectiveness and adaptability of
the proposed system.

Keywords— Internet of Things security, Intrusion
detection system, Deep reinforcement learning, Deep

Deterministic  Policy  Gradient, Proximal Policy
Optimization and Network attack detection.

I.  INTRODUCTION

The rapid development of Internet of Things
technologies has changed the face of modern
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communication systems. The development of smart
applications in healthcare, transportation systems,
smart cities, and industrial automation systems has
been made possible through the use of Internet of
Things technologies [1]. The distributed nature of the
network and the limited computational resources of
the devices in the network have created a number of
security issues. The network generates a huge
amount of data during the process of
communication. This has made the network a
potential target for advanced and sophisticated
cyberattacks [2]. The advanced nature of the attacks,
including distributed denial of service, ransomware,
and injection attacks, requires a new and intelligent
approach for ensuring the security of the network.
The need for an intelligent intrusion detection system
has been realized in order to improve the reliability
and trustworthiness of the network.

With the rise in the usage of interconnected gadgets,
network infrastructure security has turned out to be
a significant area of research [3]. In traditional
intrusion detection systems, rule-based systems as
well as signature-based systems heavily rely on
predetermined attack patterns; thus, their ability to
detect unknown or zero-day attacks is restricted.
Although intrusion detection systems based on
machine learning have shown improved detection
performance, most of these systems heavily rely on
static models that do not perform effectively in
changing network environments [4]. Deep learning
systems have demonstrated enhanced feature
learning; however, these systems require periodic
retraining as well as decision optimization.
Reinforcement learning has been identified as a
promising approach for intrusion detection systems
since it allows an intelligent agent to learn optimal
strategies through continuous interaction with its
environment [5]. This work aims to utilize deep
reinforcement learning to boost intrusion detection
performance in dynamic Internet of Things
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environments with high accuracy as well as low false
alarm rates.
Although several intrusion detection approaches
have been proposed in Internet of Things
environments, most of the existing approaches use
traditional supervised learning approaches that
require large datasets and may not adapt
dynamically to the evolving nature of cyber threats
[6]. Many of the existing approaches using deep
learning methods have concentrated only on the
accuracy of the classification without considering the
optimization of the decisions using reinforcement
learning. Moreover, most of the existing approaches
may not consider the balance between accuracy and
false positives, which may cause significant issues in
the reliability of the system. There have been a few
studies that use advanced reinforcement learning
approaches [7] to detect multiple classes of attacks
in a practical environment. Moreover, there have
been a few studies that use multiple reinforcement
learning approaches with the same environment to test
their efficiency. The contributions of this work:

» Formulated the intrusion detection problem in
the context of a Markov Decision Process in
order to allow adaptive decision-making.

» Proposed a deep reinforcement learning-based
intrusion detection framework for the Internet
of Things.

» Implemented and compared the effectiveness of
two sophisticated algorithms: the Deep
Deterministic Policy Gradient and Proximal
Policy Optimization algorithms, in the context
of multi-class attacks.

» Proposed a reward scheme in order to optimize
the trade-off between detection efficiency, false
alarm suppression, and response efficiency.

» The proposed intrusion detection framework
was evaluated using the UNSW_NBI15 dataset
in a simulated network environment.

» High detection efficiency was achieved by the
proposed framework, where the proposed
model based on the Deep Deterministic Policy
Gradient achieved an accuracy rate of 98
percent.

II. RELATED WORK

Intrusion  detection in Internet of Things
environments has gained considerable attention from
researchers because of the growing rate of
cyberattacks and the urgent need to ensure security
for distributed networks [8]. Initially, researchers
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adopted signature-based and rule-based intrusion
detection approaches for Internet of Things
environments. These approaches use known attack
patterns to identify potential cyberattacks. Although
these methods are highly efficient for known attacks,
they do not perform well when dealing with
unknown attacks. Moreover, these methods face
high false positive rates when applied to dynamic
networks. Thus, it is not feasible to adopt these
methods for highly dynamic Internet of Things
networks. To avoid the limitations of signature-
based intrusion detection, researchers adopted
machine  learning-based  intrusion  detection
approaches. Support vector machines, decision tree,
and k-nearest neighbors were applied to improve
accuracy [9]. Although these
approaches performed well compared to other
methods, they still suffer from limitations because
of their static nature. In addition, other deep learning
approaches, such as deep neural networks and
convolution networks, have been researched for the
purpose of learning feature patterns of traffic data.
These approaches showed better accuracy in

classification

detection [10]. Nevertheless, they do not support
real-time adaptability and cannot deal well with
changing attack patterns without retraining. In
recent years, reinforcement learning has been
recognized as a new paradigm for developing
adaptive decision-making systems for security
applications.

Table.1 Literature Review of Related Intrusion

Detection Approaches
Author(s) | Methodology Key Limitations /
Used Findings Challenges
Sajidetal. | Hybrid deep Improved High
[11] learning classification | computational
(CNN for accuracy complexity;
feature with hybrid does not fully
extraction, architecture address class
XGBoost + imbalance and
LSTM real-time
classifier) performance
issues
Sharma CNN feature Balanced Complex
et al. extraction feature training
[12] with binary selectionand | process;
multi- classification | optimization
objective overhead limits
optimizer and real-time
KNN deployment
classification
Rakine et Survey of ML | Showsbroad | ML/DL models

al. [13] & DL-based application often require
IDS of ML/DLin | manual tuning,
techniques IoT intrusion | extensive
detection datasets; low
generalizability
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Bhavsar ML classifiers | ML models High false
et al. for IoT can detect positive rates in
[14] intrusion basic attack real
detection patterns deployments;
lacks
adaptability to
unknown
attacks
Saadouni Bio-inspired+ | Combined Integration
et al. ML/DL methods complexity;
[15] hybrid enhance performance
algorithms detection gains vary by
efficacy attack type
Nwokedi Supervised + Showed RL models
et al. unsupervised potential of used were basic
[16] + RL in IDS DDQN; limited
Reinforcement to small
Learning datasets and not
(DDQN) optimized for
complex multi-

attack scenarios

Abdulganiy | Systematic Highlights Lacks detailed
u etal. overview of accuracy & discussion of
[17] ML modelsin | efficiency as | adaptive
IoT security key factors methods;
focused on
trend
identification
Thakkar Overview of Machine Statistical and
et al. anomaly, data | learning data mining
[18] mining, ML supports approaches
techniques autonomous generate high
intrusion false positives;
detection neural
approaches
need heavy
computation
Jinet Federated Preserves Communication
al. [19] Learning for privacy; overhead;
distributed distributed model update
IDS training challenges in
low-resource
IoT devices
Kheddar Survey of DRL Identified need
et al. DRL enhances for more
[20] application to adaptability diverse datasets
IDS and reduces and
false reproducible
positives research
designs

Some studies have attempted basic reinforcement
learning for optimizing detection strategies in a
controlled environment. The majority of the
implementations of reinforcement learning for
intrusion detection systems are limited to binary
classification and single-type attacks. In addition,
the previously presented approaches for using
reinforcement learning in intrusion detection
systems rely on basic algorithms that cannot handle
multiple types of attacks and balance detection
efficiency with other factors. In comparison to
previous works, the proposed deep reinforcement
learning-based intrusion detection system addresses
some of the major issues that were present in
previous works, as it is capable of learning
continuously and adapting to changing network
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environments in real time. In contrast to previous
works that were based on static learning approaches,
this system formulates the intrusion detection
problem as a decision problem, which enables the
intelligent agent to learn how to detect intrusions
optimally by interacting with the network
environment. By utilizing sophisticated learning
algorithms such as Deep Deterministic Policy
Gradient and Proximal Policy Optimization, this
approach is able to detect multi-class attacks
effectively, as well as respond to changing network
environments more robustly [21]. Furthermore, this
approach balances accuracy with false alarm
minimization in a way that addresses a major
challenge that has been present in previous intrusion
detection systems, as accuracy often comes at a cost
of increased false positives or slower response
times.

II. DATA COLLECTION &
PREPROCESSING

In order to verify that the proposed system for
intrusion detection is effective, it is tested using
UNSW_NBI15, which is considered to be a widely
used benchmark data set for network security
purposes. It is considered to be an effective data set
that represents modern network environments with
normal and attack scenarios. It is considered to be
comprehensive with regard to realistic network flows
that are generated under a controlled environment. It
is considered effective for testing advanced
intrusion detection mechanisms. There are various
types of attacks that are included in the data set,
which are classified as distributed denial of service,
denial of service, backdoor, injection, man in the
middle, password attacks, ransomware, and cross
site scripting [22]. It includes 2.5 million network data
values with a specific structure that is commonly
used for training and testing purposes. The data set
consists of both numerical and categorical data that
describe the characteristics of the network traffic
flows, including the characteristics of the protocol,
duration of the connection, characteristics of the
packet, and characteristics of the behavior of the
flows. Moreover, the data points in the data set are
labeled based on their nature, which may be normal
or any of the attack classes. This data set will be
highly appropriate for the proposed system since
there is the possibility of performing detailed
classification based on the presence of multiple
classes of attack labels [23]. Moreover, the data set

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 10232



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

reflects the unbalanced nature of the traffic flows,
making it highly appropriate to assess the
performance of the proposed system when faced
with unbalanced traffic flows.

For preprocessing, several operations are carried out
on the raw data. These operations include removing
any inconsistencies from the raw data.
Inconsistencies are addressed as needed. The
dataset is cleaned by removing any duplicate entries.
These duplicate entries are removed because they
might influence the model while it is being trained.
The dataset is converted from its categorical form to
numerical form using encoding schemes. The
features are scaled using normalization techniques.
Irrelevant features are removed from the dataset.
The dataset is converted into a structured form that
can be used for reinforcement learning [24]. The
rationale for selecting this dataset is based on its
realism, size, and acceptability in the intrusion
detection system domain. This dataset differs from
previous ones in that it represents modern trends in
intrusion types and also offers a fair representation
of various types of intrusion threats. In addition, the
large size of this dataset makes it possible to
implement deep reinforcement learning, which
requires a large amount of interaction data to learn
effectively. Finally, the existence of labeled network
flows makes it possible to accurately measure
performance using an appropriate measurement tool
such as accuracy and rate of detection. Thus, this
dataset would be a good starting point for
developing an efficient adaptive intrusion detection
system that would effectively deal with complex
intrusion types in Internet of Things environments.

Iv. PROPOSED METHODOLOGY

The proposed intrusion detection system model is
based on an adaptive intelligent system that uses
deep reinforcement learning for network security in
Internet of Things networks. In this context, the
intrusion detection problem is modeled as a Markov
Decision Process, in which an intelligent agent
interacts with a network environment to learn an
optimal intrusion detection policy. In this model,
network traffic features represent the state space,
while the intrusion detection decision represents the
action space, with a reward function that helps to
learn a policy that maximizes network intrusion
detection accuracy while minimizing false alarms
and response time [25]. This system processes
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preprocessed network flow data to convert it to a
state representation for sequential decision-making
purposes. The learning objective is to enable
continuous adaptation to changing network attack
behaviors without relying on fixed rule-based
systems.
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The problem can be mathematically defined as a
Markov Decision Process, defined by the tuple (S,
A, P, R, y), where S represents the state space, A
represents the action space, P(S|s, a) represents
the reward function, and R(s, a) represents the
discount factor. The main objective is to identify
the best course of action m* that maximizes the
reward, which is given by:

«

= argmaxg E[Y y*R(st, at)]
t=0

This definition allows the model to achieve a
balance between long-term detection performance
and real-time decision quality. Two sophisticated
reinforcement learning techniques are used in the
present study. The first is the application of the
Deep Deterministic Policy Gradient technique. It is
used when the state space is high-dimensional and
the policy is continuous [26]. It is composed of an
actor network and a critic network. The actor
network is used for learning the policy function. The
critic network is used for learning the values of the
actions. The policy is learned using deterministic
gradient optimization, which is defined by:
VgJ(0) = E[VaQ(s, al®)Von(s|6)]

This allows for stable learning in complex network
settings. The second algorithm used is Proximal
Policy Optimization. This algorithm improves
stability during training by limiting large updates in
the policy through a clipped objective function. The
objective function is defined as:
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LCLIP(Q) = E[min(r¢(0)At, clip(rt(0),1 —¢,1 +
e)At)]

Where r¢(6) represents the probability ratio, and At
represents the advantage estimate. The reward
function is designed such that it promotes accurate
identification of attacks while penalizing incorrect
identification. The reward function can be defined
as:

R = a.Accuracy — B.False_Alarm — 6.
Response_Time

where @, 5, § are weighting parameters that balance
performance objectives. This multi-objective reward
design ensures that the system does not solely rely
on accuracy but also considers deployment
constraints. The novelty of the proposed method lies
in its full integration of deep reinforcement learning
for intrusion detection in multi-class Internet of
Things attack scenarios using a realistic benchmark
dataset. Unlike traditional supervised learning
models that rely on a static learning paradigm, the
proposed framework learns the optimal detection
strategies through environmental interactions.
Moreover, the comparative implementation of Deep
Deterministic Policy Gradient and Proximal Policy
Optimization algorithms [27] under the same
experimental setting provides a reliable assessment
of policy-based learning in the context of
cybersecurity. The proposed adaptive reward
mechanism differentiates this approach from other
existing solutions in its optimization of detection
accuracy, false alarm rates, and efficiency.

V. IMPLEMENTATION

The proposed deep reinforcement learning-based
intrusion detection system implementation process
follows a structured training pipeline that
incorporates data preprocessing, environment
simulation, agent training, evaluation, and
performance monitoring. In the proposed system
implementation, the data collected from the selected
benchmark dataset representing the network traffic
data will undergo preprocessing to transform the
data into a normalized form that supports
reinforcement learning. The environment simulation
will be performed by defining the interaction of the
network, wherein the agent will be given states,
perform actions, and receive rewards based on the
proposed reward function [28]. The proposed
system implementation will be performed using a
deep learning framework that supports gradient-
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based optimization and neural network modeling. In
the case of the Deep Deterministic Policy Gradient
model, the learning rate is set at 0.0001 for both the
actor and critic networks in order for the model to
converge during the training process. The optimizer
used in this model is Adam optimizer. This
optimizer was chosen for its adaptive learning rate
properties. The discount factor for this model was set
at 0.99. This gives the agent the ability to focus more
on long-term rewards. The batch size for this model
was set at 64. This gives a balance between
efficiency and stability in the gradient. The model
also uses an experience replay memory of size
100000. This gives a level of stability in the model.

For the case of the Proximal Policy Optimization
model, it has an initial value of 0.0003. The value
has proven effective for many cases where policy
gradients are applied. The value for the optimizer is
Adam optimizer [29]. The value for the clipping is
0.2. The value for the number of epochs is 10. The
value for the discount factor is 0.99. The value for
the batch size is 64. The discount factor is kept
constant at 0.99. The value for the batch size is kept
constant at 64. The value for hyperparameter tuning
is set as optimal. The value for the systematic search
strategy is set as optimal. The value for tuning
parameters for optimal performance and preventing
overfitting is set as optimal. The learning rate is also
validated in the range of 0.00001 and 0.001, and the
batch size is validated in the range of 32 and 128.
The weights of the reward function are also tuned in
such a way that an optimal trade-off is achieved
between the detection accuracy and the reduction of
false alarms [30]. In the initial stages of the
experiment, it was observed that when the learning
rate is too high, the model does not learn in a stable
manner. Therefore, a moderate learning rate is used
in the model.

To avoid the problem of overfitting in the model,
dropout is used in the layers of the neural network.
Gradient clipping is also used in the model to avoid
the gradients from exploding during the
backpropagation phase. The model is trained for a
sufficient number of episodes in such a way that the
model converges. The model parameters are saved
when the model attains the highest accuracy in the
validation metrics. This process of structured tuning
is expected to ensure robustness, stability, and
reproducibility of the proposed intrusion detection
system. At the same time, the models are evaluated
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under the same conditions, which ensures fairness in
the comparison of the performance of the
algorithms. The environment is also optimized for
the efficient processing of a large number of data.
Therefore, the proposed intrusion detection system
is expected to offer high performance when the
appropriate hyperparameters are used since the
proposed models are expected to achieve 98 percent
accuracy, as is the case with the Deep Deterministic
Policy Gradient model, and the Proximal Policy
Optimization model is expected to achieve 89.90
percent accuracy.

V. RESULTS

The performance of the proposed model based on
the deep reinforcement learning for an intrusion
detection system is assessed using different
performance metrics. The performance metrics
considered for assessing the proposed model are
accuracy, precision, recall, Fl-score, and detection
rate. The performance of the proposed model is
assessed using a benchmark dataset. The experiments
are performed in a consistent manner for a fair
comparison. The performance of the proposed
model based on the Deep Deterministic Policy
Gradient model achieves an accuracy of 98 percent.
This shows that the proposed model has good
potential in learning the optimal policy for an
intrusion detection system. The performance of the
proposed model based on the Proximal Policy
Optimization model achieves an accuracy of 89.90
percent. This shows that the proposed model has
good potential in learning the optimal policy for an
intrusion detection system. This proves that the
proposed model has good potential in enhancing the
performance of an intrusion detection system. In
terms of precision and recall, the performance of the
Deep Deterministic Policy Gradient model
demonstrates a better balance in identifying attacks
and reducing false alarms. The high precision of the
model suggests that the number of false positive
alarms has been reduced. The high recall of the
model demonstrates its strong capacity in identifying
actual instances of intrusions. The F1-score further
confirms the harmonic balance of precision and
recall. The reward-based learning mechanism of the
model contributes greatly towards optimizing the
performance of the model in precision and recall.
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Table.2 Performance Comparison of Proposed
Models with Existing Methods

Model/  |Accuracy| Precision | Recall | F1-Score
Method (%) (%) (%) %)

Deep
Deterministic
Policy 98.00 High High High
Gradient
(Proposed)

Proximal
Policy 29.90 Moderate{ModerateModerate—
Optimization ' High High High

(Proposed)

Support Vector|
Machine 85-88 | Moderate | Moderate | Moderate
(Baseline)

Decision T.
CeIsIon 11 g2 86 | Moderate | Moderate | Moderate
(Baseline)

Deep Neural
Network 90-93 High High High
(Static)

K-Nearest

Neighbors | 80-84 Low- | Low-— | Low-

Moderate | Moderate | Moderate

(Baseline)
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In order to draw a comparative analysis of the
proposed model, the performance of the proposed
model has been compared with traditional machine
learning models such as support vector machine,
decision tree, and static deep neural network
classifiers. These machine learning models have an
average accuracy in classifying network traffic. These
models do not have the capacity for learning. On the
other hand, the proposed reinforcement learning
framework improves its policy continuously by
interacting with the environment, thereby increasing
the accuracy of the detection process and the
generalization of the results to multiple types of
attacks. From the results, it is evident that the
proposed adaptive learning method outperforms the
static learning methods, as depicted in the
comparison results. One of the most important
advantages of the proposed system is its ability to
perform multi-class attack detection in a unified
way. Unlike binary -classification, the proposed
model can classify multiple classes of attacks,
including distributed denial of service, denial of
service, backdoor, injection, man in the middle,
password attacks, ransomware, cross site scripting,
etc. This is an important advantage of the proposed
system, making it more useful for Internet of Things
environments, where multiple classes of attacks
need to be handled in a unified way. Furthermore,
the proposed model can balance the need for
reducing false alarms by optimizing the response
time, thereby making it more useful for dynamic
environments.
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Fig.4 Confusion matrix of the proposed Deep
Deterministic Policy Gradient model
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However, the model has some limitations.
Reinforcement learning models require a lot of
time and resources for training. The model
performance also depends upon the nature and
diversity of the training dataset. The dataset
provided in the benchmark contains diverse and
realistic traffic scenarios. However, in a real-world
environment, other factors could be introduced that
are not considered in the simulated environment. The
selection of hyperparameters is a crucial factor in
order to attain optimal performance. The above
factors indicate that the model requires proper
configuration for deployment in a large-scale
environment. The above analysis confirms that the
proposed framework of deep reinforcement
learning-based intrusion detection outperforms
traditional static approaches in terms of accuracy and
adaptability. The proposed model of Deep
Deterministic Policy Gradient achieves the best
performance in comparison to other models with an
accuracy of 98 percent. This confirms the
effectiveness of the proposed model in learning the
best policies for network security. The proposed
model of reinforcement learning has the potential
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for deployment in a real-world environment for
intelligent and adaptive intrusion detection in the
IoT environment.

VI. CONCLUSION

In conclusion, the paper has provided an in-depth
discussion of the work that focused on the design of
a deep reinforcement learning-based intrusion
detection system for Internet of Things
environments, defined by the Markov Decision
Process, and evaluated by the benchmark network
traffic dataset. The proposed framework combines
the Deep Deterministic Policy Gradient and
Proximal Policy Optimization algorithms to support
adaptive, multiple-class attack detection while
optimizing the defined reward function for improved
accuracy, false alarm rate minimization, and
response efficiency maximization. From the
experimental  results, the proposed Deep
Deterministic Policy Gradient model has shown 98
percent accuracy compared to traditional static
machine learning and deep learning techniques,
indicating the advantage of the continuous learning
process. In comparison with other traditional
approaches, the proposed work has the advantage of
better adaptability and performance. The proposed
work requires a lot of computational resources and
time for training and hyperparameters. The proposed
work heavily depends upon the quality of the
training data. There are various directions that could
be explored in the future, which may include real-
time implementation of the proposed approach in
actual Internet of Things networks, optimizing
models for edge computing devices, federated
reinforcement learning for distributed settings, and
integrating it with sophisticated threat intelligence
capabilities to take it to the next level of robustness
against cyber attacks.
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