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Abstract—The rapid evolution of the Internet of Things 

(IoT) has transformed traditional residences into 

intelligent ecosystems known as smart home automation 

systems (SHAS). This paper provides a comprehensive 

analysis of modern SHAS architectures, focusing on the 

transition from reactive to proactive environments via 

Artificial Intelligence (AI) and Edge computing. 

Utilizing a three-layer architectural framework 

comprising the Device, Gateway, and Internet layers the 

study examines the integration of diverse communication 

protocols such as Zigbee, Z-Wave, and the emerging 

Matter standard. Performance evaluation using the 

ISO/IEC 25010 quality model reveals a high user 

acceptance rate, particularly regarding security (4.83) 

and functional suitability. Key findings highlight the 

potential of SHAS in reducing residential carbon 

footprints by up to 65% through optimized HVAC 

control and improving geriatric care outcomes via the 

Intelligent Medical and Elderly Care Team (IMECT) 

model, which significantly enhances Activities of Daily 

Living (ADL) scores and Social Cognitive Adaptation 

(SCAA). Despite these advancements, the study identifies 

critical challenges including vendor lock-in, data privacy 

concerns under the General Data Protection Regulation 

(GDPR), and the persistent vulnerability of the "human 

link" in cybersecurity, where human error facilitates 

malware like Mirai. Future projections estimate the 

global smart home market will reach Rs. 297.04billion by 

2030, driven by 6G connectivity and decentralized data 

management. This research underscores the necessity of 

a user cantered approach to bridge the digital gap for 

underserved populations and ensure the long-term 

sustainability of intelligent living spaces. The analysis 

confirms that modular systems utilizing Home Assistant 

and Cloudflare provide robust security frameworks for 

21st-century residential environments while maximizing 

resource efficiency.  

 

Index Terms—Smart Home Automation, Internet of 

Things, Artificial Intelligence, Edge Computing, 

Cybersecurity  

I. INTRODUCTION 

 

The concept of the residential environment has 

undergone a radical transformation over the last 

century, evolving from a static shelter into a dynamic, 

intelligent ecosystem commonly referred to as a smart 

home. A smart home automation system (SHAS) is 

defined as a digitally connected dwelling where 

diverse internetworked systems and devices 

communicate seamlessly to enhance convenience, 

security, and resource efficiency. This technological 

development is not merely a collection of isolated 

gadgets but represents a holistic integration of sensing, 

processing, and communication capabilities into the 

very fabric of domestic life. By utilizing a range of 

internetworked devices, from smart lighting and 

environmental monitoring to sophisticated security 

architectures, modern automation systems create 

living spaces that are responsive to the needs and 

preferences of their inhabitants.  

 

The significance of these systems extends beyond 

individual convenience, positively influencing the 

global economy and contributing to broader urban 

sustainability goals. As the global population ages and 

urban centres become more densely populated, the 

role of smart homes in supporting "aging in place" and 

managing residential energy footprints has become 

paramount. This report provides an exhaustive 

examination of the state-of-the-art in smart home 

automation, analysing the technical protocols, 

architectural layers, security challenges, and 

socioeconomic outcomes of current implementations.  

The historical trajectory of home automation reflects 

the broader evolution of electrical engineering and 

computer science. The early 1900s saw the birth of 

labour-saving electric home appliances, but the true 
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precursor to modern automation was the development 

of the X10 protocol in 1975 by Pico Electronics in 

Scotland. X10 was a revolutionary standard that 

allowed devices to communicate over existing 

household electrical wiring, enabling remote control 

of lighting and appliances without the need for 

additional data cables. However, these early systems 

were often plagued by unreliability, susceptibility to 

electrical noise, and a lack of sophisticated feedback 

mechanisms, which limited their mainstream 

adoption. The transition to contemporary IoT-based 

systems was catalysed by the proliferation of wireless 

networking and the emergence of smartphones in the 

late 2000s, which provided an intuitive interface for 

controlling the home environment. Today, the smart 

home market is undergoing a period of explosive 

growth, with projections suggesting a rise from 154.4 

billion in 2024 to approximately Rs. 297.04billion by 

2030. This growth is driven by the maturation of 

artificial intelligence (AI), the integration of machine 

learning (ML) at the edge, and the development of 

interoperability standards that seek to unify a 

historically fragmented ecosystem.  

 

Modern SHAS are structured to address several 

critical domains of human life. In the realm of energy 

management, they offer the potential to reduce 

household consumption by as much as 30% through 

predictive climate control and optimized lighting 

schedules. In healthcare, particularly for the elderly 

and disabled, these systems provide real-time 

monitoring and emergency response mechanisms that 

can significantly improve safety and reduce the burden 

on clinical resources. Furthermore, the advent of 

ambient intelligence (AmI) environments promises a 

future where the home can intuitively adapt to the 

health and lifestyle needs of its residents without 

requiring explicit human intervention. Despite these 

advancements, the widespread deployment of smart 

home technology faces significant hurdles. Issues such 

as device interoperability, data privacy, and 

cybersecurity vulnerabilities exemplified by the rise of 

IoT-targeted malware like Mirai continue to pose risks 

to users. Moreover, the "technology-push" approach 

that has dominated the field for decades is increasingly 

being challenged by a "user-cantered" perspective that 

prioritizes the lived experience and specific needs of 

diverse demographics. This report investigates how 

modern architectural frameworks and emerging 

protocols like Matter and Thread are addressing these 

challenges to create a more resilient and inclusive 

smart home future.  

 

II. REVIEW OF LITERATURE 

 

The academic and industrial discourse surrounding 

smart home automation has shifted significantly 

between 2019 and 2025, moving from a focus on basic 

connectivity to an emphasis on intelligence, 

sustainability, and human-centric design. Systematic 

literature reviews encompassing thousands of 

documents from major databases such as IEEE, 

Springer, and Elsevier highlight the convergence of 

automation, robotics, and energy management into 

unified frameworks.  

 

2.1 Evolutionary Trends and Emerging Technologies 

Current research trends emphasize the transition from 

reactive systems which respond to direct user 

commands to proactive systems that utilize AI to 

anticipate user needs. This shift is supported by the 

rapid advancement of "Edge AI," where data is 

processed locally on microcontrollers or single-board 

computers (such as the Raspberry Pi 5) rather than 

being sent to a centralized cloud server. This 

movement toward local processing addresses several 

critical issues, including latency in real-time 

applications and the privacy of sensitive behavioural 

data.  The evolution of these technologies can be 

categorized into distinct developmental periods. The 

initial phase focused on wireless networks and basic 

remote monitoring. This was followed by the IoT era, 

which introduced cloud-based integration and a 

proliferation of connected sensors. The current period 

is defined by the integration of AI and machine 

learning, which allows for context-aware control and 

activity prediction. Future projections suggest a move 

toward even more autonomous environments that 

leverage 5G/6G connectivity and decentralized data 

management.  

 

2.2 Communication Protocols and the Interoperability 

Challenge  

A central theme in the literature is the struggle for a 

unified communication standard. Historically, the 

smart home market has been divided between several 

competing protocols, each with distinct advantages 

and trade-offs. Zigbee and Z-Wave emerged as 
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dominant low-power mesh networking solutions, 

while Wi-Fi remained the primary choice for high 

bandwidth applications like video surveillance. 

However, the inability of these devices to 

communicate across "vendor islands" has long 

hindered consumer adoption. 

 

Protocol Underlying Technology Frequency Network Topology Key Application 

Zigbee IEEE 802.15.4 2.4 GHz Mesh Sensors, Lighting, Plugs 

Z-Wave Proprietary/Open 800-900 MHz Mesh Security, Locks, Sensors 

Wi-Fi IEEE 802.11 2.4/5/ 6 GHz Star Cameras, Multimedia, Hubs 

Thread IPv6/6LoWPAN 2.4 GHz Mesh Low-power IP devices 

Matter IP-Based (App Layer) Multi Multi (Standardized) Universal Interoperability 

 

The introduction of Matter (formerly Project CHIP) 

represents a paradigm shift in this area. As an open-

source, IP-based application layer protocol, Matter is 

designed to work over Wi-Fi, Ethernet, and Thread, 

allowing devices from major ecosystems such as 

Apple HomeKit, Google Home, and Amazon  

Alexa to interoperate locally and securely. Thread, in 

particular, is noted for its distributed mesh 

architecture, which eliminates the "single point of 

failure" found in traditional Zigbee coordinators by 

employing dynamic leader election.  

 

2.3 Artificial Intelligence and Machine Learning in 

Activity Prediction  

The integration of machine learning has enabled smart 

homes to develop a "sense of agency," allowing them 

to monitor, anticipate, and react to everyday human 

activity in real-time. Research utilizing datasets like 

CASAS has demonstrated that models can learn user 

routines such as waking times, meal preparation, and 

hygiene habits by analysing temporal indicators and 

historic trends. Recent studies have evaluated various 

algorithms for their suitability in edge-based 

environments. While deep learning architectures like 

CNNs and LSTMs offer high accuracy, they often 

require computational resources that exceed the 

capabilities of common smart home gateways. In 

contrast, Gradient-Boosted Decision Tree (GBDT) 

models, such as LightGBM, have been found to 

provide an optimal balance of predictive performance 

and resource efficiency, making them ideal for 

deployment on devices like the Raspberry Pi 5.  

 

2.4 Cybersecurity and Privacy Preservation  

The pervasive nature of smart home devices creates 

significant new risks for users. Security vulnerabilities 

often arise from limited device processing power, 

which makes it difficult to implement robust 

encryption, and from human factors, such as the use of 

weak default passwords. The literature identifies a 

wide range of threats, including data breaches, identity 

theft, and device hijacking.  

 

Threat 

Category 

Specific 

Examples 

Impact on Smart 

Home 

Malware Mirai, Bash 

lite, Silex 

Device recruitment 

into botnets for 

DDoS 

Ransomware Locker Pin, 

Sim locker 

Locking of smart 

locks or thermostats 

for payment 

Unauthorized 

Access 

Phishing, 

Social 

Engineering 

Interception of 

sensitive data and 

location info 

Network 

Attacks 

DoS, Man in 

the Middle 

Disruption of home 

automation and 

security functions 

 

Privacy concerns are equally paramount, as smart 

devices collect vast amounts of sensitive personal data 

and behavioural patterns. The legal challenges of 

applying individual data rights, such as those defined 

in the GDPR, to a multi-user household context are 

significant. For instance, questions remain regarding 

who holds the right to data portability for a shared 

smart speaker or how a guest’s "right to be forgotten" 

is handled when recorded by a residential security 

camera. Scholars argue that the smart home transforms 

the private dwelling into a space of "immaterial 

labour," where user habits are commodified by 

technology providers.  

 

2.5 Smart Homes and the Global Aging Crisis  

The application of smart home technology in elderly 

care is one of its most transformative potential use 

cases. With global aging reaching unprecedented 

levels particularly in China, where over 220 million 

people were aged 65+ in 2024 the traditional clinical 

model of care is becoming unsustainable. Smart home 

technologies offer a solution through the "Intelligent 
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Medical and Elderly Care Team" (IMECT) service 

model, which synergizes IoT systems with big data 

analytics and multidisciplinary medical teams.  

Studies have shown that real-time monitoring can 

reduce the incidence of chronic diseases and 

hospitalization rates while enhancing functional 

autonomy. AI-driven systems are also being developed 

to provide psychological support, addressing the high 

rates of loneliness and depression among homebound 

seniors. However, adoption is often hindered by the 

"digital divide," characterized by a lack of perceived 

usefulness or ease of use among older adults, as well 

as significant privacy concerns.  

 

III. RESEARCH METHODOLOGY 

 

The study and development of smart home automation 

systems require a rigorous methodological approach 

that balances technical engineering with user-cantered 

evaluation. The research material presented here 

highlights two primary methodological pathways: the 

development of physical prototypes and the execution 

of systematic literature reviews (SLR) to identify 

trends.  

 

3.1 The Incremental Prototyping Model  

A common methodology for developing SHAS is the 

Incremental Prototyping Model. This approach 

involves dividing the proposed system into several 

functional components such as environmental 

monitoring, security, energy management, and user 

interface which are developed as independent modules 

and integrated incrementally. This ensures that each 

component can be thoroughly tested for reliability and 

performance efficiency before the final system is 

assembled.  

The development of these systems typically adheres to 

a three-layer architectural framework:  

• Device Layer: This foundation consists of physical 

hardware, including sensors (e.g., AHT20 for 

temperature, PIR for motion), actuators (relays for 

appliance control), and smart meters.  

• IoT Gateway Layer: This processing hub utilizes 

microcontrollers (e.g., ESP32, NodeMCU) or 

single-board computers (e.g., Raspberry Pi) to 

process and transmit data from the device layer to 

internet services.  

• Internet/Application Layer: This layer manages 

communication, secure data storage, and the user 

interface. It often incorporates technologies like 

Home Assistant for dashboards and Cloudflare for 

secure remote access via tunnelling.  

 

3.2 Performance Evaluation Framework (ISO/IEC 

25010)  

To validate the quality of developed SHAS, 

researchers employ the ISO/IEC 25010 software 

quality model. This framework evaluates systems 

across eight distinct characteristics:  

• Functional Suitability: Does the system perform its 

intended tasks?  

• Performance Efficiency: How well does the system 

utilize resources and maintain low latency?  

• Compatibility: Can the system work with other 

devices and protocols?  

• Usability: Is the interface accessible to both 

technical and non-technical users?  

• Reliability, Security, Maintainability, and 

Portability: Assessing the robustness and longevity 

of the solution.  

 

3.3 Machine Learning Framework (EL-HARP)  

For systems incorporating activity recognition, a 

specific machine learning framework is utilized. The 

EL-HARP (Edge Light Human Activity Recognition 

Predictor) framework utilizes the CASAS dataset for 

training. The methodology includes:  

• Data Preprocessing: Handling class imbalances 

and denoising sensor patterns.  

• Feature Engineering: Converting raw sensor 

streams into samples using temporal encodings 

(e.g., cyclic sin/cos for time of day) and rolling 

statistics (e.g., room occupancy entropy).  

• Edge Deployment: Training models specifically 

for low-power edge hardware, such as the 

Raspberry Pi 5, to ensure privacy preserving, 

offline operation.  

 

3.4 Systematic Literature Review (SLR) Protocol  

In theoretical studies, the SLR approach follows the 

guidelines established by Kitchenham to ensure rigor 

and repeatability. This involves three phases:  

• Planning: Formulating research questions using 

the Goal-Questions-Metrics approach.  
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• Execution: Identifying relevant keywords and 

utilizing Boolean operators (e.g., "IoT" OR 

"Internet of Things") AND ("Smart Home" OR 

"Smart Homes") to harvest articles from major 

databases.  

• Analysis: Manually assessing articles based on 

title, abstract, and content to identify thematic gaps 

and future directions.  

 

IV. RESULTS 

 

The analysis of smart home data involves interpreting 

both the technical performance of the hardware and 

the socio-economic outcomes of its implementation. 

The following data sets provide insights into the 

effectiveness of current SHAS solutions.  

 

4.1 Performance Efficiency and Evaluation Results  

In a modular home automation system evaluation 

involving 13 IT practitioners and researchers, the 

system achieved an outstanding overall rating of 4.70 

out of 5.00.  
 

Characteristic Weighted 

Mean 

Interpretation Rank 

Security 4.83 Strongly 

Agree 

1 

Performance 

Efficiency 

4.75 Strongly 

Agree 

2 

Compatibility 4.73 Strongly 

Agree 

3 

Usability 4.72 Strongly 

Agree 

4 

Functional 

Suitability 

4.70 Strongly 

Agree 

5 

Portability 4.67 Strongly 

Agree 

6 

Maintainability 4.63 Strongly 

Agree 

7 

Reliability 4.58 Strongly 

Agree 

8 

 

The high ranking of security (4.83) is attributed to the 

implementation of RFID access and Cloudflare 

tunnelling, which mitigates traditional IoT 

vulnerabilities. The lower (though still high) score for 

reliability (4.58) highlights the system's dependency 

on internet connectivity, suggesting a need for more 

robust offline control mechanisms.  

 

4.2 Machine Learning Predictive Performance  

The EL-HARP framework demonstrates that edge-

based models can achieve results comparable to 

complex deep learning architectures while requiring 

significantly fewer resources.  
 

Metric EL-HARP 

(Light GBM) 

CNNLSTM 

Hybrid 

Tiny 

HAR 

Accuracy 91.5% 90.89% 89.0% 

F1-Score 91.5% 90.10% 88.5% 
 

The gain of 0.61% over the CNN-LSTM hybrid model 

confirms that household specific, lightweight models 

trained on structured sensor data are a viable solution 

for real-time automation on resource-constrained 

devices like the Raspberry Pi 5. This interpretation 

supports the shift toward Edge AI, as it provides high 

accuracy (91.5%) without the privacy risks associated 

with cloud processing.  

 

4.3 Energy Efficiency and Environmental Impact 

Analysis  

One of the most significant benefits of SHAS is the 

measurable reduction in household energy 

consumption. Studies have shown that energy 

management through smart lighting, HVAC systems, 

and monitoring devices can reduce usage by as much 

as 30%. In a case study focused on air conditioning 

(A/C) control, the integration of smart systems 

resulted in an annual carbon emission reduction of up 

to 65% compared to continuously operated A/C. 

Statistical analysis, including t-tests, confirmed a 

significant difference in electricity usage between 

background periods and smart system periods (P < 

0.05).  

Furthermore, the implementation of energy efficient 

settings in smart appliances led to dramatic 

improvements in Energy Star ratings. 
 

Smart 

Appliance 

Standard 

Rating 

Optimized 

Rating 

Key Factor 

Smart 

Washer 

3 4 Water/Energy 

Efficiency 

Smart Oven 4 5 Precision 

Heating 

Control 

Smart 

Dishwasher 

2 3 Optimized 

Water Cycles 

Smart 

Lighting 

3 4 Automated 

Scheduling 
 

Temperature control efficiency was also evaluated, 

with smart thermostats achieving an average 

temperature drop of 1^\circ\text{C} during 

unoccupied times, effectively cutting energy waste 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 198495 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 9129 

while maintaining comfort in rooms such as the living 

room and bedroom.  

 

4.4 Impact on Elderly Healthcare Outcomes  

The efficacy of the Intelligent Medical and Elderly 

Care Team (IMECT) model was analysed through a 

randomized controlled trial of 100 seniors. The 

intervention group showed statistically significant 

improvements (P < 0.05) across several functional and 

psychological ability dimensions. 
 

Ability 

Dimension 

Group Pre 

Intervention 
Score 

Post 

Intervention 
Score 

ADL (Ability 

of Daily 
Living) 

Control 33.64pm 

16.81 

26.60pm 

13.18 

Observation 26.58pm 
19.36 

28.42pm 
19.89 

SCAA (Social 

Cognitive 
Adaptation) 

Observation 4.33pm 1.65 4.93pm 2.07 

 

 
Figure. Three-Layer Smart Home Architecture 

 

The data indicates that the model effectively reduced 

functional impairments (ADL), alleviated 

psychological distress (PAP), and enhanced sensory-

communication abilities (SCAA). Notably, the 

number of individuals with three or more geriatric 

syndromes decreased from 52.0% to just 2.0% in the 

intervention group.  

 

V. FINDINGS 

 

The exhaustive analysis of smart home automation 

systems reveals several critical findings that define the 

current landscape and future trajectory of the field.  

 

 

5.1 The Superiority of Local and Edge-Based 

Intelligence  

The research confirms a significant trend away from 

centralized cloud-based automation toward localized 

Edge AI. By processing data on-device, systems 

achieve lower latency (200-300 ms for sensors) and 

provide a more robust privacy framework. The EL-

HARP framework's 91.5% accuracy demonstrates that 

lightweight models like LightGBM are perfectly 

suited for this purpose, outperforming complex deep 

learning models on typical home hardware.  

 

5.2 Convergence Toward Interoperability Standards  

The industry is converging on Matter as the universal 

standard for smart home connectivity. By utilizing 

Thread and Wi-Fi as underlying protocols, Matter 

resolves the long-standing issue of vendor lock-in and 

"bridge sprawl". This convergence is essential for the 

future of smart homes, as it allows for simple, QR-

code-based commissioning and multi-admin control 

across different platforms (Apple, Google, Amazon).  

 

5.3 Substantial Sustainability Gains Through 

Automation  

Smart home technologies are no longer just about 

convenience; they are vital tools for environmental 

sustainability. The ability of intelligent HVAC and 

lighting systems to reduce carbon emissions by up to 

65% makes them a critical component of resilient 

urban environments. The measurable improvement in 

Energy Star ratings for smart appliances indicates that 

automation can significantly optimize resource usage 

without compromising user comfort. 

 

5.4 The Human Factor as a Primary Security 

Vulnerability  

Despite advancements in cryptographic techniques 

and mandatory security features in protocols like 

Matter, the "human factor" remains the weakest link in 

SHAS security. Success in malware execution (e.g., 

Mirai) and data breaches is often the result of user 

errors, such as susceptibility to phishing or failure to 

implement two-factor authentication. Effective 

security relies on a partnership between homeowners, 

device makers, and internet service providers to 

protect the privacy of sensitive behavioural data.  
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5.5 The Transformative Role of SHAS in Geriatric 

Care  

The success of the IMECT model proves that smart 

homes can bridge the gap in healthcare for aging 

populations. By integrating IoT monitoring with big 

data and multidisciplinary medical teams, these 

systems can significantly reduce the prevalence of 

geriatric syndromes and enhance the functional 

autonomy of the elderly. However, addressing the 

"digital divide" through user-cantered design and 

policy guidance is necessary to ensure these benefits 

reach the most vulnerable populations.  

 

VI. CONCLUSION 

 

The evolution of smart home automation systems from 

basic remote-control setups to intelligent, context-

aware environments represents a major advancement 

in residential technology. The integration of IoT, 

artificial intelligence, and sophisticated 

communication protocols has created spaces that are 

more energy-efficient, secure, and responsive to 

human needs. The research demonstrates that modern 

SHAS can achieve over 90% accuracy in activity 

prediction and reduce household carbon emissions by 

as much as 65%, underscoring their importance in the 

context of global climate goals and sustainable urban 

development.  

 

However, several challenges remain. The industry 

must continue to prioritize device interoperability and 

standard protocol adoption (e.g., Matter and Thread) 

to overcome market fragmentation. Security must be 

addressed not just through technical encryption but 

through a focus on human behavior and the 

development of more resilient user authorization 

methods. Finally, the socio-technical dimensions of 

smart homes particularly the privacy implications of 

data collection and the digital gap among older adults 

must be handled with transparency and care.  

 

As technologies like 5G, edge computing, and 

advanced machine learning continue to mature, the 

smart home will become an even more integral part of 

the interconnected "Smart City" ecosystem. The future 

of SHAS lies in creating environments that are not 

only smarter but also more sustainable, inclusive, and 

fundamentally human-centered, ultimately elevating 

the overall quality of life for all inhabitants.  
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