
© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 198516 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11706 

Secure Cloud and AI Systems For 

Intrusion Detection in Smart Environments 
 

 

Elanchezhiyan M.E¹, Rayyan Bakker M.A², R. Murugesan³, Kiran R⁴ 
1,2,3,4Department of Computer Science and Engineering, Paavai Engineering College (Autonomous), 

Namakkal, Tamil Nadu, India 

 

 

 

Abstract—Smart environments, driven by 

interconnected IoT devices, generate continuous 

streams of network traffic that are highly susceptible to 

various cyberattacks, making robust security 

mechanisms essential. This project proposes a cloud-

based intelligent intrusion detection system designed to 

enhance the security of smart environments by 

monitoring and analysing network data in real time. 

Data collected from multiple smart devices is 

transmitted to a cloud infrastructure, where it is 

securely stored and processed for further analysis. 

Advanced artificial intelligence and machine learning 

models are employed to learn patterns of normal 

network behaviours and accurately identify anomalies 

that may indicate potential intrusions or malicious 

activities. The system leverages the scalability and 

flexibility of cloud computing to handle large volumes of 

data efficiently while enabling centralized monitoring 

and management. Real-time detection capabilities 

ensure prompt identification and response to threats, 

thereby minimizing potential damage and improving 

overall system resilience. Additionally, the integration 

of secure data storage and processing techniques 

enhances data privacy and reliability. The proposed 

system significantly improves detection accuracy, 

reduces false alarms, and provides a scalable and 

efficient solution for safeguarding smart environments 

against evolving cyber threats. 

 

Index Terms—Smart Environments, Intrusion 

Detection System (IDS) , Artificial Intelligence (AI) / 

Machine Learning (ML) , Cloud Computing 

 

I. INTRODUCTION 

 

In recent years, protecting network infrastructures 

from cyber threats has become a critical concern for 

organizations and individuals alike. Traditional 

security measures, such as firewalls and signature-

based antivirus systems, are often reactive, limited in 

scalability, and unable to detect sophisticated or 

emerging attacks in real time. To address these 

challenges, our project introduces a Cloud-Based 

Intelligent Intrusion Detection System (IDS) that 

enhances security by continuously monitoring and 

analysing network traffic for potential threats. 

The proposed system collects network data from 

multiple connected devices and securely transmits it 

to a cloud infrastructure. By leveraging the 

computational power of the cloud, the system can 

handle large volumes of data efficiently, enabling 

centralized monitoring and analysis. Advanced 

artificial intelligence (AI) and machine learning (ML) 

models are employed to learn patterns of normal 

network behaviour. Whenever an anomaly or 

suspicious activity is detected, the system 

immediately flags it, allowing administrators to take 

prompt action and mitigate potential risks. 

The cloud-based architecture also ensures secure 

storage and processing of network data, enhancing 

both reliability and privacy. Real-time detection 

capabilities reduce the likelihood of damage from 

cyberattacks, while scalable cloud resources allow 

the system to adapt to growing network demands 

without performance degradation. 

Furthermore, the system provides administrators with 

a comprehensive dashboard to visualize alerts, 

analyse threat patterns, and generate reports. By 

integrating AI-driven analytics with cloud 

computing, the proposed system offers an intelligent, 

automated, and efficient solution for safeguarding 

network infrastructures against evolving cyber 

threats, improving overall system resilience and 

operational security. 
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II. EASE OF USE 

 

A. System Operation and Accessibility 

 

The Cloud-Based Intelligent Intrusion Detection 

System is developed with a focus on simplicity, 

automation, and convenience for network 

administrators and security personnel. The system is 

designed to minimize manual intervention while 

providing efficient, accurate, and timely detection of 

network threats. 

Network data from connected devices is securely 

transmitted to the cloud, where AI and ML models 

continuously analyse traffic patterns to identify 

anomalies. Administrators interact with the system 

primarily through a web-based dashboard, 

eliminating the need for complex configuration or 

local installations on multiple devices. Alerts for 

suspicious activity are automatically generated, 

allowing users to respond promptly without requiring 

deep technical knowledge. 

The cloud architecture ensures that all monitoring, 

storage, and processing are centralized. This reduces 

operational complexity, allowing even small 

organizations with limited IT resources to implement 

and manage the system efficiently. The platform 

supports scalable deployment, adapting to varying 

network sizes and traffic volumes without additional 

hardware requirements. 

 

B. Web Application and Real-Time Monitoring 

A user-friendly web application complements the 

cloud backend, providing real-time monitoring and 

management of the network. Administrators can 

access the dashboard from any internet-enabled 

device, including laptops, tablets, or smartphones. 

The interface displays vital information such as 

detected anomalies, threat severity, affected devices, 

and historical logs. 

Whenever suspicious activity is detected, the system 

automatically generates alerts and notifications. 

Administrators receive details about the type of 

intrusion, the source of the threat, and recommended 

mitigation actions. The real-time analytics and 

visualization features allow for quick assessment of 

network security, helping users make informed 

decisions without manually analysing complex data. 

The application is designed with intuitive navigation, 

clean visuals, and cross-platform compatibility. Users 

can access key features such as alert history, anomaly 

trends, and device status with minimal technical 

training. The combination of automated detection, 

cloud-based processing, and an easy-to-use web 

interface ensures maximum usability, efficiency, and 

reliability, making the system practical for real-world 

deployment in organizations of all sizes. 

 

C. Equations 

In the proposed Intrusion Detection System, 

mathematical formulations are used to detect 

anomalies in network traffic. For example, the 

deviation of network behaviour from normal patterns 

can be expressed as: 

 
where N(t) is the observed network metric at time t 

(e.g., packet rate, connection count), and N‾ is the 

expected value based on learned normal behaviour. 

An anomaly score can be calculated as: 

 
where σN  is the standard deviation of the normal 

network metric. Higher values of S indicate greater 

deviation from normal traffic, triggering alerts for 

potential intrusions. 

By leveraging such mathematical models along with 

AI-based classification, the system provides 

automated, accurate, and real-time detection of 

threats while remaining accessible and easy to use for 

administrators.  

 

III. SYSTEM DESIGN AND METHODOLOGY 

 

The design of the Cloud-Based File Intrusion 

Detection System integrates cloud computing, 

machine learning, and web-based monitoring to 

ensure secure file storage, efficient threat detection, 

and real-time alerts. The system’s methodology 

focuses on automating intrusion detection for files 

uploaded to the cloud, providing prompt security 

alerts, and enabling administrators to manage and 

access safe data through a centralized platform. 

 

A. System Architecture 

The overall architecture consists of three main 

modules: 
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1. Data Upload Module (User Interface) – Allows 

the data owner to securely upload files to the 

cloud server. 

2. Cloud Server (Data Processing Unit) – Handles 

secure file storage, packet extraction, and 

analysis using AI/ML models. 

3. Web Application (Monitoring and Alerts 

Interface) – Provides real-time access to 

intrusion detection results, alerts, and safe file 

access for administrators and users. 

The system begins its operation when the data owner 

uploads a file to the cloud server. The cloud server 

performs packet extraction and processes the data 

using the AI-based intrusion detection model. If an 

intrusion is detected, a security alert is generated; if 

the file is safe, it is made available for access. This 

architecture ensures continuous monitoring, real-time 

detection, and secure management of files. 

 

B. Hardware Components 

Although the system is primarily cloud-based, secure 

network and server infrastructure are essential for 

reliable operation: 

• Cloud Server Infrastructure: Provides storage, 

processing power, and scalability for AI-based 

intrusion detection. 

• Secure Network Channels: Encrypts file uploads 

and transmission to prevent interception or 

tampering. 

• Backup and Redundancy Systems: Ensure 

continuous operation and data availability in case 

of hardware or network failures. 

• End-User Devices: Any internet-enabled device 

can be used to upload files and monitor system 

alerts. 

These components ensure secure, reliable, and 

efficient handling of data during upload, processing, 

and access. 

 

C. Software Components 

The software system is designed to analyse files, 

detect potential intrusions, and provide real-time 

notifications: 

• Database System: Stores file metadata, intrusion 

logs, and historical analysis results. 

• AI/ML Intrusion Detection Engine: Uses 

supervised or unsupervised models to classify 

files as safe or potentially malicious. 

• Web Application: Displays dashboards for 

administrators, showing detected intrusions, safe 

file status, and security alerts. 

• Notification Module: Sends alerts via email, 

SMS, or web notifications when intrusions are 

detected. 

• Packet Extraction Module: Extracts relevant 

features from uploaded files to feed into the AI 

model for accurate analysis. 

 

The software ensures scalability, security, and 

continuous operation, even with a large number of 

file uploads. 

 

D. Methodology 

The workflow of the system is described below: 

1. File Upload by Data Owner: The data owner 

uploads a file to the cloud server via a secure 

interface. 

2. File Storage in Cloud: The uploaded file is 

securely stored in the cloud infrastructure for 

processing. 

3. Packet Extraction: The system extracts relevant 

data and features from the file to prepare it for 

analysis. 

4. AI Intrusion Detection: The AI/ML model 

evaluates the extracted features to detect 

potential intrusions or malicious patterns. 

5. Intrusion Check: The system classifies the file as 

either safe or malicious. 

6. Alerts and File Access: 

o If an intrusion is detected, a security alert is 

generated and sent to administrators. 

o If the file is safe, it is made available for access. 

This methodology ensures automated, accurate, and 

real-time detection of malicious activities while 

providing safe file access and actionable alerts. 

 

IV. SYSTEM ARCHITETURE AND  DATA FLOW 

 

The architecture of the proposed Cloud-Based File 

Intrusion Detection System is designed with a 

modular approach to ensure high reliability, data 

security, and real-time threat detection. This modular 

design is visually represented in Fig. 1, which 

illustrates the flow of data from file upload to 

intrusion detection and final file access. 
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A. File Upload and Data Ingestion Module 

This module serves as the entry point for all files 

submitted by the data owner. It ensures that only 

authorized users can upload files and that the files are 

securely transmitted to the cloud. 

1. Secure Upload Interface: The system provides a 

secure web interface through which the data 

owner uploads files to the cloud. Encryption 

protocols, such as TLS/SSL, are used to protect 

files during transmission. 

2. Data Ingestion: Upon upload, files are ingested 

into the cloud server, where initial validation and 

storage take place. Metadata, such as file size, 

type, and timestamp, is recorded for further 

processing. 

 

B. Packet Extraction and Preprocessing Module 

This subsystem is responsible for preparing files for 

analysis by extracting relevant features and packet-

level information. 

 

1. Packet Extraction: The system breaks down each 

uploaded file into smaller data packets, 

extracting key attributes that are relevant for 

intrusion detection. 

2. Feature Preprocessing: Extracted packets are 

normalized and formatted into a structured 

dataset suitable for the AI/ML intrusion 

detection model. This preprocessing ensures 

consistent and accurate analysis. 

 

C. AI Intrusion Detection and Threat Analysis 

Module 

This module is the core of the system, responsible for 

identifying potential malicious activity within 

uploaded files. 

 

1. Machine Learning Model: An AI-based intrusion 

detection model evaluates the extracted features 

against patterns of normal and abnormal file 

behaviour. Both supervised and unsupervised 

algorithms can be used to improve detection 

accuracy. 

2. Intrusion Check: The model classifies each file 

as either safe or potentially malicious. High-risk 

anomalies trigger further investigation or 

immediate alerts. 

 

 

D. Alerting and File Access Module 

This final module handles notifications and 

controlled file access based on the outcome of 

intrusion analysis. 

1. Security Alerts: If a file is flagged as potentially 

malicious, the system generates a security alert 

to notify administrators in real time. Alerts 

include detailed information about the detected 

threat. 

2. Safe File Access: Files determined to be safe are 

made available for access by the authorized user. 

The system logs all access events to maintain 

traceability and auditability. 

3. Web Application Interface: Administrators can 

view a dashboard summarizing the status of all 

files, alerts, and historical analysis results. The 

interface provides an intuitive, real-time view of 

network security for rapid decision-making. 

 
Fig. 1. Proposed Modular System Architecture for 

Cloud-Based File Intrusion Detection. The data flow 

illustrates the interconnection between the File 

Upload Module (secure ingestion), the Packet 

Extraction and Preprocessing Module, the AI 

Intrusion Detection Module (threat analysis), and the 
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Alerting and File Access Module (secure response 

and notifications). This architecture ensures 

continuous monitoring, automated intrusion 

detection, and secure file management. 

 

V. SYSTEM OPERATIONAL FLOW 

 

The operational process of the Cloud File Intrusion 

Detection System (CFIDS) is defined by the flow 

chart presented in Fig. 3, which illustrates the 

sequence of user authentication, file access 

monitoring, anomaly detection, and alert generation. 

The flow is primarily divided into the initial user 

authentication stage and the subsequent continuous 

file monitoring stage. 

 

A. Initialization and User Authentication 

The process begins at the START state, requiring 

verification of user credentials (User Logs In?). If the 

user is not registered or attempts access without 

authorization, the system maintains the Access 

Denied state and triggers an optional alert to the 

system administrator. 

1. Authorization Check: Upon login, the system 

validates credentials against the central database 

(Registered User (Username & Password) or 

Temporary Access User?). 

2. Access Enablement: A successful authentication 

transitions the system to the User Authenticated, 

File Access Enabled state, granting access to 

permitted cloud files. 

 

B. Continuous File Monitoring and Anomaly 

Detection 

Once the user is authenticated, the system initiates 

real-time monitoring and analysis: 

1. File Activity Monitoring: When a user attempts 

to read, write, modify, or delete a file (File 

Access Request?), the system performs parallel 

actions: 

o Logs the activity with user ID, timestamp, file 

name, and action type in the Cloud Audit 

Database. 

o Feeds activity into the Anomaly Detection 

Engine for real-time evaluation against normal 

access patterns. 

2. Intrusion Detection: The Anomaly Detection 

Engine continuously compares file access 

behaviors with pre-defined thresholds and 

machine learning models. Critical decision 

points include Suspicious Access Detected? 

o If an anomaly is detected (e.g., unusual access 

volume, unauthorized file type modification), the 

system immediately executes the Generate Alert 

& Notify Admin block. 

o If no anomaly is detected, the system continues 

monitoring while maintaining real-time logs. 

o Alert and Response: Upon detection of 

suspicious behavior, the system executes 

predefined response actions: 

o Sends a notification email and dashboard alert to 

the system administrator. 

o Optionally locks the user session or temporarily 

restricts file access to prevent further intrusion. 

3. Data Logging and Analytics: All file access 

events, alerts, and anomaly reports are stored in a 

secure cloud repository. The system provides 

dashboards for administrators to review activity 

logs, detect patterns, and generate security 

analytics reports. 

 

 
Fig. 3. System Operational Flow for Cloud File 

Intrusion Detection System. This flowchart details 

the conditional logic for user authentication, real-time 

file activity monitoring, anomaly detection, and 

automated alert generation. 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 198516 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11711 

The operational flow of CFIDS is designed to 

provide complete automation, continuous 

surveillance, and rapid response for cloud file 

security. The system begins with strict user 

authentication, followed by real-time monitoring of 

all file operations. Any abnormal activity triggers 

immediate alerts and optional session restrictions. All 

monitored data is securely stored in the cloud for 

auditing and analytics, ensuring robust protection 

against unauthorized access and potential data 

breaches. 

 

VI. CLOUD FILE INTRUSION DETECTION 

ALGORITHMS 

 

Algorithm 1: Random Forest Based Intrusion 

Detection 

This algorithm continuously monitors cloud file 

access patterns and classifies them as normal or 

intrusive using a Random Forest ensemble. 

 

Variable Description 

$T_{Access}$ Database table storing all file 

access events (UserID, FileID, 

Timestamp, Action). 

$X$ Feature vector derived from 

$T_{Access}$ (e.g., frequency, 

file type, time of access). 

$Y$ Label: Normal (0) or Intrusion 

(1). 

$RF_{Model}$ Pre-trained Random Forest 

classifier. 

 

1. Initialize Model: 

1. Load $RF_{Model}$ with trained decision trees. 

2. Retrieve latest access records from 

$T_{Access}$ to form input feature vector $X$. 

2. Monitor Access (Continuous): 

1. For each new access event in $T_{Access}$: 

2. a. Extract features to form $X_{new}$. 

b.Predict $Y_{pred} = RF_{Model}(X_{new})$. 

3. Decision And Alert: 

 

1. If $Y_{pred} = 1$: 

a. Flag event as suspicious. 

b. Generate alert to Admin: "Intrusion detected for 

User [UserID], File [FileID]." 

c. Optionally restrict access for this user. 

2. Else: Continue monitoring. 

4. Logging: 

1. Store $Y_{pred}$ and event details in the Cloud 

Audit DB for analytics. 

 

Algorithm 2: XGBoost Based Intrusion Detection 

This algorithm improves detection accuracy by 

sequentially training decision trees to correct 

previous errors, using gradient boosting. 

 

Variable Description 

$T_{Access}$ Database table storing all file 

access events. 

$X$ Feature vector derived from 

$T_{Access}$ (frequency, file 

type, user role, access time). 

$Y$ Label: Normal (0) or Intrusion 

(1). 

$XGB_{Model}$ Pre-trained XGBoost 

classifier. 

 

1. Initialize Model: 

1. Load $XGB_{Model}$. 

2. Retrieve recent access events to form $X$. 

2. Monitor Access (Continuous): 

1. For each new file access:  

a. Extract features into $X_{new}$. 

b. Predict $Y_{pred} = XGB_{Model}(X_{new}) $. 

 

3. Decision And Alert: 

1. If $Y_{pred} = 1$:  

a. Mark the event as suspicious. 

b. Trigger alert: "Potential intrusion by User [UserID] 

on File [FileID]." 

c. Optionally block further actions until verified. 

2. Else: Continue monitoring. 

 

4. Model Feedback (Optional): 

1. Store actual outcomes for retraining. 

2. Update $XGB_{Model}$ periodically to 

improve detection performance. 

 

These algorithms work in parallel or separately to 

continuously evaluate file access behaviours, 

improve intrusion detection accuracy, and ensure 

real-time alerts for administrators while maintaining 

logs for audit and analytics purposes. 
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VII. RESULTS AND DISCUSSION 

 

The Cloud File Intrusion Detection System (CFIDS) 

was implemented and evaluated in a simulated cloud 

storage environment with multiple users performing 

file operations such as upload, download, 

modification, and deletion. This section presents the 

experimental results focusing on authentication 

reliability, intrusion detection accuracy using 

Random Forest and XGBoost, system 

responsiveness, and overall security performance. 

The system was tested against predefined 

benchmarks to ensure its suitability for real-time 

cloud security applications. 

 

1. User Authentication and Access Control 

Performance 

The initial security layer involving user 

authentication and access validation was tested with 

multiple login scenarios, including valid users and 

unauthorized access attempts. 

 

A) User Authentication Reliability 

Criteria Test 

Condition 

Success 

Rate 

Latency(ms) 

User Login 

Verification 

Valid 

Username 

& 

Password 

100% 280±40 

 

Discussion: 

The system achieved a 100% success rate in 

validating legitimate users, ensuring secure access to 

cloud files. The low latency (~280 ms) indicates a 

fast authentication process, minimizing delays for 

authorized users while effectively preventing 

unauthorized access attempts. 

 

B) File Access Logging Accuracy 

Metric Total 

Events 

Tested 

Successful 

Logs 

Accuracy 

Rate 

File 

Activity 

Logging 

1500 1470 98.00% 

 

Discussion: 

The system demonstrated a high logging accuracy of 

98%, ensuring that most file operations were 

correctly recorded. Minor discrepancies were due to 

network delays or rapid consecutive operations, 

which can be improved with optimized buffering 

mechanisms. 

 

2. Intrusion Detection Performance (Random Forest 

& XGBoost) 

The core functionality of detecting malicious 

activities was evaluated using machine learning 

models trained on historical access patterns. 

 

A) Model Performance Comparison 

Algorith

m 

Detectio

n 

Accuracy 

Precisio

n 

Recal

l 

F1-

Score 

Random 

Forest 

95.2% 94.5% 93.8

% 

94.1

% 

XGBoost 97.1% 96.4% 95.9

% 

96.1

% 

 

Discussion 

1. Random Forest: Provided stable performance 

with reduced overfitting due to ensemble 

learning. It effectively handled diverse access 

patterns but showed slightly lower recall in 

detecting rare intrusions. 

2. XGBoost: Outperformed Random Forest with 

higher accuracy and better recall. Its boosting 

mechanism allowed it to learn complex intrusion 

patterns, making it highly suitable for detecting 

sophisticated attacks. 

 

B) Intrusion Detection Success Rate 

Intrusion Type Test Scenario Detection 

Rate 

Unauthorized 

File Access 

Access without 

permission 

100% 

Abnormal Access 

Frequency 

High-frequency 

file requests 

96% 

Suspicious File 

Modification 

Unauthorized file 

edits 

95% 

 

Discussion: 

The system successfully detected most intrusion 

scenarios. Unauthorized access detection achieved 

perfect accuracy, while slight variations in frequency-

based anomalies were due to overlapping patterns 

between normal and suspicious behaviour. 
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3. System Responsiveness and Alert Mechanism 

The responsiveness of the system in detecting and 

reporting intrusions was evaluated based on alert 

generation and notification delivery time. 

 

Metric Measurement/V

alue 

Requir

ed 

Standa

rd 

Performa

nce 

Intrusion 

Detection 

Time 

1.8 seconds 

(Avg) 

≤3 

second

s 

Excellent 

Alert 

Notificati

on Time 

2.3 seconds 

(Avg) 

≤5 

second

s 

Excellent 

 

Discussion: 

1. Detection Speed: The average detection time of 

1.8 seconds ensures near real-time identification 

of suspicious activities. 

2. Alert Delivery: Notifications were delivered 

within 2.3 seconds, enabling quick 

administrative response and minimizing potential 

damage. 

 

4. Overall System Integration and Scalability 

The Cloud File Intrusion Detection System 

demonstrates efficient integration of cloud storage, 

real-time monitoring, and machine learning models. 

The system converts raw file activity data into 

actionable security insights through automated 

detection and alert mechanisms. 

The modular architecture supports scalability, 

allowing deployment across small-scale cloud 

systems to enterprise-level infrastructures. Future 

enhancements may include deep learning-based 

anomaly detection, user behaviour analytics, and 

adaptive learning models to further improve detection 

accuracy and system intelligence. 

 

VIII. CONCLUSION 

 

The proposed Smart School Bus Safety and The 

Cloud File Intrusion Detection System (CFIDS) 

successfully address the critical challenge of securing 

cloud storage environments against unauthorized 

access and malicious activities. By integrating 

advanced machine learning algorithms such as 

Random Forest and XGBoost, the system effectively 

monitors file access patterns and accurately detects 

potential intrusions in real time. 

The experimental results demonstrate that the system 

achieves high detection accuracy, fast response time, 

and reliable user authentication, ensuring robust 

protection of sensitive cloud data. The combination 

of ensemble learning and boosting techniques 

enhances the system’s ability to identify both known 

and unknown attack patterns while minimizing false 

positives and overfitting issues. 

Furthermore, the real-time alert mechanism and 

detailed activity logging provide administrators with 

immediate insights and control over suspicious 

activities, enabling quick preventive actions. The 

system’s modular and scalable architecture ensures 

adaptability to various cloud platforms, making it 

suitable for both small-scale and enterprise-level 

deployments. 

In conclusion, CFIDS provides a secure, intelligent, 

and efficient solution for cloud file security, 

significantly improving data protection, intrusion 

detection capability, and overall system reliability in 

modern cloud computing environments. 
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