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Abstract—On the virtual landscape of today, a large role
in the popularity of cryptocurrencies has been played by
anti-money laundering (AML). At the same time, with
how easily they can move funds outside legal channels
makes it difficult for governments and international
organizations to combat terror finance (CFT). For
obvious reasons, money launderers and terrorists tend to
favor Bitcoin and Ethereum. Because these are in essence
public projects (that employ cryptography to record
transactions), however anonymous Is not their charm-
after just a bit of study every person who operates on one
will indeed have his identity known. As highlighted by
(Hadar Y. Jabotinsky & Michal Lavi, 2021), the
increased use of cryptocurrencies for money laundering
and material support to terror activities has become a
growing concern, especially exacerbated by events like
the COVID-19 pandemic. To tackle these issues,
regulatory authorities recently introduced actions
seeking increased openness and liability about crypto
money flows. Take for example The Commission, under
a legislative package the European Parliament and
Council is now considering that would build upon AML
measures across Europe. Proposals involve outlawing
one well known method of anonymous wallets for Crypto
MPI to comply with current regulations directed at
anonymous bank accounts. The idea is to stop criminals
from using digital assets to break the law and increase
control over their own finances by authorities. This
directive is represented by the warning authorities did
this year concerning entropy cards Assuming authority
can trace to dozen anonymous tokens scrip sources.
Digital tech has shaken up money systems worldwide by
cutting out middlemen between customers and
providers. Yet these new tools also create big problems
for watchdogs when it comes to stopping dirty money
and terrorist cash. Online banks crypto coins, and other
web-based money services are now under the
microscope. This paper aims to look at the fast-changing
world of online spaces where all sorts of stuff is
happening. It also checks out current rule’s common
headaches, and what might come next.
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I. INTRODUCTION

Cryptocurrencies decentralized and anonymous
features allow bad actors, like terrorist groups, to
move large sums of money without banks or other
middlemen. This makes funding illegal activities
easier. To tackle this growing problem, regulators are
working to make crypto transactions more open and
trackable. The European Commission, for instance,
has suggested new laws to beef up the EU's rules
against money laundering and terrorist funding. As
Hadar Y. Jabotinsky and Michal Lavi (2021) point out,
the rise in using cryptocurrencies to launder money
and back terrorist acts is a big threat to safety
worldwide.

Terrorist organizations have gradually turned to
virtual spaces to raise and transfer funds, posing a
significant challenge to global security. The Financial
Action Task Force (FATF) has been instrumental in
establishing international standards to tackle money
laundering and terrorist financing, urging jurisdictions
to enhance Anti-Money Laundering (AML) measures
(Hadar Y. Jabotinsky & Michal Lavi, 2021). By
advocating for regulatory standards on cryptocurrency
exchanges and wallet providers akin to traditional
financial institutions, efforts are being made to align
regulations globally and mitigate the potential risks
associated with anonymous transactions.

II. DEFINITION AND TYPES OF VIRTUAL
SPACES

Digital financial platforms and tools make up a wide
array of virtual spaces. A virtual space is a made-up
digital setting where people or groups can link up, talk,
and work together in real time through an interface. It's
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a symbolic area that computer graphics software
creates using a Cartesian coordinate system with X, Y,
and Z axes. These spaces let users interact without
meeting face-to-face helping team members in
different locations to connect. They're the online
environments where real-time interactions and
experiences take place.

Key types include:

e Cryptocurrencies are digital currencies that use
blockchain. Examples are Bitcoin and Ethereum.
They provide a secure, transparent and efficient
way to do transactions without intermediaries like
banks.

e Online banking means banking services through
the internet. Traditional finance institutions, and
the technology and finance companies, have
presented online banking services to their users so
they can perform a range of financial transactions
including checking account balance, wire money,
pay bills, and complete other banking functions.

e Virtual assets are digital representations of value.
They also can be digital tokens (such as
cryptocurrency coins or tokens on a blockchain
network or digital securities that represent a right
or ownership of an asset). Virtual assets are
becoming increasingly popular due to higher
liquidity, usability and programmability than
actual assets.

Method of Money Laundering and Terrorism

Financing Techniques

Anonymous, worldwide communication offers

criminals a way to exploit virtual worlds for

exploitation of money laundering and funding

terrorism. Common methods include:

A. Cryptocurrency Tumblers and Mixers

B. P2P (Peer-to-Peer) Transactions

C. Money laundering through in-game purchases and
betting Platforms

A. Cryptocurrency Tumblers and Mixers

An application through which the source of some
coins can be masked so they are not traceable. Services
that hide the money trail for each coin, thereby
improving privacy. It is achieved by blending the
user's coins with coins provided by other users in a
particular pool, such that it is not easy to trace back
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from where the user's coins came. This procedure is of
particular interest in, for example, the field of
cryptocurrencies such as Bitcoin, since they employ a
public ledger that actually does publicly record the
transactions.

Kinds of Cryptocurrency Tumblers

e Centralized Mixers: These are managed by using a
third-party service. Patients deposit their coins in
the blender, blend them, and afterwards, output the
coins to mixing outputs. Centralized mixers have a
good UX, but they present the risk of the user being
vulnerable to being hacked and funds being stolen
and even the risk of the mixer having a log on its
users - to provide a privacy risk.

e Decentralized Mixers - They operate on a peer-to-
peer level and employ smart contracts or other
protocols to blend coins without requiring the
intervention of a central party. Often, in such
method more anonymity and lower fees are
available, although knowing the number of users
who are able to achieve privacy in the mixing
phase is needed.

B. Peer-to-Peer Transactions

Peer-to-peer cryptocurrencies, known for their
decentralized nature and high anonymity levels, have
become a preferred method for funding terrorism and
other illicit activities due to their ability to facilitate
high transaction volumes (Jabotinsky Lavi, 2021). The
simultaneous explosion of this virtual money
landscape and the evolution of technology and the
effect of global events such as pandemic, has also
further increased the proliferation of these currencies
for money laundering purposes and financing terrorist
activities, a serious threat to national security. A very
difficult nut to crack because it is relatively plain to
detect, such direct transfers from person to person
without passing through conventional financial
institutions. To address these nascent threats,
regulatory agencies are increasingly focusing not only
on extracting the identity of the cryptocurrency users
from blockchain platforms but also on it as a key
measure in combating criminal financial activities
(Jabotinsky Lavi, 2021). In an attempt to disrupt the
financing of terrorism and other criminal operatives
that abuse virtual environments, authorities employ
stringent processes for the validation of identity and
the application of legal sanctions, including court
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ordered divulgence of a user's information, on
suspicion of financial irregularity, that undermines the
financial networks that support the economy of
terrorism and other criminal enterprises.

C. Online Gambling; Online Gaming

Internet gaming and internet gambling have
increasingly served as channels for money laundering
due to their own attributes, which allow them to
conceal the sources of dirty money. Both industries
offer distinct mechanisms through which criminals
can legitimize illegal funds into the real-world
economy.

a) Mechanisms of Laundering

1. In-Game Currency Transactions: Criminals buy
virtual-currency assets or items in-game with illicit
money. These assets can be sold on other trading
platforms for real money, thereby scrubbing the
deposited funds. Since these transactions are
anonymous, it is difficult to track their source by
authorities.

2. Microtransactions and Loot Boxes: With the
increasing use of microtransactions on games,
gamers can purchase items within the game for real
money. Criminals can exploit these systems by
using stolen credit card data to make purchases,
then selling the items for cash. This approach
exploits virtual currencies' free play since their
regulation is allowed.

3. Account Creation and Transfers: Money
launderers sometimes open numerous accounts to
move virtual money or goods among them, thus
masking the flow of money. This method can
involve creating fake virtual items that are sold to
other players, further complicating the tracking
process.

b) Online Gambling

Cashing Out Betting Accounts: In a strategy for
money laundering, criminals deposit criminal funds
into a betting account followed by very low bets to
make it appear like they are engaging in honest
gaming, and they take the payout that is left. Through
this process, they can pretend it is a payoff from
gambling and hide thus its illicit nature.

Collusion with Accomplices: In this paradigm, a group
of players participate in a game with one player
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making a conscious effort to lose to another. The
winner then collects funds that appear to be legitimate
gambling winnings, effectively laundering the money.

Gambling for Goods: This includes the use of gaming
to facilitate money laundering for illicit drugs or
money. For instance, a buyer and seller of illicit items
might use a gambling platform to exchange funds,
disguising the transaction as a legitimate betting
activity.

c¢) Virtual Spaces and Money Laundering

The emergence of virtual currencies has become a
significant problem for law enforcement agencies to
monitor and to regulate criminal financial activities,
especially money laundering and terrorism financing
(Kovanen, 2019). The ability makes money being sent
between countless people without the time-tested
intermediaries of the global financial system possible,
and as a result criminal organisations are able to hide
money laundering regulations, and terrorist financing,
in the sleight-of-hand scams that characterise the new
millennium. This circumventing of legislation by
virtual currencies exposes limitations in the
framework of customer due diligence as well as in the
way it is to be implemented.

To resist these issues effectively, international
regulators must collaborate and implement stringent
regulations that address the misuse of virtual
currencies for illicit purposes across borders. Cross-
border data sharing increase is indispensable in
upholding the potential of financial crime risks in
cyberspace. Collaboration among regulators is key to
establish a globally safer financial environment and to
discourage money laundering schemes that are
specifically designed for the virtual world.

To prevent the abuse of virtual environment for
unlawful economic purposes, regulators should help
ensure that the financial system is clean, and
cryptocurrencies are not being used for criminal
activities.

III. EVOLUTION OF VIRTUAL SPACES AND
DIGITAL FINANCIAL ECOSYSTEMS

With the explosion of digital media, such as the
Internet, mobile banking, and cryptocurrencies,
financial transactions have been profoundly changed.
These advancements are fast, efficient and
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anonymous, and therefore desirable for legitimate
users as well for criminals. The rapid expansion of
fintech companies and virtual asset service source has
further complicated the regulatory landscape,
necessitating more sophisticated AML and CFT
measures.

A. Identification and verification of persons intricate
in financial transactions

Virtual environments raise different issues for the
identification and verifying of people involved in
financial activities, in the context of the Bitcoin and
the popularity of cryptocurrencies for illegal activities.
To mitigate money laundering (AML) and terrorist
financing (TF) activities properly, there is a significant
demand for improving anti-money laundering (AML)
measures in digital space. Implementing strict
regulatory standards on cryptocurrency exchanges and
wallet providers, similar to those imposed on
traditional financial institutions, is a proposed solution
to address this issue (Hadar Y. Jabotinsky Michal
Lavi, 2021).

According to Jabotinsky and Lavi's proposed
framework, the identity of users on the blockchain
should be verified by laws and regulations on
mandatory requirements for issuers of
cryptocurrencies, providers of crypto wallets and
exchanges. Demand user identity verification and only
permit unmasking by means of court warrants with
probable cause of unlawful financial activity, the
objective is to find a balance point between national
security considerations and users' fundamental rights.
This approach aims to disrupt the fundings of
terrorism and other criminal activities significantly,
thereby bolstering national security and integrity in the
digital financial realm.

B. Cyberterrorism Financing and Illicit Activities

The rise of virtual spaces has created new challenges
in combating cyberterrorism financing and illicit
activities. Due to their decentralist and anonymity,
cryptocurrencies have been a very useful tool for
financing activities by terrorist organizations,
managing transactions, and for conducting illegal
activities, representing a major threat to national
security (Hadar Y. Jabotinsky Michal Lavi, 2021).

To address these concerns on the rise, international
regulatory authorities should coordinate and impose
severe regulation to counter the misuse of virtual

IJIRT 198585

currencies by criminals across jurisdictions. The
virtual currency evasion from existing anti-money
laundering laws puts the current customer due
diligence process and enforcers at a disadvantage.
Improving cross-border information exchanges among
regulators is of paramount importance in order to
mitigate the threat from financial crimes on the virtual
realm, and discourage schemes to launder money
forged for the specific purpose of defrauding them on
such platforms.

Focusing on the prevention of the abuse of virtual
environments for illicit financial purposes regulators
can improve the quality of the financial system and
protect against the criminal use of cryptocurrencies.
There is a need for a common strategy of regulators
worldwide to foster a safer financial environment, and
to effectively prevent cyberterrorism financing and
similar illicit activities.

C. Creation of bogus charities or other organizations
for money laundering activity.

The virtual terrain is a fertile breeding ground for
creation of bogus charities and organizations to be
used in money laundering. Anonymity and
decentralization of cryptocurrencies create an easier
environment for criminals to take advantage of these
systems for criminal purposes. As noted by (Hadar Y.
Jabotinsky Michal Lavi, 2021), the wuse of
cryptocurrencies in funding terrorism and other
criminal activities has escalated due to the difficulties
in tracing and verifying the identities of users. This
presents a serious problem for law enforcement
agencies and regulators to effectively fight financial
crimes.

Regulators emphasize the importance of collaboration
and stringent regulations across borders to tackle the
misuse of virtual currencies for criminal purposes
(Hadar Y. Jabotinsky Michal Lavi, 2021).
Identification, as well as evasion of direct anti-money
laundering tactics, of virtual currencies reveals holes
in existing customer due diligence mechanisms.
Improving cross-border information sharing among
regulators is also essential for mitigating the
challenges posed by financial crimes in the "virtual”
world and for preventing financial crimes - such as
money laundering - specifically designed for financial
exploitation through these platforms.
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D. Fake Online Investment Opportunities for Money
Laundering

Virtual worlds have created the perfect environment
for unlawful behaviours, such as generating false
online opportunities to launder money. The anonymity
feature of cryptocurrencies poses a consequential
challenge for law enforcement agencies in identifying
individuals involved in illegal transactions, hindering
efforts to combat illegal financial activities
(Jabotinsky Lavi, 2021). This anonymity, in turn,
further precludes detection of money laundering
networks and dismantling of criminal organisations
operating in virtual environments.

In addition, the absence of strict reporting
requirements in virtual environments provides an
opportunity for illicit actors to conduct secret
proceedings, escape the jurisdiction of regulation and
fund terrorist activities without resisting anti-money-
laundering regulations (Jabotinsky Lavi, 2021). To
constructively address these challenges, there is an
urgent need for the implementation of a robust
regulatory framework that mandates user identity
verification on blockchain platforms. By verifying the
identity of users on the blockchain, transparency
within virtual spaces can be enhanced, making it
harder for criminals to exploit cryptocurrencies for
nefarious purposes.

E. Emerging Technologies for Enhancing Anti-
Money Laundering

The emergence of cryptocurrencies has highlighted
new challenges for countering money laundering and
terrorist funding crimes. Given the wider acceptance
of virtual currency for criminal activities, there is a
pressing demand to strengthen anti-money laundering
(AML) responses in virtual environments in order to
protect financial systems and ensure adherence to
global security norms. An option that has been put
forward is to enforce strict regulatory requirements of
cryptocurrency exchanges and wallet providers, as in
traditional financial institutions. When advocating for
mandatory accountability of such parties to identify,
on the blockchain, the users of cryptocurrencies, it is
possible to substantially disrupt the financing of
terrorism and associated criminal activities, in turn
promoting national security and digital financial
integrity (Hadar Y. Jabotinsky Michal Lavi, 2021).
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F. Decentralized Finance (DeFi) and Anti-Money
Laundering

With the growing scope of the domain of decentralized
finance (DeFi), there is a renewed interest from
policymakers and researchers in the potential impact
on anti-money laundering (AML) activities in virtual
environments. Jabotinsky and Lavi (2021) stress the
urgent need to tighten AML regimes in light of the
emerging threats posed by novel crypto currencies and
decentralized finance systems. They advocate for the
mandatory verification of user identities on blockchain
platforms as a vital step in combating illicit financial
activities  facilitated by these technologies.
Additionally, they propose the establishment of
mechanisms that enable the disclosure of user
identities through court warrants based on suspicions
of illegal financial behaviours (Jabotinsky Lavi,
2021). This anticipatory strategy finds a tenuous
compromise between protecting national security (and
thus national security services) and protecting the
privacy of cryptocurrency users. By implementing
stringent identity verification processes and leveraging
legal means to uncover suspicious transactions, it
becomes feasible to disrupt the financial channels that
support terrorism and other criminal endeavours in
virtual spaces (Jabotinsky Lavi, 2021). This dual
strategy of identity verification and legal intervention
serves as a pivotal tool in curbing illicit financial
activities and enhancing global security within the
rapidly growing landscape of DeFi.

G. Evasion of sanctions and other financial
restrictions
Virtual environments contain facilities that have
enabled individuals and organizations to circumvent
sanctions and limitations of finances using
cryptocurrencies. Cryptocurrencies (e.g., Bitcoin),
however, provide a quadrisected and usually
anonymous channel for making transactions, and thus
it is easy for authorities to measure and control
financial behaviour (Hadar Y. Jabotinsky Michal Lavi,
2021). Not only do these emerging technologies help
to carry out these taboo behaviours, they also increase
the lethality of such acts, by enabling much deadlier
terrorist attack or other crimes (Hadar Y. Jabotinsky
Michal Lavi, 2021). To overcome these kinds of
challenges, policymakers and central banks are among
others contemplating the introduction of expansion of
public-backed digital currencies as a way to offset the
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risks attached to privately issued cryptocurrencies
(Arto Kovanen, 2019). The secondary impacts of
crypto-infrastructure have constrained the work of
anti-money laundering (AML) efforts and necessitated
better international coordination and legislation to
effectively fight financial crime in virtual
environments (Arto Kovanen, 2019; He et al., 2016;
He et al., 2017).

IV. VIRTUAL SPACE FACILITATION OF
ILLICIT FUNDS TRANSFERS ACROSS
BORDERS.

Virtual environments have reconfigured the flow of
money laundered across borders, which complicates
law  enforcement agencies  globally.  Since
cryptocurrencies are decentralized and largely
anonymous, they have emerged as a preferred funding
currency for terrorism and other illicit activities
because of their high transactional capabilities
(Jabotinsky Lavi, 2021). The advent of new
technologies and pandemic of the disecase have
increased the use of cryptocurrencies in money
laundering and provision of material support to
terrorist groups to an alarming level, threatening
national security.

In order to overcome these issues regulatory
authorities are increasingly targeting the detection of
cryptocurrency users via blockchain infrastructures as
an important part of countering criminal financial
activities (Jabotinsky Lavi, 2021). Authorities seek to
achieve this through the introduction of rigorous
identity control processes and using legal tools, such
as court-mandated disclosure of user identities based
on suspicion of unlawful financial activity within
virtual communities, to interrupt the underlying
financial infrastructures used by terrorist and other
criminal activities.

A. Creation of shell companies and other entities

Virtual environments have changed the paradigm of
how financial payments take place, creating avenues
for criminal acts such as money laundering and
terrorist  financing  (Jabotinsky  Lavi, 2021).
Cryptocurrencies, as a form of decentralized and
usually anonymous  digital currency, have
significantly impacted market functions by enabling
high transaction volumes that can be misused by
criminal organizations to raise funds and support
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illegal activities (Jabotinsky Lavi, 2021). The COVID-
19 pandemic has then further boosted the exploitation
of cryptocurrencies for money laundering because of
their pseudonymise status and thus the difficulty of
law enforcement agencies to identify and interrupt the
money laundering activities.

In order to mitigate these emerging threats, regulatory
agencies are turning their attention increasingly to the
identification of cryptocurrency users using
blockchain platforms (Jabotinsky Lavi, 2021).
Through the application of rigorous identity control
procedures and with legal means - e.g., through
judicial order requiring disclosure of user data if there
are suspected financial illegal activities - authorities
seek to break virtual criminal networks supporting
terrorism and related criminal activities. This
proactive approach is essential in safeguarding
national security and preventing the misuse of virtual
currencies for illicit purposes. Virtual environments
allow the development of irreversible financial
exchanges for criminal activities.

Virtual spaces have revolutionized the way financial
transactions are administered, providing opportunities
for individuals to engage in untraceable activities. The
use of cryptocurrencies has enabled, with remarkable
ease, the anonymity of transactions, thereby making it
very difficult for law enforcement agencies to identify
and take action against people involved in criminal
financial activities (e.g., funding terrorist bombings
and weapons proliferation) (Jabotinsky Lavi, 2021).
The decentralized nature of these virtual currencies
allows users to bypass traditional intermediaries like
banks, which enhances the obscurity surrounding their
financial dealings. Enhancing oversight measures and
regulatory frameworks is crucial in addressing the
risks associated with the misuse of virtual assets for
criminal purposes. Current legislative pressures, such
as the Anti-Money Laundering Act, 2020, in the
United States, underscore the need to increase the
responsibilities of cryptocurrency exchange in the
verification of user identities and the monitoring of
transactions to detect suspicious behavior (Hadar Y.
Jabotinsky Michal Lavi, 2021). [I]hese regulatory
developments highlight an increasing awareness of the
critical necessity to improve due diligence practices
around vendors of virtual assets so as to effectively
pursue financial crime in, of and across virtual spaces.
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V. MONEY LAUNDERING THROUGH FAKE
ONLINE BUSINESSES

Virtual environments have served as a breeding
ground for setting up artificial online companies and
organizations, and for money laundering to flourish
(Jabotinsky Lavi, 2021). Criminals exploit the
anonymity and decentralization of cryptocurrencies
for their illegal activities such as money management,
facilitating illicit activities more easily. This raises a
serious problem with respect to fighting financial
crimes in cyberspace.

Due to these challenges, international collaboration
among regulators is critical for effective response
(Jabotinsky Lavi, 2021). Developing sustainable
regulatory regimes that can respond to the ever-
changing environment of financial crimes in
cyberspace is critical. By making best uses of
jurisdictions' information sharing infrastructure and
enhancing information-sharing infrastructure in
transaction monitoring, the global regulators can better
combat money laundering and terrorist financing
narratives carried out through virtual currencies. In
addition to, implementation of identity verification
and unmasking requirements against ill persons with
the approval of court warrants may improve control of
virtual spaces (Jabotinsky Lavi, 2021). Cooperation
and coordination among authorities on a worldwide
scale are crucial to counter the risks associated with
the illicit use of wvirtual currencies for criminal
purposes.

A. Tllicit Fundraising by Terrorist Organizations

The use of cryptocurrencies, such as Bitcoin, has
revolutionized the way illicit fundraising by terrorist
organizations occurs. Given the fact that these digital
currencies provide a compartmentalized and
frequently pseudonymous environment for conducting
financial transactions, the control of these activities is
difficult for authorities (Hadar Y. Jabotinsky Michal
Lavi, 2021). Anonymity and ease of monetary
transactions using cryptocurrencies have made
terrorism  financing possible, allowing terrorist
organizations to collect considerable funds to finance
their activity, recruitment, and acts of terrorism.

To address the problems in the applications of
cryptocurrencies to illegal fundraising, policymaking
and central banking authorities are looking into the
creation of government-backed digital currencies
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(Arto Kovanen, 2019). The ongoing enhancement of
cryptocurrency infrastructure has made it even more
difficult for anti-money laundering (AML) activities,
and it is imperative to improve cooperation
internationally and to establish strong regulatory
frameworks to prevent financial crimes in virtual
environments to a satisfactory degree (Arto Kovanen,
2019; He et al., 2016; He et al., 2017). Identification
of actors involved in illegal activities is a major
challenge in the fight against money laundering and
terrorism financing involving virtual environments,
making  government tasks  counterproductive
(Jabotinsky Lavi, 2021). The anonymity in
cryptocurrencies makes it difficult to identify money
laundering activities and to break the criminal
structures on virtual platforms. Further, the absence of
mandatory reporting in these environments is an open
door for illicit actors to engage in surreptitious
transactions, escape regulatory scrutiny and fund
terrorist operations all without triggering anti-money
laundering regulations (Jabotinsky Lavi, 2021).

To address these challenges effectively, there is a
pressing need for the establishment of a robust
regulatory framework that mandates the verification of
user identities on blockchain platforms. Identification
verification on the blockchain can afford the same
levels of transparency in virtual worlds while some
compromises must be made to prevent criminals from
using cryptocurrencies for criminal purposes. This
verification process may be used to monitor and
follow up transactions, in turn potentially preventing
and detecting illegal financial transactions more and
more in virtual space.

B. Financing Environmental Crimes and Illegal
Activities
Virtual currencies including cryptocurrencies have
changed the financial world and open new ways for
criminal networks to mobilize finances, handle funds
and push illegal activities. Because of the
decentralized  and
cryptocurrencies, high-volume transactions and
making it difficult for traditional regulatory structures

anonymous  nature  of

to effectively prevent financial crime. As Jabotinsky
Lavi (2021) have pointed out, the transboundary
characteristics of virtual currencies complicate
regulation and surveillance of transactions and
represents a challenge to regulators around the world.
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Here, to combat the increasing threat of illicit financial
activities in cyberspace, strengthening cooperation
among regulatory authorities internationally has
significance. Improved cross-border mechanisms for
information sharing are necessary to -effectively
prevent money laundering and terrorist financing.
Jabotinsky Lavi (2021) emphasize the need for strong
regulatory frameworks that can adapt to the growing
landscape of financial crimes in virtual spaces.
Through the enhancement of transaction monitoring
systems and the encouragement of international
regulatory cooperation, risk of the criminal use of
virtual currencies can be mitigated.

C. Vulnerabilities in virtual spaces

Virtual  environments come  with  security
vulnerabilities that can be exploited by criminal
groups to generate money and assist with crime, which
is a significant concern for police, national security
and more (Jabotinsky Lavi, 2021). Cryptocurrencies
have become a foremost weapon for money laundering
and terrorism  financing, owing to their
decentralization and pseudonymity, enabling such bad
actors to jump out of the classical financial system and
out of regulatory constraints. The pandemic arising
from the COVID-19 has exacerbated these risks,
leading to a broader adoption of cryptocurrencies for
illicit financial activities, thereby obstructing law
enforcement in its efforts to track and disrupt such
activities.

In response to these emerging threats, regulatory
agencies are now targeting the imposition of robust
measures to authenticate cryptocurrency users in
virtual environments, in a particularly strong way
through blockchain platforms (Jabotinsky Lavi, 2021).
Through mandated identity check procedures and use
of law enforcement mechanisms, such as judicial
subpoenas for cases of suspected digital-age criminal
and terrorist finance activities, regulatory bodies seek
to dismantle the networks that finance terrorism and
other criminal activities in the digital world. This
preventive strategy is essential for protecting national
security and preventing the use of virtual currencies
for criminal purposes.

D. Anonymity, Money Laundering, and Terrorism
Financing

Virtual environments have transformed the manner in

which transactions are carried out and provide
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anonymity from which illicitly activities such as
money laundering and terrorism financing can be
exploited. Above all, cryptocurrencies have emerged
as a significant issue because of their decentralization
and pseudonymous nature of their transactions, which
allow users to perform financial activities without
revealing their identity (Hadar Y. Jabotinsky Michal
Lavi, 2021). These phenomena are challenging for law
enforcement agencies to perceive and monitor
suspicious financial transactions, thereby leaving
vulnerabilities to exploitation by criminal enterprises.
To address these challenges, regulatory action has
been ramped up to prevent financial crimes in virtual
environments. The Financial Action Task Force
(FATF) has played a vital role in setting international
standards to prevent money laundering and terrorist
financing, urging jurisdictions worldwide to adopt
legislative reforms to strengthen Anti-Money
Laundering (AML) measures (Hadar Y. Jabotinsky
Michal Lavi, 2021). Through the imposition of
regulatory requirements on whether or not
cryptocurrency exchange and wallet service providers
are regulated like traditional financial institutions,
there is an ongoing effort to achieve global regulatory
convergence and reduce the risks presented by
pseudonymous transactions.

Improved AML actions in virtual environments are
essential in protecting financial infrastructures from
crime activities and in maintaining the international
levels of security. The potential for proving and
revealing cryptocurrency user identities allows for a
substantial disruption of terrorism financing and other
criminal activity, which contributes to national
security and integrity in the digital financial ecosystem
(Hadar Y. Jabotinsky Michal Lavi, 2021).

VI. LIMITATIONS OF CURRENT ANTI-MONEY
LAUNDERING TECHNOLOGIES

Therein the constraints of existing anti-money
laundering (AML) tools present a big challenge in the
fight against illicit financial activities such as terrorist
finance. The advent of cryptocurrencies has added a
new level to money laundering and terrorist financing,
as cryptocurrencies are anonymous and provide a
decentralized payment mechanism. Jabotinsky and
Lavi (2021) have pointed out that conventional AML
rules mostly aim at fiat money, and therefore, the gaps
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are used by criminals, who switch to cryptocurrencies
to facilitate Illicit activities. The current COVID-19
pandemic has further intensified this problem, as
owing to its new nature, the use of cryptocurrencies for
money laundering and providing material support to
terrorist organisations has been on the rise.

To answer these challenges, there is a growing call to
enhance AML regulations in virtual spaces by
imposing stringent requirements on cryptocurrency
issuers, wallet providers, and exchanges. (Jabotinsky
and Lavi (2021) support the creation of mandatory
user identity verification in the blockchain, along with
technical solutions to reveal user identities on the
blockchain on the basis of judicial warrants for
probable cause of money laundering transactions). By
implementing robust verification processes and
judicial oversight, the aim is to create a balance in the
middle upholding national security interests and
safeguarding the privacy rights of users, ultimately
disrupting the financial channels that support terrorism
and other criminal endeavours.

A. Difficulties in cross-organizational anti-money
laundering efforts on multiple virtual platforms.
Virtual currencies (e.g., cryptocurrencies) pose
significant ~ Anti-Money  Laundering  (AML)
challenges because of the complex architecture of the
infrastructure which makes it difficult for authorities
to be highly effective in the monitoring and regulation
of transaction processing. Because of the
deconcentrated characteristic of cryptocurrencies, lots
of transactions can be delivered anonymously and
terrorists or criminal groups can use cryptocurrencies
for financing unlawful purposes without much
difficulty in detection (He et al., 2016; He et al., 2017).
In an effort to alleviate the risks posed by the
aforementioned virtual currencies policymakers and
central banks are among others examining the
feasibility of introducing government backed digital
currencies - this has to address financial crime in
virtual environments (Arto Kovanen, 2019).
Nevertheless, in order to properly deal with misuse of
arbitrage schemes for virtual environments, a better
international collaboration and strong regulatory
paradigms are needed. [If] Due to the lack of strong
rules and control, vulnerabilities in the structure of
cryptocurrency systems are continually being
exploited, that creates grave risks to the national
security (Hadar Y. Jabotinsky Michal Lavi, 2021).
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Coordination of anti-money laundering activities
among an array of virtual environments is crucial to
stop the criminal misuse of cryptocurrencies for
terrorist financing and other criminal purposes, thus
underscoring the urgent need for innovative measures
to maintain financial transparency and security in the
virtual world.

B. Consequences of virtual space application for trade-
based money laundering (TBML) related.

Virtual currencies have become a significant enabling
technology for illegal activities such as money
laundering and terrorist financing (Hadar Y.
Jabotinsky Michal Lavi, 2021). There is one of the
main malware attack force of virtual currencies is their
scale of pu**ty degree and pseudonymy. Transactions
in cryptocurrencies are sometimes difficult to track to
individuals because of pseudonymous characteristics
of these assets and pose a significant challenge to law
enforcement agencies in identification and prosecution
of criminals for illegal financial operations (He et al.,
2016; He et al., 2017).

In order to guide the risks associated with the abuse of
VMs, policymakers and central banks are considering
the creation of government-backed digital currency
(CGD). These digitized legal coins can also be
considered as a properly regulated type of substitute
with the aim of increasing financial transparency and
accountability in the cyberspace, thus lowering the
risk posed by illicit financial operations (Arto
Kovanen, 2019). The government's plan is to design a
more traceable and managed financial ecosystem by
introducing government-managed digital currencies to
help alleviate the issues created by money laundering
and illicit financial crimes on the internet.

C. Creation of anonymous accounts and transactions
for illicit purposes

Virtual environments have changed the way deals are
done, providing avenues of anonymity that can be used
in criminal activities (e.g., terrorism, money
laundering), for instance. The rise of cryptocurrencies
has brought a decentralized payment framework that
allows users to transfer money among countries
without the involvement of intermediaries such as
banks. This feature not only allows for quicker
settlements, but also allows for greater anonymity,
since it is very hard to track the transactions once they
start (Jabotinsky Lavi, 2021). Also, the anonymous
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nature of cryptocurrencies obscures user identities,
and so law enforcement officials find it difficult to
effectively detect and prevent suspicious financial
transactions.

The latest regulatory measures such as the Anti-
Money Laundering Act of 2020 in the U.S. have
extended regulatory considerations to include
cryptocurrency exchanges, and the focus has been
given to understanding user specifications, as well as
to scrutinizing digital asset transactions (Jabotinsky
Lavi, 2021). The government's willingness to improve
control over cryptocurrency transactions by the
introduction of regulatory frameworks shows the
appreciation of the importance of transparency and
accountability, in order to tackle financial crimes in
virtual environments. These initiatives, by requiring
exchanges and custodians to obtain detailed data on
their customers, seek to slow the pipeline of money to
criminal actors, in turn supporting national security
activities in the profile of emerging threats presented
by digital currencies.

D. Anonymous Cryptocurrencies in Weapons
Proliferation Financing

The emergence of pseudonymous cryptocurrencies
presents a significant challenge to law enforcement
agencies, both in their ability to monitor and track
illicit financial activity with success, particularly in the
case of weapons proliferation financing. The recent
regulation-motivated pressure, e.g., the Anti-Money
Laundering Act 2020 (USA) c. (Jabotinsky Lavi,
2021), has also started the process of normalizing and
broadening the regulatory purview of cryptocurrency
exchanges. Stress on the area of user identity
authentication and the live supervision of financial
digital asset transactions (however), can be used to
give these exercies the resource to increase levels of
control over cryptocurrencies and the prevention of
financial crime in cyberspace.

Unidentifiable cryptocurrencies offer its users the
cloak of anonymity necessary for exploiting attacks on
weapon of mass destruction acquisition activities
without the implication of exposure. Therefore, the
decentralization and  anonymity of  those
cryptocurrencies thereby raise the issue that the power
to do the kind of illegal activities underway by such
institutions and regulatory agencies may be
challenged. Strengthening regulatory frameworks and
enforcement mechanisms for user identification and
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transaction monitoring is essential to prevent weapons
proliferation financing through cryptocurrencies and,
ultimately, to make the nation securities more resilient
to new and developing threats that arise from hijacking
cryptocurrencies.

E. Ethical considerations of monitoring and
surveillance

On the problem of financial crime detection, new
virtual currencies (e.g., Bitcoin) raised new challenges
because of the pseudonymous and decentralized use
by its users. Offenders exploit these capabilities to
engage in criminal activities for purposes of illicit
financial transactions by exploiting jurisdictional gaps
under which traditional organization regulatory
regimes are difficult to surveil and control (Author et
al., Year). To that, the COVID-19 pandemic added to
this problem, where there is a notable surge of so
called illicit uses of cryptocurrencies, as well as the use
of such cryptocurrencies for money laundering and
terrorist funding-all of which represent a severe threat
to global security (Jabotinsky Lavi, 2021).

To mitigate these evolving threats, there is a shared
agreement among policymakers and researchers
regarding the requirement for stronger, Anti-Money
Laundering (AML) controls for virtual environments.
Jabotinsky and Lavi (2021) recomend the
implementation of "compulsory verification of
identity checks for blockchain platform users. They
further suggest instruments that are able to reveal the
identity of a user by means of judicial warrants issued
on the basis of suspicion of participation in criminal
nature of "lying to the financial authorities" (ch.5).
With the aim of this that instead of the other one, is to
achieve the best compromise in order to comply with
the need for national security and respect the privacy
of cryptocurrency users that, consequentially, makes it
possible to hamper the financing ecosystems that
sustain when it comes to terrorist and other criminal
financing, respectively.

Against the backdrop of expanding application of
cryptocurrencies for money laundering and terrorist
financing, especially during the novel coronavirus
(COVID-19) pandemic, global security is disrupted by
the heavy pressure of numerous adversaries
(Jabotinsky Lavi, 2021). Policy makers and
researchers are starting to recognize the necessity of
tightened Anti-Money Laundering (AML) legislation
in virtual worlds to effectively mitigate these evolving
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threats. Jabotinsky and Lavi (2021) suggest a deep
core issue in the solution to these problems, mandatory
user identity verification procedures on blockchain
platforms as a fundamental element in the answer to
these problems.

F. Regulatory Shortcomings of Virtual Worlds in
Money Laundering and Infiltration Terrorism.

The exploitation of regulatory loopholes for money
laundering and terrorism financing has now morphed
into a pressing reality, within the virtual space’s
domain. Cryptocurrencies (e.g., Bitcoin, Ethereum)
have transformed financial transactions by introducing
a decentralized, anonymous environments where
transactions can be made without the involvement of
traditional financial intermediaries (Jabotinsky Lavi,
2021). These characteristics have also turned
cryptocurrencies into an attractive vehicle for
terrorists and money launderers who, as no effective
measures have been put in place by law enforcement
and regulatory authorities in every country around the
globe, have much at stake.

Because of the distributed nature of cryptocurrencies,
law enforcement bodies are unable to exert a tight
control over money flow, and so it is possible to apply
such digital currencies to illegal acts (Jabotinsky Lavi,
2021). Anonymity afforded by cryptocurrencies
makes it that much harder to track down and detain
perpetrators of illegal commerce, such as those who
finance the supply of weapons to terrorists and others,
(Jabotinsky Lavi, 2021). Consequently, there is an
immediate need to upgrade the monitoring systems
and the legal system to regulate virtual currencies
based financial crimes.

G. Conducting thoroughness on Virtual Asset Service
Providers

Virtual technologies and virtual toolkits, including
cryptocurrencies, are becoming increasingly attractive
to criminals who are using the platform as the tool of
choice for terrorism finance and money laundering due
to their decentralisation and anonymity (Jabotinsky
Lavi, 2021). The absence of a central regulatory body
overseeing such digital transfers, presents challenges
for law enforcement and regulatory agencies in terms
of applying surveillance and restrictions for criminal
activity managed using virtual currencies. With the
advent of anonymous platforms where users can make
full use of monetary operations without traditional
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intermediaries, the identification and apprehension of
subjects engaging in illegal financial activities (e.g.,
Funding of terrorist attacks and the proliferation of
weapons) are further complicated (Jabotinsky Lavi
2021).

Better control tools and administrative systems are a
vital element of the problem addressed by the criminal
exploitation of virtual currencies. Current bills, e.g.,
Anti-Money Laundering Act 2020 in the United
States, target to impose responsibility on the
registration of the exchanges of cryptocurrencies to
demand for identification of the user, to maintain
records of transactions of the users, and to detect
behaviour related to money laundering (Hadar Y.
Jabotinsky Michal Lavi, 2021). These new
requirements arise from an increasing understanding
that more stringent due diligence needs to be in place
for virtual asset service providers so that effective
financial crime prevention can be achieved.

VIL. INTERNATIONAL REGULATIONS
ADDRESSING ANTI-MONEY LAUNDERING

Due to the increased application of cryptocurrencies
for criminal purposes there is a recognition amongst
the regulatory community of the value of
supplementary  Anti-Money Laundering (AML)
regulations specifically directed at virtual assets. In
line with Hadar Y. Jabotinsky Michal Lavi (2021) the
exponential growth in the use of digital coins for
criminal purposes has led to the need to develop more
strict approaches to fighting financial crime in
cyberspace. Virtual Asset Service Providers (VASPs)
have become an important champion for the fight
against money laundering and terrorism financing by
adopting strong AML practices.

The proposed reforms of regulation described by
Hadar Y. Jabotinsky, Michal Lavi (2021) with the
intention to improve transparency of financial activity
in virtual assets. Curbing the capacity to employ tools
that allow for anonymity and rethinking the rules
through normal banking channels VASPs can interrupt
the movement of money to criminal groups, thus
enhancing international security measures. The most
recent update to the legal framework established by
the posteen Directive on the fight against money
laundering from the EU, which necessitate that
cryptocurrency exchanges and crypto-wallet keepers
be subject to the same legal requirements as traditional
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financiers, represents a trend for convergence of the
international legal construct to combat financial crime
in the virtual world.

Virtual Asset Service Providers (VASPs) play
important roles in combating money laundering and
terrorism financing on the virtual frontier by
implementing robust Anti-Money Laundering (AML)
practices. The draft regulatory proposals put forward
by Hadar Y. Jabotinsky Michal Lavi (2021) seek to
foster financial operation transparency in virtual assets
that thus deprive the liquidity pool of criminal
organizations and, in consequence, enhance the global
security architecture (Hadar Y. Jabotinsky Michal
Lavi, 2021). The recent evolution in the European
Union Anti-Money Laundering Directive, which
applied the same character of regulation to operators
in the crypto-currency exchange and crypto-wallet
custodian sectors as applied to traditional financial
institutions, is a milestone in the direction of the
internationalization of the fight against financial
crimes in virtual world (Hadar Y. Jabotinsky Michal
Lavi, 2021).

Apart from these legislative measures, the report
stresses the fact that the FATF establishes
international standards to prevent money laundering
and terrorist financing and recommends, to the
jurisdictions of the world, the implementation of legal
and regulatory changes in this field. Financial
institutions in compliant states are most likely to
comply with these standards to avoid interactions with
noncompliant entities, illustrating the global impact of
AML regulations on financial activities in virtual
spaces (Hadar Y. Jabotinsky Michal Lavi, 2021).
Maintaining AML  measures within  virtual
environments constitutes an immense effort to protect
financial infrastructures from criminal activities and to
foster global security.

Virtually any regulation in the virtual world crossing
multiple jurisdictions is problematic from an
enforcement standpoint.

Implementing anti-money laundering (AML) rules in
virtual worlds that cut across national frameworks is
rife with challenges. Due to the decentralized and
anonymous characteristic of cryptocurrencies, market
functions have been radically redefined with the
potential to enable very large volumes of transactions
without the intercession of traditional financial
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intermediaries  (Jabotinsky Lavi, 2021). This
innovation has inadvertently provided criminal
organizations with opportunities to exploit virtual
assets for illicit activities such as money laundering
and terrorist financing.

Out of all one of the primary challenges in enforcing
AML regulations in this reference arises from the
global nature of cryptocurrency transactions. Terrorist
groups and criminal networks are mobile, and
effective intergovernmental monitoring and regulation
of their activities is not straightforward. Additionally,
the lack of standardized global regulatory frameworks
for cryptocurrencies further complicates enforcement
efforts, as regulatory measures limited to local
jurisdictions may prove ineffective in combating
transnational financial crimes (Jabotinsky Lavi, 2021).
Hence, an urgent need exists to address these
challenges and there is increasing need for effective
multi-nation collaboration and coordination by
regulators to implement comprehensive methods of
preventing money laundering and terrorist financing
through the use of cryptocurrencies in virtual
environments. Coordination at the international level
on the fight against money laundering and terrorism
financing in cyberspace is rife with challenges.
Cryptocurrency adoption has increased exponentially
as a financing tool for terrorism and criminal purposes,
mainly resulting from the obscurant Veness and
implausibility of tracing user identities (Hadar Y.
Jabotinsky Michal Lavi, 2021). This represents a
significant impediment for the law administrative
agencies and regulators working towards an effective
prevention of financial crimes.

Regulators stress the necessity of collaborative efforts
and stringent regulations across borders to address the
misuse of virtual currencies for illicit purposes (Hadar
Y. Jabotinsky Michal Lavi, 2021). Virtual currency
related evasion of standard anti-money laundering
controls has exposed vulnerabilities in existing
customer due diligence frameworks. Improvement of
cross-border information sharing among regulators is
critical to prevent the associated risks of financial
crime in virtual environments, as well as deter
fraudulent financial operations for money laundering
on or through the platforms. Efforts to curb cases of
money laundering, terrorism aid through finance, and
other financial crimes in a virtual environment present
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unidentified challenge that needs coordinated
international ~ cooperation = among  regulators
(Jabotinsky Lavi, 2021). With the development of
cryptocurrencies and the corresponding decentralized
payment space, such technologies have become an
attractive target for criminal actors in order to commit
illegal activities, a serious challenge to worldwide
financial security.

Regulating frameworks need to respond quickly to the
volatile world of virtual currencies and establish
effective responses to future threats associated with
financial crime (Jabotinsky Lavi, 2021). Improvement
in information-sharing frameworks across borders and
the introduction of established transaction monitoring
systems are two of the essential processes in the
prevention of money-laundering situations and aiding
of terrorist financing via cryptocurrencies.

VIII. CONCLUSION AND RECOMMENDATIONS

The emerging trend of virtual environments has
created a set of problems with effectively monitoring
and controlling transactions, especially with respect to
the prevention of criminal activity including terrorist
financing. Criminals take advantage of the absence of
tight reporting standards in these realms to carry out
covert operations, avoid compliance scrutiny, and
engage in criminal fundraising without being
discovered (Jabotinsky Lavi, 2021). To overcome
these shortcomings, enforcing a strong regulatory
structure which necessitates user identity verification
on blockchain platforms is important.

By requiring identity verification on the blockchain,
transparency within virtual spaces can be enhanced,
making it harder for criminals to misuse
cryptocurrencies for illicit purposes. Through this
verification procedure, transaction monitoring and
tracking are substantially enhanced, thereby providing
an effective prevention and detection of illegal
financial transactions in the virtual world more
effectively. The push to impose new user identity
validation responsibilities on wallet providers,
cryptocurrency  exchanges, and crypto-issuing
companies, tries to strike the right balance between
national security concerns and the fundamental user
rights (Jabotinsky Lavi, 2021).
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