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Abstract—The increasing demand for electricity and the
need for efficient energy management have led to the de-
velopment of smart metering systems. Traditional energy
meters lack real time monitoring, remote accessibility, and
effective control mechanisms, resulting in inefficient usage
and higher chances of electricity theft. To overcome these
limitations, this project presents an loT-Based Smart Pre-
paid Energy Meter using ESP32withIR-basedTamper De-
tection. The proposed system uses the ESP32 microcontrol-
ler as the core processing unit to monitor energy consump-
tionthrough a pulse-based sensing mechanism. The system
operates on a prepaid model, where the user maintains a
balance that is deducted based on the energy consumed.
Real-time data such as units consumed and remaining bal-
ance are displayed on an LCD and transmitted to a mobile
application using 10T technology. The system also incorpo-
rates an IR sensor for tamper detection, which identifies
unauthorized access and triggers alerts through a buzzer,
LED indicators, and mobile notifications. Additionally, a
relay module is used to automatically disconnect the load
when the balance reaches zero, ensuring controlled energy
usage.

I. INTRODUCTION

The rapid growth in population, urbanization, and in-
dustrial development has significantly increased the
demand for electrical energy, creating challenges in
efficient power management and distribution. Ensur-
ing optimal utilization of electricity, minimizing losses,
and maintaining system reliability have become
essential in modern power systems. Traditional energy
meters, commonly used in residential and commercial
sectors, primarily measure electricity consumption in
kilowatt-hours (kWh). However, they lack advanced
features such as real-time monitoring, remote accessi-
bility, and automated billing. Manual meter reading by
utility personnel is time- consuming, labor-intensive,
and prone to human errors, leading to inefficiencies in
billing and energy management. Additionally, con-
sumers are unable to track their energy usage in real
time, which often results in poor energy management
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and unexpectedly high electricity bills. Another major
challenge in conventional metering systems is electric-
ity theft, which includes meter tampering and unau-
thorized connections. These activities lead to signifi-
cant revenue losses for utility providers and affect the
overall stability of power distribution systems. To
overcome these limitations, the integration of Internet
of Things (loT) technology into energy management
systems has emerged as an effective solution. IoT en-
ables real-time data collection, monitoring, and com-
munication between devices through the internet, en-
hancing transparency and efficiency. The proposed
system, an loT-based smart prepaid energy meter us-
ing the ESP32 microcontroller, addresses these issues
by combining monitoring, control, and communica-
tion features. The ESP32, with its built-in Wi-Fi capa-
bility, allows seamless connectivity to cloud platforms
and mobile applications. This enables users to monitor
their energy consumption, recharge their balance, and
control electrical appliances remotely. The system
operates on a prepaid billing model, where users main-
tain a balance that is deducted based on their energy
usage, promoting responsible consumption and elimi-
nating unpaid bills. Energy consumption is measured
using a pulse-based method, ensuring accurate and
real-time calculation of units consumed. To enhance
security, an infrared (IR) sensor is used for tamper de-
tection, triggering alerts through a buzzer and notifica-
tions via the loT platform. An LCD display provides
real-time information such as energy usage and re-
maining balance. Overall, this system improves effi-
ciency, transparency, and security in energy manage-
ment.

1. EXISTING METHOD
Energy metering systems have evolved significantly

over time, moving from basic electromechanical de-
vices to advanced loT- enabled smart meters.
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Understanding the limitations of existing systems and
comparing them with modern solutions is essential to
justify the need for innovation. This chapter presents a
detailed comparison between conventional energy me-
tering systems and the proposed loT-based smart pre-
paid energy meter. It highlights the drawbacks of tradi-
tional systems and explains how the proposed design
overcomes these challenges using modern technolo-
gies. Existing System Traditional energy metering sys-
tems are widely used in residential, commercial, and
industrial sectors. These systems are typically classi-
fied into: Electromechanical meter Digital (static) me-
ters Electromechanical meters operate based on me-
chanical rotation of a disc, which is proportional to en-
ergy consumption. Digital meters, on the other hand,
use electronic circuits to measure energy more accu-
rately. Despite their widespread usage, these systems
have several limitations. The most common method of
operation involves manual meter reading, where utility
personnel visit each consumer location periodically to
record readings.

In addition, traditional systems follow a postpaid bill-
ing model, where users consume electricity first and
pay later. This often leads to issues such as delayed
payments, billing disputes, and accumulation of un-
paid dues. Another major drawback is the lack of real-
time monitoring. Users cannot track their electricity
usage continuously, making it difficult to control con-
sumption or identify wastage. This lack of awareness
often results in inefficient energy usage. Furthermore,
conventional meters do not provide adequate security
features. They are vulnerable to tampering, unauthor-
ized access, and electricity theft. Since these systems
do not have built-in detection mechanisms, such activ-
ities often go unnoticed. Some advanced digital meters
provide limited automation, but they are often expen-
sive and do not include features such as loT connec-
tivity, prepaid billing, or remote control.

I1l. PROPOSED SYSTEM

The proposed system is an loT-Based Smart Prepaid
Energy Meter using ESP32 with IR- based Tamper
Detection, designed to address the shortcomings of
traditional systems. At the core of the system is the
ESP32 microcontroller, which provides high pro-
cessing capability along with built-in Wi-Fi connectiv-
ity. This enables seamless communication with loT
platforms such as mobile applications and cloud
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servers. The system continuously monitors energy
consumption using a pulse-based sensing mechanism.
Each pulse corresponds to a unit of energy, which is
processed by the ESP32 to calculate total consump-
tion. Unlike conventional systems, the proposed sys-
tem operates on a prepaid billing model. Users main-
tain a balance in the system, and the cost of energy
consumption is deducted automatically. This ensures
better financial control and eliminates issues related to
unpaid bills. A key feature of the system is tampering
detection using an IR sensor. The sensor con-
tinuously monitors the meter for any unauthorized in-
terference. If tampering is detected, the system acti-
vates alerts such as a buzzer and LED indicators, and
also sends notifications to the user via the loT plat-
form. The system also includes a relay module to con-
trol electrical loads. When the balance reaches zero,
the relay automatically disconnects the load, prevent-
ing further energy usage. An LCD display provides
real-time information such as energy consumption, re-
maining balance, and system status. Additionally, us-
ers can control appliances remotely using a mobile ap-
plication.
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Fig:1 Methodology of proposed system
IV. RESULTS

The loT-Based Smart Prepaid Energy Meter was
tested under different operating conditions to evaluate
its performance, accuracy, and reliability. The experi-
mental results indicate that the system functions effec-
tively in monitoring energy consumption, managing
prepaid balance, and detecting tampering events. The
pulse-based energy measurement mechanism operated
accurately during testing. The system successfully de-
tected pulses corresponding to energy usage and cal-
culated the number of units consumed without error.
The deduction of balance based on unit consumption
was consistent and precise, ensuring reliable prepaid
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billing. The system also demonstrated a quick re-
sponse to variations in load, with minimal delay
in updating values on both the LCD and the Blynk ap-
plication.

The automatic power cut-off feature performed as ex-
pected. When the prepaid balance reached zero, the
system immediately disconnected the load through the
relay, preventing further energy consumption. This en-
sures controlled usage and eliminates the possibility of
unpaid electricity consumption. The recharge func-
tionality through the 10T platform worked efficiently,
with updated balance values reflected instantly in the
system. The IR-based tamper detection mechanism
showed reliable performance during testing. When a
tampering condition was introduced, the system de-
tected it promptly and activated the buzzer and red
LED as warning indicators. Simultaneously, a notifi-
cation was sent to the user via the 10T platform, con-
firming effective real-time alert capability. This fea-
ture enhances system security and helps in preventing
electricity theft. The 1oT communication using the
Blynk platform was stable and responsive under nor-
mal network conditions. Users were able to monitor
energy consumption, control connected loads, and re-
ceive notifications in real time without significant de-
lays. Overall, the system demonstrated high accuracy,
low response time, and effective coordination between
hardware and software components. It successfully
achieved its objective of providing a smart, automated,
and secure energy management solution. Some minor
limitations were observed, such as dependency on in-
ternet connectivity and the need for proper sensor cal-
ibration. However, these factors do not significantly
affect the overall performance of the system. In sum-
mary, the proposed system proves to be a cost-effec-
tive, reliable, and efficient solution for modern energy
management, offering improved transparency, re-
duced electricity theft, and enhanced user control.
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V. CONCLUSION

The development of the loT-Based Smart Prepaid En-
ergy Meter using ESP32 with IR- based Tamper De-
tection presents an effective and modern solution to the
challenges faced by conventional energy metering sys-
tems. Traditional meters, which rely on manual read-
ings and postpaid billing, lack transparency, effi-
ciency, and security. The proposed system success-
fully overcomes these limitations by integrating real-
time monitoring, prepaid billing, remote accessibility,
and tamper detection into a single platform. The sys-
tem demonstrates accurate measurement of energy
consumption through a pulse-based mechanism, en-
suring reliable calculation of electricity usage. The
prepaid billing model enhances financial control by al-
lowing users to manage their energy expenses effi-
ciently while eliminating issues related to delayed pay-
ments and billing errors. The automatic power cut-off
feature further strengthens the system by preventing
excessive or unpaid consumption. Overall, the pro-
posed system offers a cost- effective, scalable, and
user-friendly approach to modern energy manage-
ment. It not only improves efficiency and transparency
but also contributes to reducing electricity theft and
energy wastage. With further enhancements such as
integration with smart grids, renewable energy sys-
tems, and advanced data analytics, the system has the
potential to play a significant role in the future of intel-
ligent energy management and sustainable develop-
ment.
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