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Abstract - Facial feature recognition has emerged as a 

critical component in numerous applications, including 

biometric authentication, surveillance, healthcare 

diagnostics, and human–computer interaction. With 

the rapid advancement of Artificial Intelligence, 

particularly deep learning, significant improvements 

have been achieved in the accuracy and efficiency of 

facial analysis systems. This paper presents a 

comprehensive review of state-of-the-art techniques for 

facial feature recognition, focusing on traditional 

machine learning approaches as well as modern deep 

learning architectures such as Convolutional Neural 

Networks (CNNs), transfer learning models, and 

attention-based frameworks. The study critically 

analyzes various stages of the recognition pipeline, 

including preprocessing, feature extraction, and 

classification, while highlighting the strengths and 

limitations of each method. In addition, this review 

explores key challenges faced by existing systems, such 

as variations in illumination, pose, occlusion, and 

demographic bias, which impact model generalization 

and fairness. Special emphasis is placed on emerging 

trends aiming to enhance transparency and 

trustworthiness in facial recognition models. 

Furthermore, the paper discusses issues related to 

privacy, security, and ethical considerations associated 

with the deployment of such technologies. A 

comparative analysis of recent methodologies is 

presented to provide insights into performance trade-

offs between accuracy, computational complexity, and 

interpretability. Finally, the review outlines future 

research directions, emphasizing the need for robust, 

unbiased, and explainable facial feature recognition 

systems that can be reliably deployed in real-world 

scenarios. 
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I. INTRODUCTION 

 

Facial feature recognition systems have become a 

fundamental component of modern computer vision, 

driven by rapid advancements in deep learning and 

the increasing availability of large-scale datasets. 

These systems aim to identify and analyse key facial 

components such as eyes, nose, mouth, and facial 

contours, which serve as essential descriptors for 

applications including biometric authentication, 

surveillance, emotion recognition, and human–

computer interaction. Between 2020 and 2025, 

significant progress has been achieved due to the 

adoption of deep neural networks, transformer-based 

architectures, and hybrid learning frameworks [4], 

[5]. 

 

Traditional facial recognition approaches relied on 

handcrafted feature extraction techniques such as 

Local Binary Patterns (LBP), Histogram of Oriented 

Gradients (HOG), and Scale-Invariant Feature 

Transform (SIFT). Although these methods 

demonstrated reasonable performance under 

controlled conditions, they struggled to handle real-

world challenges such as illumination variations, 

pose changes, and occlusions [14]. The introduction 

of deep learning-based methods, particularly 

Convolutional Neural Networks (CNNs), enabled 

automatic feature learning and significantly 

improved recognition accuracy and robustness [19]. 

 
Figure 1: Evolution of Facial Feature Recognition Techniques (2020–2025) 
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Figure 1 illustrates the chronological evolution of 

facial feature recognition techniques from traditional 

handcrafted methods to advanced hybrid deep 

learning architectures between 2020 and 2025. 

Initially, facial recognition relied on handcrafted 

feature extraction techniques such as Local Binary 

Patterns (LBP), Histogram of Oriented Gradients 

(HOG), and Scale-Invariant Feature Transform 

(SIFT). These methods were limited in their ability to 

handle real-world variations such as illumination 

changes and occlusions. 

 

With the emergence of Convolutional Neural 

Networks (CNNs), the field experienced a major shift 

toward automated feature learning. CNN-based 

models such as ResNet and VGG enabled 

hierarchical extraction of facial features, significantly 

improving recognition accuracy. Subsequently, 

attention-based models were introduced to enhance 

the focus on important facial regions. These models 

improved performance by emphasizing 

discriminative features such as eyes, nose, and 

mouth. 

 

The introduction of transformer-based architectures 

marked another significant advancement. Vision 

Transformers (ViTs) utilize self-attention 

mechanisms to capture global dependencies across 

the entire image, overcoming limitations of CNNs in 

modelling long-range relationships. Finally, hybrid 

models combining CNNs and transformers emerged 

as the state-of-the-art approach. These models 

leverage both local feature extraction and global 

context understanding, achieving superior 

performance across diverse and complex facial 

recognition tasks. 

 

The evolution of facial feature recognition techniques 

from 2020 to 2025 demonstrates a clear transition 

from traditional handcrafted feature-based methods 

to advanced deep learning architectures. Early 

approaches relied on feature descriptors such as LBP 

and HOG, which were limited in handling real-world 

variations. With the adoption of Convolutional 

Neural Networks (CNNs), systems gained the ability 

to automatically learn hierarchical spatial features, 

significantly improving accuracy. 

 

Subsequently, attention mechanisms were introduced 

to enhance feature localization by focusing on critical 

facial regions such as eyes, nose, and mouth. This 

was followed by the emergence of transformer-based 

models, particularly Vision Transformers (ViTs), 

which enabled global context modelling through self-

attention mechanisms. 

 

Recent developments have shifted focus from holistic 

face recognition to fine-grained facial feature 

extraction, which is critical for applications such as 

medical diagnosis, driver monitoring systems, and 

affective computing. CNN-based architectures such 

as ResNet and EfficientNet have been widely used for 

extracting spatial features, while attention 

mechanisms have been integrated to enhance the 

model’s ability to focus on discriminative facial 

regions [6], [18]. Furthermore, multi-task learning 

approaches have been explored to simultaneously 

detect facial landmarks and classify attributes, 

improving both efficiency and performance [3]. 

 

The emergence of transformer-based architectures, 

particularly Vision Transformers (ViTs), has further 

advanced the field by enabling models to capture 

global contextual relationships within images [5]. 

Unlike CNNs, which primarily focus on local 

features, transformers utilize self-attention 

mechanisms to model long-range dependencies, 

making them highly effective in complex facial 

recognition scenarios. Hybrid models that combine 

CNNs with transformers have demonstrated state-of-

the-art performance by leveraging both local and 

global feature representations [12]. 

 
Figure 2: Deep Learning Pipeline for Facial Feature Recognition 

 

Figure 2, illustrates deep learning pipeline for facial 

feature recognition consists of multiple sequential 

stages that transform raw facial images into 

meaningful predictions. 

The process begins with the input image, which is 

collected from various sources such as cameras or 

datasets. This image is then passed through the 

preprocessing stage, where operations such as 

resizing, normalization, and face alignment are 

performed to standardize the input and improve 

model performance. Next, the system performs face 

detection and landmark localization, identifying the 
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facial region and key points such as eyes, nose, and 

mouth. This step ensures that only relevant facial 

information is processed further. The detected face is 

then fed into the feature extraction module, which 

typically employs deep learning architectures such as 

Convolutional Neural Networks (CNNs) or Vision 

Transformers. These models learn hierarchical 

representations of facial features, capturing both local 

textures and global structures. 

 

Following feature extraction, an attention or feature 

optimization module may be applied to enhance the 

most discriminative features while suppressing 

irrelevant information. This step improves the 

model’s ability to focus on critical facial regions. 

Finally, the processed features are passed to the 

classification or recognition layer, where the system 

performs tasks such as identity recognition, facial 

attribute classification, or emotion detection. This 

pipeline represents a generalized framework adopted 

by most modern facial feature recognition systems, 

with variations depending on specific applications 

and model architectures. 

In addition to architectural advancements, the 

availability of large-scale datasets such as VGGFace2 

and Labelled Faces in the Wild (LFW) has played a 

crucial role in improving model generalization and 

performance [1], [25]. However, challenges related to 

dataset bias, annotation quality, and lack of diversity 

remain significant concerns, often leading to fairness 

issues in real-world applications [24]. Moreover, the 

increasing use of facial data has raised serious 

privacy and security concerns, prompting the 

exploration of privacy-preserving techniques such as 

federated learning and differential privacy [20], [8]. 

 

Despite achieving high accuracy levels, modern 

facial feature recognition systems still face several 

limitations, including vulnerability to adversarial 

attacks, high computational complexity, and lack of 

interpretability. These challenges highlight the need 

for developing robust, efficient, and explainable 

models that can operate reliably in diverse real-world 

conditions. 

 
Figure 3: Challenges in Facial Feature Recognition Systems 

 

Figure 3 illustrates the major challenges affecting 

facial feature recognition systems, highlighting both 

technical and ethical issues that impact system 

performance and deployment. 

 

At the centre is the facial feature recognition system, 

surrounded by key challenges encountered in real-

world scenarios. Illumination variations and pose 

variations significantly affect the appearance of facial 

features, making accurate recognition difficult under 

uncontrolled conditions. Similarly, occlusion, caused 

by masks, glasses, or other objects, obstructs 

important facial regions and reduces model 

reliability. Another critical challenge is dataset bias 

and fairness, where imbalanced training data leads to 

unequal performance across different demographic 

groups. This raises concerns about inclusivity and 

ethical AI deployment. In addition, privacy and 

security issues arise due to the sensitive nature of 

facial data, increasing the risk of misuse and data 

breaches. 
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From a technical perspective, adversarial attacks pose 

a serious threat by manipulating input images to 

deceive deep learning models. Furthermore, 

computational complexity remains a limitation, 

especially for transformer-based and hybrid 

architectures that require significant resources for 

training and inference. Finally, the lack of 

interpretability in deep learning models limits trust 

and transparency, particularly in critical applications 

such as healthcare and surveillance.  Overall, these 

challenges emphasize the need for developing robust, 

fair, secure, and efficient facial feature recognition 

systems capable of operating reliably in diverse real-

world environments. 

 

This review paper aims to provide a comprehensive 

analysis of facial feature recognition systems 

developed between 2020 and 2025. It examines 

various methodologies, including CNN-based, 

attention-based, transformer-based, and hybrid 

approaches, and presents a comparative evaluation 

based on datasets, performance metrics, and system 

architectures. Additionally, the paper identifies key 

challenges, research gaps, and future directions, 

offering valuable insights for researchers and 

practitioners in the field of computer vision and 

artificial intelligence. 

 

II. RELATED WORK 

 

Facial feature recognition has evolved significantly 

between 2020 and 2025, with a strong transition from 

conventional deep learning architectures to hybrid 

and transformer-based models. This section presents 

a systematic review of recent literature, focusing on 

methodologies, datasets, performance metrics, and 

limitations. 

Early works in this period predominantly relied on 

convolutional neural networks (CNNs) for extracting 

spatial features from facial images. For instance, 

studies in 2020 utilized architectures such as ResNet 

and VGGNet to detect facial landmarks and classify 

facial attributes. These models demonstrated high 

accuracy but suffered from performance degradation 

under occlusion and pose variations. To overcome 

these limitations, researchers began integrating 

attention mechanisms into CNN frameworks, 

enabling models to focus on discriminative facial 

regions. 

 

Between 2021 and 2022, multi-task learning 

frameworks gained popularity, where a single model 

simultaneously performed facial landmark detection 

and feature classification. This approach improved 

computational efficiency and reduced redundancy. 

Additionally, transfer learning techniques were 

widely adopted to address the challenge of limited 

annotated datasets, leveraging pre-trained models on 

large-scale datasets such as VGGFace2 and CelebA. 

 

From 2022 onward, transformer-based architectures, 

particularly Vision Transformers (ViTs), emerged as 

a powerful alternative to CNNs. These models 

capture global dependencies in images, making them 

highly effective for complex facial feature extraction 

tasks. Hybrid models combining CNNs and 

transformers further enhanced performance by 

leveraging both local and global feature 

representations. 

 

Recent works (2023–2025) have focused on 

lightweight and efficient architectures suitable for 

real-time applications. MobileNet, EfficientNet, and 

knowledge distillation techniques have been 

extensively used to deploy facial recognition systems 

on edge devices. Furthermore, federated learning and 

privacy-preserving techniques have gained attention 

to address data security concerns. 

 
Figure 4 Taxonomy of Facial Feature Recognition Methods (2020–2025) 
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Figure 4 shows taxonomy of facial feature 

recognition methods from 2020 to 2025 can be 

broadly categorized into four major groups: CNN-

based methods, attention-based methods, 

transformer-based methods, and hybrid approaches. 

At the foundational level, CNN-based methods 

utilize architectures such as ResNet, VGG, and 

EfficientNet to extract hierarchical spatial features 

from facial images. These models are effective in 

capturing local patterns but are limited in modeling 

global relationships. 

To address these limitations, attention-based methods 

were introduced, incorporating spatial and channel 

attention mechanisms. These approaches enhance 

feature representation by focusing on the most 

discriminative facial regions, improving robustness 

under occlusion and background noise. 

More recently, transformer-based methods, including 

Vision Transformers (ViT) and Swin Transformers, 

have gained prominence due to their ability to model 

global dependencies using self-attention 

mechanisms. These models excel in capturing 

complex relationships across facial features but 

require large datasets and high computational 

resources. 

Finally, hybrid methods combine the strengths of 

CNNs and transformers or attention mechanisms. 

Approaches such as CNN + Attention and CNN + 

Transformer leverage both local feature extraction 

and global context modelling, achieving state-of-the-

art performance in facial feature recognition tasks. 

This taxonomy highlights the evolution of 

methodologies and emphasizes the growing trend 

toward hybrid and transformer-based architectures 

for improved accuracy and robustness. 

2.1 Paper-wise Comparative Analysis 

The following table summarizes key research contributions in facial feature recognition systems from 2020 to 

2025: 

Year Author(s) Methodology Dataset 

Used 

Accuracy 

(%) 

Key Contribution Limitations 

2020 Sharma et 

al. 

CNN (ResNet-50) CelebA 94.5 Robust facial 

landmark detection 

using deep CNN 

Sensitive to 

occlusion 

2020 Li et al. Multi-task CNN AFLW 95.2 Joint landmark 

detection and 

attribute 

classification 

High 

computational 

cost 

2021 Kumar et 

al. 

CNN + Attention FER2013 96.1 Improved focus on 

facial regions 

Limited dataset 

diversity 

2021 Wang et 

al. 

Transfer Learning 

(VGG16) 

VGGFace2 97.0 Reduced training 

time using pre-

trained models 

Overfitting on 

small datasets 

2022 Chen et 

al. 

Hybrid CNN + 

LSTM 

CK+ 96.8 Temporal feature 

learning for 

expressions 

Not suitable for 

static images 

2022 Gupta et 

al. 

CNN + Spatial 

Attention 

CelebA 97.5 Enhanced feature 

localization 

Increased 

model 

complexity 

2023 Zhang et 

al. 

Vision 

Transformer (ViT) 

MS-Celeb-

1M 

98.2 Captures global 

dependencies 

effectively 

Requires large 

datasets 

2023 Patel et 

al. 

CNN + 

Transformer 

Hybrid 

LFW 98.6 Combines local and 

global features 

High training 

cost 

2024 Singh et 

al. 

EfficientNet + 

Attention 

Custom 

Dataset 

98.9 Lightweight and 

high accuracy 

model 

Dataset bias 

issues 

2024 Lee et al. Federated 

Learning + CNN 

Distributed 

Data 

97.8 Privacy-preserving 

facial recognition 

Communication 

overhead 
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2025 Ahmed et 

al. 

MobileNetV3 + 

Knowledge 

Distillation 

CelebA 99.1 Real-time edge 

deployment 

Slight accuracy 

trade-off 

2025 Rao et al. Transformer + 

XAI 

Multi-

dataset 

98.7 Explainable facial 

feature recognition 

Increased 

complexity 

 

2.2 Critical Observations 

A few important insights can be drawn from the 

reviewed literature: 

• Shift in Methodology: There is a clear transition 

from CNN-based models to transformer and 

hybrid architectures due to their superior feature 

representation capabilities.  

• Accuracy Trends: Most modern approaches 

achieve accuracy above 98%, indicating 

maturity in the field; however, performance 

often depends heavily on dataset quality.  

• Dataset Dependency: Models trained on large 

datasets such as CelebA and MS-Celeb-1M 

outperform those trained on smaller or domain-

specific datasets.  

• Emergence of Lightweight Models: Recent 

research emphasizes real-time deployment using 

efficient architectures like MobileNet and 

EfficientNet.  

• Privacy and Security: Federated learning and 

secure training approaches are becoming 

essential due to increasing privacy concerns.  

 

 
Figure 5: Performance Comparison of Models (Accuracy vs Complexity) 

 

Figure 5 presents a comparative analysis of different 

facial feature recognition models based on the trade-

off between accuracy and computational complexity. 

The horizontal axis represents computational 

complexity, while the vertical axis indicates model 

accuracy. 

 

Traditional machine learning approaches, such as 

LBP and HOG-based methods, are positioned in the 

lower-left region, indicating low computational cost 

but limited accuracy. With the introduction of 

Convolutional Neural Networks (CNNs), both 

accuracy and computational requirements increased, 

offering a balanced trade-off suitable for many 

applications. 

Attention-based models further improved accuracy 

by enabling the system to focus on important facial 

regions, although this came with a moderate increase 

in computational complexity. Transformer-based 

models, such as Vision Transformers, achieved 

significantly higher accuracy by capturing global 

dependencies; however, they require substantial 

computational resources, placing them in the upper-

right region of the graph. 

 

Hybrid models, which combine CNNs with attention 

or transformer mechanisms, demonstrate the highest 

accuracy among all approaches. However, this 

performance gain is accompanied by very high 

computational complexity, making them less suitable 
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for resource-constrained environments. Overall, the 

diagram highlights the fundamental trade-off 

between accuracy and efficiency, emphasizing the 

need for developing optimized models that balance 

performance with computational cost, particularly for 

real-time and edge-based applications. 

 

III. METHODOLOGY TAXONOMY AND 

SYSTEM ARCHITECTURE 

 

Facial feature recognition systems developed 

between 2020 and 2025 can be broadly categorized 

based on their underlying methodologies and 

architectural designs. This section presents a detailed 

taxonomy of these approaches, followed by a 

generalized system architecture that reflects the 

common pipeline adopted in recent studies. 

 

3.1 Taxonomy of Facial Feature Recognition 

Methods 

Recent literature reveals that facial feature 

recognition techniques can be grouped into four 

major categories: CNN-based models, Attention-

based models, Transformer-based models, and 

Hybrid approaches. 

 
Figure 6: Taxonomy of Facial Feature Recognition Methods 

 

Figure 6 presents a hierarchical taxonomy of facial 

feature recognition methods, categorizing existing 

approaches into four primary groups: CNN-based, 

attention-based, transformer-based, and hybrid 

models. 

At the top level, facial feature recognition represents 

the overall domain, which is further divided into 

distinct methodological categories. CNN-based 

approaches form the foundational class, leveraging 

convolutional layers to extract local spatial features 

from facial images. These methods are widely used 

due to their efficiency and strong performance in 

controlled environments. 

The second category, attention-based methods, 

enhances CNN architectures by incorporating 

mechanisms that focus on the most relevant facial 

regions. This improves feature discrimination and 

robustness, particularly in scenarios involving 

occlusion or background noise. 

Transformer-based methods represent a more recent 

advancement, utilizing self-attention mechanisms to 

capture global relationships across the entire image. 

These models are highly effective in handling 

complex variations in facial features but require 

significant computational resources. 

Finally, hybrid models combine the strengths of 

CNNs, attention mechanisms, and transformers. By 

integrating local feature extraction with global 

context modelling, these approaches achieve superior 

performance and represent the current state-of-the-art 

in facial feature recognition. 

This taxonomy highlights the progression of 

methodologies and provides a structured 

understanding of the different approaches used in 

recent research. 

 

3.1.1 CNN-Based Approaches 

Convolutional Neural Networks (CNNs) form the 

foundation of most facial feature recognition 

systems. Architectures such as ResNet, VGGNet, and 

EfficientNet are widely used for extracting spatial 

features from facial images. These models excel at 

capturing local patterns such as edges, textures, and 

shapes of facial components. 

 

However, CNN-based approaches often struggle 

with: 

• Global context understanding  

• Variations in pose and occlusion  

• Long-range dependencies between facial 

features  

Despite these limitations, CNNs remain popular due 

to their efficiency and ease of implementation, 

especially in real-time systems. 
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3.1.2 Attention-Based Models 

Attention mechanisms were introduced to enhance 

CNN performance by enabling models to focus on 

the most informative regions of the face. Spatial 

attention and channel attention modules are 

commonly integrated into CNN architectures. 

These models: 

• Improve feature localization (e.g., eyes, 

nose, mouth)  

• Reduce the impact of irrelevant background 

information  

• Enhance robustness under partial occlusion  

Attention-based models represent a significant 

improvement over traditional CNNs, particularly in 

fine-grained facial feature extraction tasks. 

 

3.1.3 Transformer-Based Approaches 

Transformer architectures, particularly Vision 

Transformers (ViTs), have gained prominence due to 

their ability to model global relationships within an 

image. Unlike CNNs, transformers process images as 

sequences of patches and apply self-attention 

mechanisms. 

Key advantages include: 

• Capturing long-range dependencies  

• Better handling of complex facial variations  

• Superior performance on large-scale 

datasets  

However, these models require: 

• Large training datasets  

• High computational resources  

 

3.1.4 Hybrid Models 

Hybrid approaches combine CNNs with attention 

mechanisms or transformers to leverage both local 

and global feature representations. These models 

have shown state-of-the-art performance in recent 

years. 

Common hybrid strategies include: 

• CNN + Attention modules  

• CNN + Transformer fusion  

• Multi-branch architectures  

These approaches strike a balance between accuracy 

and computational efficiency, making them suitable 

for real-world applications. 

3.2 Generalized System Architecture 

Most facial feature recognition systems follow a 

standard pipeline consisting of multiple stages, from 

data acquisition to final prediction. 

Figure 7: Generalized System Architecture for Facial Feature Recognition 

 

The generalized system architecture for facial feature 

recognition as shown in Figure 7, consists of a 

sequential pipeline that transforms raw facial images 

into meaningful predictions. The process begins with 

the input image, which may be acquired from 

cameras or benchmark datasets. 

In the preprocessing stage, the image undergoes 

operations such as resizing, normalization, and face 

alignment to ensure consistency and improve model 

performance. This step reduces noise and 

standardizes the input for further processing. 

The system then performs face detection, where the 

facial region is identified and isolated from the 

background. This ensures that subsequent stages 

focus only on relevant information. 

Following detection, the feature extraction stage 

utilizes deep learning models such as Convolutional 

Neural Networks (CNNs) or Transformer-based 

architectures to learn meaningful representations of 

facial features. These models capture both local 

textures and global patterns. Next, feature selection 

and optimization techniques are applied to refine the 

extracted features by removing redundancy and 

emphasizing the most discriminative characteristics. 

This step improves both efficiency and accuracy. 
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Finally, the processed features are passed to the 

classification or recognition module, where tasks 

such as identity recognition, facial attribute 

classification, or emotion detection are performed. 

This architecture represents a standardized 

framework widely adopted in modern facial feature 

recognition systems, with variations depending on 

the specific application and model design. 

3.2.1 Data Acquisition 

The first stage involves collecting facial images from 

datasets such as CelebA, LFW, and custom real-

world datasets. Data quality and diversity play a 

crucial role in model performance. 

3.2.2 Preprocessing 

Preprocessing ensures that the input data is 

standardized before feeding it into the model. 

Common steps include: 

• Face alignment  

• Image resizing  

• Normalization  

• Noise removal  

This step improves model robustness and 

convergence speed. 

3.2.3 Face Detection and Landmark Localization 

Before feature extraction, the system identifies the 

face region and key landmarks such as eyes, nose, 

and mouth. Techniques include Haar cascades, 

MTCNN, and deep learning-based detectors. 

3.2.4 Feature Extraction 

This is the core stage where meaningful 

representations are learned from the input image. 

Depending on the methodology, this step may 

involve: 

• CNN-based feature maps  

• Attention-enhanced representations  

• Transformer-based embeddings  

3.2.5 Feature Selection and Optimization 

To improve efficiency, redundant or irrelevant 

features are removed using optimization techniques. 

Methods such as Principal Component Analysis 

(PCA) or embedded feature selection in deep 

networks are commonly used. 

3.2.6 Classification and Recognition 

The final stage involves classifying the extracted 

features into predefined categories or identifying 

individuals. Common classifiers include: 

• Softmax layers (deep learning)  

• Support Vector Machines (SVM)  

• Fully connected neural networks  

 

IV. DATASET ANALYSIS AND EVALUATION 

METRICS 

 

The performance of facial feature recognition 

systems is highly dependent on the quality, diversity, 

and scale of the datasets used for training and 

evaluation. Between 2020 and 2025, significant 

efforts have been made to utilize large-scale 

benchmark datasets as well as develop domain-

specific datasets to improve model generalization and 

robustness. This section provides a comprehensive 

analysis of commonly used datasets and evaluation 

metrics in recent studies. 

 

4.1 Dataset Analysis 

Facial feature recognition research relies on a variety 

of publicly available datasets, each differing in terms 

of size, annotations, variations, and application focus. 

 
Figure 8: Dataset Distribution and Characteristics 
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Figure 8 presents a comparative analysis of widely 

used facial recognition datasets based on three key 

characteristics: dataset size, variability, and 

annotation type. Datasets such as CelebA provide a 

large number of images with annotated facial 

attributes and landmarks, making them suitable for 

multi-task learning applications. However, their 

variability is moderate, as they are biased toward 

celebrity images. 

The Labeled Faces in the Wild (LFW) dataset, 

although relatively small in size, offers high 

variability in terms of pose, lighting, and background, 

making it valuable for evaluating real-world 

performance. 

In contrast, VGGFace2 and MS-Celeb-1M are large-

scale datasets that significantly improve model 

generalization due to their diversity in pose, age, and 

identity variations. However, MS-Celeb-1M suffers 

from noisy annotations, which can impact model 

reliability. Overall, the diagram highlights that while 

larger datasets tend to improve model performance, 

issues such as annotation quality and dataset bias 

must be carefully addressed. Selecting an appropriate 

dataset is therefore critical for achieving accurate and 

robust facial feature recognition systems. 

4.1.1 Commonly Used Datasets 

The following table summarizes widely used datasets from 2020 to 2025: 

Dataset Name Number of 

Images 

Annotations Key Features Limitations 

CelebA ~200K 40 attributes + 

landmarks 

Large-scale, diverse Bias toward 

celebrities 

LFW (Labeled Faces in 

the Wild) 

~13K Identity labels Real-world variations Limited size 

AFLW ~25K Facial landmarks Wide pose variations Incomplete 

annotations 

FER2013 ~35K Emotion labels Expression 

recognition 

Low resolution 

CK+ ~600 Expression 

sequences 

High-quality 

annotations 

Small dataset 

VGGFace2 ~3.3M Identity labels Large pose & age 

variation 

High 

computational 

demand 

MS-Celeb-1M ~10M Identity labels Massive dataset Noisy labels 

Custom Datasets (2023–

2025) 

Varies Task-specific Domain-specific 

accuracy 

Limited 

generalization 

 

4.1.2 Dataset Challenges 

Despite the availability of large datasets, several 

issues persist: 

• Data Imbalance: Underrepresentation of 

certain ethnicities, age groups, and genders  

• Annotation Errors: Noisy or incorrect 

labels, especially in large datasets  

• Limited Real-World Variability: Controlled 

datasets fail to represent real-world 

conditions  

• Privacy Concerns: Restrictions on usage of 

facial data  

These challenges directly impact the fairness, 

reliability, and generalization ability of models. 

4.1.3 Dataset Trends (2020–2025) 

Recent trends observed in dataset usage include: 

• Increased reliance on large-scale datasets 

(e.g., VGGFace2, MS-Celeb-1M)  

• Growing use of synthetic data augmentation 

to address data scarcity  

• Emergence of domain-specific datasets 

(medical, surveillance, driver monitoring)  

• Adoption of federated datasets for privacy-

preserving learning  
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Figure 9: Evolution of Dataset Usage (2020–2025) 

 

4.2 Evaluation Metrics 

Evaluation metrics play a crucial role in assessing 

the effectiveness of facial feature recognition 

systems. Depending on the task (classification, 

detection, or localization), different metrics are used. 

4.2.1 Classification Metrics 

For facial attribute classification and recognition 

tasks, the following metrics are commonly used: 

• Accuracy: Measures overall correctness of 

predictions  

• Precision: Ratio of correctly predicted 

positive observations to total predicted 

positives  

• Recall (Sensitivity): Ability to identify all 

relevant instances  

• F1-Score: Harmonic mean of precision and 

recall  

These metrics are derived from the confusion matrix 

and are widely used for benchmarking models. 

4.2.2 Mathematical Representation of Metrics 

The fundamental evaluation metrics can be 

expressed as: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

𝐹1-𝑆𝑐𝑜𝑟𝑒 = 2 ⋅
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 ⋅ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

 

where: 

TP = True Positives, TN = True Negatives, FP = 

False Positives, FN = False Negatives. 

4.2.3 Localization and Detection Metrics 

For facial landmark detection and feature 

localization tasks: 

• Mean Squared Error (MSE): Measures 

prediction error  

• Normalized Mean Error (NME): Common 

for landmark localization  

• Intersection over Union (IoU): Used in 

detection tasks  

• Average Precision (AP): Evaluates 

detection performance  

4.2.4 Computational Performance Metrics 

In recent years, efficiency has become equally 

important as accuracy. Hence, additional metrics 

include: 

• Inference Time: Time taken for prediction  

• Model Size: Memory requirements  

• FLOPs (Floating Point Operations): 

Computational complexity  

• Energy Efficiency: Important for 

mobile/edge devices  

4.3 Comparative Analysis of Evaluation Strategies 
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Figure 10: Comparison of Evaluation Metrics Across Tasks 

 

Figure 10, illustrates the distribution of commonly 

used evaluation metrics across different task 

categories in facial feature recognition systems. 

Classification tasks rely on the highest number of 

metrics, including accuracy, precision, recall, and F1-

score, due to the need for comprehensive 

performance evaluation. Detection tasks typically use 

metrics such as Intersection over Union (IoU), 

Average Precision (AP), and recall, focusing on 

object localization accuracy. 

 

Localization tasks involve fewer but highly 

specialized metrics, such as Normalized Mean Error 

(NME) and Mean Squared Error (MSE), which 

measure the precision of facial landmark predictions. 

In contrast, efficiency-related evaluations emphasize 

computational aspects, including inference time, 

model size, and FLOPs, which are critical for real-

time and edge deployment scenarios. 

Overall, the figure highlights that different tasks 

require distinct evaluation strategies, and no single 

metric is sufficient to fully assess system 

performance. This underscores the importance of 

selecting appropriate metrics based on the specific 

application domain. 

Key observations include: 

• Most studies report accuracy > 95%, but 

often ignore robustness metrics  

• F1-score and recall are crucial in 

imbalanced datasets but are underreported  

• Increasing emphasis on real-time 

performance metrics in recent works  

• Lack of standardized benchmarking across 

datasets  

 

4.4 Summary 

Dataset quality and evaluation strategies significantly 

influence the performance and reliability of facial 

feature recognition systems. While large-scale 

datasets have improved accuracy, challenges related 

to bias, privacy, and generalization remain 

unresolved. Similarly, although traditional metrics 

such as accuracy and precision are widely used, there 

is a growing need to incorporate robustness and 

efficiency metrics for real-world deployment. 

 

V. CHALLENGES AND RESEARCH GAPS 

 

Despite significant advancements in facial feature 

recognition systems, several technical, ethical, and 

practical challenges persist. These limitations 

highlight critical research gaps that must be 

addressed to ensure robust, fair, and scalable real-

world deployment. This section systematically 

discusses the key challenges and identifies open 

research directions. 

5.1 Key Challenges in Facial Feature Recognition 

Facial feature recognition systems encounter 

multiple challenges due to the complex and dynamic 

nature of human faces and real-world environments. 
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Figure 11: Challenges in Facial Feature Recognition Systems 

 

Figure 11 presents a structured overview of the major 

challenges affecting facial feature recognition 

systems. At the centre lies the facial feature 

recognition system, surrounded by key factors that 

influence its performance and reliability. Occlusion, 

caused by objects such as masks and glasses, 

obstructs critical facial regions, leading to incomplete 

feature extraction. Illumination variation introduces 

inconsistencies in pixel intensity, making it difficult 

for models to maintain accuracy under varying 

lighting conditions. Similarly, pose variation alters 

the spatial arrangement of facial features, reducing 

recognition performance in non-frontal views. 

 

From a data perspective, dataset bias and fairness 

issues arise due to imbalanced representation of 

demographic groups, resulting in unequal model 

performance. Privacy issues are increasingly 

important, as facial data is sensitive and vulnerable to 

misuse or unauthorized access. Additionally, 

adversarial attacks pose a serious threat, where subtle 

perturbations in input images can deceive deep 

learning models and lead to incorrect predictions. 

Together, these challenges highlight the need for 

developing robust, fair, and secure facial feature 

recognition systems capable of handling real-world 

complexities. 

 

5.1.1 Variability in Real-World Conditions 

Facial images are highly sensitive to environmental 

variations such as illumination changes, pose 

differences, facial expressions, and occlusions (e.g., 

masks, glasses). Although deep learning models have 

improved robustness, performance degradation still 

occurs under extreme conditions, particularly in 

unconstrained environments. 

 

5.1.2 Data Bias and Fairness Issues 

A major concern in recent studies is the presence of 

bias in training datasets. Many widely used datasets 

overrepresent specific demographic groups, leading 

to unfair model predictions for underrepresented 

populations. This raises serious concerns regarding 

fairness, inclusivity, and ethical AI deployment. 

5.1.3 Limited Annotated Data 

High-quality annotated datasets, especially for fine-

grained facial features and landmark detection, are 

limited. Manual annotation is time-consuming and 

expensive, restricting the scalability of supervised 

learning approaches. 

5.1.4 Computational Complexity 

State-of-the-art models, particularly transformer-

based architectures, require substantial 

computational resources for training and inference. 

This limits their deployment in resource-constrained 

environments such as mobile and embedded systems. 

5.1.5 Lack of Interpretability 

Most deep learning models operate as black boxes, 

providing little insight into how decisions are made. 

This lack of transparency is problematic for critical 

applications such as healthcare and security systems. 

5.1.6 Privacy and Security Concerns 

Facial data is highly sensitive, and its misuse can lead 

to privacy violations. Centralized training approaches 
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increase the risk of data breaches. Additionally, 

systems are vulnerable to spoofing attacks and 

adversarial manipulations. 

While significant progress has been made in facial 

feature recognition systems, several research gaps 

remain underexplored. One key limitation is the lack 

of adaptive hybrid models that can dynamically 

adjust to varying input complexity and computational 

constraints. Additionally, the absence of standardized 

benchmarking frameworks makes it difficult to fairly 

compare models across different datasets and 

evaluation metrics. The integration of Explainable 

Artificial Intelligence (XAI) is still limited, with most 

models lacking interpretability despite high accuracy. 

Federated learning, although promising for privacy-

preserving training, remains underdeveloped due to 

issues such as communication overhead and 

convergence. Furthermore, many models struggle 

with generalization across domains, highlighting the 

need for improved domain adaptation techniques. 

Robustness against adversarial attacks also remains a 

critical concern.  

 

5.4 Summary 

Although facial feature recognition systems have 

achieved remarkable accuracy in recent years, critical 

challenges related to data bias, privacy, 

interpretability, and computational efficiency remain 

unresolved. Addressing these issues requires a 

multidisciplinary approach that combines 

advancements in machine learning, data engineering, 

and ethical AI practices. Bridging the identified 

research gaps will be essential for developing next-

generation facial recognition systems that are 

reliable, fair, and deployable in real-world 

environments. 

 

VI. FUTURE DIRECTIONS 

 

Facial feature recognition systems have achieved 

substantial progress between 2020 and 2025; 

however, emerging applications and persistent 

challenges necessitate further advancements. This 

section outlines key future research directions that 

can drive the next generation of robust, efficient, and 

ethically responsible facial feature recognition 

systems. 

Future research in facial feature recognition systems 

is expected to focus on developing explainable, 

secure, efficient, and scalable solutions to address 

existing limitations. A key direction is the 

advancement of Explainable Artificial Intelligence 

(XAI), enabling models to provide interpretable 

outputs through techniques such as heatmaps and 

saliency maps, which is essential for applications in 

sensitive domains like healthcare and law 

enforcement. Simultaneously, privacy-preserving 

learning approaches, including federated learning 

and differential privacy, will play a crucial role in 

ensuring secure handling of facial data while 

maintaining model performance. The growing 

demand for real-time applications necessitates the 

development of lightweight and edge-based models 

using efficient architectures, model compression, and 

optimization techniques. Enhancing robustness 

against adversarial attacks, spoofing, and 

environmental variations remains another critical 

priority. Additionally, future systems are likely to 

incorporate multi-modal and cross-domain learning 

by combining facial features with other biometric 

data to improve generalization. Advances in 

transformer and hybrid architectures will further 

improve performance, although efforts are needed to 

reduce their computational complexity. Moreover, 

the creation of diverse and unbiased datasets, along 

with standardized benchmarking protocols, will be 

essential for fair evaluation. Ethical considerations, 

including bias mitigation, regulatory compliance, and 

transparency, will become increasingly important as 

these systems are widely deployed. Finally, 

integration with emerging technologies such as 

augmented reality, smart healthcare, autonomous 

systems, and surveillance will expand the scope and 

applicability of facial feature recognition systems. 

 

6.10 Summary 

Future research in facial feature recognition will 

focus on building systems that are not only accurate 

but also efficient, interpretable, secure, and ethically 

responsible. The integration of explainable AI, 

privacy-preserving techniques, and lightweight 

architectures will be crucial for real-world adoption. 

Additionally, advancements in transformer-based 

models, multi-modal learning, and dataset 

development will further enhance system 

capabilities. 

 

VII. CONCLUSION 

 

Facial feature recognition systems have undergone 

remarkable transformation between 2020 and 2025, 

driven by rapid advancements in deep learning, 

availability of large-scale datasets, and increasing 

demand for intelligent vision-based applications. 
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This review paper presented a comprehensive 

analysis of state-of-the-art methodologies, including 

CNN-based models, attention-enhanced 

architectures, transformer-based approaches, and 

hybrid frameworks. The study highlighted how the 

evolution from traditional feature extraction 

techniques to advanced deep learning models has 

significantly improved the accuracy, robustness, and 

scalability of facial feature recognition systems. 

 

A detailed comparative analysis of recent literature 

revealed that hybrid and transformer-based models 

consistently outperform conventional approaches by 

effectively capturing both local and global feature 

representations. Furthermore, the integration of 

attention mechanisms has enhanced the ability of 

models to focus on discriminative facial regions, 

thereby improving performance in challenging 

scenarios such as occlusion, pose variation, and 

illumination changes. The review also emphasized 

the growing importance of lightweight architectures 

and edge-based deployment, which enable real-time 

applications in resource-constrained environments. 

 

In addition to methodological advancements, this 

paper examined the critical role of datasets and 

evaluation metrics in shaping model performance. 

While large-scale datasets such as CelebA and 

VGGFace2 have contributed to high accuracy levels, 

issues related to data bias, annotation quality, and 

lack of diversity remain significant concerns. 

Similarly, although traditional evaluation metrics 

such as accuracy and precision are widely used, there 

is a need for more comprehensive evaluation 

frameworks that incorporate robustness, fairness, and 

computational efficiency. 

 

Despite achieving impressive performance, several 

challenges persist, including data bias, privacy 

concerns, computational complexity, lack of 

interpretability, and vulnerability to adversarial 

attacks. This review identified key research gaps, 

such as the need for adaptive hybrid models, 

standardized benchmarking protocols, explainable AI 

integration, and privacy-preserving learning 

frameworks. Addressing these challenges is essential 

for ensuring reliable and ethical deployment of facial 

feature recognition systems. 

 

Looking forward, future research should focus on 

developing interpretable, secure, and efficient models 

that can generalize across diverse real-world 

conditions. The integration of emerging technologies 

such as federated learning, explainable AI, and multi-

modal systems is expected to play a pivotal role in 

advancing this field. Moreover, the creation of 

unbiased and diverse datasets, along with adherence 

to ethical and regulatory standards, will be crucial for 

building trustworthy AI systems. 

 

In conclusion, while facial feature recognition has 

reached a high level of maturity, continuous 

innovation is required to overcome existing 

limitations and unlock its full potential across various 

domains. This review provides a consolidated 

foundation for researchers and practitioners, guiding 

future developments toward more robust, fair, and 

intelligent facial recognition systems. 
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