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Abstract—Mobile network security has evolved
dramatically from the second generation (2G) to the
emerging sixth generation (6G), yet fundamental
challenges persist alongside new vulnerabilities
introduced by architectural complexity and
technological advancement. This paper provides a
comprehensive analysis of security challenges,
vulnerabilities, and defense mechanisms across five
generations of mobile networks, examining
cryptographic evolution from weak A5/1 stream ciphers
to post-quantum resistant algorithms, and analyzing
persistent threats including IMSI catching, man-in-the-
middle attacks, and denial of service. We evaluate
emerging solutions such as machine learning-based
intrusion detection systems, software-defined
networking, and multi-factor authentication in 5G
contexts, while highlighting the critical gap between
theoretical security frameworks and practical
deployment risks, particularly regarding backward
compatibility. Drawing on systematic analysis of
architectural vulnerabilities, protocol-level weaknesses,
and real-world attack demonstrations, we propose
security design considerations for 6G networks that
emphasize zero-trust architectures, Al-driven security,
post-quantum cryptography, and holistic cross-layer
protection. This work bridges theoretical security
research and operational realities, providing actionable
insights for researchers, network operators, and
policymakers navigating the complex landscape of
mobile network security.

I. INTRODUCTION

The proliferation of mobile communication
technologies has fundamentally transformed global
connectivity, enabling billions of users to access
information, services, and each other through
increasingly sophisticated wireless networks. From
the introduction of digital cellular systems in the 1990s
to the current deployment of fifth-generation (5G)
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networks and research into sixth-generation (6G)
technologies, mobile networks have evolved to
support exponentially growing data demands, diverse
application requirements, and complex ecosystem
interactions. However, this evolution has been
accompanied by an expanding attack surface and
increasingly sophisticated security threats that
challenge the confidentiality, integrity, and availability
of mobile communications.

The security landscape of mobile networks presents a
unique set of challenges that distinguish it from
traditional wired network security. Mobile networks
must balance security requirements with performance
constraints, support seamless mobility across
heterogeneous network environments, and maintain
backward compatibility with legacy systems while
introducing new technologies. These requirements
create inherent tensions that attackers exploit through
various vectors, from passive eavesdropping and IMSI
catching in early generations to sophisticated attacks
on virtualized network functions and network slicing
in 5G systems.

Contemporary mobile network security research has
identified critical vulnerabilities across multiple layers
of network architecture, from physical layer signal
manipulation to  application layer protocol
exploitation. The transition from circuit-switched to
packet-switched architectures, the adoption of all-IP
core networks, and the recent shift toward software-
defined networking (SDN) and network function
virtualization (NFV) have each introduced new
security paradigms while often preserving legacy
vulnerabilities. Recent work has demonstrated that
even modern 5G networks remain susceptible to
attacks that exploit fundamental design decisions
made decades ago, highlighting the persistent

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11932



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

challenge of securing complex, evolving systems with
long deployment lifecycles.

The integration of mobile networks with emerging
technologies such as the Internet of Things (IoT),
vehicular networks, and smart home ecosystems
further complicates the security landscape. As Shukla
et al. (2024) demonstrate in their analysis of IoT-
driven solutions for vehicular ad-hoc networks
(VANETSs), trustworthiness and position security
challenges in interconnected systems require
comprehensive security frameworks that extend
beyond traditional mobile network boundaries.
Similarly, VENKATESH et al. (2026) highlight the
importance of endpoint security in smart home
environments, where mobile devices serve as critical
control points for distributed IoT ecosystems. These
interconnections amplify the consequences of mobile
network vulnerabilities, as compromised mobile
devices or network infrastructure can serve as entry
points for attacks on broader cyber-physical systems.

Artificial intelligence and machine learning
technologies offer promising avenues for enhancing
mobile network security through adaptive threat
detection, anomaly identification, and automated
response mechanisms. However, the integration of Al
into network security also introduces new attack
vectors, including adversarial machine learning
attacks and the potential for Al-driven exploitation of
network vulnerabilities. The application of predictive
frameworks and Al-based systems, as explored in
various domains including legal assistance (SUNIDHI
SUDHEER SHENOY & N VISHNU VENKATESH,
2025) and crime forecasting (Natarajan et al., 2023),
demonstrates both the potential and the challenges of
deploying intelligent systems in security-critical
contexts.

This paper addresses seven primary objectives: (1)
identifying and categorizing major security challenges
across 2G, 3G, 4G, and 5G networks; (2) analyzing
architectural and protocol-level vulnerabilities in
encryption, handover, and authentication mechanisms;
(3) comparing cryptographic algorithms from A5/1 to
256-bit suites; (4) examining privacy-preserving
techniques and access control mechanisms against
common attacks; (5) evaluating emerging solutions
including ML-based intrusion detection, multi-factor
authentication, and SDN in 5G; (6) bridging the gap
between theoretical security frameworks and practical
deployment risks, particularly regarding backward
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compatibility; and (7) proposing security design
considerations for 6G networks. Through systematic
analysis of architectural evolution, cryptographic
progression, and attack vector persistence, we provide
a comprehensive foundation for understanding mobile
network security challenges and developing effective
countermeasures for current and future generations.

II. BACKGROUND AND THEORETICAL
FOUNDATIONS

2.1 Evolution of Mobile Network Architectures

The architectural evolution of mobile networks
reflects a progression from simple circuit-switched
voice systems to complex, software-defined, multi-
service platforms. Second-generation (2G) networks,
exemplified by the Global System for Mobile
Communications  (GSM), introduced  digital
transmission and basic encryption but relied on
relatively simple trust models and centralized
authentication through the Home Location Register
(HLR) and Visitor Location Register (VLR). The 2G
architecture assumed that the radio access network and
core network components operated in trusted
environments, with security mechanisms focused
primarily on protecting the air interface against casual
eavesdropping.

Third-generation (3G) networks, based on Universal
Mobile Telecommunications System (UMTS)
standards, introduced mutual authentication between
the mobile device and network, stronger encryption
algorithms, and integrity protection for signaling
messages. The 3G architecture separated the radio
access network (UTRAN) from the core network more
clearly and introduced the concept of security
associations that could be negotiated based on device
and network capabilities. However, 3G networks-
maintained interworking with 2G systems, creating
potential downgrade attack vectors that persist in
modern deployments.

Fourth-generation (4G) networks, standardized as
Long-Term  Evolution (LTE), represented a
fundamental architectural shift to all-IP packet-
switched communications. The Evolved Packet Core
(EPC) architecture eliminated circuit-switched voice
in favor of Voice over LTE (VoLTE), introduced the
concept of bearer management for quality of service,
and implemented more sophisticated key hierarchy
and derivation mechanisms. The 4G architecture
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expanded the attack surface by exposing network
functions to IP-based attacks while introducing new
security contexts that must be maintained across
mobility events and inter-system handovers.
Fifth-generation (5G) networks introduce service-
based architecture (SBA), network slicing, and
extensive use of virtualization and software-defined
networking. The 5G core network disaggregates
traditional ~monolithic network functions into
microservices that communicate through standardized
interfaces, enabling flexible deployment models
including edge computing and network function
virtualization. This architectural transformation
provides unprecedented flexibility and efficiency but
also introduces new security challenges related to slice
isolation, orchestration security, and the protection of
virtualized network functions. The 5G architecture
must secure not only traditional network elements but
also the software infrastructure, orchestration
platforms, and inter-slice communication channels.

2.2 Security Requirements and Threat Models

Mobile network security requirements encompass
confidentiality, integrity, availability, authentication,
authorization, and non-repudiation across multiple
network domains and protocol layers. Confidentiality
requirements protect user data and signaling
information from unauthorized disclosure, both during
transmission over the air interface and within the core
network. Integrity requirements ensure that messages
are not modified in transit and that network functions
can verify the authenticity of received information.
Availability requirements mandate that network
services remain accessible to legitimate users even
under attack conditions, including distributed denial of
service attempts and resource exhaustion attacks.
Authentication requirements in mobile networks
operate bidirectionally: the network must verify the
identity of mobile devices and subscribers, while
devices should authenticate the network to prevent
connection to rogue base stations. Authorization
mechanisms control access to network services and
resources based on subscriber profiles, service
agreements, and security policies. Non-repudiation
requirements, while less emphasized in traditional
mobile network security, become increasingly
important in contexts such as mobile payments and
legally binding transactions conducted over mobile
networks.
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The threat model for mobile networks encompasses
passive and active attackers with varying capabilities
and objectives. Passive attackers attempt to intercept
and analyze communications without modifying
network traffic, seeking to extract sensitive
information such as user identities, location data, or
communication content. Active attackers inject,
modify, or block network traffic to achieve objectives
ranging from service disruption to impersonation and
fraud. The threat model must also consider insider
threats from compromised network operators or
malicious employees with privileged access to
network infrastructure.

Contemporary threat models recognize that attackers
may possess sophisticated capabilities including
software-defined radio equipment, knowledge of
protocol specifications and implementation details,
and the ability to exploit vulnerabilities in commercial
network equipment and mobile devices. The
commoditization of attack tools and the availability of
open-source implementations of network protocols
have lowered the barrier to entry for conducting
attacks against mobile networks. Furthermore, the
integration of mobile networks with critical
infrastructure and the increasing reliance on mobile
connectivity for essential services elevate the potential
impact of successful attacks, making mobile network
security a matter of national security and public safety.
The evolution of threat models must also account for
emerging attack vectors introduced by new
technologies and deployment models. The integration
of artificial intelligence into network management and
security systems introduces the possibility of
adversarial machine learning attacks that manipulate
training data or exploit model vulnerabilities. The
adoption of open radio access network (Open RAN)
architectures, while promoting interoperability and
innovation, may introduce supply chain security risks
and increase the complexity of securing disaggregated
network components. As Natarajan et al. (2026)
demonstrate in their work on autonomous drone
navigation systems, the integration of mobile networks
with autonomous systems creates new attack surfaces
where network vulnerabilities can have physical-
world consequences.
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III. SECURITY CHALLENGES ACROSS
GENERATIONS

3.1 Second Generation (2G) Security Landscape
Second-generation mobile networks introduced digital
encryption and authentication mechanisms that
represented significant improvements over first-
generation analog systems, yet these mechanisms have
proven fundamentally inadequate against modern
attack capabilities. The 2G security architecture relies
on the A5/1 stream cipher for over-the-air encryption,
one-way authentication where the network verifies the
mobile device but not vice versa, and the storage of
long-term subscriber keys (Ki) on SIM cards and in
network authentication centers. These design
decisions, made in the context of 1990s computational
capabilities and threat models, created vulnerabilities
that persist in contemporary deployments.

The most critical vulnerability in 2G networks is the
weakness of the AS5/1 encryption algorithm, which
uses a 64-bit key and has been demonstrated to be
vulnerable to various cryptanalytic attacks. Real-
world demonstrations using software-defined radio
equipment and open-source tools such as OpenBTS
and USRP have shown that attackers can intercept and
decrypt 2G communications with modest resources.
The lack of mutual authentication enables rogue base
station attacks, where an attacker deploys a fake cell
tower that mobile devices connect to automatically,
allowing interception of communications and IMSI
catching. These attacks exploit the fundamental trust
assumption in 2G networks that base stations are
legitimate network components.

IMSI catching represents a particularly pernicious
privacy violation in 2G networks. The International
Mobile Subscriber Identity (IMSI) serves as a
permanent identifier for mobile subscribers and is
transmitted in cleartext during initial network
attachment before encryption is established. Attackers
can deploy IMSI catchers that force mobile devices to
reveal their IMSI by jamming legitimate network
signals and presenting themselves as the strongest
available cell. Once captured, the IMSI enables
tracking of individual users across time and location,
creating serious privacy and security implications for
targeted surveillance and social engineering attacks.
The 2G architecture also suffers from vulnerabilities
in the authentication and key agreement (AKA)
protocol. The one-way authentication mechanism
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allows mobile devices to verify their identity to the
network but provides no mechanism for devices to
verify that they are connecting to a legitimate network.
This asymmetry enables man-in-the-middle attacks
where an attacker positions themselves between the
mobile device and the legitimate network, intercepting
and potentially modifying communications. The use of
challenge-response authentication based on shared
secrets stored in the SIM card and authentication
center creates a single point of failure, as compromise
of either location exposes the subscriber to
impersonation and fraud.

3.2 Third Generation (3G) Improvements and
Limitations

Third-generation networks introduced significant
security enhancements designed to address the most
critical vulnerabilities of 2G systems, including
mutual authentication, stronger encryption algorithms,
and integrity protection for signaling messages. The
3G security architecture implements the UMTS
Authentication and Key Agreement (UMTS AKA)
protocol, which provides bidirectional authentication
between the mobile device and the network, generates
session keys for encryption and integrity protection,
and includes sequence number verification to prevent
replay attacks. The introduction of the KASUMI block
cipher (also known as A5/3) and the use of 128-bit
keys represented substantial improvements over 2G
cryptographic mechanisms.

Despite these enhancements, 3G networks retain
several important limitations and vulnerabilities. The
requirement for backward compatibility with 2G
networks creates downgrade attack opportunities
where an attacker forces a 3G-capable device to
connect using 2G protocols, thereby exposing the
connection to 2G vulnerabilities. The 3G architecture
does not mandate encryption for all communications,
and the decision to activate encryption and integrity
protection is negotiable between the device and
network, creating opportunities for attackers to disable
security features. Furthermore, while 3G introduces
integrity protection for signaling messages, this
protection is not applied uniformly across all message
types, leaving certain control plane communications
vulnerable to modification.

The 3G security architecture also introduces new
complexity in the form of security context
management and inter-system handovers. When a

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11935



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

mobile device moves between 3G and 2G coverage
areas, the security context must be adapted to the
capabilities of the target system, potentially resulting
in security degradation. The protocols for managing
these transitions have been shown to contain
vulnerabilities that allow attackers to manipulate
handover decisions or exploit inconsistencies in
security state between network elements. The
increased protocol complexity in 3G systems also
expands the attack surface for implementation
vulnerabilities in network equipment and mobile
devices.

Privacy protections in 3G networks show
improvement over 2G through the use of temporary
identities (TMSI) that reduce the frequency of IMSI
transmission over the air interface. However, IMSI
catching remains possible in 3G networks through
various attack techniques, including forcing devices to
perform location updates that reveal the IMSI or
exploiting protocol weaknesses in the identity request
procedures. The 3G architecture does not provide
comprehensive protection against location tracking, as
temporary identities can be correlated across time and
space to track individual users. The lack of encryption
for certain broadcast and paging messages also enables
passive attackers to gather information about network
topology and subscriber presence.

3.3 Fourth Generation (4G) IP-Centric Vulnerabilities
Fourth-generation LTE networks represent a
fundamental architectural transformation to all-IP
packet-switched communications, introducing new
security mechanisms while also creating novel attack
surfaces associated with IP-based protocols and
services. The 4G security architecture implements the
Evolved Packet System Authentication and Key
Agreement (EPS-AKA) protocol, uses stronger
cryptographic  algorithms including AES for
encryption and SNOW 3G or ZUC for both encryption
and integrity protection, and introduces a more
sophisticated key hierarchy that derives multiple
session keys from the master key established during
authentication. The LTE architecture also mandates
integrity protection for all control plane signaling and
provides mechanisms for user plane encryption.

However, the transition to an all-IP architecture
exposes 4G networks to the full spectrum of IP-based
attacks that have plagued the internet for decades. The
Evolved Packet Core (EPC) components, including
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the Mobility Management Entity (MME), Serving
Gateway (S-GW), and Packet Data Network Gateway
(P-GW), become targets for attacks such as distributed
denial of service, protocol exploitation, and man-in-
the-middle attacks on inter-node communications. The
use of standard IP protocols for network function
communication, while enabling interoperability and
flexibility, also means that vulnerabilities in these
protocols directly impact mobile network security.

A critical vulnerability in 4G networks relates to the
management of security contexts during mobility
events and idle-to-active transitions. Research has
demonstrated that the stored security context
mechanism, which allows devices to quickly re-
establish connections without full re-authentication,
can be exploited to perform identity spoofing and
registration with a victim's identity. These attacks
exploit the trust assumptions in how network elements
validate and synchronize security state, allowing an
attacker who has obtained certain security parameters
to impersonate a legitimate subscriber. The fast re-
registration mechanisms designed to improve user
experience and reduce signaling overhead create
windows of vulnerability that sophisticated attackers
can exploit.

The 4G architecture also introduces vulnerabilities
related to the handling of non-access stratum (NAS)
messages and the interaction between the radio access
network and core network. Certain NAS messages are
not integrity protected in all circumstances, creating
opportunities for attackers to inject or modify control
plane signaling. The complexity of the LTE protocol
stack, with its multiple layers and interfaces, increases
the likelihood of implementation vulnerabilities in
commercial network equipment and mobile devices.
Furthermore, the 4G architecture maintains backward
compatibility with 3G and 2G networks, perpetuating
the downgrade attack vulnerabilities that have plagued
earlier generations.

3.4 Fifth Generation (5G) Virtualization and Slicing
Threats

Fifth-generation networks introduce revolutionary
architectural  concepts including service-based
architecture, network slicing, and extensive
virtualization that enable unprecedented flexibility and
efficiency while also creating new security challenges.
The 5G security architecture implements enhanced
authentication mechanisms including 5G-AKA and
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EAP-AKA', provides stronger encryption with 256-bit
keys, introduces the concept of security edge
protection proxy (SEPP) for inter-operator security,
and mandates encryption for user plane traffic in
certain deployment scenarios. The 5G architecture
also includes provisions for enhanced privacy
protection, including concealment of the permanent
subscriber identity (SUPI) through the use of
subscription concealed identifiers (SUCI).

Network slicing, a defining feature of 5G networks,
enables the creation of multiple logical networks on
shared physical infrastructure, each optimized for
specific service requirements. However, slice isolation
represents a critical security challenge, as inadequate
separation between slices could allow attacks to
propagate from one slice to another or enable
unauthorized access to slice resources. The dynamic
nature of slice instantiation and modification
introduces risks related to rogue slice creation, where
an attacker with access to orchestration systems could
create unauthorized slices or modify existing slice
configurations. The complexity of managing security
policies across multiple slices with different
requirements and trust levels creates opportunities for
misconfiguration and policy conflicts.

Virtualization and software-defined networking, while
enabling the flexibility and scalability required for 5G
services, dramatically expand the attack surface to
include hypervisors, virtual machine managers,
container orchestration platforms, and SDN
controllers. Compromising these infrastructure
components could provide attackers with broad access
to network functions and user data across multiple
slices and services. The use of commercial off-the-
shelf hardware and open-source software components
in virtualized network functions introduces supply
chain security risks and the potential for vulnerabilities
in third-party code. The dynamic instantiation and
migration of virtualized network functions also create
challenges for maintaining consistent security policies
and monitoring for anomalous behavior.

The 5G architecture introduces new control plane
elements such as the Network Repository Function
(NRF), Network Exposure Function (NEF), and
various policy and charging functions that
communicate through service-based interfaces. These
interfaces, while standardized to promote
interoperability, become potential targets for attacks if
not properly secured. The increased use of RESTful
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APIs and HTTP/2 for inter-function communication
exposes 5G networks to web-based attack techniques
including injection attacks, authentication bypass, and
API abuse. The complexity of the 5G service-based
architecture, with its numerous network functions and
interfaces, increases the difficulty of comprehensive
security monitoring and incident response.

The integration of 5G networks with edge computing
platforms and IoT ecosystems further complicates the
security landscape. Edge computing nodes, positioned
closer to end users to reduce latency, may operate in
less physically secure environments than traditional
core network facilities, increasing the risk of physical
tampering and unauthorized access. The massive scale
of [oT device connectivity anticipated in 5G networks
creates challenges for device authentication,
authorization, and security management. As
demonstrated in research on IoT-driven solutions for
vehicular networks (Shukla et al, 2024), the
trustworthiness of connected devices and the security
of position information become critical concerns in
safety-critical ~applications that rely on 5G
connectivity.

IV. CRYPTOGRAPHIC ALGORITHM
EVOLUTION AND COMPARATIVE ANALYSIS

4.1 A5/1 Stream Cipher in 2G Networks

The A5/1 stream cipher, deployed in GSM networks
for over-the-air encryption, represents the first
generation of mobile network cryptography and
exemplifies both the security limitations of early
mobile systems and the challenges of replacing
cryptographic mechanisms in deployed infrastructure.
AS5/1 uses three linear feedback shift registers (LFSRs)
with lengths of 19, 22, and 23 bits, totaling 64 bits of
key material, and employs an irregular clocking
mechanism to generate keystream bits that are XORed
with plaintext to produce ciphertext. The algorithm
was designed in the 1980s under export control
restrictions that limited the strength of encryption
technologies, resulting in a cipher that was
intentionally weakened to facilitate government
surveillance.

Cryptanalytic attacks on AS5/1 have demonstrated
fundamental weaknesses that render it inadequate for
protecting modern mobile communications. Time-
memory tradeoff attacks, first proposed in the early
2000s, can recover the A5/1 key from intercepted
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ciphertext with computational effort feasible for well-
resourced attackers. Subsequent research has
developed increasingly efficient attacks, including
real-time cryptanalysis techniques that can break A5/1
encryption within seconds using precomputed rainbow
tables and modest computing resources. The
availability of open-source tools and software-defined
radio platforms has democratized the capability to
conduct AS5/1 attacks, making interception of 2G
communications accessible to a broad range of
potential adversaries.

Real-world demonstrations of A5/1 exploitation have
confirmed the practical feasibility of attacks against
operational 2G networks. Security researchers have
successfully intercepted and decrypted live GSM calls
using equipment costing less than a few thousand
dollars, demonstrating that the theoretical
vulnerabilities of A5/1 translate into concrete risks for
users of 2G networks. These demonstrations typically
employ software-defined radio hardware such as
USRP devices combined with open-source software
like OpenBTS and Kraken to capture radio signals,
identify encrypted voice or data sessions, and recover
the encryption key through cryptanalytic attacks. The
success of these attacks in operational environments
underscores the urgent need to phase out 2G networks
and migrate users to more secure technologies.

The persistence of A5/1 in deployed networks, despite
its well-documented weaknesses, illustrates the
challenges of cryptographic agility in mobile systems.
Many regions continue to operate 2G networks to
support legacy devices and provide coverage in areas
where newer technologies have not been deployed.
The requirement for backward compatibility means
that even modern smartphones may fall back to 2G
connectivity when 3G, 4G, or 5G signals are
unavailable, exposing users to A5/1 vulnerabilities.
This situation creates a security floor effect where the
weakest supported technology determines the
minimum-security level, enabling downgrade attacks
that force devices to use vulnerable protocols even
when stronger alternatives are available.

4.2 KASUMI and 3G Security Enhancements

The introduction of KASUMI (also designated as
A5/3) in 3G UMTS networks represented a significant
advancement in mobile network cryptography,
moving from stream ciphers to block cipher-based
algorithms and increasing key lengths to 128 bits.
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KASUMI is a block cipher derived from the MISTY 1
algorithm, modified to meet the specific requirements
of 3G security including efficient implementation in
hardware and software, resistance to known
cryptanalytic attacks, and suitability for generating
both encryption and integrity protection keystreams.
The algorithm operates on 64-bit blocks using a 128-
bit key and employs a Feistel network structure with
eight rounds, incorporating both substitution and
permutation operations.

The 3G security architecture uses KASUMI as the
foundation for multiple security functions, including
the f8 algorithm for encryption and the f9 algorithm
for integrity protection. The 8 algorithm operates in a
stream cipher mode, using KASUMI to generate a
keystream that is XORed with plaintext data, while f9
implements a message authentication code (MAC)
function to verify the integrity of signaling messages.
This dual use of a single underlying cipher simplifies
implementation and security analysis while providing
both confidentiality and integrity protection. The 128-
bit key length represents a substantial improvement
over AS5/1, providing a security level that remains
computationally infeasible to break through brute
force attacks with current technology.

Cryptanalytic research on KASUMI has identified
certain theoretical weaknesses, including related-key
attacks and distinguishing attacks that can detect non-
random behavior in the cipher output under specific
conditions. However, these attacks generally require
conditions that do not occur in the normal operation of
3G networks, such as the ability to encrypt chosen
plaintexts under related keys or access to extremely
large quantities of encrypted data from a single key.
Practical attacks against KASUMI in operational 3G
networks have not been demonstrated with the same
success as attacks against A5/1, suggesting that
KASUMI provides a substantially higher level of
security for mobile communications.

Despite the cryptographic improvements in 3G
networks, the overall security posture remains limited
by protocol-level vulnerabilities and implementation
issues rather than weaknesses in KASUMI itself. The
negotiability of security features in 3G networks
means that encryption and integrity protection may not
be activated in all circumstances, potentially leaving
communications unprotected even when strong
cryptographic algorithms are available. The backward
compatibility requirements that allow 3G devices to

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11938



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

connect to 2G networks create downgrade attack
opportunities that bypass KASUMI entirely.
Furthermore, the complexity of implementing
cryptographic protocols correctly in commercial
network equipment and mobile devices has led to
vulnerabilities that undermine the theoretical security
provided by strong algorithms.

4.3 AES, ZUC, and SNOW 3G in 4G LTE
Fourth-generation LTE networks adopt standardized,
internationally ~ vetted cryptographic algorithms
including the Advanced Encryption Standard (AES),
SNOW 3G, and ZUC, representing a maturation of
mobile network cryptography and alignment with
broader cryptographic best practices. AES, selected
through an open international competition and
standardized by NIST, operates on 128-bit blocks with
key sizes of 128, 192, or 256 bits, providing a security
level that is expected to remain secure against classical
computing attacks for the foreseeable future. The
adoption of AES in LTE networks reflects a shift
toward using proven, publicly analyzed algorithms
rather than proprietary designs, increasing confidence
in the security of mobile communications.

SNOW 3G, a stream cipher developed by ETSI SAGE
for 3GPP networks, serves as an alternative to AES for
both encryption and integrity protection in LTE
networks. SNOW 3G uses a 128-bit key and 128-bit
initialization vector, employing a linear feedback shift
register combined with a finite state machine to
generate keystream. The algorithm has undergone
extensive cryptanalytic scrutiny and is considered
secure against known attacks when used according to
specifications. ZUC, developed as part of the Chinese
4G LTE standard and later adopted internationally,
provides another stream cipher option with similar
security properties. The availability of multiple
algorithm options in LTE networks enables operators
to select implementations optimized for their specific
hardware and performance requirements while
maintaining a consistent security level.

The 4G security architecture implements these
algorithms through the EPS Encryption Algorithm
(EEA) and EPS [Integrity Algorithm (EIA)
frameworks, with specific instantiations designated as
128-EEA1/128-EIA1 (SNOW 3G), 128-EEA2/128-
EIA2 (AES), and 128-EEA3/128-EIA3 (ZUC). This
standardized framework allows devices and networks
to negotiate which algorithms to use based on mutual
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support and operator preferences, providing flexibility
while ensuring that all options meet minimum security
requirements. The mandatory support for integrity
protection in LTE control plane signaling represents a
significant security improvement over -earlier
generations, preventing attackers from modifying
signaling messages without detection.

Comparative analysis of AES, SNOW 3G, and ZUC in
LTE deployments  focuses  primarily  on
implementation efficiency and performance rather
than cryptographic strength, as all three algorithms are
considered secure against practical attacks. AES
benefits from widespread hardware acceleration in
modern processors, enabling efficient implementation
with minimal performance overhead. SNOW 3G and
ZUC, designed specifically for mobile network
applications, offer advantages in certain hardware
implementations and may provide better performance
in resource-constrained devices. The choice among
these algorithms in operational networks typically
reflects factors such as regional preferences,
intellectual property considerations, and optimization
for specific deployment scenarios rather than
fundamental security differences.

4.4 256-bit Algorithms and 5G Cryptographic Suites
Fifth-generation networks introduce enhanced
cryptographic mechanisms including support for 256-
bit encryption keys, reflecting both the increasing
computational capabilities of potential adversaries and
the need to provide long-term security for sensitive
communications. The 5G security architecture defines
new algorithm identifiers including 256-EEA1/256-
EIA1 (SNOW 3G with 256-bit keys), 256-EEA2/256-
EIA2 (AES with 256-bit keys), and 256-EEA3/256-
EIA3 (ZUC with 256-bit keys), doubling the key
length compared to 4G algorithms. This increase in
key size provides a substantial security margin against
brute force attacks and positions 5G networks to
maintain security even as computing capabilities
continue to advance according to Moore's Law.

The adoption of 256-bit cryptography in 5G networks
also reflects growing concerns about the potential
future threat posed by quantum computers. While
current quantum computing capabilities remain far
from being able to break symmetric encryption
algorithms like AES, theoretical analysis suggests that
quantum computers could reduce the effective security
level of symmetric ciphers by approximately half
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through Grover's algorithm. A 256-bit key provides
128 bits of quantum security, which is considered
adequate to resist quantum attacks for the foreseeable
future.  This  forward-looking  approach  to
cryptographic design represents an important
evolution in mobile network security, acknowledging
that infrastructure deployed today may need to protect
sensitive information for decades.

The 5G cryptographic architecture also introduces
improvements in key derivation and management,
implementing a more sophisticated key hierarchy that
derives multiple session keys from the master key
established during authentication. This hierarchical
approach enables efficient key wupdates without
requiring full re-authentication, supports forward
secrecy properties that limit the impact of key
compromise, and facilitates the implementation of
security policies that vary across different network
slices and services. The 5G architecture also includes
provisions for algorithm agility, allowing for the
introduction of new cryptographic algorithms as
needed to address emerging threats or replace
algorithms that become compromised.

Looking toward 6G networks, cryptographic research
emphasizes the need for post-quantum resistant
algorithms that can withstand attacks from both
classical and quantum computers. The National
Institute of Standards and Technology (NIST) has
conducted a multi-year process to standardize post-
quantum  cryptographic  algorithms, selecting
candidates for public-key encryption, digital
signatures, and key establishment that are based on
mathematical problems believed to be hard for
quantum computers. The integration of these post-
quantum algorithms into 6G security architectures will
require careful consideration of performance
implications, backward compatibility requirements,
and the need for hybrid approaches that combine
classical and post-quantum algorithms during the
transition period.

V. COMMON ATTACK VECTORS AND
VULNERABILITIES

5.1 IMSI Catching and Privacy Violations

International Mobile Subscriber Identity (IMSI)
catching represents one of the most persistent privacy
threats across all generations of mobile networks,
exploiting fundamental aspects of cellular network
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operation to track and identify individual users. The
IMSI serves as a permanent, globally unique identifier
for mobile subscribers, stored on the SIM card and in
network databases, and is used by the network to
locate and authenticate subscribers. While mobile
networks employ temporary identities (TMSI in
2G/3G, GUTI in 4G/5G) to reduce the frequency of
IMSI transmission, circumstances exist in which the
network must request the permanent identity, creating
opportunities for IMSI catching attacks.

IMSI catchers, also known as cell-site simulators or
"Stingrays," operate by impersonating legitimate
cellular base stations and exploiting the fact that
mobile devices automatically connect to the strongest
available signal. An attacker deploys an IMSI catcher
that broadcasts signal stronger than legitimate nearby
cell towers, causing mobile devices in the vicinity to
attempt connection. During the connection process,
the IMSI catcher requests the device's IMSI, which the
device provides before encryption is established. Once
the IMSI is captured, the attacker can either continue
to intercept the device's communications or release it
to connect to the legitimate network, making the attack
difficult for users to detect.

The effectiveness of IMSI catching varies across
network generations but remains a viable attack even
in modern 5G networks. In 2G networks, IMSI
catching is straightforward due to the lack of mutual
authentication and the transmission of IMSI in
cleartext. In 3G and 4G networks, devices use
temporary identities for most communications, but the
network can force an identity request that causes the
device to reveal its IMSI. Attackers can trigger these
identity requests by jamming legitimate network
signals or by exploiting protocol features that cause
devices to perform location updates. In 5G networks,
the introduction of subscription concealed identifiers
(SUCI) provides enhanced protection by encrypting
the permanent subscriber identity, but implementation
challenges and backward compatibility requirements
may limit the effectiveness of this protection in
practice.

The privacy implications of IMSI catching extend
beyond simple location tracking to enable
sophisticated surveillance and social engineering
attacks. Once an attacker has captured a user's IMSI,
they can track that individual across time and space by
deploying IMSI catchers at multiple locations and
correlating detections. The IMSI can also be used to
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query databases or social engineering targets to obtain
additional information about the subscriber, including
name, address, and account details. In some cases,
IMSI catchers are used in combination with other
attack techniques to intercept communications, inject
malicious content, or conduct man-in-the-middle
attacks. The widespread availability of commercial
IMSI catching equipment and the development of
open-source alternatives have made these attacks
accessible to a broad range of actors, from law
enforcement agencies to criminal organizations and
individual stalkers.

5.2 Man-in-the-Middle Attacks

Man-in-the-middle (MITM) attacks against mobile
networks exploit weaknesses in authentication and
encryption mechanisms to position an attacker
between the mobile device and the legitimate network,
enabling interception and modification of
communications. The fundamental vulnerability that
enables MITM attacks is the lack of robust mutual
authentication in early network generations and the
negotiability of security features in later generations.
An attacker conducting an MITM attack typically
deploys a rogue base station that appears to mobile
devices as a legitimate network element while
simultaneously connecting to the real network on
behalf of the victim device, creating a transparent
proxy that can observe and manipulate all traffic.

In 2G networks, MITM attacks are facilitated by the
one-way authentication mechanism that allows the
network to verify the mobile device but provides no
mechanism for the device to verify the network. An
attacker can deploy a fake base station using readily
available software-defined radio equipment and open-
source software such as OpenBTS, causing nearby
mobile devices to connect automatically. Once
connected, the attacker can intercept voice calls and
SMS messages, potentially decrypting them by
exploiting weaknesses in the AS5/1 cipher or by
disabling encryption entirely. The lack of integrity
protection for signaling messages in 2G networks also
allows attackers to modify control plane
communications, potentially redirecting calls or
messages to attacker-controlled destinations.
Third-generation = networks  introduce  mutual
authentication that theoretically prevents MITM
attacks by requiring the network to prove its identity
to the mobile device. However, practical MITM
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attacks remain possible through several mechanisms.
Attackers can exploit the backward compatibility of
3G devices with 2G networks by jamming 3G signals
and forcing devices to connect using 2G protocols,
thereby bypassing 3G security mechanisms. The
negotiability of encryption and integrity protection in
3G networks also creates opportunities for attackers to
disable security features by manipulating capability
negotiation messages. Furthermore, implementation
vulnerabilities in commercial network equipment and
mobile devices may allow attackers to bypass
authentication checks or exploit weaknesses in the
protocol state machine.

In 4G and 5G networks, MITM attacks become more
challenging due to stronger authentication
mechanisms and mandatory integrity protection for
control plane signaling. However, research has
demonstrated that sophisticated attacks exploiting
security context management vulnerabilities can
enable MITM attacks even in modern networks.
Attackers who have obtained certain security
parameters through previous interactions or through
compromise of network elements can potentially
impersonate legitimate subscribers or network
functions. The complexity of 4G and 5G protocols,
with their numerous message types and state
transitions, increases the likelihood of implementation
vulnerabilities that attackers can exploit to conduct
MITM attacks. The integration of mobile networks
with IP-based services also creates opportunities for
application-layer MITM attacks that bypass network-
level security mechanisms.

5.3 Denial of Service Attacks

Denial of service (DoS) attacks against mobile
networks aim to disrupt the availability of network
services, either by overwhelming network resources
with excessive traffic or by exploiting protocol
vulnerabilities to cause network elements to
malfunction. The impact of DoS attacks on mobile
networks extends beyond simple service disruption to
potentially affect emergency communications, critical
infrastructure that relies on mobile connectivity, and
the economic interests of network operators. The
evolution of mobile network architectures from
circuit-switched to packet-switched and from
hardware-based to software-defined has changed the
nature of DoS threats while generally increasing the
potential attack surface and impact.
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In early network generations, DoS attacks primarily
targeted radio resources and signaling channels.
Attackers could jam radio frequencies to prevent
mobile devices from communicating with base
stations, or they could flood signaling channels with
connection requests to exhaust the capacity for
legitimate users to establish calls. The limited capacity
of 2G and 3G networks made them particularly
vulnerable to resource exhaustion attacks, as relatively
modest attack traffic could consume available
channels and prevent legitimate access. The
centralized architecture of early mobile networks also
created single points of failure, where attacks against
key network elements such as the Home Location
Register or Mobile Switching Center could disrupt
service for large numbers of users.

The transition to all-IP architectures in 4G networks
exposes mobile systems to the full spectrum of IP-
based DoS attacks that have plagued the internet.
Distributed denial of service (DDoS) attacks, where
attackers coordinate large numbers of compromised
devices to flood targets with traffic, can overwhelm the
packet processing capacity of core network elements
such as the Mobility Management Entity or gateways.
The stateful nature of mobile network protocols,
which require network elements to maintain context
for each connected device, creates opportunities for
state exhaustion attacks where attackers establish large
numbers of connections to consume memory and
processing resources. The increased bandwidth and
lower latency of 4G networks also enable attackers to
conduct more sophisticated application-layer DoS
attacks that exploit specific protocol features or
implementation vulnerabilities.

Fifth-generation networks introduce new DoS attack
vectors related to virtualization, network slicing, and
software-defined networking. Attacks against the
virtualization infrastructure, including hypervisors
and container orchestration platforms, could disrupt
multiple network functions simultaneously and
potentially affect multiple network slices. The
dynamic nature of network slice instantiation and
modification creates opportunities for attackers to
exhaust orchestration resources or to create resource
contention between slices. The use of software-
defined networking introduces potential DoS attacks
against SDN controllers, which serve as centralized
control points for network behavior. Compromising or
overwhelming an SDN controller could enable an
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attacker to disrupt network operations on a large scale,
potentially affecting multiple services and slices
simultaneously.

5.4 Authentication and Access Control Vulnerabilities
Authentication and access control mechanisms form
the foundation of mobile network security, verifying
the identity of subscribers and devices and controlling
access to network resources and services.
Vulnerabilities in these mechanisms can enable a wide
range of attacks, from simple unauthorized access to
sophisticated impersonation and fraud. The evolution
of authentication protocols across network generations
reflects ongoing efforts to address discovered
vulnerabilities ~ while  maintaining  backward
compatibility and supporting new services and
deployment models.

The authentication protocol in 2G networks, based on
a challenge-response mechanism using a shared secret
key stored in the SIM card and authentication center,
suffers from several fundamental weaknesses. The
one-way nature of 2G authentication allows the
network to verify the mobile device but provides no
mechanism for the device to verify the network,
enabling rogue base station attacks. The use of a single
shared secret for both authentication and key
derivation means that compromise of the key exposes
the subscriber to both impersonation and
eavesdropping. The lack of sequence number
verification in 2G authentication also makes the
protocol vulnerable to replay attacks, where an
attacker captures and reuses authentication messages
to impersonate a legitimate subscriber.
Third-generation UMTS AKA introduces mutual
authentication and sequence number verification to
address the most critical vulnerabilities of 2G
authentication. However, the protocol remains
vulnerable to certain attacks, particularly those
exploiting the interworking between 3G and 2G
networks. An attacker can force a 3G device to
authenticate using 2G protocols by jamming 3G
signals, thereby bypassing the security improvements
of UMTS AKA. The 3G authentication protocol also
does not provide perfect forward secrecy, meaning that
compromise of the long-term key exposes all past and
future session keys to decryption. The complexity of
the UMTS AKA protocol and its interaction with other
network procedures has also led to implementation
vulnerabilities in commercial equipment.
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Fourth-generation EPS-AKA and fifth-generation 5G-
AKA introduce further enhancements including
stronger key derivation functions, improved protection
against replay attacks, and mechanisms for key
confirmation. However, research has identified
vulnerabilities in the management of security contexts
during mobility events and idle-to-active transitions.
The stored security context mechanism, designed to
enable fast reconnection without full re-
authentication, has been shown to be exploitable for
identity spoofing attacks where an attacker who has
obtained certain security parameters can register with
a victim's identity. These attacks exploit weaknesses in
how network elements validate and synchronize
security state, highlighting the gap between theoretical
protocol security and practical implementation
security.

Access control vulnerabilities in mobile networks
extend beyond authentication to include authorization
and policy enforcement mechanisms. The complexity
of modern mobile networks, with their numerous
network functions, interfaces, and services, creates
challenges for implementing consistent access control
policies. Misconfigurations in access control lists,
policy databases, or network function authorization
can create unauthorized access paths that attackers
exploit. The integration of mobile networks with
external services through APIs and network exposure
functions introduces additional access control
challenges, as these interfaces must balance the need
for service flexibility with security requirements. The
dynamic nature of 5G network slicing also
complicates access control, as policies must be
enforced consistently across slice boundaries while
supporting the diverse requirements of different slices.

VI. PRIVACY-PRESERVING TECHNIQUES AND
DEFENSE MECHANISMS

6.1 Machine Learning-Based Intrusion Detection
Systems

Machine learning-based intrusion detection systems
(IDS) represent a promising approach to addressing
the increasingly sophisticated and diverse threat
landscape in modern mobile networks, particularly in
5G environments where traditional signature-based
detection methods struggle to keep pace with the
volume and variety of network traffic. ML-based IDS
leverage algorithms that can learn normal network
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behavior patterns and identify anomalies that may
indicate attacks, adapting to evolving threats without
requiring manual signature updates. The application of
deep learning architectures, including convolutional
neural networks, recurrent neural networks, and
autoencoders, has shown particular promise for
detecting complex attack patterns in high-dimensional
network data.

Research on ML-based IDS for 5G networks has
demonstrated high detection accuracy for various
attack types, including denial of service attacks,
intrusion  attempts, and anomalous inter-slice
communications. Experimental evaluations report
detection rates exceeding 96% for certain attack
categories, with reduced false alarm rates compared to
traditional rule-based systems. These systems
typically operate by extracting features from network
traffic, such as packet sizes, inter-arrival times,
protocol distributions, and flow statistics, and using
these features to train classification or anomaly
detection models. The ability of ML models to identify
subtle patterns and correlations in high-dimensional
data enables detection of sophisticated attacks that
might evade simpler detection mechanisms.

The integration of ML-based IDS into 5G network
architectures presents both opportunities and
challenges. The service-based architecture of 5G
networks, with its standardized interfaces and
centralized control functions, facilitates the
deployment of IDS components that can monitor
traffic across multiple network functions and slices.
Software-defined networking capabilities enable IDS
systems to not only detect attacks but also trigger
automated responses, such as traffic filtering,
connection termination, or slice isolation. However,
the distributed nature of 5G networks, with edge
computing nodes and virtualized network functions
deployed across diverse locations, complicates the
task of comprehensive monitoring and requires careful
consideration of where to deploy IDS components and
how to aggregate and analyze data from multiple
sources.

Despite their promise, ML-based IDS face several
limitations that must be addressed for effective
deployment in operational mobile networks. The
performance of ML models depends critically on the
quality and representativeness of training data, and
obtaining realistic datasets that capture the full range
of normal and attack behaviors in 5G networks
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remains challenging. ML models can be vulnerable to
adversarial attacks, where attackers deliberately craft
inputs designed to evade detection or cause
misclassification. The computational overhead of
complex ML models may be prohibitive for real-time
detection in high-throughput network environments,
requiring careful optimization and potentially the use
of specialized hardware accelerators. Furthermore, the
"black box" nature of many ML models makes it
difficult to interpret detection decisions and explain
why particular traffic was flagged as malicious,
complicating incident response and forensic analysis.

6.2 Software-Defined Networking and Network
Function Virtualization

Software-defined networking (SDN) and network
function virtualization (NFV) represent fundamental
architectural transformations that enable the flexibility
and programmability required for 5G services while
also providing new capabilities for implementing
security mechanisms. SDN separates the control plane
from the data plane, centralizing network intelligence
in software-based controllers that can dynamically
program forwarding behavior in network switches and
routers. NFV decouples network functions from
proprietary hardware appliances, implementing them
as software components that can run on commodity
servers and be instantiated, scaled, and migrated
dynamically. These technologies enable security
mechanisms to be implemented as software functions
that can be deployed flexibly, updated rapidly, and
integrated with other network services.

The security benefits of SDN include centralized
visibility into network traffic flows, enabling
comprehensive monitoring and analysis that would be
difficult to achieve in traditional distributed
architectures. SDN controllers can implement
sophisticated security policies that consider global
network state and can respond to threats by
dynamically reconfiguring network paths, isolating
compromised components, or redirecting traffic
through security functions such as firewalls and
intrusion prevention systems. The programmability of
SDN enables rapid deployment of security updates and
the implementation of custom security logic tailored to
specific threats or network conditions. The integration
of SDN with machine learning-based intrusion
detection systems enables automated threat response,
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where detected attacks trigger immediate policy
changes to mitigate the threat.

Network function virtualization enables security
functions to be deployed as virtualized network
functions (VNFs) that can be instantiated on demand,
scaled according to load, and chained together to
implement complex security policies. This flexibility
allows network operators to deploy security functions
where they are needed most, such as at slice
boundaries or at the edge of the network, without
requiring specialized hardware at every location. NFV
also facilitates the implementation of security function
chaining, where traffic is directed through a sequence
of security functions (e.g., firewall, IDS, data loss
prevention) to apply multiple layers of protection. The
ability to rapidly instantiate and configure security
VNFs enables dynamic security postures that adapt to
changing threat conditions and service requirements.
However, SDN and NFV also introduce new security
challenges that must be carefully addressed. The
centralized SDN controller becomes a high-value
target, as compromise of the controller could enable an
attacker to manipulate network behavior on a large
scale. The communication channels between
controllers and switches must be secured to prevent
man-in-the-middle attacks that could allow attackers
to inject malicious flow rules. The virtualization
infrastructure, including hypervisors, virtual machine
managers, and container orchestration platforms,
presents a large attack surface that must be hardened
against exploitation. The dynamic nature of VNF
instantiation and migration creates challenges for
maintaining consistent security policies and ensuring
that security functions are properly configured and
updated. The performance overhead of virtualization
and the potential for resource contention between
VNFs can also impact the effectiveness of security
functions, particularly those that require real-time
processing of high-throughput traffic.

6.3 Multi-Factor Authentication in 5G

Multi-factor authentication (MFA) represents a
defense-in-depth approach to identity verification that
combines multiple independent authentication factors
to increase security beyond what can be achieved with
passwords or shared secrets alone. In the context of
mobile networks, MFA typically combines something
the user knows (such as a PIN or password),
something the user has (such as a SIM card or security
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token), and potentially something the wuser is
(biometric characteristics). The integration of MFA
into 5G network authentication mechanisms aims to
address vulnerabilities in traditional authentication
protocols and provide stronger assurance of subscriber
identity, particularly for high-value services and
sensitive applications.

The 5G security architecture includes provisions for
extensible authentication protocols that can support
MFA through mechanisms such as EAP-AKA'
(Extensible Authentication Protocol - Authentication
and Key Agreement Prime). EAP-AKA' extends the
traditional AKA protocol to support additional
authentication factors and can integrate with external
authentication systems such as enterprise identity
management platforms. This flexibility enables
network operators and service providers to implement
MFA policies tailored to specific use cases, such as
requiring biometric authentication for mobile banking
applications or hardware token verification for access
to corporate networks. The service-based architecture
of 5G networks facilitates the integration of
authentication functions with external identity
providers and authentication services.

The effectiveness of MFA in enhancing mobile
network security depends critically on implementation
details and wuser acceptance. While MFA can
significantly increase the difficulty of account
compromise and unauthorized access, it also
introduces usability challenges that may lead to user
frustration and workarounds that undermine security.
The selection of appropriate authentication factors
must balance security requirements with user
convenience and the capabilities of mobile devices.
Biometric authentication, while convenient and
difficult to forge, raises privacy concerns and may be
vulnerable to spoofing attacks using high-quality
replicas or captured biometric data. Hardware tokens
provide strong security but require users to carry
additional devices and may be lost or stolen. The
integration of MFA with existing authentication
infrastructure and the need to support legacy devices
that may not have MFA capabilities create deployment
challenges.

Despite the theoretical benefits of MFA, empirical
evidence on its effectiveness in operational 5G
networks remains limited. The deployment of MFA in
mobile networks is still in early stages, and
comprehensive evaluations of its impact on security
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posture, user experience, and operational costs are not
yet widely available. The complexity of implementing
MFA across diverse network elements, services, and
device types creates opportunities for implementation
vulnerabilities that could undermine the security
benefits. Furthermore, the effectiveness of MFA
depends on the security of the underlying
authentication infrastructure, including the protection
of biometric templates, the secure storage of
authentication credentials, and the integrity of
authentication protocols. As with other security
mechanisms, the gap between theoretical security
properties and practical deployment realities must be
carefully considered when evaluating the role of MFA
in 5G network security.

6.4 Access Control and Identity Management

Access control and identity management systems in
mobile networks govern which subscribers and
devices can access network resources and services,
enforcing policies that reflect business rules,
regulatory requirements, and security considerations.
The evolution of mobile networks from simple voice
services to complex multi-service platforms has
dramatically increased the sophistication required of
access control mechanisms. Modern mobile networks
must support fine-grained access control policies that
consider factors such as subscriber identity, device
characteristics, location, time of day, service type, and
network slice, while maintaining performance and
scalability to handle millions of simultaneous users.
The 5G security architecture introduces enhanced
identity management capabilities including the
Unified Data Management (UDM) function, which
maintains subscriber profiles and authentication
credentials, and the Authentication Server Function
(AUSF), which performs authentication operations.
These functions implement policy-based access
control that can enforce different security
requirements for different network slices and services.
The separation of authentication and authorization
functions in 5G enables more flexible policy
enforcement and facilitates integration with external
identity providers and policy decision points. The use
of standardized interfaces and protocols enables
interoperability between network functions from
different vendors and supports the implementation of
consistent ~ access  control  policies  across
heterogeneous network environments.
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Privacy-preserving identity management techniques
aim to provide necessary authentication and
authorization capabilities while minimizing the
exposure of subscriber identities and limiting the
ability to track users across time and location. The 5G
architecture  introduces subscription concealed
identifiers (SUCI) that encrypt the permanent
subscriber identity (SUPI) using the home network's
public key, preventing passive eavesdroppers from
capturing permanent identities during network
attachment. The use of temporary identities (GUTI)
for subsequent communications reduces the frequency
of permanent identity transmission. However, the
effectiveness of these privacy protections depends on
proper implementation and the absence of side
channels that could enable identity correlation, such as
predictable patterns in temporary identity allocation or
unique device characteristics that can be fingerprinted.
The integration of mobile networks with external
services and the exposure of network capabilities
through APIs create new access control challenges.
The Network Exposure Function (NEF) in 5G
networks provides controlled access to network
capabilities for third-party applications, requiring
careful design of authorization policies to prevent
unauthorized access while enabling legitimate service
innovation. The use of OAuth 2.0 and similar
authorization frameworks provides standardized
mechanisms for delegating access rights, but the
complexity of these protocols and the potential for
misconfiguration create security risks. The dynamic
nature of modern mobile networks, with services and
network slices being instantiated and modified
frequently, requires access control systems that can
adapt policies in real-time while maintaining
consistency and preventing unauthorized access
during transitions.

VII. THE BACKWARD COMPATIBILITY
PROBLEM

7.1 Interworking Vulnerabilities

Backward compatibility requirements, driven by the
need to support legacy devices and ensure seamless
service during technology transitions, create persistent
security vulnerabilities that undermine the security
improvements introduced in newer network
generations. Mobile networks must support
interworking between different generations of
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technology, allowing devices to move between 2G,
3G, 4G, and 5G coverage areas without service
interruption. This interworking requires network
elements to maintain security contexts across
technology transitions, negotiate security capabilities
between systems with different security features, and
often fall back to the security mechanisms of the least
capable system. These requirements create
opportunities for attackers to exploit the weakest link
in the security chain.

The interworking between 5G and 4G networks
illustrates the security challenges of backward
compatibility. When a 5G device moves into an area
with only 4G coverage, it must perform an inter-
system handover that transitions the security context
from 5G to 4G. This transition may involve
downgrading from 256-bit to 128-bit encryption keys,
changing cryptographic algorithms, and adapting
security policies to the capabilities of the 4G system.
The protocols for managing these transitions must
ensure that security is maintained during the handover
process, but the complexity of synchronizing security
state between different network elements and the need
to support various handover scenarios create
opportunities for vulnerabilities. Attackers who can
manipulate  handover  decisions or  exploit
inconsistencies in security context management may
be able to force devices to use weaker security
mechanisms or to bypass authentication entirely.

The persistence of 2G networks in many regions
creates particularly severe security risks due to the
fundamental weaknesses of 2G security mechanisms.
Even modern 5G-capable devices typically include
support for 2G connectivity to ensure service
availability in areas without newer technology
coverage. Attackers can exploit this backward
compatibility by jamming 3G, 4G, and 5G signals to
force devices to fall back to 2G, where they become
vulnerable to IMSI catching, eavesdropping, and man-
in-the-middle attacks. This downgrade attack
capability effectively establishes 2G security as the
minimum-security level for any device that supports
2@, regardless of the security capabilities of newer
technologies. The inability to disable 2G support in
many devices, often due to regulatory requirements or
operator policies, perpetuates these vulnerabilities.
The security implications of interworking extend
beyond the radio access network to include core
network interactions and service continuity
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mechanisms. The interfaces between different
generations of core network elements must support the
exchange of security contexts and the synchronization
of subscriber state, creating potential attack vectors if
these interfaces are not properly secured. The use of
different authentication protocols and key derivation
functions across network generations requires careful
mapping of security parameters during transitions, and
errors in this mapping can create vulnerabilities. The
complexity of interworking protocols and the need to
support numerous combinations of source and target
technologies increase  the likelihood of
implementation vulnerabilities in commercial network
equipment.

7.2 Downgrade Attacks

Downgrade attacks exploit the backward compatibility
of mobile devices and networks to force the use of
older, less secure protocols and cryptographic
algorithms, effectively bypassing the security
improvements of newer technologies. These attacks
take advantage of the fact that mobile devices
automatically select the best available network
technology based on signal strength and network
availability, and that security capability negotiation
often allows devices and networks to fall back to
weaker security mechanisms if stronger ones are not
mutually supported. Attackers can manipulate this
process by jamming signals from newer network
technologies, impersonating base stations with limited
security capabilities, or exploiting vulnerabilities in
the capability negotiation protocols.

The most common form of downgrade attack involves
forcing a device to connect using 2G protocols by
jamming 3G, 4G, and 5G signals in the vicinity. An
attacker deploys a rogue base station that broadcasts
strong 2G signals while simultaneously jamming
higher-generation signals, causing nearby devices to
perceive 2G as the only available network technology.
Once devices connect using 2G protocols, they
become vulnerable to all the security weaknesses of
2G networks, including weak encryption, lack of
mutual authentication, and susceptibility to IMSI
catching and man-in-the-middle attacks. This attack is
particularly effective because it exploits the automatic
network selection behavior of mobile devices,
requiring no user interaction or awareness.
Downgrade attacks can also target the security
capability negotiation process within a single network
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generation. Mobile networks support multiple
cryptographic algorithms and security features, and
devices and networks negotiate which capabilities to
use based on mutual support and preferences.
Attackers can manipulate this negotiation by
modifying capability advertisement messages to
indicate that only weak security features are
supported, causing the device and network to agree on
less secure mechanisms. In some cases, attackers can
disable encryption entirely by indicating that no
encryption algorithms are mutually supported. While
integrity protection for signaling messages in 4G and
5G networks is designed to prevent such manipulation,
implementation vulnerabilities and the complexity of
the negotiation process create opportunities for
exploitation.

The effectiveness of downgrade attacks highlights a
fundamental tension in mobile network design
between security and service availability. Network
operators prioritize maintaining service continuity and
supporting the broadest possible range of devices,
leading to policies that favor backward compatibility
over security. Regulatory requirements in some
jurisdictions mandate support for legacy technologies
to ensure emergency service access, preventing
operators from disabling vulnerable protocols even
when security concerns are well-documented. The
long lifecycle of mobile devices means that networks
must continue to support older technologies for many
years after newer, more secure alternatives become
available. This situation creates a security floor effect
where the weakest supported technology determines
the minimum-security level for all users.

7.3 Legacy Protocol Exploitation

Legacy protocol exploitation encompasses a broad
category of attacks that target vulnerabilities in older
network protocols that remain supported for backward
compatibility. These vulnerabilities may have been
acceptable in the context of earlier threat models and
technological capabilities but become serious security
risks as attacker capabilities evolve and the value of
mobile communications increases. The continued
support for legacy protocols in modern networks
creates opportunities for attackers to exploit well-
documented vulnerabilities that cannot be easily
remediated without breaking compatibility with
existing devices and infrastructure.
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The SS7 (Signaling System No. 7) protocol, used for
inter-operator signaling in 2G and 3G networks and
still widely deployed for roaming and other inter-
network functions, exemplifies the risks of legacy
protocol exploitation. SS7 was designed in an era
when telecommunications networks were operated by
a small number of trusted entities and assumed that all
network operators would act in good faith. The
protocol includes no authentication or encryption
mechanisms, allowing any entity with access to the
SS7 network to send messages that appear to originate
from legitimate network operators. Attackers who gain
access to SS7 networks, either through compromised
operators or through commercial SS7 access services,
can exploit these vulnerabilities to track user locations,
intercept SMS messages, and redirect calls.

The Diameter protocol, introduced as a successor to
SS7 for 4G and 5G networks, addresses some of the
security weaknesses of SS7 by including support for
authentication and encryption. However, Diameter
implementations often do not enable these security
features by default, and the protocol's complexity
creates opportunities for implementation
vulnerabilities. Furthermore, the need to interwork
with SS7 networks for roaming and other services
means that Diameter-based networks remain
vulnerable to attacks that exploit SS7 weaknesses. The
transition from SS7 to Diameter has been slow and
incomplete, with many operators maintaining parallel
SS7 and Diameter infrastructures and continuing to
rely on SS7 for critical functions.

The exploitation of legacy protocols extends beyond
signaling systems to include vulnerabilities in older
versions of radio access protocols, core network
interfaces, and service protocols. The complexity of
mobile network standards, with their numerous
optional features and implementation choices, means
that different network elements and devices may
support different subsets of protocol features, creating
interoperability challenges and potential security
vulnerabilities. The long standardization and
deployment cycles for mobile network technologies
mean that protocols may be designed based on threat
models that become outdated before the technology is
widely deployed. The difficulty of updating protocols
in deployed infrastructure, particularly in core network
elements and legacy devices, perpetuates
vulnerabilities long after they are discovered and
understood.
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VIII. EMERGING SOLUTIONS AND FUTURE
DIRECTIONS

8.1 Al-Driven Security for 5G and Beyond

Artificial  intelligence and machine learning
technologies are increasingly recognized as essential
components of security architectures for 5G and future
mobile networks, providing capabilities for adaptive
threat detection, automated response, and predictive
security analytics that are necessary to address the
scale and complexity of modern network
environments. Al-driven security systems can analyze
vast quantities of network data in real-time,
identifying patterns and anomalies that would be
impossible for human operators to detect manually.
The integration of Al into network security represents
a shift from reactive, signature-based approaches to
proactive, behavior-based security that can adapt to
evolving threats and zero-day attacks.

The application of Al to mobile network security
encompasses multiple domains, including intrusion
detection, malware analysis, fraud detection, and
security orchestration. Deep learning models can be
trained to recognize normal network behavior patterns
and identify deviations that may indicate attacks,
achieving high detection rates with low false alarm
rates in experimental evaluations. Reinforcement
learning approaches enable security systems to learn
optimal response strategies through interaction with
simulated or real network environments, potentially
automating complex decision-making processes that
currently require human expertise. Natural language
processing techniques can analyze security logs, threat
intelligence reports, and vulnerability databases to
extract actionable insights and correlate information
from multiple sources.

The integration of Al into 5G network architectures is
facilitated by the service-based architecture and the
use of software-defined networking and network
function virtualization. Al-based security functions
can be deployed as network functions that integrate
with other network services through standardized
interfaces, enabling them to access network data,
receive security events, and trigger automated
responses. The RAN Intelligent Controller (RIC) in
5G networks provides a platform for deploying Al-
based applications that can optimize radio resource
management, predict network conditions, and detect
anomalous behavior in the radio access network. The
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centralized visibility provided by SDN controllers
enables Al systems to analyze traffic patterns across
the entire network and implement coordinated security
policies.

However, the integration of Al into mobile network
security also introduces new challenges and potential
vulnerabilities. AI models can be vulnerable to
adversarial attacks, where attackers deliberately craft
inputs designed to cause misclassification or evade
detection. The training data used to develop Al models
may contain biases or may not adequately represent
the full range of attack scenarios, leading to blind spots
in detection capabilitics. The computational
requirements of complex Al models may be
prohibitive for real-time processing in resource-
constrained  environments, requiring  careful
optimization and  potentially  limiting  the
sophistication of models that can be deployed. The
"black box" nature of many Al models makes it
difficult to interpret their decisions and explain why
particular actions were taken, complicating incident
response and potentially creating liability issues. As
demonstrated in research on Al-based systems for
various applications (SUNIDHI SUDHEER SHENOY
& N VISHNU VENKATESH, 2025; Natarajan et al.,
2023), the effectiveness of Al-driven solutions
depends critically on careful design, rigorous
validation, and ongoing monitoring to ensure that they
perform as intended in operational environments.

8.2 Quantum-Resistant Cryptography

The potential future development of large-scale
quantum computers poses a fundamental threat to the
cryptographic foundations of current mobile network
security, motivating research into quantum-resistant
(also called post-quantum) cryptographic algorithms
that can withstand attacks from both classical and
quantum computers. Quantum computers, if realized
at sufficient scale, could break the public-key
cryptographic algorithms currently used for key
exchange and digital signatures in mobile networks,
including RSA and elliptic curve cryptography. While
symmetric encryption algorithms like AES are less
vulnerable to quantum attacks, Grover's algorithm
could reduce their effective security level by
approximately half, necessitating the use of longer
keys to maintain adequate security margins.

The National Institute of Standards and Technology
(NIST) has conducted a multi-year process to evaluate
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and  standardize  post-quantum  cryptographic
algorithms,  selecting  candidates based on
mathematical problems believed to be hard for
quantum computers. These include lattice-based
cryptography, code-based cryptography, hash-based
signatures, and multivariate polynomial cryptography.
The selected algorithms provide alternatives for key
encapsulation, digital signatures, and public-key
encryption that can replace current algorithms
vulnerable to quantum attacks. The integration of these
post-quantum algorithms into mobile network security
architectures represents a major undertaking that must
address challenges related to performance, key sizes,
and backward compatibility.

The transition to post-quantum cryptography in
mobile networks will likely require a hybrid approach
that combines classical and post-quantum algorithms
during a transition period. Hybrid schemes provide
security against both classical and quantum attacks by
using both types of algorithms in parallel, ensuring
that communications remain secure even if one
algorithm is compromised. This approach also
provides a safety margin against the possibility that
post-quantum algorithms may contain undiscovered
vulnerabilities or that quantum computing capabilities
may advance more rapidly than anticipated. The
design of hybrid cryptographic protocols must
carefully consider the performance implications of
using multiple algorithms and the complexity of
managing multiple sets of keys and security
parameters.

The timeline for deploying  post-quantum
cryptography in mobile networks depends on multiple
factors, including the maturation of post-quantum
algorithms, the  development of efficient
implementations, the standardization of protocols that
incorporate these algorithms, and the deployment of
updated network equipment and devices. The long
lifecycle of mobile network infrastructure means that
planning for post-quantum cryptography must begin
well before quantum computers pose a practical threat,
as equipment deployed today may remain in service
for decades. The concept of "harvest now, decrypt
later" attacks, where adversaries capture encrypted
communications today with the intention of
decrypting them once quantum computers become
available, provides additional motivation for early
adoption of  quantum-resistant  cryptography,
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particularly for communications that must remain
confidential for extended periods.

8.3 Zero-Trust Network Architectures

Zero-trust network architectures represent a
fundamental shift in security philosophy from
perimeter-based security models to continuous
verification and least-privilege access control.
Traditional network security models assume that
entities inside the network perimeter are trustworthy,
focusing security controls on the boundary between
internal  and  external networks.  Zero-trust
architectures reject this assumption, requiring
continuous authentication and authorization for all
access requests regardless of their origin, and
implementing fine-grained access controls that limit
each entity to the minimum privileges necessary for its
function. This approach is particularly relevant for
mobile networks, where the traditional concept of a
network perimeter is increasingly meaningless due to
the distributed nature of network functions, the
integration with external services, and the mobility of
users and devices.

The application of zero-trust principles to mobile
networks involves several key components.
Continuous authentication requires that devices and
users prove their identity not just at initial network
attachment but throughout their session, using
mechanisms such as periodic re-authentication,
behavioral biometrics, and device health attestation.
Micro-segmentation divides the network into small,
isolated  segments  with  strictly  controlled
communication paths between them, limiting the
ability of attackers to move laterally through the
network after compromising one component. Least-
privilege access control ensures that each network
function, service, and user has access only to the
specific resources required for their legitimate
purposes, reducing the impact of compromised
credentials or components.

The implementation of zero-trust architectures in 5G
networks is facilitated by the service-based
architecture and the wuse of software-defined
networking. The standardized interfaces between
network functions provide natural enforcement points
for access control policies, and the centralized control
plane enables consistent policy enforcement across the
network. Network slicing in 5G provides a foundation
for micro-segmentation, with each slice potentially
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implementing different security policies and trust
levels. The integration of identity and access
management systems with network functions enables
fine-grained authorization decisions based on multiple
factors including user identity, device characteristics,
location, and context.

However, implementing zero-trust architectures in
mobile networks also presents significant challenges.
The  performance overhead of continuous
authentication and authorization must be carefully
managed to avoid impacting user experience and
network efficiency. The complexity of defining and
managing fine-grained access control policies across a
large-scale network with numerous functions,
services, and users creates operational challenges and
potential for misconfiguration. The need to support
legacy devices and services that may not be
compatible with zero-trust principles creates gaps in
security coverage. The integration of zero-trust
mechanisms with existing security infrastructure and
the need to maintain interoperability with other
networks require careful design and standardization
efforts. As demonstrated in research on endpoint
security for smart homes (VENKATESH et al., 2026),
the effectiveness of zero-trust approaches depends on
comprehensive implementation across all system
components and careful attention to the interactions
between security mechanisms.

8.4 Security Design Considerations for 6G

The development of sixth-generation (6G) mobile
networks provides an opportunity to incorporate
security considerations from the earliest stages of
architectural design, potentially avoiding some of the
vulnerabilities that have plagued earlier generations
due to security being treated as an afterthought or
being compromised by backward compatibility
requirements. 6G networks are expected to support
dramatically higher data rates, lower latency, and more
diverse applications than 5G, including holographic
communications, digital twins, brain-computer
interfaces, and pervasive sensing. These applications
will have stringent security and privacy requirements
that must be addressed through fundamental
architectural decisions rather than through add-on
security mechanisms.

Cryptographic design for 6G must incorporate post-
quantum resistant algorithms from the outset, ensuring
that the network can maintain security even after large-
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scale quantum computers become available. The key
management infrastructure for 6G should support
agile algorithm replacement, enabling rapid transition
to new cryptographic algorithms if vulnerabilities are
discovered in deployed algorithms. The use of 256-bit
or longer keys for symmetric encryption provides a
security margin against both classical and quantum
attacks. The integration of physical layer security
techniques, which exploit the properties of wireless
channels to provide information-theoretic security, can
complement cryptographic protections and provide
additional security layers.

Al-driven security must be designed as a core
component of 6G architectures rather than as an add-
on feature. This includes secure-by-design Al
components with provenance tracking, robust model
security, and isolation to prevent Al systems from
becoming attack vectors. The RAN Intelligent
Controller and similar Al-enabled control elements
must be protected against adversarial machine
learning attacks and must implement safeguards to
prevent Al-driven decisions from violating security
policies or creating vulnerabilities. The integration of
Al into security functions should include mechanisms
for explainability and auditability, enabling human
operators to understand and verify Al-driven security
decisions.

Cross-layer security approaches that integrate
physical-layer security, network-layer protections, and
application-layer security mechanisms can provide
defense-in-depth that is more resilient than security
implemented at a single layer. The use of blockchain
or distributed ledger technologies for provenance
tracking, authentication, and secure logging can
provide tamper-evident records of security-relevant
events and enable decentralized trust models that do
not rely on single points of failure. Edge computing
security must be addressed through hardware-based
trusted execution environments, secure boot
mechanisms, and remote attestation capabilities that
enable verification of edge node integrity. The
integration of 6G networks with autonomous systems,
as explored in research on drone navigation (Natarajan
et al., 2026), requires security mechanisms that can
provide real-time guarantees and fail-safe behaviors to
prevent security failures from causing physical harm.

The elimination of backward compatibility with
insecure legacy protocols represents a critical design
decision for 6G networks. While maintaining some
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level of interworking with 5G networks will be
necessary during the transition period, 6G should not
support direct connectivity using 2G, 3G, or 4G
protocols. The security architecture should be
designed to prevent downgrade attacks and should
implement strict security baselines that cannot be
negotiated away. The standardization process for 6G
should include formal security analysis and
verification of protocols before they are finalized,
learning from the experience of earlier generations
where vulnerabilities were discovered only after
widespread deployment. The involvement of the
security research community in the early stages of 6G
design can help identify potential vulnerabilities and
ensure that security considerations are properly
balanced with performance and functionality
requirements.

IX. DISCUSSION AND RECOMMENDATIONS

9.1 Bridging Theory and Practice

The analysis presented in this paper reveals a
persistent gap between the theoretical security
properties of mobile network protocols and the
practical  security achieved in  operational
deployments. This gap arises from multiple factors,
including  implementation = vulnerabilities  in
commercial equipment, operational practices that
prioritize availability and compatibility over security,
the complexity of correctly implementing
sophisticated security protocols, and the challenges of
maintaining security during technology transitions and
interworking scenarios. Bridging this gap requires
coordinated efforts across multiple stakeholders,
including standards bodies, equipment vendors,
network operators, regulators, and the security
research community.

Implementation security represents a critical challenge
that is often underestimated in protocol design. Even
well-designed security protocols can be undermined
by implementation errors, such as incorrect state
machine implementations, improper validation of
security parameters, or vulnerabilities in the software
stack underlying security functions. The complexity of
modern mobile network protocols, with their
numerous message types, state transitions, and
optional features, increases the likelihood of
implementation errors. Formal verification techniques
and rigorous testing methodologies can help identify
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implementation vulnerabilities before equipment is
deployed, but the scale and complexity of mobile
network systems make comprehensive verification
challenging. The development of reference
implementations and security test suites that can be
used to validate commercial equipment could help
improve implementation security.

Operational security practices play a crucial role in
determining the actual security posture of deployed
networks. Research has demonstrated that insecure
operator practices, such as inadequate protection of
security contexts, improper validation of security
parameters, and misconfiguration of security policies,
have led to concrete vulnerabilities despite the use of
theoretically secure protocols. Network operators face
competing pressures to maximize service availability,
minimize costs, support legacy devices, and maintain
interoperability with other networks, sometimes
leading to security compromises. The development of
security best practices, operator training programs,
and automated security configuration tools could help
improve operational security. Regulatory requirements
that mandate minimum security standards and regular
security audits could provide additional incentives for
operators to prioritize security.

The security research community plays a vital role in
identifying developing
countermeasures, but the relationship between
researchers and the mobile network industry has
sometimes been adversarial. Responsible disclosure
practices, where researchers privately notify vendors
and operators of discovered vulnerabilities before
public disclosure, can help ensure that vulnerabilities

vulnerabilities and

are addressed before they are widely exploited.
However, the complexity of coordinating disclosure
across multiple vendors and operators, the potential
for delayed or inadequate responses, and the public
interest in understanding security risks create tensions
in the disclosure process. The development of
industry-wide vulnerability disclosure and response
processes, similar to those used in other sectors, could
help improve the handling of security vulnerabilities
in mobile networks.

9.2 Policy and Standardization Implications

The security challenges identified in this paper have
significant implications for policy makers and
standards bodies responsible for regulating and
standardizing mobile network technologies. Current
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regulatory frameworks often prioritize service
availability and universal access over security,
mandating support for legacy technologies and
requiring network operators to maintain backward
compatibility even when security concerns are well-
documented. A rebalancing of these priorities, with
greater emphasis on security and privacy protection,
may be necessary to address the persistent
vulnerabilities in mobile networks. This could include
policies that mandate the phase-out of insecure legacy
technologies, require minimum security standards for
network equipment and services, and establish liability
frameworks that incentivize security investments.
The standardization process for mobile network
technologies must incorporate security considerations
from the earliest stages of design rather than treating
security as a feature to be added after core
functionality is defined. This requires the involvement
of security experts in standards development, the use
of formal security analysis and verification techniques
to evaluate proposed protocols, and the willingness to
prioritize security over backward compatibility when
necessary. The experience of earlier network
generations, where vulnerabilities were discovered
only after widespread deployment, demonstrates the
importance of thorough security analysis before
standards are finalized. The development of security
requirements and threat models that reflect current and
anticipated attacker capabilities should guide the
design of new protocols and features.

International cooperation on mobile network security
is essential given the global nature of mobile
communications and the interconnection of networks
across national boundaries. Security vulnerabilities in
one country's mobile networks can have implications
for users and networks in other countries through
roaming, interconnection, and the global nature of
cyber threats. International standards bodies such as
3GPP play a crucial role in developing security
specifications that are adopted globally, but the
implementation and enforcement of these standards
vary across countries and operators. International
agreements on minimum security standards,
information sharing about threats and vulnerabilities,
and cooperation on incident response could help
improve the overall security of the global mobile
network ecosystem.

Privacy protection represents an increasingly
important policy consideration for mobile networks, as
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these networks collect and process vast quantities of
sensitive information about users' communications,
locations, and behaviors. Current privacy regulations,
such as the European Union's General Data Protection
Regulation (GDPR), impose requirements on how
personal data is collected, processed, and protected,
but the application of these regulations to mobile
network operations raises complex questions. The
balance between privacy protection and legitimate
needs for network management, law enforcement
access, and national security requires careful
consideration. The development of privacy-preserving
technologies, such as differential privacy and secure
multi-party computation, could enable certain network
functions and analytics while providing stronger
privacy guarantees for users.

9.3 Research Gaps and Future Work

Despite extensive research on mobile network
security, significant gaps remain in our understanding
of security challenges and in the development of
effective countermeasures. The rapid evolution of
mobile network technologies, with new generations
being deployed before the security implications of
previous generations are fully understood, creates a
moving target for security research. The complexity of
modern mobile networks, with their numerous
components, interfaces, and protocols, makes
comprehensive security analysis challenging. The
following areas represent important directions for
future research that could help address current security
challenges and prepare for future network generations.
Formal verification and automated security analysis
techniques could help identify vulnerabilities in
mobile network protocols and implementations before
they are deployed. While formal methods have been
successfully applied to analyze specific aspects of
mobile network security, the scale and complexity of
complete network systems make comprehensive
formal verification challenging. Research on scalable
formal verification techniques, automated protocol
analysis tools, and methods for verifying security
properties of complex distributed systems could help
improve the security of mobile network designs. The
development of formal security models that accurately
capture the threat landscape and operational
constraints of mobile networks is also needed.

The security implications of emerging technologies
and deployment models, including Open RAN, edge
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computing, and network slicing, require further
investigation. While these technologies offer
significant benefits in terms of flexibility, efficiency,
and innovation, their security properties are not yet
fully understood. Research is needed on secure
architectures for disaggregated and virtualized
network functions, mechanisms for ensuring slice
isolation and preventing cross-slice attacks, and
security  frameworks for edge computing
environments that may operate in less trusted physical
locations. The integration of mobile networks with
other cyber-physical systems, including IoT, vehicular
networks, and critical infrastructure, creates new
attack surfaces and failure modes that require
comprehensive security analysis.

The effectiveness of Al-driven security mechanisms in
operational mobile network environments requires
empirical evaluation. While laboratory experiments
and simulations have demonstrated promising results
for machine learning-based intrusion detection and
automated response systems, the performance of these
systems in real-world deployments with diverse traffic
patterns, evolving threats, and operational constraints
remains to be fully validated. Research is needed on
adversarial machine learning attacks against network
security systems, techniques for ensuring the
robustness and reliability of Al-driven security
mechanisms, and methods for explaining and auditing
Al-driven security decisions. The development of
realistic datasets and testbeds that can be used to
evaluate security mechanisms under conditions that
approximate operational networks would facilitate
more rigorous evaluation.

The human factors aspects of mobile network security,
including wusability of security mechanisms, user
understanding of security risks, and the impact of
security measures on user behavior, represent an
important but often neglected research area. Security
mechanisms that are too complex or inconvenient may
be disabled or circumvented by users, undermining
their effectiveness. Research on usable security for
mobile networks, including the design of security
mechanisms that balance protection with usability,
methods for communicating security risks to users,
and techniques for encouraging secure behaviors,
could help improve the practical security of mobile
communications. The organizational and economic
factors that influence security decisions by network
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operators, equipment vendors, and other stakeholders
also warrant further investigation.

X. CONCLUSION

Mobile network security has evolved substantially
from the weak encryption and one-way authentication
of 2G networks to the sophisticated cryptographic
mechanisms, network slicing, and Al-driven security
capabilities of 5G systems. However, this evolution
has been accompanied by increasing architectural
complexity, expanding attack surfaces, and the
persistence of fundamental vulnerabilities due to
backward compatibility requirements and the gap
between theoretical protocol security and practical
implementation security. The analysis presented in this
paper demonstrates that while each network
generation has introduced security improvements,
significant challenges remain in protecting mobile
communications against increasingly sophisticated
threats.

The cryptographic evolution from A5/1 stream ciphers
to 256-bit AES and post-quantum resistant algorithms
reflects both the advancement of cryptographic
science and the increasing computational capabilities
of potential adversaries. However, the effectiveness of
strong  cryptography is  undermined  when
implementation vulnerabilities, protocol weaknesses,
or operational practices create bypass opportunities.
The persistence of attacks such as IMSI catching, man-
in-the-middle attacks, and denial of service across
multiple network generations highlights the difficulty
of addressing fundamental security challenges in
complex, evolving systems with long deployment
lifecycles and stringent backward compatibility
requirements.

Emerging solutions including machine learning-based
intrusion detection, software-defined networking, and
zero-trust architectures offer promising approaches to
addressing current security challenges, but their
effectiveness depends on careful implementation,
rigorous  validation, and integration  with
comprehensive security frameworks. The integration
of Al into network security provides capabilities for
adaptive threat detection and automated response that
are necessary to address the scale and complexity of
modern networks, but also introduces new
vulnerabilities related to adversarial machine learning
and the potential for Al-driven exploitation. The
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transition to  quantum-resistant  cryptography
represents a critical long-term challenge that must be
addressed through careful planning and hybrid
approaches that maintain security during the transition
period.

The development of 6G networks provides an
opportunity to incorporate security considerations
from the earliest stages of architectural design,
potentially avoiding some of the vulnerabilities that
have plagued -earlier generations. Key design
principles for 6G security include the adoption of post-
quantum cryptography from the outset, the integration
of Al-driven security as a core architectural
component, the implementation of zero-trust
principles and cross-layer security mechanisms, and
the elimination of backward compatibility with
insecure legacy protocols. The success of these efforts
will depend on the willingness of standards bodies,
equipment vendors, network operators, and regulators
to prioritize security over competing concerns such as
backward compatibility and short-term  cost
minimization.

Bridging the gap between theoretical security
frameworks and practical deployment realities
requires coordinated efforts across multiple
stakeholders. Standards bodies must incorporate
security considerations from the earliest stages of
protocol design and use formal verification techniques
to identify vulnerabilities before widespread
deployment. Equipment vendors must prioritize
implementation security and respond promptly to
discovered vulnerabilities. Network operators must
adopt security best practices and resist pressures to
compromise security for convenience or cost savings.
Regulators must establish policies that mandate
minimum security standards and incentivize security
investments. The security research community must
continue to identify vulnerabilities and develop
countermeasures while working constructively with
industry to ensure responsible disclosure and effective
remediation.

The security of mobile networks has implications that
extend far beyond the telecommunications sector,
affecting critical infrastructure, economic activity,
national security, and individual privacy. As mobile
networks become increasingly integrated with other
cyber-physical systems and as society becomes more
dependent on mobile connectivity for essential
services, the consequences of security failures grow
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more severe. The challenges identified in this paper
from persistent legacy vulnerabilities to emerging
threats in virtualized and Al-driven networks require

sustained

attention and investment from all

stakeholders in the mobile network ecosystem. Only

through comprehensive, coordinated efforts to address
these challenges can we ensure that mobile networks

provide the security and privacy protections that users
require and deserve.

Evolution of Mobile Network Security: 2G to 6G
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Figure 1. Evolution of mobile network security from 2G to 6G, illustrating the progression of security features,

cryptographic algorithms, and common threats/vulnerabilities across five generations of mobile network technology.
The diagram shows the transition from weak A5/1 encryption in 2G to post-quantum cryptography in 6G, alongside

(1]

(2]

(3]

(4]

IJIRT 199143

REFERENCES

0. Adamuz-Hinojosa, F. Delgado-Ferro, J.
Navarro-Ortiz, P. Mufioz, and P. Ameigeiras,
“Unleashing 5G seamless integration with TSN
for Industry 5.0: Frame forwarding and QoS
treatment,” IEEE Commun. Mag., 2025.

E. Ahmed and 1. Yaqoob, “Enabling
technologies for industrial IoT using 5G and
edge computing,” Future Gener. Comput. Syst.,
2022.

Aijaz, “Private 5G: The future of industrial
wireless,” IEEE Ind. Electron. Mag., vol. 14,
no. 4, pp. 136-145, 2020.

Aijaz and M. Sooriyabandara, “The tactile
internet for Industry 4.0: Latency challenges
and solutions,” IEEE Commun. Mag., 2022.

[3]

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

the evolution of threats from simple IMSI catching to sophisticated Al-based attacks and quantum threats.

J. G. Andrews, S. Buzzi, W. Choi, S. Hanly, A.
Lozano, A. Soong, and J. Zhang, “What will 5G
be?” IEEE J. Sel. Areas Commun., vol. 32, no.
6, pp. 1065-1082, 2014.

M. Bennis, M. Debbah, and H. V. Poor, “Ultra-
reliable and wireless
communication: Tail, risk, and scale,” Proc.
IEEE, 2021.

Campolo, A. Molinaro, and R. Scopigno,
“From today’s VANETs to tomorrow’s
planning and the bets for the day after,” Veh.
Commun., 2022.

S. Chen, J. Zhao, et al., “Industrial automation
using 5G URLLC: Challenges and solutions,”
IEEE Netw., 2021.

Dutta, et al., “Private 5G networks for Industry
4.0 applications: Architecture and deployment
challenges,” IEEE Commun. Mag., 2024.

low-latency

11955



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002

[10] V. V. Natarajan, P. Das, and A. Rajiv, “A robust
detect and avoid system for autonomous drone
navigation,” NexusTech, vol. 1, Art. no.
2026004, 2026, doi: 10.31893/tech.2026004.

[11] V. V. Natarajan, P. Singhal, D. Pandey, M.
Sharma, R. Rautdesai, D. Khubalkar, and A.
Gupta, “Crime forecasting using historical
crime location using CNN-based images
classification mechanism,” in Handbook of
Research on Al and ML for Intelligent
Machines and Systems, 1GI Global, 2023, pp.
1-15, doi: 10.4018/978-1-6684-8618-4.ch013.

[12] M. Shukla, V. Srivastav, M. D. Khare, and N.
V. Venkatesh, “loT-driven solutions for
VANET trustworthiness: Examining
misconduct and position security challenges,”
Multidisciplinary Rev., vol. 6, Art. no.
202355059, 2024, doi:
10.31893/multirev.2023ss059.

[13] S. S. Shenoy and N. V. Venkatesh, “A
predictive framework for real-time courtroom
assistance using Al-based mock legal advisor,”
Int. J. Res. Anal. Rev. (IJRAR), vol. 12, no. 2,
pp- 440444, 2025. [Online]. Available:
http://www.ijrar.org/IJRAR25B2617.pdf

[14] [14] M. N. V. Venkatesh, A. Rajiv, M. P. Das,
and M. S. Warrier, “Vantage point recreation: A
novel approach in endpoint security for smart
homes,” Int. J. Innov. Res. Technol. (IJIRT),
vol. 12, no. 8, 2026, doi:
10.64643/1JIRTV1218-191180-459.

IJIRT 199143 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 11956



