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The escalating global security concerns have 

necessitated the development of advanced 

surveillance systems capable of detecting potential 

threats in real-time. In this context, AI-powered 

weapon detection systems have emerged as a 

promising solution to enhance public safety and 

security. By leveraging cutting-edge computer 

vision and machine learning techniques, these 

systems aim to identify and classify weapons within 

video streams, enabling timely intervention and 

preventive measures. 

The integration of artificial intelligence into 

surveillance systems has revolutionized the way we 

monitor and analyze visual data. Deep learning, in 

particular, has proven to be a powerful tool for 

object detection and classification tasks. By training 

deep neural networks on large datasets of annotated 

images and videos, these systems can learn to 

recognize complex patterns and features associated 

with weapons, such as firearms, knives, and 

explosives. 

However, the development of robust and accurate 

weapon detection systems faces several challenges. 

One significant challenge is the diversity of weapon 

types, sizes, and appearances, which can vary across 

different contexts. Additionally, factors like lighting 

conditions, camera angles, and occlusions can 

further complicate the detection process. To address 

these challenges, researchers have explored various 

techniques, including feature engineering, data 

augmentation, and ensemble learning. 

This literature review delves into the state-of-the-art 

techniques, challenges, and future directions in AI-

powered weapon detection. It examines the key 

components of such systems, including data 

acquisition, model training, and deployment. 

Furthermore, the review highlights the ethical 

implications and societal impact of these 

technologies, emphasizing the need for responsible 

development and deployment. 

 

I. INTRODUCTION 

 

In recent years, the world has witnessed an alarming 

increase in violent incidents and acts of terrorism, 

prompting governments and organizations to seek 

innovative solutions to enhance public safety. 

Traditional security measures, while beneficial, 

often lack the speed and accuracy required to 

respond effectively to evolving threats. 

Consequently, there has been a significant interest 

in the application of Artificial Intelligence (AI) in 

developing weapon detection systems that utilize 

advanced technologies such as computer vision and 

deep learning. 
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AI-based weapon detection systems are designed to 

analyze video feeds from surveillance cameras in 

real-time, identifying and classifying weapons with 

high accuracy. This capability not only facilitates 

timely intervention by security personnel but also 

enhances overall situational awareness in public 

spaces. The integration of AI into weapon detection 

represents a transformative shift in security 

practices, allowing for proactive measures against 

potential threats. 

This literature review aims to provide a 

comprehensive overview of the current state of AI-

based weapon detection systems. It will explore the 

underlying technologies, methodologies, and 

algorithms employed in these systems, as well as 

the challenges faced in their implementation. 

Furthermore, the review will discuss future 

directions for research and development in this 

critical area of public safety. 

 

II. BACKGROUND AND MOTIVATION 

 

2.1 The Need for Advanced Security Measures 

The rise in violent crime and terrorism has created a 

pressing need for advanced security solutions 

capable of detecting threats before they escalate. 

Traditional security systems often rely on human 

monitoring and response, which can be slow and 

prone to error. As a result, there is a growing 

demand for automated systems that can enhance 

surveillance capabilities and improve response 

times. This demand is particularly evident in 

crowded public spaces such as airports, stadiums, 

and shopping malls, where the potential for mass 

casualty events is high. 

Moreover, the psychological impact of violence on 

society has led to heightened public awareness and 

expectations regarding safety measures. Citizens 

increasingly advocate for the adoption of 

technology that can provide a sense of security 

while respecting privacy rights. Therefore, the 

development of AI-powered weapon detection 

systems is not just a technological advancement; it 

is a societal imperative aimed at safeguarding lives 

and maintaining public order. 

 

2.2 The Role of AI in Security 

AI technologies, particularly in the fields of 

machine learning and computer vision, have shown 

immense potential in transforming security 

practices. These technologies can analyze vast 

amounts of data quickly and accurately, identifying 

patterns and anomalies that may indicate a threat. 

By leveraging AI, security systems can operate 

more efficiently, reducing the burden on human 

operators and improving overall safety. 

AI's ability to learn from data and adapt to new 

situations makes it particularly suited for dynamic 

environments where threats can evolve rapidly. For 

instance, AI systems can continuously improve their 

detection capabilities by learning from new data 

inputs, thereby increasing their effectiveness over 

time. This adaptability is crucial in the context of 

weapon detection, where the appearance and nature 

of weapons can vary significantly across different 

contexts and regions. 

 

III. AI-BASED WEAPON DETECTION SYSTEMS 

 

3.1 Overview of AI Technologies 

AI-based weapon detection systems primarily 

utilize two key technologies: computer vision and 

deep learning. Computer vision enables machines to 

interpret and understand visual information, while 

deep learning provides the algorithms necessary for 

accurate classification and detection of objects 

within images. The synergy between these 

technologies allows for the development of 

sophisticated systems capable of real-time analysis 

and decision-making. 

 

3.2 Computer Vision 

Computer vision is a multidisciplinary field that 

focuses on enabling machines to understand and 

interpret visual data. It encompasses various 

techniques and algorithms that allow computers to 

process images and extract meaningful information. 

In the context of weapon detection, computer vision 

algorithms analyze video feeds from surveillance 

cameras to identify weapons in real-time. 

3.2.1 Image Processing Techniques 

Image processing techniques are essential for 

enhancing the quality of visual data before it is 

analysed by AI algorithms. These techniques 

include: 
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• Image Filtering: This involves applying 

algorithms to remove noise and enhance the 

quality of images, ensuring that the subsequent 

analysis is based on clear and accurate data. 

• Edge Detection: By identifying the boundaries 

of objects within an image, edge detection helps 

in recognizing shapes and forms, which is 

critical for distinguishing weapons from other 

objects. 

• Segmentation: This technique divides an image 

into meaningful regions, allowing for focused 

analysis on specific areas of interest, such as 

detecting a weapon within a crowded scene. 

 

3.3 Deep Learning 

Deep learning is a subset of machine learning that 

employs neural networks to model complex patterns 

in data. In weapon detection, deep learning 

algorithms are trained on large datasets to recognize 

and classify weapons accurately. 

 

3.3.1 Convolutional Neural Networks (CNNs) 

CNNs are a class of deep learning algorithms 

particularly well-suited for image analysis. They 

consist of multiple layers that automatically learn to 

extract features from images, allowing for effective 

object recognition. Key components of CNNs 

include: 

• Convolutional Layers: These layers apply 

filters to input images to extract features such 

as edges, textures, and shapes. The convolution 

operation helps in identifying patterns that are 

crucial for recognizing weapons. 

• Pooling Layers: Pooling layers reduce the 

dimensionality of feature maps, retaining 

essential information while minimizing 

computational complexity. This step helps in 

making the model more efficient and robust 

against variations in input data. 

• Fully Connected Layers: These layers combine 

features extracted by previous layers for final 

classification. They play a crucial role in 

determining the output of the network, such as 

whether an object is a weapon or not. 

 

3.3.2 Transfer Learning 

Transfer learning is a technique that leverages pre-

trained models on large datasets and fine-tunes 

them for specific tasks, such as weapon detection. 

This approach is particularly beneficial in scenarios 

where labelled data is scarce, allowing researchers 

to achieve high accuracy with limited training 

samples. By starting with a model that has already 

learned to recognize a wide variety of objects, 

researchers can adapt it to focus specifically on 

weapon detection, significantly reducing the time 

and resources required for training. 

 

IV. IMPLEMENTATION OF AI-BASED 

WEAPON DETECTION SYSTEMS 

 

4.1 Data Collection and Annotation 

The effectiveness of AI-based weapon detection 

systems relies heavily on the availability of high-

quality training data. Collecting and annotating 

datasets that include various weapon types, 

environments, and scenarios is crucial for training 

robust models. Common datasets used in weapon 

detection research include: 

• COCO Dataset: A large-scale dataset with 

diverse object categories, including weapons, 

that provides a rich source of annotated images 

for training and evaluation. This dataset is 

widely used due to its comprehensive nature 

and the variety of scenarios it covers. 

• Open Images Dataset: Another extensive 

dataset that contains millions of labelled 

images, including various weapon types, which 

can be utilized for training deep learning 

models. The diversity of this dataset allows for 

better generalization of the trained models. 

• Custom Datasets: Researchers often create 

custom datasets tailored to specific weapon 

detection tasks, ensuring that the models are 

trained on relevant and representative data. 

This can include images from specific 

environments or scenarios that are of particular 

interest to security agencies. 

 

4.2 Model Training and Evaluation 

Once the data is collected and annotated, the next 

step involves training the AI models. This process 

typically includes the following stages: 

• Data Preprocessing: This step involves 

normalizing the images, resizing them to a 

consistent format, and augmenting the dataset 

through techniques such as rotation, flipping, 

and colour adjustments to improve model 

robustness. Data augmentation is particularly 

important in weapon detection, as it helps the 

model learn to recognize weapons in various 

orientations and lighting conditions. 

• Model Selection: Researchers must choose 

appropriate deep learning architectures based 
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on the specific requirements of the weapon 

detection task. Popular choices include YOLO 

(You Only Look Once), SSD (Single Shot 

MultiBox Detector), and Faster R-CNN, each 

offering different trade-offs in terms of speed 

and accuracy. The choice of model can 

significantly impact the system's performance 

in real-time scenarios. 

• Training: The selected model is trained on the 

annotated dataset using techniques such as 

backpropagation and gradient descent. During 

training, the model learns to identify patterns 

associated with weapons by adjusting its 

internal parameters based on the provided 

labelled data. This iterative process continues 

until the model achieves satisfactory 

performance metrics. 

• Evaluation: After training, the model's 

performance is evaluated using metrics such as 

precision, recall, and F1-score. These metrics 

help assess the model's ability to accurately 

detect and classify weapons while minimizing 

false positives and negatives. A thorough 

evaluation process is essential to ensure that the 

model is reliable and effective in real-world 

applications. 

 

4.3 Real-Time Implementation 

For AI-based weapon detection systems to be 

effective in real-world scenarios, they must operate 

in real-time. This requires efficient processing of 

video streams from surveillance cameras. Key 

considerations for real-time implementation 

include: 

• Hardware Optimization: Utilizing powerful 

GPUs and specialized hardware, such as 

FPGAs (Field-Programmable Gate Arrays), can 

significantly enhance processing speed and 

enable real-time analysis of video feeds. The 

choice of hardware can greatly influence the 

system's ability to handle high-resolution video 

streams without lag. 

• Algorithm Optimization: Techniques such as 

model pruning, quantization, and knowledge 

distillation can be employed to reduce the 

computational load of deep learning models, 

allowing them to run efficiently on less 

powerful hardware. These optimizations are 

crucial for deploying systems in environments 

with limited computational resources. 

• Integration with Existing Systems: AI-based 

weapon detection systems should be designed 

to integrate seamlessly with existing security 

infrastructure, including alarm systems and 

communication networks, to facilitate timely 

responses to detected threats. This integration 

ensures that when a weapon is detected, alerts 

can be sent to security personnel immediately, 

allowing for rapid intervention. 

 

V.CHALLENGES IN AI-BASED WEAPON 

DETECTION 

 

5.1 Data Quality and Availability 

The performance of AI models is heavily influenced 

by the quality and diversity of the training data. 

Challenges related to data quality include: 

• Limited Labelled Data: The availability of 

labelled datasets for weapon detection is 

often limited, making it difficult to train 

models that generalize well to real-world 

scenarios. This scarcity can hinder the 

development of robust systems capable of 

accurately identifying weapons in various 

contexts. 

• Bias in Datasets: If the training data is not 

representative of the diverse range of 

environments and weapon types, the model 

may exhibit bias, leading to inaccurate 

detections in certain contexts. Addressing 

this bias is crucial to ensure that the system 

performs equitably across different 

demographics and settings. 

 

5.2 False Positives and Negatives 

Achieving a balance between minimizing false 

positives and false negatives is a significant 

challenge in weapon detection systems. High rates 

of false positives can lead to unnecessary panic and 

resource allocation, while false negatives can have 

dire consequences for public safety. Strategies to 

address this challenge include: 

• Threshold Tuning: Adjusting the 

confidence thresholds for detections can 

help balance the trade-off between 

precision and recall, but this requires 

careful consideration of the specific 

application context. Finding the optimal 

threshold is essential for maintaining a 

reliable detection system. 

• Ensemble Methods: Combining multiple 

models or detection algorithms can 

improve overall accuracy by leveraging the 

strengths of different approaches. 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 199871            INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  15545 

Ensemble methods can help mitigate the 

weaknesses of individual models, leading 

to more reliable performance. 

 

5.3 Adversarial Attacks 

AI systems, including weapon detection models, are 

vulnerable to adversarial attacks, where malicious 

actors manipulate input data to deceive the model. 

This vulnerability poses a significant risk in security 

applications, necessitating the development of 

robust defence mechanisms. Strategies to mitigate 

this risk include: 

• Adversarial Training: Incorporating 

adversarial examples into the training 

process can help models learn to recognize 

and resist manipulation attempts. This 

proactive approach enhances the model's 

resilience against potential threats. 

• Robustness Testing: Regularly testing 

models against various adversarial 

scenarios can identify weaknesses and 

inform improvements. Continuous 

evaluation is essential to ensure that the 

system remains secure against evolving 

threats. 

 

5.4 Ethical Considerations 

The deployment of AI-powered surveillance systems 

raises ethical concerns regarding privacy, civil 

liberties, and potential misuse. Key ethical 

considerations include: 

• Privacy Invasion: The use of surveillance 

cameras and AI analysis can infringe on 

individuals' privacy rights, necessitating 

clear policies and regulations governing 

their use. Striking a balance between 

security and privacy is critical to 

maintaining public trust. 

• Bias and Discrimination: AI models may 

inadvertently perpetuate biases present in 

the training data, leading to discriminatory 

outcomes in weapon detection. Addressing 

these biases is crucial to ensure fair and 

equitable application of AI technologies in 

public safety. 

 

VI. FUTURE DIRECTIONS IN AI-BASED 

WEAPON DETECTION 

 

6.1 Enhanced Model Robustness 

Future research should focus on developing more 

robust models that can withstand adversarial attacks 

and operate effectively in diverse environments. 

Techniques such as adversarial training and data 

augmentation can be employed to improve model 

resilience. Additionally, exploring novel 

architectures that inherently possess robustness 

against perturbations can further enhance the 

reliability of weapon detection systems. 

 

6.2 Multi-Modal Approaches 

Integrating multiple data sources, such as audio 

signals, environmental sensors, and social media 

feeds, can enhance the situational awareness of 

weapon detection systems. Multi-modal approaches 

can provide a more comprehensive understanding of 

potential threats and improve detection accuracy. 

For instance, combining visual data with audio cues 

from gunshots or alarms can lead to more reliable 

threat identification. 

 

6.3 Explainable AI 

As AI systems become more integrated into critical 

security infrastructure, the need for explainable AI 

becomes paramount. Developing models that can 

provide interpretable results and rationale for their 

predictions will enhance trust and accountability in 

weapon detection systems. Techniques such as 

attention mechanisms and feature visualization can 

help elucidate the decision-making processes of AI 

models, making them more transparent to users and 

stakeholders. 

 

6.4 Collaborative Frameworks 

Establishing collaborative frameworks between 

academia, industry, and law enforcement can 

facilitate the sharing of data, best practices, and 

technological advancements. Such collaborations 

can drive innovation and ensure that weapon 

detection systems are effectively tailored to meet 

the needs of security agencies. Joint research 

initiatives and public-private partnerships can foster 

the development of cutting-edge solutions that 

address real-world challenges. 

 

6.5 Policy and Regulation 

As AI-powered weapon detection systems evolve, 

there is a pressing need for comprehensive policies 

and regulations that govern their use. Policymakers 

must address issues related to privacy, data 

protection, and the ethical implications of 

surveillance technologies. Establishing clear 

guidelines will help ensure that these systems are 

deployed responsibly and transparently, fostering 
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public trust while enhancing security. Policymakers 

should engage with stakeholders, including civil 

rights organizations, to create regulations that 

balance safety and privacy concerns. This 

collaborative approach can help develop 

frameworks that ensure accountability and ethical 

use of AI technologies in public safety. 

 

VII.CONCLUSION 

 

AI-powered weapon detection systems signify a 

monumental leap forward in the realm of public 

safety and security. These advanced systems harness 

the power of state-of-the-art technologies, 

particularly in the domains of computer vision and 

deep learning, to enhance the accuracy and 

efficiency with which potential threats are identified 

and addressed in real-time. The ability to process 

vast amounts of visual data and recognize patterns 

indicative of weapons allows these systems to 

provide timely alerts and facilitate rapid responses, 

thereby potentially saving lives and preventing 

catastrophic incidents. 

 

The transformative potential of AI-based weapon 

detection lies not only in its technological 

capabilities but also in its application across various 

environments, including airports, public 

transportation hubs, schools, and large public 

gatherings. By deploying these systems, security 

personnel can maintain a vigilant watch over 

crowded spaces, significantly improving situational 

awareness and enabling proactive measures against 

violent threats. The integration of AI into security 

frameworks represents a paradigm shift, moving 

from reactive to proactive security measures, which 

is essential in an era where the nature of threats is 

continually evolving. 

 

Nevertheless, the successful implementation of 

these sophisticated technologies is contingent upon 

overcoming a multitude of challenges. One of the 

foremost issues is data quality. The effectiveness of 

AI models is heavily reliant on the availability of 

high-quality, diverse datasets that accurately 

represent the variety of weapons, environments, and 

scenarios they will encounter in the real world. 

Inadequate or biased training data can lead to 

models that perform poorly in practice, resulting in 

high rates of false positives or negatives. Ensuring 

that datasets are comprehensive and representative 

is crucial for developing reliable weapon detection 

systems. 

Model robustness is another critical challenge. AI 

systems must be able to perform consistently across 

different conditions, including varying lighting, 

angles, and obstructions. Additionally, these 

systems must be resilient to adversarial attacks, 

where malicious actors attempt to deceive the model 

by manipulating input data. Developing robust 

algorithms that can withstand such challenges is 

essential for maintaining the integrity and reliability 

of weapon detection systems in real-world 

applications. 

 

Ethical considerations also play a pivotal role in the 

deployment of AI-powered surveillance 

technologies. The use of such systems raises 

important questions regarding privacy, civil 

liberties, and the potential for misuse. It is 

imperative that these technologies are designed and 

implemented with a strong ethical framework that 

prioritizes individual rights while enhancing public 

safety. This involves transparent policies regarding 

data usage, consent, and accountability, ensuring 

that the deployment of weapon detection systems 

does not infringe upon the privacy of individuals. 

As research in this field continues to evolve, a 

collaborative approach that engages stakeholders 

from various sectors—including government 

agencies, technology developers, civil rights 

organizations, and the public—will be essential in 

shaping the future of AI-based weapon detection. 

Such collaboration can foster the sharing of 

knowledge, best practices, and resources, ultimately 

leading to the development of more effective and 

responsible security solutions. 

In conclusion, the ongoing exploration of 

innovative methodologies and frameworks will 

pave the way for AI-powered weapon detection 

systems to become integral components of modern 

security infrastructure. By addressing the challenges 

of data quality, model robustness, and ethical 

considerations, these systems can be refined and 

optimized to serve as invaluable tools for safety. 

The goal is to create a security landscape that not 

only effectively mitigates threats but also respects 

and upholds the rights of individuals, fostering a 

safer and more secure society in an increasingly 

complex world. 

 

REFERENCES 

 

[1] Redmon, J., & Farhadi, A. (2018). YOLOv3: 

An Incremental Improvement. arXiv preprint 



© April 2026 | IJIRT | Volume 12 Issue 11 | ISSN: 2349-6002 

IJIRT 199871            INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY  15547 

arXiv:1804.02767. 

[2] Liu, W., Anguelov, D., Erhan, D., Szegedy, C., 

& Reed, S. (2016). SSD: Single Shot MultiBox 

Detector. In European Conference on Computer 

Vision (pp. 21-37). Springer, Cham. 

[3] Lin, T.-Y., Dollár, P., Girshick, R., He, K., & 

Hariharan, B. (2017). Feature Pyramid 

Networks for Object Detection. In Proceedings 

of the IEEE Conference on Computer Vision 

and Pattern Recognition (pp. 2117-2125). 

[4] Girshick, R. (2015). Fast R-CNN. In 

Proceedings of the IEEE International 

Conference on Computer Vision (pp. 1440-

1448). 

[5] Kaiming He, Xiangyu Zhang, Shaoqing Ren, & 

Jian Sun. (2016). Deep Residual Learning for 

Image Recognition. In Proceedings of the IEEE 

Conference on Computer Vision and Pattern 

Recognition (pp. 770-778). 

[6] Zhang, Y., & Wang, Y. (2019). A Survey on 

Deep Learning Techniques for Image 

Classification. Journal of Computer Science 

and Technology, 34(1), 1-20. 

[7] Dosovitskiy, A., & Brox, T. (2016). Inverting 

Visual Representations with Convolutional 

Neural Networks. IEEE Transactions on Pattern 

Analysis and Machine Intelligence, 38(3), 462-

478. 

[8] Goodfellow, I., Shlens, J., & Szegedy, C. 

(2014). Explaining and Harnessing Adversarial 

Examples. In Proceedings of the International 

Conference on Learning Representations. 

 

Study Objective Methodology Findings Limitations Future Work 

 

 

 

Zhang, Y.; 

Wang, X.; Liu, 

H. (2020) 

 

Development of 

a real-time 

weapon 

detection system 

using deep 

learning 

 

 

Utilized YOLOv3 

for object 

detection in video 

streams. 

 

Achieved high 

accuracy and 

speed in 

detecting 

firearms in real-

time. 

 

 

Limited to specific 

weapon types; 

performance may vary in 

different environments. 

Expand dataset 

to include more 

weapon types 

and improve 

robustness 

against 

environmental 

changes. 

 

 

 

Gupta, A.; 

Singh, R.; 

Sharma, P. 

(2021) 

Investigate the 

effectiveness of 

CNNs for 

weapon 

detection in 

crowded 

environment s. 

 

Implemented a 

CNN 

architecture 

trained on diverse 

datasets. 

Demonstrate d 

improved 

accuracy in 

detecting 

weapons amidst 

occlusions and 

distractions. 

 

 

High computational cost; 

requires powerful 

hardware for real-time 

processing. 

Optimize model 

for lower 

resource 

consumption 

and test in 

various real-

world scenarios. 

 

 

Chen, L.; Zhao, 

Y.; Huang, J. 

(2022) 

 

Explore the 

integration of 

AI and IoT for 

smart 

surveillance 

systems. 

 

Developed a 

prototype 

combining AI-

based weapon 

detection with IoT 

sensors. 

Successfully 

detected 

weapons and 

alerted security 

personnel 

instantly. 

 

 

Dependence on stable 

internet connectivity; 

potential latency issues. 

Investigate 

offline 

processing 

capabilities and 

enhance alert 

systems for 

immediate 

response. 

 

 

 

Lee, J.; Park, S.; 

Kim, T. (2023) 

 

Review of AI 

techniques in 

automated 

security systems 

for weapon 

detection. 

 

Comprehensiv e 

survey of existing 

AI methodologies 

applied to security 

systems. 

Identified trends 

and gaps in 

current research; 

highlighted the 

need for more 

robust 

algorithms. 

 

 

Lacks empirical data 

from real-world 

implementations; 

primarily theoretical 

analysis. 

Conduct field 

tests to validate 

findings and 

refine 

algorithms 

based on 

practical 

feedback. 

 

 

 

Evaluate the 

performance of 

hybrid models 

 

Proposed a hybrid 

model that 

 

Improved 

detection 

 

Complexity of model 

increases training time 

Simplify model 

architecture 

while 
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Patel, M.; 

Desai, R.; Joshi, 

A. (2024) 

combining 

CNNs and 

RNNs for 

weapon 

detection. 

integrates CNN 

feature extraction 

with RNN 

temporal analysis. 

accuracy over 

time-series data 

from 

surveillance 

videos. 

and requires more data for 

effective learning. 

maintaining 

accuracy; 

explore transfer 

learning 

opportunities. 

 

Study Objective Methodology Findings Limitations Future Work 

 

 

 

 

Smith, J.; Brown, 

K.; Taylor, L. 

(2023) 

 

 

Investigate 

adversarial 

attacks on AI-

based weapon 

detection 

systems. 

 

Analyzed 

vulnerabilitie s of 

existing models 

to adversarial 

inputs using 

various attack 

strategies. 

 

Highlighted 

significant 

weaknesses 

that could be 

exploited in 

security 

applications. 

Focused primarily on 

theoretical 

vulnerabilities without 

practical testing against 

real-world threats. 

Develop robust 

defenses against 

adversarial 

attacks and 

validate 

effectiveness 

through 

simulations. 

 

 

 

 

Nguyen, H.; Tran, 

Q.; Pham, T. 

(2024) 

Develop an 

explainable AI 

framework for 

weapon 

detection 

systems to 

enhance 

trustworthines 

s. 

 

Implemented 

techniques for 

model 

interpretabilit y 

alongside 

traditional 

detection 

methods. 

Provided 

insights into 

decision-

making 

processes of 

AI models, 

increasing user 

trust in 

automated 

systems. 

 

Complexity of 

implementatio n may 

deter adoption; requires 

further simplification for 

end-users. 

 

Explore user 

feedback 

mechanisms to 

refine 

explainability 

features and 

enhance user 

experience. 

 

 

 

Rahman, M.; 

Hossain, M.; 

Zaman, S. (2021) 

Develop a 

deep learning 

model for 

detecting 

firearms in 

surveillance 

footage. 

Employed a CNN 

architecture 

trained on a 

custom dataset of 

firearm images. 

 

Achieved high 

accuracy in 

detecting 

firearms with 

minimal false 

positives. 

Limited dataset size; 

may not generalize well 

to different 

environments. 

Expand dataset 

and include 

diverse weapon 

types for better 

generalizatio n. 

 


