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Abstract—This paper presents an loT-driven edge
vision system for real-time attendance tracking using a
Raspberry Pi-based camera module. The proposed
system performs on-device image capture and
processing to detect and recognize individuals,
enabling automated attendance marking with reduced
latency and minimal reliance on cloud infrastructure.
By integrating embedded vision with IoT
communication protocols, the system ensures efficient
accessibility.

reliable

data  transmission and remote
Experimental results demonstrate
performance in terms of accuracy and response time
under varying conditions. The solution offers a cost-
effective, scalable, and efficient approach for
automated attendance monitoring in educational and
organizational environments.

Index Terms—Internet of Things (IoT), Edge
Computing, Raspberry Pi, Embedded Vision,
Attendance Monitoring, Real-Time System, Image
Processing, Automation.

[. INTRODUCTION

Efficient attendance monitoring is essential in
educational and organizational environments, yet
traditional methods such as manual recording and
biometric systems are often time-consuming and
prone to errors. The emergence of the Internet of
Things (IoT) has enabled the development of
automated and contactless solutions that improve
accuracy and operational efficiency [1].
Advancements in edge computing and embedded
systems allow real-time data processing on low-
power devices such as Raspberry Pi, reducing
latency and dependence on cloud infrastructure. By
integrating camera modules with embedded vision
techniques, attendance can be monitored and
recorded automatically through image-based
recognition methods [2]. In particular, face
recognition-based systems offer a non-intrusive and
reliable approach for identifying individuals without
physical interaction [3].

Furthermore, IoT connectivity facilitates remote
access, data management, and system scalability.
However, challenges such as limited computational
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resources and environmental variations necessitate
efficient edge-based solutions [4].

This work proposes an IloT-driven edge vision
system for real-time attendance tracking using a
Raspberry Pi camera module, aiming to provide a
cost-effective, low-latency, and reliable solution.

II. LITERATURE REVIEW

Automated attendance systems have evolved
significantly with the advancement of IoT and
embedded technologies. Earlier systems primarily
relied on manual entry, RFID, and biometric
techniques such as fingerprint recognition. Although
these methods improved efficiency, they required
physical interaction and were often limited by
hardware constraints and maintenance issues [1].
The emergence of computer vision has led to the
development of face recognition-based attendance
systems, which provide a contactless and user-
friendly solution. These systems employ image
processing and machine learning algorithms to
identify individuals based on facial features,
offering improved accuracy and reliability compared
to traditional approaches [2]. However, many
existing implementations rely on cloud-based
processing, which introduces latency and raises
concerns regarding data privacy and network
dependency.

To overcome these limitations, recent studies have
explored the integration of edge computing with IoT
frameworks. Edge-based systems enable data
processing directly on embedded devices such as
Raspberry Pi, reducing response time and bandwidth
usage. Research has demonstrated that lightweight
vision algorithms can be effectively deployed on
such platforms for real-time applications [3].
Additionally, IoT connectivity allows seamless data
transmission, remote monitoring, and centralized
storage, enhancing system scalability and
accessibility [4].
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Despite these advancements, challenges such as
variations in illumination, occlusion, and limited
computational resources on edge devices continue to
impact performance. Therefore, there is a need for
optimized solutions that ensure a balance between
accuracy, efficiency, and cost. The proposed system
addresses these challenges by leveraging IoT and
edge vision techniques for real-time attendance
monitoring.

III. EXISTING SYSTEM

Conventional attendance monitoring systems mainly
rely on manual methods, RFID-based solutions, and
biometric technologies such as fingerprint and iris
recognition. Manual methods are inefficient and
prone to human error, particularly in large-scale
RFID-based systems improve
operational speed but depend on physical cards,

environments.

which can be lost or misused, leading to proxy
attendance issues [1].

Biometric systems, especially fingerprint-based
approaches, provide better
authentication. However, they require physical
contact, raising hygiene concerns and causing sensor

accuracy  and

wear over time. Additionally, these systems often
involve higher implementation and maintenance
costs, limiting their scalability [2].

In recent years, face recognition-based attendance
systems have been introduced as a contactless
alternative. These systems utilize computer vision
and machine learning algorithms to identify
individuals. While they offer improved convenience
and accuracy, many implementations rely on cloud-
based processing, resulting in increased latency,
bandwidth usage, and potential data privacy
concerns [3].

To address these issues, some studies have explored
IoT-enabled and edge-based solutions for real-time
data  processing. Edge computing reduces
dependency on cloud infrastructure by enabling
local processing on embedded devices, improving
response time and efficiency. However, challenges
such as variability, limited
computational resources, and system optimization
remain open research problems [4], [5].

environmental

IV. PROPOSED SYSTEM

This paper proposes an loT-driven edge vision
system for real-time attendance tracking using a
Raspberry Pi-based camera module. The system is
designed to perform image acquisition, processing,
and attendance recording at the edge, minimizing
latency and reducing dependence on cloud
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infrastructure. By integrating embedded vision with
IoT communication, the system ensures efficient,
scalable, and contactless attendance management.

PROPOSED loT-DRIVEN EDGE VISION SYSTEM
FOR REAL-TIME ATTENDANCE TRACKING
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Fig. 1. Proposed loT-driven edge vision system for
real-time attendance tracking.

A. System Architecture
The proposed system consists of the following main
components:

e Camera Module: Captures real-time images
or video streams of individuals.

e Raspberry Pi (Edge Device): Acts as the
central processing unit, performing face
detection and recognition using embedded
vision algorithms.

e Processing Unit (Image Processing
Module): Extracts facial features and
compares them with a pre-trained dataset
stored locally.

e Database Storage: Stores registered user
information and attendance records.

e [oT Communication Module: Transfers
attendance data to a remote server or cloud
platform for monitoring and analysis.

e User Interface (Web/Mobile): Allows
administrators to access attendance records
remotely.

B. Working Flow of the System
The operational flow of the proposed system is as
follows:

1. The camera module continuously captures
real-time video input.
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2. The Raspberry Pi processes the input
frames and detects faces using image
processing techniques.

3. Detected faces are compared with stored
facial data for identification.

4. Upon successful recognition, the system
marks attendance automatically with a
timestamp.

5. The attendance data is stored locally and
simultaneously transmitted to a remote
server via loT protocols.

6. The administrator can monitor and manage
attendance records through a web or mobile
interface.

C. Block Diagram Explanation

The block diagram of the proposed system follows a
sequential architecture:

1. Input Layer:

The camera module serves as the input source,
capturing real-time visual data from the
environment.

2. Processing Layer (Edge Computing):

The Raspberry Pi processes the captured data using
embedded vision algorithms. This layer performs
face detection, feature extraction, and recognition
locally, ensuring low latency and reduced network
usage.

3. Storage Layer:

Recognized data is stored in a local database, which
maintains user profiles and attendance logs.

4. Communication Layer (IoT):

The processed data is transmitted to a cloud/server
using IoT communication protocols such as MQTT
or HTTP for remote access and backup.

5. Application Layer:

A user interface provides visualization of attendance
records, enabling administrators to monitor and
manage the system efficiently.

D. Advantages of Proposed System
e Reduced latency due to edge processing
e Contactless and automated operation
e Lower bandwidth usage compared to
cloud-based systems
e Cost-effective and scalable solution
e Improved data privacy and security

V. PROPOSED ALGORITHM

1. Algorithm

IoT-Driven  Edge  Vision-Based  Attendance
Monitoring
LJIRT 200087

Input:

Live video stream V from Raspberry Pi camera
Registered face dataset D

Output:

Attendance log A with timestamp

2. Pseudo code
BEGIN
1. Initialize system components
a. Start Raspberry Pi camera
b. Load face detection model (Haar / HOG / CNN)
c. Load face recognition model (LBPH / CNN /
FaceNet)

d. Load registered dataset D (face embeddings)
e. Connect to IoT server (Wi-Fi/ MQTT / HTTP)

2. Create empty attendance list A
3. WHILE system is active DO
3.1 Capture frame F from video stream V

3.2 Pre-process frame F
a. Resize frame
b. Normalize pixel values
c. Convert to grayscale (if required)

3.3 Detect faces in F
Faces «— Detect(F)

3.4 IF Faces is NOT empty THEN
FOR each face f in Faces DO

3.4.1 Extract features
E « FeatureExtract(f)

3.4.2 Recognize face
ID « Match(E, D)

3.4.3 IF ID is valid THEN

IF ID not in A for current session
THEN
Record timestamp T
Add (D, T)to A

Store record in local database

Send data to IoT server

ENDIF

3.44 ELSE

Label as "Unknown"
ENDIF
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ENDFOR
3.5 ELSE
Continue to next frame
ENDIF

4. END WHILE

5. Terminate system

a. Stop camera

b. Close database and network connection
END
3. Algorithm Explanation
The algorithm begins with system initialization,
including loading trained models and establishing
IoT connectivity. The camera continuously captures
frames, which are preprocessed and analyzed for
face detection. Detected faces undergo feature
extraction and matching with stored embeddings.
Upon successful recognition, attendance is recorded
with a timestamp while avoiding duplication. The
data is stored locally and transmitted to a remote
server via loT protocols. The process continues in
real time until the system is terminated.

VI. MATHEMATICAL MODEL FOR FACE
RECOGNITION

The proposed system performs face recognition by
comparing the extracted facial feature vector
(embedding) of a detected face with stored feature
vectors in the database. The matching process is
formulated as a similarity (or distance) computation
problem.

A. Feature Representation
Each detected face is represented as a feature vector
(embedding):

F=[f1,12,13,...,fn]
Where F€ERn represents the feature vector of

dimension n.

B. Distance-Based Matching (Euclidean Distance)
To identify a person, the system computes the
distance between the input feature vector F and
stored feature vectors Fi in the database:

d(F, Fi) = V( T (i~ £0)7)
where:

e d(F,Fi) is the distance between input and
stored feature vectors.
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e Fiis the feature vector of the ith registered
user.

C. Decision Rule (Threshold-Based Classification)
The recognition decision is based on a predefined
threshold t:

Match if d(F,Fi)<t

If d(F,Fi) <1, the face is recognized as user i

If d(F,Fi) > 1, the face is classified as unknown

D. Attendance Function
Once a match is confirmed, attendance is recorded
as:
A= (D, T)
Where:
e D =recognized user identity
e T =timestamp of detection

E. Optimization Considerations

e  The threshold t is experimentally chosen to
balance False Acceptance Rate (FAR) and
False Rejection Rate (FRR)

e Lower t — higher accuracy but more
rejections.

e Higher 1 — more matches but increased
false positives.

VI. PERFORMANCE EVALUATION METRICS

To evaluate the effectiveness of the proposed
attendance monitoring system, standard biometric
performance metrics such as Accuracy, False
Acceptance Rate (FAR), and False Rejection Rate
(FRR) are used.

A. Accuracy
Accuracy represents the overall correctness of the
system in identifying individuals:
Accuracy = TP+TN \ TP+TN+FP+ FN
where:
e TP: True Positives (correctly recognized
faces)
e TN: True Negatives (correctly rejected
unknown faces)
e FP: False Positives (incorrectly accepted
unknown faces)
e FN: False Negatives (incorrectly rejected
known faces)
B. False Acceptance Rate (FAR)
FAR measures the probability that the system
incorrectly recognizes an unauthorized person as a
valid user:
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FAR =FP/FP+TN
e Lower FAR indicates better system
security.
C. False Rejection Rate (FRR)
FRR measures the probability that the system fails
to recognize an authorized user:
FRR =FN/TP+FN
e Lower FRR
convenience.

indicates  better  user

CONFUSION MATRIX
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Fig. 2. Confusion matrix of the proposed attendance
monitoring system.

D. Discussion

There exists a trade-off between FAR and FRR,
which is controlled by the threshold value t\taut
used in face matching. Optimizing this threshold is
essential to achieve a balance between security and
usability. A well-tuned system aims to maximize
accuracy while minimizing both FAR and FRR.

FAR vs FRR (ROC Curve)

ROC Curve: Trade-off between FAR and FRR
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Fig. 3. ROC curve illustrating the trade-off between
FAR and FRR, including the Equal Error Rate
(EER) point.

VII. EXPERIMENTAL RESULTS AND
DISCUSSION

A. Experimental Setup
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The proposed IoT-driven edge vision attendance
system was implemented using a Raspberry Pi 4
with a camera module. The system was tested in a
real-time indoor environment with varying lighting
conditions. A dataset consisting of registered users
was created, and facial embeddings were stored
locally on the device. The system utilized face
detection and recognition algorithms optimized for
edge processing. Attendance data was transmitted to
a remote server using loT protocols MQTT/HTTP).

B. Performance Evaluation

The system performance was evaluated using
standard metrics such as Accuracy, False
Acceptance Rate (FAR), and False Rejection Rate
(FRR). The results were obtained by testing multiple
users under different conditions, including
variations in pose, illumination, and distance.

Metric Value Threshold (7) Description

Overall correctencs of the system in

Accuracy 96.2 % 0.32 recognizing registered and rejecting
unregistered users.
False Acceptance Rate 21% 03 Probability that an unauthorized person is
(FAR) ) ) incorrectly accepted as a valid user.
False Rejection Rate 7% 032 Probability that a registered user is
(FRR) 5 = incorrectly rejected by the system.
Precision 95.8% 032 Proportion of correctly recognized users
B i out of all recognized users.
aigce Proportion of correctly recognized users
ity % 032 A
Recall (Sensitvity) 96.7% out of all actual registered users.
F1-Score 96.2 % 032 Harmonic mean of Precision and Recall.
2 Point where FAR equals FRR on the
Equal Error Rate (EER) 2.0% ROC curve.
Average time taken from face capture to
Average Response Time 0.85 sec kiiriants markig.
Throughput 18 frames/sec Average number of frames processed
hp per second.
System Availability 99.1% _ Percentage of time the system was

operational during testing period.

Table 1. Performance metrics of the proposed
attendance monitoring system.

C. Discussion

The experimental results confirm that the proposed
edge-based system provides reliable performance
while maintaining low latency. The use of local
processing on the Raspberry Pi significantly reduces
response time compared to cloud-based approaches.
Additionally, the system effectively minimizes false
acceptances and rejections through optimized
threshold selection.

However, performance variations were observed
under challenging conditions such as poor lighting
and partial occlusion. In such cases, the False
Rejection Rate slightly increased due to difficulty in
feature extraction. Despite these limitations, the
system  maintained overall robustness and
consistency.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4095




© May 2026 | IJIRT | Volume 12 Issue 12 | ISSN: 2349-6002

P Traditional RFID Based FingerprintBased  Cloud Based Face Proposed loT-Driven
sameter Manual System System System Recognition [Ref] Edge Vision System
Authentication Face Recognition Face Recognition
itid Manual Calling RFID Card Fingerprint \Clowd) (Edge)
Sarovae Minimal RFID Reader + Card | Fingerprint Scannr: | ' 191-End Device + Faspherry A4
Requirement Internet Camera
Cost Low Medium Medium High Low
Accuracy (%) ~70-80 ~85-90 ~90-92 ~94 - 96 96.2
False Acceptance 2 g e i
Rate (FAR) (%) High (~10) 5-7 3-5 2-3 21
False Rejection 4 Vi o
Rate (FRR) (%) High (~15) 5-7 3-5 2-3 17
Average Response : - -y ~1-2sec
Time (sec) High (> 5 sec) 2-3sec 1-2sec (Depends on Intemet) 0.85 sec
Internet Dependency No No No Yes (High) No (Local Processing)
Real-time Processing No No No Yes (Cloud) Yes (Edge)
Scalability Poor Medium Medium High High
& Medium High
Deta Secucky i Medlm madan (Cloud Risk) (Local + oT Secure)
Power Consumption Very Low Low Medium High Low
Suabityfor Poor Moderate Good Very Good Excellent

Real-time Attendance

Table 2. Comparison of the proposed system with
existing attendance monitoring systems.
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Interpretation: At a threshold (t) of 0.32, the system achieves the highest accuracy of 96.2%,
indicating the best balance between false acceptance and false rejection rates.

Fig. 4. Accuracy versus threshold for the proposed
attendance monitoring system.

The IoT integration enabled seamless data
transmission and remote monitoring without
significant bandwidth overhead. Compared to
traditional systems, the proposed approach offers
improved scalability, cost-effectiveness, and user
convenience.

VII. CONCLUSION AND FUTURE SCOPE

A. Conclusion

This paper presented an IoT-driven edge vision
system for real-time attendance tracking using a
Raspberry Pi-based camera module. The proposed
system integrates embedded vision techniques with
edge computing to enable efficient and contactless
attendance monitoring. By performing face
detection and recognition directly on the edge
device, the system significantly reduces latency and
minimizes dependency on cloud infrastructure.
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Experimental results demonstrate that the system
achieves high accuracy with low False Acceptance
Rate (FAR) and False Rejection Rate (FRR),
ensuring  reliable performance in real-time
environments. Additionally, the integration of IoT
protocols enables seamless data transmission and
remote monitoring, making the system scalable and
practical for deployment in educational institutions
and workplaces. Overall, the proposed solution
offers a cost-effective, efficient, and secure
alternative to traditional attendance systems.

B. Future Scope

Although the proposed system performs effectively,
several enhancements can be considered for future
work:

e Integration of advanced deep learning
models to improve recognition accuracy
under challenging conditions such as low
lighting and occlusion

e Implementation of multi-face tracking and
crowd handling capabilities for large-scale
environments

e Incorporation of cloud-based analytics for
long-term data analysis and reporting

e Enhancement of  security through

encryption and secure authentication

mechanisms
e Development of a mobile application for
real-time notifications and user interaction
e Expansion of the system to support
multimodal biometrics (e.g., face + voice
recognition)
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