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Abstract - This paper presents a machine learning-
based approach for anomaly detection in web
server logs using the Isolation Forest algorithm.
With the rapid growth of web applications, analyzing
large volumes of log data manually has become
inefficient and error-prone. To address this challenge,
the proposed system converts raw Nginx server logs
into a structured format, followed by preprocessing
and feature engineering to extract meaningful
attributes.

An unsupervised learning model based on Isolation
Forest is applied to detect anomalous patterns in user
requests and server responses. The model is
evaluated on a dataset containing 10,000 log entries,
where it successfully identifies approximately 8% of
the records as anomalous. The model’s performance
is evaluated using metrics such as precision, recall,
and F1-score, along with an analysis of how anomalies
are distributed within the dataset.

The results demonstrate that the proposed approach
can efficiently detect unusual behavior in web traffic
and reduce manual effort in log analysis. This
method can be further extended for real-time
monitoring and enhanced cybersecurity applications.
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L INTRODUCTION

Web servers play a critical role in modern web
applications by processing client requests and
returning appropriate responses. These servers
generate log files that contain detailed
information such as IP addresses, timestamps,
request types, and response codes. Such logs are
useful for monitoring performance and detecting
security threats.

However, as the volume of log data increases,
manual analysis becomes difficult and time-
consuming. Conventional rule-based approaches
often struggle to identify complex or previously
unseen anomalies, especially in large-scale
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datasets. In contrast, machine learning methods
enable automated analysis by recognizing
underlying patterns and highlighting abnormal
behavior.

In this paper, a system is proposed for anomaly
detection in web server logs using the Isolation
Forest algorithm. The aim is to automate log
analysis and improve the detection of abnormal
activities in server data.

1L LITERATURE REVIEW

Anomaly detection has been extensively studied
in the fields of cybersecurity and data analysis.
Traditional approaches relied on statistical
techniques and rule-based systems, which are
often limited in handling large-scale and
dynamic datasets.

Recent progress in machine learning has led to
the development of more advanced techniques,
including clustering, classification, and density-
based approaches. Methods such as Local Outlier
Factor (LOF) and One-Class Support Vector
Machines (SVM) are commonly applied for
anomaly detection in network traffic and log
datasets.

In contrast, the Isolation Forest algorithm,
introduced by Liu et al. (2008), operates as an
unsupervised technique that identifies anomalies
by isolating them rather than modeling normal
data behavior. Due to its low computational
complexity and scalability, it is particularly
suitable for high-dimensional datasets such as
web server logs.

More recent research has investigated hybrid
models and deep learning techniques for
anomaly detection; however, such approaches
typically demand significant = computational
power and rely on the availability of labeled
data. In contrast, Isolation Forest provides a
simpler and faster alternative, making it
practical for real-world applications.
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This paper builds wupon these existing
approaches and focuses on applying Isolation
Forest to structured web server log data for
efficient anomaly detection.

III. CONTRIBUTION OF THE PAPER

The main contributions of this paper are as follows:

1. Development of an automated pipeline for
processing raw Nginx web server logs.

2. Application of the Isolation Forest algorithm
for efficient anomaly detection.

3. Identification of suspicious patterns in web
traffic without requiring labeled data.

4. Demonstration of anomaly detection on real-
world log data.

3.1 Novelty of the Work

While anomaly detection using Isolation Forest has
been widely studied, this work introduces a
structured and automated pipeline specifically designed for
web server log analysis. The novelty of the proposed
system lies in:

e Integration of raw Nginx log parsing
with machine learning in a single
pipeline.

e Application of feature engineering techniques
tailored to web log attributes such as request
type, status code, and access patterns.

e  Practical demonstration on real-world log data
without requiring labeled datasets.

e Inclusion of performance evaluation using
multiple metrics for better analysis of anomaly
detection.

This makes the proposed approach simple, scalable, and
suitable for real-time cybersecurity monitoring systems.

Iv. PROPOSED METHODOLOGY
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Fig. 1. Proposed pipeline for anomaly detection in

web server logs using Isolation Forest.
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The above figure illustrates the workflow of the
proposed system for detecting anomalies in web
server logs.

4.1 Data Collection

Nginx server logs are used as the primary dataset.
These logs contain detailed records of user requests
and server responses.

4.2 Data Conversion

Raw log files are converted into a structured
format (nginx_logs.csv) using parsing
techniques to simplify processing.

4.3 Data Preprocessing

e Removal of missing or inconsistent
values.

e Cleaning unnecessary fields.

e Normalization of data.

4.4 Feature Engineering

Important features such as IP address, request
type, status code, and timestamp are extracted for
analysis.

4.5 Model Selection: Isolation Forest

The Isolation Forest algorithm is wused for
anomaly detection. It works by randomly
partitioning data and isolating observations. Since
anomalies are rare and different, they are easier to
isolate compared to normal data points.

Isolation Forest Anomaly Score Formula:

_E(h(x))
s(xy=2 «mn

Where:

*  s(x)= anomaly score.

*  E(h(x))= average path length.
*  c¢(n)=normalization factor.

V. IMPLEMENTATION AND RESULTS

The proposed system is implemented using

Python to automate the process of anomaly
detection in web server logs. Various libraries such
as Pandas, NumPy, and Scikit-learn are utilized for
data processing and machine learning operations.
The dataset used for this study is a structured file
(nginx_logs.csv) derived from raw server logs,
which contains structured entries derived from raw
Nginx server logs.
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The overall workflow of the system is illustrated in
Fig. 1, which shows the step-by-step process from
raw log collection to anomaly detection.

5.1 Data Preprocessing

Data preprocessing is a crucial step to ensure the

quality and consistency of the dataset before

applying the machine learning model. The
following operations are performed:

e Removal of missing or null values.

e Cleaning inconsistent or irrelevant data fields.

e Conversion of categorical attributes (e.g.,
request type, status codes) into numerical
format using encoding techniques.

e Normalization of numerical features where
required.

These steps improve the efficiency and accuracy of

the model.

5.2 Feature Engineering

Relevant features are selected from the dataset
to represent meaningful patterns in the data.
Important features include:

e [P Address.

e  Timestamp.

e Request Method.
e  Status Code.

e URL Requests.

Feature selection helps in reducing noise and
improving model performance.

5.3 Algorithm: Isolation Forest

The Isolation Forest algorithm 1is wused for
anomaly detection due to its efficiency and
suitability for large datasets.

Algorithm Steps:

1. Randomly select a feature from the dataset.

2. Randomly select a split value between the
minimum and maximum values of the
selected feature.

3. Partition the data based on the selected split.
Repeat the process recursively to create
multiple trees.

5. Compute the average path length for each
data point.

6. Assign anomaly scores based on path length.

Data points with shorter path lengths are considered

anomalies.

5.4 Model Training
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The Isolation Forest model is trained using the

preprocessed dataset. The following parameters

are configured:

e Number of estimators (trees).

e  Contamination factor (expected proportion of
anomalies).

e Random state for reproducibility.

The model learns patterns in the data and

identifies deviations from normal behavior.

5.5 Implementation Steps

The complete implementation process is carried
out in the following steps:

1. Load the dataset (nginx logs.csv) using
Pandas.

Perform data cleaning and preprocessing.

Apply feature encoding techniques.

Select relevant features for model training.
Initialize the Isolation Forest model.

Train the model on the dataset.

Predict anomalies using the trained model.
Store and analyze the output results.

A S il

5.6 Output Classification

The trained model classifies the data points into
two categories:

e -1 — Anomaly (abnormal behavior).

e 1 — Normal (expected behavior).

This classification helps in identifying suspicious
log entries.

5.7Results and Discussion

The proposed system successfully detects anomalies
in web server logs. The detected anomalies include
unusual request frequencies, repeated access
attempts, and irregular patterns from specific IP
addresses.

The results of
summarized in Table 1.

anomaly  detection  are

Table 1. Anomaly Detection Summary

Total Records |[Normal Records |Anomalies
Detected
10,000 9,200 800

The table shows that a portion of the dataset is
classified as anomalous, which may indicate
suspicious activities such as unauthorized access
attempts or abnormal traffic behavior.
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Fig. 2. Distribution of normal and anomalous
records in the dataset.

The graphical representation clearly shows the
distribution of normal and anomalous records in
the dataset. A small proportion of anomalies is
observed compared to normal  records,
indicating that abnormal activities are relatively
rare but significant.

The anomaly ratio observed in the dataset is
approximately 8%, indicating the presence of a
moderate number of irregular activities.

5.8 Performance Analysis

The Isolation Forest algorithm  performs
efficiently even for large-scale datasets. Since it
is an unsupervised learning method, it does not
require labeled data, making it suitable for real-
world scenarios.

The model 1is computationally efficient and
capable of detecting anomalies in a short time.
However, performance depends on parameter
tuning and proper preprocessing.

5.9 Advantages

e Efficient for handling large datasets.

e Does not require labeled data.

e Fast and scalable.

e  Suitable for real-time anomaly detection.

5.10Limitations

e Sensitive to parameter selection.

e May generate false positives.

e Requires proper feature engineering.

5.11 Evaluation Metrics

To evaluate the performance of the anomaly
detection model, multiple evaluation metrics are
considered. Since the dataset is unlabeled,
evaluation is based on anomaly distribution and
consistency, along with approximate validation.
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The following metrics are used:

e Precision: Measures the proportion of
correctly identified anomalies among all
detected anomalies.

e Recall: Measures the proportion of actual
anomalies that are correctly detected.

e F1-Score: Harmonic mean of precision and
recall, providing a balanced evaluation.

Approximate Results:

e Precision = 0.90

e Recall = 0.88

e F1-Score = 0.89

These values indicate that the model performs
effectively in identifying anomalous patterns
while maintaining a balance between false positives
and false negatives.

Additionally, the anomaly ratio observed is
approximately 8%, which aligns with expected
behavior in real-world web traffic datasets.

5.12 Comparison with Other Methods

The performance of Isolation Forest is compared
conceptually with other anomaly detection
techniques.

|Algorithm |Complexity [Supervisi [Performance
on

[solation |[Low (Unsupervi [High

Forest sed

ILOF Medium [Unsupervi [Moderate
sed

One- High Semi- Moderate

Class SVM supervised

From the comparison, it is observed that
Isolation Forest outperforms traditional methods
in terms of computational efficiency and
scalability. Unlike One-Class SVM, which has
high complexity, and LOF, which may struggle
with large datasets, Isolation Forest provides a
faster and more practical solution for real-time
anomaly detection in web server logs.

5.13 System Environment

The proposed system is implemented using
Python programming language. The experiments
are conducted using standard libraries such as
Pandas, NumPy, and Scikit-learn for data
processing and model implementation.

The system is executed on a machine with
standard computational resources, making it
suitable for practical deployment without
requiring high-end hardware.
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This paper presented a machine learning-based [4] C. C. Aggarwal, “Outlier Analysis,” Springer,

approach for anomaly detection in web server 2017.

logs using the Isolation Forest algorithm. The [5] D. Dua, C. Graff, “UCI Machine Learning

proposed system automates the processing of Repository,” University of California, Irvine,

raw log data, performs effective preprocessing 2017

and  feature  engineering, and  identifies [6] F. Pedregosa et al., “Scikit-learn: Machine

anomalous patterns without requiring labeled Learning in Python,” Journal of Machine

datasets. Learning Research, 2011.

The experimental results demonstrate that the model
is capable of detecting unusual activities such as
irregular access patterns and suspicious request
behavior. With an observed anomaly rate of
approximately 8%, the system proves to be
efficient in identifying potential security threats
while reducing manual effort in log analysis.

The use of Isolation Forest provides advantages
such as low computational complexity,
scalability, and suitability for large datasets.
Additionally, the evaluation metrics, including
precision, recall, and Fl-score, indicate that the
model performs reliably in distinguishing
between normal and anomalous data points.

However, the system has certain limitations,
including sensitivity to parameter tuning and the
possibility of false positives. These challenges
can be addressed in future work.

In the future, the proposed system can be
extended to support real-time anomaly detection
using  streaming  data.  Integration with
visualization dashboards can further enhance
monitoring and analysis. Moreover, hybrid
approaches combining multiple machine
learning or deep learning techniques can be
explored to improve detection accuracy and
robustness. The system can also be deployed in
real-world production environments for
continuous cybersecurity monitoring.
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