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Abstract—Universal Serial Bus (USB) Human Interface 

Devices (HIDs) such as keyboards and mice are 

inherently trusted by modern operating systems, 

creating a critical security vulnerability that 

adversaries exploit through HID injection attacks (e.g., 

BadUSB and Rubber Ducky). These attacks emulate 

legitimate input devices and execute automated 

command sequences without deploying traditional 

malware, thereby bypassing signature-based detection 

mechanisms. Existing defenses, including port-level 

blocking and log-based monitoring, either disrupt 

normal operations or fail to provide real-time 

protection. This paper presents HID-Defender, a 

kernel-level behavioral detection framework designed 

to identify and mitigate USB HID injection attacks in 

real time. The proposed approach captures high-

resolution keystroke events using a custom Windows 

Driver Model (WDM) filter driver and models user 

behavior through Inter-Keystroke Interval (IKI) 

analysis. Shannon entropy is employed to quantify the 

randomness of typing patterns, enabling effective 

differentiation between human-generated and 

machine-injected inputs. A hybrid detection 

mechanism integrates rule-based anomaly filtering with 

supervised machine learning classifiers, including 

Random Forest and K-Nearest Neighbours (KNN), to 

enhance detection robustness and reduce false positives. 

Experimental evaluation demonstrates that the 

proposed system achieves an accuracy of 96.8%, with a 

false positive rate of 2.1% and detection latency below 

420 ms, satisfying real-time enterprise requirements. 

Additionally, a selective interface-level blocking 

mechanism ensures minimal disruption to legitimate 

USB functionality. The results highlight the 

effectiveness of behavioral biometrics and kernel-level 

monitoring in addressing emerging hardware-based 

attack vectors. 

 

Index Terms—USB Security, HID Injection Attacks, 

BadUSB, Behavioral Biometrics, Inter-Keystroke 

Interval (IKI), Shannon Entropy, Machine Learning, 

Random Forest, Kernel-Level Detection, USB Forensics 

 

I. INTRODUCTION 

Universal Serial Bus (USB) technology has become 

a fundamental component of modern computing 

systems, enabling seamless connectivity between 

hosts and a wide range of peripheral devices, 

including storage media, input devices, and 

embedded systems. Among these, Human Interface 

Devices (HIDs), such as keyboards and mice, play a 

critical role in facilitating user interaction and are 

granted implicit trust by operating systems to ensure 

plug-and-play usability. This inherent trust model 

allows HID devices to communicate with minimal 

authentication or verification, prioritizing usability 

over security. However, this design choice introduces 

a significant vulnerability at the hardware interface 

layer, which has been increasingly exploited in 

contemporary threat landscapes [1], [2]. 

 

In recent years, USB HID injection attacks, 

commonly referred to as BadUSB attacks, have 

emerged as a serious cybersecurity threat. These 

attacks involve malicious USB devices that emulate 

legitimate input peripherals and inject pre-

programmed keystroke sequences into the host 

system. Tools such as USB Rubber Ducky and 

programmable microcontrollers enable attackers to 

execute commands at machine speed, often within 

milliseconds of device insertion. Such commands can 

perform critical operations, including privilege 

escalation, execution of system-level scripts, payload 

delivery, and unauthorized remote access without 

requiring user interaction [2], [3]. Unlike traditional 

malware-based attacks, HID injection does not rely 

on executable payloads or persistent artifacts, making 

it inherently difficult for signature-based antivirus 

and intrusion detection systems to detect [3], [4]. 

 

Existing defense mechanisms against USB-based 

threats exhibit several inherent limitations. 

Signature-based detection techniques are ineffective 

against HID injection attacks due to the absence of 
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identifiable malicious binaries. Hardware-level 

defenses, such as disabling USB ports or enforcing 

strict device whitelisting, provide coarse-grained 

protection but significantly impact usability and 

operational efficiency in enterprise environments [4]. 

Additionally, firmware-level analysis techniques, 

such as symbolic execution-based approaches, 

attempt to detect malicious behavior at the device 

level; however, they are computationally expensive 

and unsuitable for real-time deployment [7]. Log-

based and user-space monitoring solutions, while 

useful for forensic analysis, introduce detection 

latency and often fail to prevent attacks before 

execution. 

 

To address these challenges, this paper proposes 

HID-Defender, a kernel-level behavioral detection 

framework designed for real-time identification and 

mitigation of USB HID injection attacks. The 

proposed system employs a custom Windows Driver 

Model (WDM) filter driver to intercept HID input 

events directly at the kernel layer, enabling high-

resolution capture of keystroke timing data. Using 

this data, the framework computes Inter-Keystroke 

Interval (IKI) features and applies Shannon entropy 

analysis to quantify the randomness of typing 

behavior, effectively distinguishing human-

generated input from automated injection sequences. 

Furthermore, a hybrid detection mechanism is 

introduced, combining rule-based anomaly detection 

with supervised machine learning models, including 

Random Forest and K-Nearest Neighbors (KNN), to 

enhance detection accuracy while minimizing false 

positives. 

 

The primary contributions of this work are as follows. 

First, a kernel-level HID monitoring framework is 

developed to capture high-resolution input events 

directly from the USB stack. Second, a behavioral 

detection model based on Inter-Keystroke Interval 

(IKI) and entropy analysis is proposed to differentiate 

between human and automated input patterns. Third, 

a hybrid detection approach integrating rule-based 

anomaly detection with machine learning classifiers 

is introduced to improve detection robustness. 

Fourth, a real-time detection and response 

mechanism with sub-second latency is implemented, 

making the system suitable for enterprise 

deployment. Finally, a selective blocking strategy 

and forensic logging mechanism are incorporated to 

ensure effective mitigation and post-incident 

analysis. 

The remainder of this paper is organized as follows. 

Section II reviews existing literature on USB security 

and HID injection detection techniques. Section III 

presents the proposed methodology and system 

architecture. Section IV describes the 

implementation and experimental setup. Section V 

discusses the experimental results and performance 

evaluation. Section VI provides a detailed discussion 

of findings and limitations, and Section VII 

concludes the paper with future research directions. 

 

II. RELATED WORK 

 

USB-based threats have evolved significantly due to 

the inherent trust model of the USB protocol, which 

allows peripheral devices to interact with host 

systems without strict authentication. The BadUSB 

attack, first introduced by Nohl and Lell, 

demonstrated that USB device firmware can be 

reprogrammed to perform malicious actions while 

appearing as legitimate devices [8]. This work 

revealed a fundamental vulnerability in USB 

architecture, where operating systems inherently trust 

Human Interface Devices (HIDs) such as keyboards 

and mice. Building on this, Salem and Backes 

demonstrated off-path injection attacks, highlighting 

that adversaries can manipulate USB communication 

channels to inject unauthorized inputs without 

requiring direct firmware compromise [2]. 

 

Early research efforts focused on signature-based 

detection and hardware-level defenses. Signature-

based approaches attempt to identify known 

malicious patterns; however, they are ineffective 

against HID injection attacks because these attacks 

do not involve executable payloads or identifiable 

malware signatures [3], [4]. Hardware-level 

solutions, such as USB device authentication and 

access control frameworks (e.g., USBCheckIn), aim 

to prevent unauthorized device usage by enforcing 

human-device interaction or device whitelisting [9]. 

While these methods improve security, they 

introduce usability constraints and are not practical 

for large-scale enterprise environments. 

Additionally, firmware analysis techniques such as 

FirmUSB utilize symbolic execution to analyze USB 

device firmware and detect malicious behavior [7], 

though these approaches are computationally 

expensive and unsuitable for real-time deployment. 

 

Another category of research explores log-based and 

forensic detection techniques, which analyze system-
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level logs to identify suspicious behavior patterns. 

Wang et al. proposed a forensic log-based detection 

mechanism that correlates abnormal keystroke 

activity with system events such as process execution 

and device insertion [1]. These approaches are 

valuable for post-incident investigation and forensic 

reconstruction; however, they suffer from high 

detection latency and lack the capability to prevent 

attacks in real time. 

 

Recent advancements have shifted toward behavioral 

and machine learning-based detection approaches, 

which analyze keystroke dynamics and timing 

patterns to differentiate between human and 

automated input. Behavioral features such as Inter-

Keystroke Interval (IKI) have been shown to provide 

strong discriminatory power in identifying injection 

attacks [3]. Machine learning algorithms, including 

K-Nearest Neighbors (KNN), Random Forest, and 

deep learning models, have been applied to classify 

input behavior and detect anomalies. For instance, 

Chillara et al. proposed a GAN-augmented 

transformer-based framework (USB-GATE) to 

enhance feature representation and improve detection 

performance [5]. Similarly, Wang et al. introduced 

the USBIPS framework, which integrates behavioral 

monitoring with intrusion prevention mechanisms 

[4]. Despite these advancements, most existing 

approaches operate at the user-space or application 

layer, limiting their ability to capture high-resolution 

input data and respond in real time. 

 

A comprehensive analysis of existing literature 

reveals several critical research gaps. First, there is a 

lack of kernel-level data acquisition, which restricts 

the precision and reliability of behavioral analysis. 

Second, many anomaly-based detection systems 

suffer from high false positive rates, reducing their 

effectiveness in real-world deployments. Third, most 

existing solutions lack real-time detection and 

automated response capabilities. Finally, current 

mitigation strategies are typically coarse-grained. 

These limitations highlight the need for a real-time, 

kernel-integrated, and behavior-driven detection 

framework, which motivates the proposed HID-

Defender system. 

 

III. PROPOSED METHODOLOGY 

 

This section presents the HID-Defender framework, 

a kernel-level behavioral detection system designed 

to identify and mitigate USB Human Interface 

Device (HID) injection attacks in real time. Unlike 

traditional approaches that rely on signature-based 

detection or user-space monitoring, the proposed 

framework operates at the kernel level, enabling 

high-resolution data acquisition and immediate 

response. The methodology integrates behavioral 

biometrics, entropy-based analysis, rule-based 

anomaly detection, and machine learning 

classification into a unified detection pipeline [1], [4], 

[5]. 

 

A. System Architecture Overview 

The architecture of HID-Defender is designed as a 

multi-layered processing pipeline, beginning from 

hardware-level data acquisition and extending to 

intelligent decision-making and automated response. 

At the lowest layer, a kernel-level data acquisition 

module is implemented using a custom Windows 

Driver Model (WDM) filter driver. This driver 

intercepts raw HID input packets directly from the 

USB stack before they are processed by the operating 

system, providing high temporal resolution and 

reliability [1]. 

 

The captured data is then processed by a feature 

extraction module, which derives both temporal and 

statistical features from keystroke events. These 

include Inter-Keystroke Interval (IKI), hold time, 

Down-Down (DD) latency, Up-Down (UD) latency, 

typing burst rate, and statistical measures such as 

mean and variance. These features form a behavioral 

signature that enables differentiation between human 

typing patterns and automated injection sequences 

[3]. 

 

Next, an entropy analysis module computes Shannon 

entropy over the distribution of keystroke intervals to 

quantify randomness in typing behavior. The 

extracted features are then passed to a hybrid 

detection engine, which combines rule-based 

anomaly detection with supervised machine learning 

models. A decision fusion module aggregates outputs 

from different components and triggers appropriate 

actions, including alert generation and selective HID 

blocking. 
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Figure 3: Architecture of the Proposed HID-

Defender Framework 

 

B. Mathematical Modeling 

Inter-Keystroke Interval (IKI): The IKI is defined as 

the time difference between consecutive keystroke 

events: IKIᵢ = Tᵢ − Tᵢ₋₁, where Tᵢ and Tᵢ₋₁ represent 

timestamps of successive keystrokes. Human typing 

behavior is inherently variable due to cognitive and 

motor factors, resulting in a wide distribution of IKI 

values. In contrast, automated injection attacks 

produce near-constant intervals, making IKI a highly 

discriminative feature [3], [5]. 

Shannon Entropy: To measure the randomness of 

typing behavior, Shannon entropy is computed as: 

H(X) = −Σ p(xᵢ) log p(xᵢ), where p(xᵢ) represents the 

probability distribution of IKI values. High entropy 

corresponds to irregular human typing, while low 

entropy indicates structured, automated input 

patterns [10], [11]. 

Threshold-Based Detection: A threshold τ is defined 

to classify input behaviour: Attack = 1 if H(X) < τ, 

else 0. The threshold is determined empirically to 

balance detection accuracy and false positive rate, 

providing a fast initial screening stage before 

applying machine learning models. 

 

C. Hybrid Detection Mechanism 

The detection system employs a hybrid approach, 

combining rule-based anomaly detection with 

machine learning classification. 

Rule-Based Detection: The rule-based module 

identifies anomalies based on predefined conditions: 

•  Near-zero variance in keystroke timing 

•  Abnormally high typing speed beyond human 

capability 

•  Immediate execution of privileged commands 

(e.g., PowerShell, CMD) 

•  Unrecognized or suspicious USB device 

identifiers (VID/PID) 

Machine Learning Classification: Supervised 

machine learning models, including Random Forest 

(RF) and K-Nearest Neighbors (KNN), are employed 

for fine-grained classification. The feature vector 

includes temporal, statistical, and entropy-based 

attributes, enabling accurate differentiation between 

human and automated input patterns [12]. 

Decision Fusion: The final decision is obtained by 

combining outputs: D = f(R, M, E), where R, M, and 

E represent rule-based output, machine learning 

classification, and entropy score, respectively. This 

fusion strategy enhances detection reliability and 

reduces false positives. 

 

D. Algorithm 

Algorithm 1: HID Injection Detection Framework 

Input: HID event stream S 

Output: Attack classification (0 

or 1) 

1: Initialize feature buffer F 

2: for each keystroke event e in 

S do 

3:     Capture timestamp T 

4:     Compute IKI = T_i - 

T_(i-1) 

5:     Append IKI to F 

6: end for 

7: Compute entropy H(F) 

8: Extract statistical features 

9: if H(F) < threshold τ then 

10:    Rule_flag ← 1 

11: else 

12:    Rule_flag ← 0 

13: end if 

14: ML_result ← RandomForest(F) 

15: if (Rule_flag == 1 AND 

ML_result == Attack) then 

16:    Decision ← Attack 

17:    Trigger HID blocking 

18: else 

19:    Decision ← Normal 

20: end if 

21: Log results 

22: return Decision 
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Figure 4: Flowchart of HID-Defender showing the 

sequence of data acquisition, behavioral analysis, 

hybrid detection, decision fusion, and automated 

mitigation 

 

IV. IMPLEMENTATION AND EXPERIMENTAL 

SETUP 

 

This section describes the practical implementation 

of the proposed HID-Defender framework, including 

system configuration, dataset generation, feature 

extraction process, detection modules, and evaluation 

setup. The implementation is designed to validate the 

feasibility of real-time detection of USB HID 

injection attacks in a controlled environment. 

 

The experimental platform is built on a Windows 10 

Enterprise (64-bit) system, leveraging the Windows 

Driver Model (WDM) for kernel-level interaction. A 

custom filter driver is developed using the Windows 

Driver Kit (WDK) to intercept HID input events 

directly from the USB stack before they are 

processed by the operating system. This approach 

ensures precise timestamp acquisition, which is 

critical for behavioral analysis [1], [14]. The system 

is implemented using Python 3.10, with libraries such 

as Scikit-learn, NumPy, and Pandas employed for 

data processing and machine learning model 

development. 

 

Since no publicly available benchmark dataset exists 

for USB HID injection attacks, a custom dataset is 

generated comprising both benign and malicious 

input scenarios. The benign dataset is collected from 

multiple users performing natural typing activities, 

including text entry, command-line interactions, and 

mixed typing patterns. The malicious dataset is 

generated using programmable HID devices such as 

USB Rubber Ducky and Raspberry Pi Pico, which 

execute automated keystroke injection scripts 

including rapid command execution, PowerShell-

based payload delivery, and privilege escalation 

sequences [3], [5], [15]. 

 

The feature extraction process transforms raw HID 

event logs into structured behavioral features. Key 

features include Inter-Keystroke Interval (IKI), hold 

time, Down-Down (DD) latency, Up-Down (UD) 

latency, and typing speed. Statistical measures such 

as mean, variance, and standard deviation are 

computed over sliding windows to capture temporal 

variations. Entropy values are also calculated to 

quantify randomness in keystroke patterns [10], [11]. 

 

The detection mechanism is implemented as a hybrid 

system combining rule-based anomaly detection with 

machine learning classification. The machine 

learning component utilizes Random Forest and K-

Nearest Neighbors (KNN) implemented using the 

Scikit-learn framework. The dataset is divided into 

training and testing sets using a 70:30 ratio, and 

feature normalization is applied prior to model 

training. Random Forest is selected as the primary 

classifier due to its robustness, ability to handle high-

dimensional data, and effectiveness in anomaly 

detection tasks [12], [16]. 

 

The system incorporates an automated mitigation 

mechanism that selectively blocks malicious HID 

devices. Instead of disabling the entire USB port, the 

framework identifies the specific HID interface 

associated with the attack and disables only that 

interface at the kernel level. All captured events, 

extracted features, detection decisions, and 

mitigation actions are recorded in structured log files 

in both CSV format and Windows Event Logs for 

SIEM compatibility [1]. 
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Figure 5: Experimental setup of the HID-Defender 

framework illustrating kernel-level data acquisition, 

behavioral feature extraction, hybrid detection 

engine, and evaluation pipeline. 

V. RESULTS AND DISCUSSION 

 

This section presents the experimental evaluation of 

the proposed HID-Defender framework, focusing on 

its effectiveness in detecting USB HID injection 

attacks. The performance is assessed using accuracy, 

precision, recall, F1-score, false positive rate (FPR), 

and real-time detection latency. The dataset was 

divided into training and testing subsets using a 70:30 

ratio, and evaluation was performed across multiple 

test runs to ensure consistency. 

 

A. Detection Performance 

The performance of the proposed system is 

summarized in Table I. The results indicate that the 

Random Forest classifier outperforms KNN in terms 

of overall accuracy and robustness, particularly in 

handling variations in typing behavior. The Random 

Forest model achieves an accuracy of 96.8%, 

demonstrating its effectiveness in capturing complex 

behavioral patterns. The low false positive rate of 

2.1% indicates that the system can reliably 

distinguish legitimate user input from malicious 

activity [12], [16]. 

TABLE I. DETECTION PERFORMANCE COMPARISON 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) FPR (%) 

KNN 93.2 92.5 91.8 92.1 4.3 

Random Forest 96.8 96.2 95.9 96.0 2.1 

B. Entropy-Based Behavioral Analysis 

To further validate the effectiveness of the proposed 

approach, entropy values were analyzed for both 

human typing and automated injection scenarios. 

Human typing exhibits significantly higher entropy 

due to natural variability, whereas automated attacks 

produce near-constant timing patterns, resulting in 

low entropy values. This clear separation between 

entropy distributions enables effective early-stage 

filtering of malicious input, aligning with established 

information-theoretic principles [10], [11]. 

 
Figure 6: Comparison of entropy values for human typing and automated HID injection attacks showing clear 

separation between high-entropy(human) and low-entropy(attack) patterns. 
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C. Real-Time Detection Performance 

An important aspect of the proposed system is its 

ability to operate in real time. Detection latency was 

measured as the time difference between the 

occurrence of a suspicious event and the generation 

of a detection decision. The experimental results 

indicate that the system achieves an average detection 

latency of less than 420 milliseconds, which is 

sufficient to prevent the execution of most automated 

attack payloads. The use of kernel-level data 

acquisition significantly contributes to reduced 

latency, as it eliminates delays associated with user-

space processing [1], [14]. 

 

D. Comparative Analysis with Existing Approaches 

A comparative analysis was conducted with existing 

detection approaches, including signature-based, log-

based, and machine learning-based methods, as 

summarized in Table II. 

TABLE II. COMPARATIVE ANALYSIS WITH EXISTING APPROACHES 

Approach Detection Method Accuracy 

(%) 

Real-Time Limitations 

Signature-Based Pattern Matching 60-70 No Cannot detect HID 

attacks 

Log-Based Event Correlation 80-85 No High latency 

ML-Based (User-Space) Behavioral ML 90-94 Partial Limited resolution 

Proposed HID-Defender Hybrid (Rule + ML + 

Entropy) 

96.8 Yes — 

The comparison demonstrates that the proposed 

system outperforms existing approaches in terms of 

accuracy and real-time capability. Unlike signature-

based systems, which fail to detect HID attacks due 

to the absence of malware payloads, the proposed 

approach leverages behavioral analysis to identify 

anomalies. The integration of kernel-level 

monitoring provides higher resolution data compared 

to user-space solutions [1], [4], [5]. 

 

VI. DISCUSSION 

 

The experimental results highlight the effectiveness 

of the proposed hybrid detection framework in 

addressing the challenges associated with USB HID 

injection attacks. The combination of entropy-based 

analysis and machine learning enables accurate 

classification of input behavior, while the rule-based 

component provides fast initial filtering. The use of 

kernel-level data acquisition enhances both detection 

accuracy and response time, making the system 

suitable for real-world deployment. 

 

However, certain limitations must be considered. 

Advanced adversaries may attempt to mimic human 

typing behavior by introducing variability in 

keystroke timing, potentially reducing the 

effectiveness of entropy-based detection. 

Additionally, the performance of machine learning 

models depends on the quality and diversity of the 

training dataset. Future work may focus on 

incorporating adaptive learning techniques and 

adversarial-resistant models to further improve 

robustness. 

 

VII. CONCLUSION 

 

This paper presented HID-Defender, a kernel-level 

behavioral detection framework designed to identify 

and mitigate USB Human Interface Device (HID) 

injection attacks in real time. The proposed system 

addresses a critical security gap in modern computing 

environments, where HID devices are implicitly 

trusted and therefore vulnerable to exploitation 

through attacks such as BadUSB and keystroke 

injection. By leveraging kernel-level data 

acquisition, the framework captures high-resolution 

keystroke dynamics, enabling precise behavioral 

analysis that is not achievable through conventional 

user-space monitoring approaches [1], [4]. 

 

The core contribution of this work lies in the 

integration of behavioral biometrics, entropy-based 

analysis, and hybrid detection mechanisms. The use 

of Inter-Keystroke Interval (IKI) and Shannon 

entropy provides an effective means of distinguishing 

between human-generated input and automated 

injection patterns. Experimental results demonstrate 

that the proposed system achieves a detection 

accuracy of 96.8%, with a low false positive rate of 
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2.1% and a detection latency of less than 420 ms, 

making it suitable for real-time deployment in 

enterprise environments. 

 

In addition to detection, the proposed framework 

introduces a selective mitigation strategy, which 

disables only the malicious HID interface rather than 

blocking the entire USB port. This approach ensures 

minimal disruption to legitimate device functionality. 

The inclusion of a comprehensive forensic logging 

mechanism further enhances the system's 

applicability in digital investigations and incident 

response scenarios [1]. 

 

Future work will focus on extending the proposed 

framework in several directions, including the 

integration of deep learning-based behavioral 

models, online learning capabilities to adapt to 

evolving attack patterns, cross-platform support for 

Linux and embedded systems, and integration with 

SIEM platforms for centralized monitoring. The 

proposed HID-Defender framework demonstrates 

that kernel-level behavioral analysis combined with 

hybrid detection techniques provides an effective and 

practical solution for mitigating USB HID injection 

attacks. 
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