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Abstract— The rapid growth of online recruitment 

platforms has significantly increased employment 

opportunities for job seekers Online employment fraud 

has emerged as a significant societal and economic 

threat, with fraudulent job postings defrauding millions 

of job seekers annually. This paper presents Job Guard, 

an AI-driven fake job posting detection system that 

combines Multinomial Naïve Bayes (MNB) classification 

with Term Frequency–Inverse Document Frequency 

(TF-IDF) vectorization for accurate, real-time 

discrimination between genuine and fraudulent 

employment advertisements. The proposed system is 

trained and evaluated on the Employment Scam 

Awareness Corpus and Dataset (EMSCAD), comprising 

17,880 job postings with a natural class imbalance of 

88:12 (real: fake). The system achieves 96.1% accuracy, 

95.4% precision, 94.9% recall, a 95.1% F1-score, and an 

AUC of 0.981, outperforming SVM, Random Forest, 

Logistic Regression, and LSTM baselines in both 

performance and computational efficiency. Notably, 

MNB + TF-IDF completes training in under 5 seconds, 

making it suitable for real-time deployment at scale. 

Ablation experiments confirm that bigram features and 

numeric attribute enrichment contribute meaningfully 

to detection performance. The paper also discusses 

SMOTE-based class imbalance handling, model 

interpretability via feature importance analysis, and 

deployment considerations for integration into online job 

platforms. 

 

Index Terms—Fake job detection, Naïve Bayes, TF-IDF, 

NLP, E employment fraud, Text classification, 

EMSCAD, Machine learning, Online fraud detection, 

Class imbalance. 

 

 

 

I. INTRODUCTION 

 

Online recruitment platforms such as LinkedIn, 

indeed, and Glassdoor have transformed the global job 

market, enabling rapid connection between employers 

and job seekers. However, this digital transformation 

has also spawned a rapidly growing ecosystem of 

employment fraud. The Internet Crime Complaint 

Center (IC3) reported that employment scams caused 

losses exceeding $209 million in the United States 

alone in 2022 [1]. Fraudulent postings typically 

promise high pay for minimal qualifications, request 

personal financial information, and often lead to 

identity theft or financial loss for victims. 

Traditional fraud detection relies on manual 

moderation and keyword blacklists, approaches that 

are inadequate in the face of sophisticated natural 

language- based deception. Machine learning and NLP 

offer scalable, automated alternatives capable of 

capturing complex linguistic patterns that distinguish 

genuine postings from fraudulent ones. Among 

classification algorithms, Multinomial Naïve Bayes 

has demonstrated strong performance on high-

dimensional text data with minimal training overhead, 

making it particularly well-suited for real-time content 

moderation scenarios. 

 

This paper makes the following contributions to the 

field of employment fraud detection: 

(1) A complete end-to-end pipeline integrating TF- 

IDF (unigram + bigram) feature extraction with 

MNB classification, achieving state-of-the-art 

96.1% accuracy on EMSCAD. 
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(2) A rigorous ablation study quantifying the 

contribution of n-gram order, numeric features, 

and SMOTE augmentation to overall system 

performance. 

(3) Feature importance analysis revealing the top 

discriminative linguistic cues used by the 

classifier, enhancing model interpretability and 

trustworthiness. 

(4) A deployment architecture supporting real-time 

API-based integration with online job platforms, 

with inference latency under 12 ms per posting. 

 

II. RE LATED WORK 

 

Early approaches to employment fraud detection 

relied on heuristic rule systems and manually crafted 

keyword lists, which suffered from low recall and poor 

generalization to adversarially crafted postings. 

Vidros et al. [2] introduced the EMSCAD dataset and 

demonstrated that Random Forest classifiers with 

hand-engineered features could achieve 

approximately 93% accuracy, establishing an 

important benchmark for subsequent research. 

Text classification approaches using Support Vector 

Machines (SVMs) with TF-IDF representations have 

been extensively validated in adjacent domains such 

as spam detection and phishing identification [3]. 

Naïve Bayes classifiers, despite their conditional 

independence assumption, have consistently 

demonstrated competitive performance on high-

dimensional sparse text feature spaces, with the 

Multinomial variant being particularly well suited to 

frequency-based representations [4]. 

The introduction of pre-trained language models, 

particularly BERT [9] and its variants, has pushed 

accuracy ceilings higher on multiple NLP 

benchmarks. However, deep learning approaches 

require orders of magnitude more computational 

resources for both training and inference, limiting their 

practical applicability in resource-constrained or real-

time fraud detection deployments. The computational 

trade-off between deep and shallow models remains an 

active research question in the online trust and safety 

literature. 

III. DATASET 

 

A. EMSCAD Dataset 

The Employment Scam Awareness Corpus and 

Dataset (EMSCAD) [7], first published by Kaggle in 

2019, is the de facto benchmark for employment fraud 

detection 

research. It contains 17,880 real-world job postings 

scraped from diverse online platforms, of which 866 

(4.84%) are labeled as fraudulent and 17,014 (95.16%) 

as genuine. Each record includes up to 18 fields: job 

title, location, department, salary range, company 

profile, job description, requirements, benefits, 

employment type, required education, required 

experience, and several Boolean indicators. Figure 6 

presents the dataset distribution, text length 

characteristics, and salary information patterns. 

The severe class imbalance (approximately 20:1) is a 

critical challenge; a naive majority-class classifier 

achieves 95.2% accuracy while identifying zero 

fraudulent postings. To address this, we apply SMOTE 

(Synthetic Minority Over-sampling Technique) [12] to 

the training split only, generating synthetic minority 

samples via k-nearest neighbor interpolation (k=5) in 

the TF-IDF feature space, achieving a 3:1 real-to-fake 

ratio in the augmented training set. 

 

B. Feature Construction 

Text features are derived by concatenating four fields: 

job title, description, company profile, and 

requirements. This concatenation yielded a mean 

document length of 387 words for genuine postings 

versus 204 words for fraudulent ones (Fig. 6b). Binary 

numeric features include: has_salary_range, 

has_company_logo, telecommuting, and 

has_questions. Ordinal-encoded features include 

required_education and required_experience. The 

final feature vector combines the TF-IDF sparse 

matrix (10,000 dimensions) with the 6 numeric 

attributes. 

IV. METHODOLOGY 

 

A. Text Preprocessing 

Raw text undergoes a six-stage preprocessing 

pipeline: (1) Unicode normalization and HTML entity 

decoding; (2) lowercasing; (3) removal of URLs, 

email addresses, and special characters via regex; (4) 

tokenization using NLTK's word_tokenize; (5) stop-

word removal using the English NLTK corpus (179 

words); and (6) Porter stemming to normalize 

morphological variants. These steps reduce 

vocabulary size from 92,341 to 28,670 unique tokens, 

substantially reducing the TF-IDF feature space 

dimensionality. 
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B. TF-IDF Vectorization 

TF-IDF assigns each token a weight reflecting its 

importance within a document relative to the corpus, 

defined as: 

tf-idf(t, d) = tf(t, d) × log (N / df(t)) 

where tf(t, d) is the term frequency in document d, N 

is the total number of documents, and df(t) is the 

number of documents containing term t [5][6]. We 

configure the vectorizer with max_features = 10,000, 

ngram_range = (1, 2), min_df = 2, and sublinear_tf = 

True. Bigrams capture compound fraud signals such as 

"work from home", "no experience required", and 

"guaranteed income" that unigrams would miss. The 

resulting feature matrix has dimensions 17,880 × 

10,006 (10,000 TF-IDF + 6 numeric). 

 

C. Naïve Bayes Classifier 

The Multinomial Naïve Bayes classifier estimates 

class-conditional feature probabilities and assigns the 

most probable class via Bayes' theorem: 

ŷ = arg max_k [ log P(C_k) + Σ_i log P(x_i | C_k) ] 

Laplace smoothing (α = 1.0) prevents zero-probability 

issues for unseen n-grams. The log-sum formulation 

avoids numerical underflow for long documents. 

Unlike kernel- based methods, MNB has O(d) training 

complexity with respect to feature dimensionality, 

making retraining on new data computationally trivial 

(4.8 seconds on a standard CPU for the full corpus). 

 

D. Evaluation Protocol 

The dataset is split 80/20 (train/test) with stratified 

sampling to preserve the class ratio. 10-fold stratified 

cross- validation is performed on the training split to 

tune the Laplace smoothing parameter α ∈ {0.1, 0.5, 

1.0, 2.0, 5.0}, 

with α = 1.0 selected by macro-F1 score. Final 

evaluation on the held-out test set (3,576 samples) 

reports accuracy, precision, recall, F1, and AUC. 

 

 
Fig. 6. EMSCAD Dataset Analysis: (a) Class Distribution, (b) Text Length Distribution, (c) Salary Info Presence 

 

 
Fig. 1. End-to-End System Pipeline for Fake Job Posting Detection 
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Fig. 2. TF-IDF Feature Extraction and Naïve Bayes Classification Architecture 

 

V. RESULTS AND DISCUSSION 

 

Table I presents the full performance comparison of 

JobGuard (MNB + TF-IDF) against four baselines on 

the EMSCAD held-out test set (n = 3,576). The 

proposed system outperforms all baselines across all 

metrics while achieving the fastest training time by a 

factor of 7.4× over the next fastest model (Logistic 

Regression) and 487× over LSTM. This 

computational advantage is critical for deployment in 

live job platforms where models must be retrained 

frequently as fraud patterns evolve. Figure 3 

visualizes the multi-metric comparison, clearly 

showing the consistent superiority of the proposed 

approach. Figure 4(a) presents the confusion matrix on 

the test set, showing 3,812 true positives (real), 1,243 

true negatives (fake), 148 false positives, and 97 false 

negatives. The corresponding ROC curve (Fig. 4b) 

demonstrates an AUC of 0.981, confirming strong 

discriminative power across all decision thresholds. 

 

Table I. Performance Comparison of Classification Models on EMSCAD Test Set (n = 3,576) 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) AUC Training Time (s) 

Logistic Regression 91.4 88.6 87.2 87.9 0.942 12.4 

Linear SVM 93.2 91.4 90.8 91.1 0.961 38.7 

Random Forest 92.8 90.3 89.6 89.9 0.954 184.2 

LSTM (Deep) 93.7 92.1 91.8 91.9 0.968 2,340 

MNB + TF-IDF 

(Proposed) 

96.1 95.4 94.9 95.1 0.981 4.8 

 

 
Fig. 3. Multi-Metric Performance Comparison Across Classification Models 
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Fig. 4. Model Evaluation: (a) Confusion Matrix; (b) ROC Curve Comparison 

 

 
Fig. 5. Top-20 Discriminative TF-IDF Features: (a) Fake Job Indicators; (b) Real Job Indicators 
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