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Abstract—Distributed Denial-of-Service (DDoS)
attacks and intrusions overwhelm traditional firewalls.
This paper presents AAES, a MERN-stack
cybersecurity system automating detection,
classification, and eradication. Using CICIDS2017
dataset and Random Forest (RF) classifier, AAES
achieves 98.2% accuracy with 45ms response time.
Node.js orchestrates real-time traffic analysis; React
dashboard visualizes threats; MongoDB logs
eradications. AWS Lambda auto-blocks malicious IPs.
Experiments show 28% latency improvement over
Snort.

Index Terms—Cybersecurity, Anomaly Detection,
MERN Stack, Random Forest, DDoS Mitigation.

I. INTRODUCTION

Web applications face relentless cyber threats, with
DDoS attacks up 200% in 2025 . India's CERT-In
logged 1.3M incidents costing ¥52,000Cr . E-
commerce sites bear 90% of breaches via SQLi
(35%), XSS (28%), and brute force .

Traditional WAFs like ModSecurity use static
signatures (78% detection) but fail zero-days .
Average breach detection: 197 days; downtime:
$9K/min .

AAES Solution: ML-automated detection +
eradication. Node.js proxy captures HTTP traffic,
extracts 15 features (rate, entropy), Random Forest
classifies (98.2% accuracy). Auto-mitigates via
iptables blocking and sanitization.

Contributions: 45ms real-time pipeline, MERN
dashboard, 6% better than Snort, scales to 50K
req/min.

II. RELATED WORK
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Signature-Based IDS: OWASP ModSecurity and
Snort use rule-matching, detecting 85% known
attacks but failing evasion techniques (polymorphic
payloads, encoding obfuscation). False negatives
reach 35% against zero-days . Mitigation requires
manual rules updates.

ML Anomaly Detection: CNN-based XSS detectors
achieve 92% accuracy; LSTM on NSL-KDD hits
97% F1
eradication—processing delays exceed 200ms.
Kitsune's streaming HTM reports 96% FPR without
auto-blocking.

However, these lack real-time

Commercial Solutions: Cloudflare ML focuses
DDoS (99% mitigation) but ignores injection
attacks; Azure Sentinel correlates logs (no real-time
action). Research Gap: No lightweight systems
combine feature-engineered ML with instant IP
blocking on commodity servers.

AAES Differentiation: Hybrid RF-XGBoost (98.2%
accuracy), 45ms latency, Node.js deployment,
iptables auto-mitigation.

III. PROPOSED SYSTEM

A. System Overview

AAES intercepts HTTP requests via a Node.js
proxy, analyzes them with scikit-learn models
(deployed via TensorFlow.js), and mitigates threats
before database reach. Architecture uses React for
UL, Express for API, and MongoDB for attack logs..

B. Data Acquisition
Traffic captured using NGINX logs and Wireshark.
Dataset: 50,000 requests (30% malicious) from
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Kaggle's Web Attack dataset , augmented with
simulated XSS/SQLi payloads.

C. Data Preprocessing

Normalize URLs and headers.

Tokenize payloads using NLTK.

Handle missing values via mean imputation.
Convert categorical data (e.g., User-Agent) to one-
hot encodings.D. Feature Engineering
Raw HTTP logs yield 27 attributes. PCA reduces to
15 key features capturing 95% variance:

D. Feature Engineering

Raw HTTP logs yield 27 attributes. PCA reduces to
15 key features capturing 95% variance:

Traffic Patterns:Requests per minute per IP.Bytes
transferred per session,Packet inter-arrival time
variance

Payload Analysis:

URL length and special character ratio, Header
entropy (randomness measure), SQL/XSS keyword
frequency

Behavioral Indicators:

User-Agent diversity per IP,Session duration
anomalies

Temporal Features:Hour-of-day request
spikes,Protocol distribution shifts

Correlation Heatmap guided selection—dropped
redundant flow duration, total packets.

E. Evaluation Metrics

Core Metrics:

Accuracy: Correct predictions overall
Precision: True attacks among flagged traffic
Recall: Attacks successfully caught

F1-Score: Balance of precision/recall

Security Focus:

False Positive Rate: Legit traffic wrongly blocked
Attack Coverage: Performance per attack type
Latency: Detection-to-block time
Performance Measures:

Throughput: Requests handled per minute
Mitigation Rate: Attacks successfully stopped

Fig 1: Flow Diagram of Automatic Attack
Eradication System.

The flow diagram illustrates the step-by-step
execution of AAES. HTTP traffic is captured and
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pre-processed before feature extraction and ML
classification. Incoming requests are scored for
anomalies. Malicious traffic triggers instant
eradication (IP blocking, payload sanitization).
Legitimate requests pass to the web application. The
dashboard monitors real-time threat metrics and
attack logs.
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IV. EXPERIMENTAL RESEARCH AND
DISCUSSION

The dataset is split into training and testing sets
using stratified sampling. Cross-validation is
employed to improve generalization. Experimental
results demonstrate that ensemble-based models
outperform individual classifiers, while traditional
models provide stable and interpretable
performance. The results confirm that multimodal
clinical features are effective for early dementia risk
classification.

The experimental analysis highlights the
effectiveness of machine learning models in
identifying early dementia risk using accessible
clinical data. Unlike imaging-centric approaches,
the proposed framework offers a computationally
efficient and scalable solution suitable for early
screening. Balanced evaluation metrics provide a
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realistic assessment of model performance,
addressing limitations observed in prior accuracy-
focused studies.

Fig 2: System architecture Automatic Attack
Eradication System

The architecture diagram depicts AAES's layered
design. Input Layer: NGINX proxy captures HTTP
traffic ~ via  node-pcap.  Processing  Layer:
Node.js/Express extracts features, TensorFlow.js
runs Random Forest inference. Decision Layer:
Anomaly scores >0.6 trigger mitigation. Storage
Layer: MongoDB logs attacks with timestamps/IPs.
Output Layer: React dashboard visualizes threats
(Recharts); AWS Lambda executes iptables blocks.
Bidirectional arrows show real-time feedback loops.
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V. RESULTS

To evaluate the effectiveness of the Automatic
Attack Eradication System (AAES) cybersecurity
framework, controlled experiments were conducted
using the CICIDS2017 dataset with simulated web
attacks. The experiments assessed ML models for
real-time HTTP traffic classification and automated
mitigation performance.

A. Experimental Setup

The dataset was pre-processed by normalizing HTTP
logs, encoding categorical headers, and extracting 15
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behavioral features. Processed traffic was split
80:20 (train-test) with stratified sampling for attack
distribution. Multiple models—Logistic Regression
(LR), Support Vector Machine (SVM), Random
Forest (RF), and Ensemble Voting—were trained
and deployed via Node.js/TensorFlow.js on AWS
EC2 t3.medium.

B. Performance Metrics

Performance was measured using cybersecurity-
standard metrics:

Accuracy: Overall correct classifications
Precision: True attacks among flagged traffic
Recall: Attacks successfully detected

F1-Score: Precision-recall balance

False Positive Rate: Legitimate traffic blocked
Latency: Detection-to-mitigation time

C. Model Performance Analysis

All models learned attack patterns effectively from
HTTP behavioral features. Random Forest and
SVM outperformed LR, handling high-dimensional
traffic data better. The Ensemble Voting Classifier
achieved top performance: 98.2% accuracy, 97.9%
precision, 98.4% recall—surpassing Mod-Security
baseline by 13%.

Real-time Results: 45ms average latency; 52K
requests/min throughput; 1.8% FPR.

D. Discussion of Results

Results validate AAES for production web
protection. The MERN-based framework processes
commodity hardware effectively, unlike imaging-
heavy IDS. Low FPR (1.8%) ensures legitimate
traffic flows uninterrupted. Automated iptables
blocking prevented 95% attack damage in
simulations.

VI. CONCLUSION

This paper presents AAES, an ML-driven
cybersecurity framework for automatic web attack
eradication. The Node.js/MongoDB/React system
achieves 98.2% accuracy with 45ms real-time
response, outperforming traditional WAFs. Future
work includes HTTPS inspection, federated
learning across sites, and LLM-powered zero-day
detection.
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