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Abstract— The complexity in the new variants of DoS 

attacks is rising immensely, making it more challenging 

to detect emerging DoS attacks and mitigate them in 

real-time. This requires transitioning from reactive 

security approaches to proactive intelligence-driven 

defense strategies combined with offensive validation to 

bridge the gap in existing methods. This research 

dedicates its focus to an intensive literature review on 

Real-Time Threat Intelligence Integrated Ethical 

Hacking especially for DoS (Denial of Service) Threats 

by also mapping it to MITRE ATT&CK matrix and 

utilizing BAS (Breach and Attack Simulation). A 

Systematic Literature Review methodology was adopted 

in analyzing 29 core studies by implementing qualitative 

as well as quantitative synthesis. This literature review 

states its results that despite various advancements are 

made in AI driven DoS detection, there are high failure 

rates against unknown TYPE-A attacks, false-positives 

in TYPE-B attacks (new variants of known threats) and 

a data grounding problem due to the use of outdated and 

static databases. This paper concludes that pivoting an 

automated bridge between Cyber Threat Intelligence 

and Real-time Offensive validation is essential to close 

the research gap and build a new, resilient, and 

automated defense framework. 

Index Terms— Real time threat intelligence, Cyber 

threat intelligence, DoS, Denial of Service, Ethical 

hacking, DoS threat detection. 

 

I. INTRODUCTION  

The surging refinement of multi-vector Denial-of-

Service (DoS) attacks needs a transition from reactive 

security to proactive, intelligence-driven defense 

architectures [10]. The rapid emergence of new 

vulnerabilities has failed to be encompassed due to the 

traditional yearly penetration tests being increasingly 

inadequate, creating a security gap [17]. Modern 

cybersecurity environments, specifically concerning 

the Critical Information Infrastructure and Software-

Defined Networks, remain highly vulnerable to 

protocol-specific exploits that current defenses which 

are often reliant on outdated datasets and static 

signatures fail to detect, that lead to high false-positive 

rates [15], [21], [25]. Hence, a significant disconnect 

exists between the gathering of global Cyber Threat 

Intelligence (CTI) and the tactical execution of 

offensive testing [10], [12]. To address this issue, AI-

augmented frameworks like PenTest++ can automate 

reconnaissance, while AI-driven Breach and Attack 

Simulation (BAS) mimics adversary behaviors to 

identify deep-seated vulnerabilities [7], [16]. By 

mapping intelligence to the MITRE ATT&CK matrix 

and utilizing Snort-based detection to validate friendly 

simulations, organizations can develop a closed-loop, 

threat-informed offensive lifecycle that transforms 

reactive measures into a resilient, automated defense 

framework [20], [29], [13].  

The subsequent sections of this paper are 

structured as: Section II evaluates the existing research 

through a Systematic Literature Review, Section III 

outlines the Research Methodology with a detailed 

PRISMA flow protocol, Section IV discusses the 

findings from the review while Section V reports the 

results obtained from this research. At the end, Section 

VI concludes the study and suggests future research 

directions. 

II. LITERATURE REVIEW 

A. Analysis of Existing Literature Work 

1) Architectures for Real-Time Threat Intelligence and 

Adaptive Defense 
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In the modern cybersecurity landscape, a transition 

from static perimeters to real-time threat intelligence 

integrated systems is needed to inform adaptive 

defense mechanisms [10]. High-fidelity intelligence 

feeds are essential for detecting sophisticated attack 

vectors and evolving malicious behaviors before they 

manifest as full-scale breaches [10]. These 

intelligence-driven frameworks allow the automated 

correlation of incidents and coordinated governance 

across borderless networks, which is quite critical for 

national and organizational resilience [3]. 

Furthermore, the systematic mapping of intelligence 

against standardized matrices, such as ATT&CK, 

provides a rigorous method for assessing the severity 

and tactical nature of incoming threats [20]. This 

intelligence-led approach makes sure that defensive 

configurations remain dynamic and capable of 

handling modern adversary tactics [10]. 

2) AI-Driven Breach Simulation and Automated 

Penetration Testing 

Automated Breach and Attack Simulation (BAS) has 

emerged as a crucial link for ethical hacking, allowing 

for the continuous validation of security controls with 

the help of AI-driven methodologies [16]. By 

mimicking the specific tactics, techniques, and 

procedures (TTPs) of known threat actors, BAS tools 

identify deep-seated vulnerabilities that traditional 

manual testing might overlook [16]. Professional 

frameworks like PenTest++ further elevate this 

process by integrating AI to automate the 

reconnaissance and scanning phases of vulnerability 

assessments [7]. These automated simulations provide 

immediate feedback on network weaknesses, 

enforcing rapid remediation and hardening of the 

attack surface [17]. Such continuous testing is 

important for maintaining a strong security posture in 

rapidly changing cloud and hybrid environments [16]. 

3) Real-Time Detection and Mitigation of DoS in SDN 

and Smart Grids 

Denial-of-Service (DoS) attacks pose a significant 

threat to Critical Information Infrastructure (CII), 

particularly in smart grid applications where 

communication vulnerabilities can lead to physical 

disruptions [15]. Within Software-Defined Networks 

(SDN), specialized modules like DoSGuard offer 

scalable, protocol-independent defense by monitoring 

OpenFlow messages for anomalies [21]. DoSGuard 

maintains a consistency map between switches and 

hosts to filter malicious packets with minimal CPU 

overhead, making sure the defense does not become a 

performance bottleneck [21]. Similarly, trust-based 

detection models are essential in smart business 

environments to identify and block DoS traffic before 

it saturates network resources [4]. These real-time 

mitigations are critical for maintaining service 

availability during active, high-volume attack 

campaigns [21]. 

4) Machine Learning Approaches for Anomaly and 

Pattern Recognition 

Advanced detection of DoS threats increasingly relies 

on hybrid deep learning models that capture both 

spatial and temporal traffic features simultaneously 

[15]. Innovative research even utilizes computer 

vision techniques to convert network traffic into 

image-based representations, allowing for the 

application of high-speed visual recognition 

algorithms to detect attack signatures [28]. To ensure 

these models remain accurate in real-time, feature 

selection techniques like the Slime Mould Algorithm 

are used to identify the most relevant network 

parameters and reduce data noise [18]. This 

dimensionality reduction is necessary for achieving 

the low latency required for an effective real-time 

security response [2]. These models are specifically 

effective at identifying multi-vector attacks that 

attempt to blend in with legitimate traffic bursts [15]. 

5) Holistic Management of Open-Source Cyber Threat 

Intelligence (CTI) 

A holistic approach to CTI management involves the 

automated gathering of open-source intelligence 

through systems like ThreatKG, which builds AI-

powered knowledge graphs of emerging threats [12]. 

Integrating these knowledge graphs with risk 

assessment frameworks allows organizations to 

prioritize vulnerabilities based on their exploitability 

in current global scenarios [11]. Collaborative 

intrusion detection networks further boost the quality 

of CTI by allowing different entities to share threat 

signatures and attack patterns in real-time [19]. This 

shared intelligence is vital for detecting large-scale, 

coordinated DoS attacks that target multiple 

infrastructure sectors simultaneously [13]. Such 

frameworks ensure that organizations maintain 

visibility over a broader threat landscape than they 

could achieve through internal monitoring alone [19]. 
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6) Explainable AI (XAI) and Automated Mitigation 

for Critical Infrastructure 

In critical infrastructure, the use of AI for threat 

mitigation must be accompanied by explainability to 

make sure that automated actions are transparent and 

justifiable [6]. Explainable AI (XAI) frameworks 

allow security analysts to interpret the logic behind an 

automated "block" or "quarantine" command, 

significantly reducing the risk of costly false positives 

[5]. This is especially important for DoS analysis, 

where legitimate traffic surges must be distinguished 

from malicious flooding attempts [5]. AI-powered 

systems can also automate the patching of identified 

vulnerabilities, closing the window of opportunity for 

attackers in real-time [1]. This "closed-loop" security 

model—from detection to explanation to 

remediation—represents the next generation of 

cybersecurity defense for essential services [6]. 

7) VAPT and Systematic Penetration Testing 

Systematic reviews of penetration testing taxonomies 

reveal that standardized frameworks and scoring 

methods are essential for consistent and repeatable 

security evaluations [14]. Integrated Vulnerability 

Assessment and Penetration Testing (VAPT) for web 

applications utilize tools like Kali Linux and the 

Metasploit framework to simulate realistic and 

complex attack scenarios [23]. These assessments are 

increasingly based on threat modeling, ensuring that 

the testing focus is placed on the most likely and high-

impact attack paths [24]. For educational and research 

purposes, the use of packet generators and snort rules 

allows for the controlled simulation of DoS attacks to 

train defense systems and personnel [29]. These 

methodologies ensure that ethical hacking remains a 

disciplined, rigorous, and professional practice [26]. 

8) The Growing Threat of Underrated Denial-of-

Service Vectors 

Despite the focus on sophisticated data breaches, 

Denial-of-Service remains a growing and often 

underrated threat to global digital stability and service 

continuity [22]. Analysis of various DoS types shows 

that even simple flooding techniques can be 

devastating if not met with real-time prevention and 

mitigation strategies [27]. Modern DoS threats have 

evolved to target application layers, requiring deep 

packet inspection and behavioral analysis to mitigate 

effectively [27]. Real-time response systems must, 

therefore, be capable of identifying "low and slow" 

attacks that attempt to bypass traditional volume-

based triggers [2]. Continuous monitoring and the 

integration of adaptive intelligence remain the primary 

defenses against this persistent and evolving threat 

landscape [10]. 

9) Detection of Unknown Security Attacks 

A significant challenge in the literature is the detection 

of "unknown" security attacks—those that do not 

match predefined categories during the machine 

learning model's training phase [25]. Research 

distinguishes between Type-A unknown attacks 

(completely new categories) and Type-B (new 

variations within known categories) [25]. Evaluations 

of nearly 100 different deep learning models revealed 

that many struggle with Type-A attacks, often 

exhibiting significant error rates [25]. This highlights 

a critical need for innovative techniques, such as 

unsupervised learning and ensemble methods, to 

address the problem of unknown security threats in 

real-time [25]. 

 
Fig. 1. Security gap of Unknown Attacks (Author 

generated using reviewed literature) 

B. Comparative Analysis 

TABLE I.  Existing VS Proposed Work 

Feature Existing Work Proposed Work 

Data 

Foundatio

n 

Relies on static 

vulnerability 

databases and manual 

log analysis [17]. 

Built on dynamic, real-

time Cyber Threat 

Intelligence (CTI) feeds 

[10]. 

Attack 

Framewo

rk 

Generic testing often 

lacks a structured 

adversary behavioral 

model [26]. 

Strictly mapped to the 

MITRE ATT&CK matrix 

for tactical adversary 

emulation [20]. 

Simulatio

n Trigger 

Manual or scheduled 

penetration tests 

triggered by human 

intervention [24]. 

Automated CTI-

integrated DoS attack 

simulations triggered by 

incoming threat indicators 

[16]. 
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Detection 

Engine 

Standard firewalls or 

basic AI models are 

often susceptible to 

high false positives 

[5]. 

Real-time detection using 

Snort with custom rulesets 

[29]. 

Response 

Loop 

Disconnected; results 

are manually reported 

to SOC teams [1]. 

Closed loop; simulation 

results directly inform and 

suggest defensive policies 

[21]. 

 

The current literature builds a clear tension between 

modern DoS (Denial of Service) attacks and 

limitations of existing defense mechanisms. While this 

paper prioritizes the Real-Time Threat Intelligence 

(RTII) Integration necessary to inform adaptive 

defenses, a disconnect continues to persist between the 

intelligence acquisition and its application during 

offensive validation [10]. While the Automated 

Breach and Attack Simulation (BAS) and PenTest++ 

frameworks provide notable advances made in 

continuous security validation, both of them are often 

considered as independent entities from Real-Time 

Detection modules used in SDN (Software-Defined 

Networks) or Smart Grids [16], [7], [21], [15]. 

Although high-level Machine Learning (ML) and 

Computer Vision models have improved detection 

speeds, they frequently are hurdled by TYPE-A 

unknown attacks and lack Explainable AI (XAI) 

transparency necessary for critical information 

infrastructure [15], [28], [25], [6]. After comparing; 

Threat Intelligence, Attack Simulation and Detection 

are individually quite robust but lack a unified 

technical feedback loop. By failing to translate 

unstructured, real-source CTI into quick, actionable 

DoS simulations that validate Snort-based detection 

rules in real-time; the data grounding problem of 

outdated data failed to be bridged by current existing 

work [29], [1]. 

 
Fig. 2. DoS Threats and Detection Models Taxonomy 

(Author generated using reviewed literature) 

C. Limitations of Current Literature 

1) Technical Constraints 

Current systems struggle with Type-A unknown 

attacks, showing failure rates near 50%  [25]. Many AI 

models function as "black boxes", lacking the 

interpretability required for high-stakes decisions in 

critical infrastructure [6]. Additionally, legacy system 

integration remains computationally expensive, often 

adding significant latency [10]. 

2) Scope and Scarcity 

Existing frameworks are often siloed within specific 

domains like Smart Grids [15] or SDN [21]. 

Furthermore, there is a "data-grounding problem" 

caused using outdated datasets like NSL-KDD, which 

fail to reflect 2025-era multi-vector DoS tactics [1]. 

D. Identification of Research Gaps 

The research gap identified from the above literature 

review is the absence of a unified and automated 

bridge between CTI and real-time offensive 

validation. Even though threat intelligence, offensive 

testing and DoS detection have been addressed 

independently, there is a crucial need for a system that 

can: 

1) Automate Intelligence-to-Attack-Pipeline which 

directly translates unstructured CTI into actionable 

DoS simulations using MITRE ATT&CK framework 

[10]. 

2) Implements Real-time Rule Validation which uses 

Snort-based detection to get immediate feedback if a 

friendly simulation, modeled on current global threats 

can bypass existing defenses or not [29]. 

3) Creates a Technical Feedback Loop that bridges the 

gap between knowing about a threat and justifying 

why a defense mechanism works; through continuous, 

automated integration of threat intelligence and ethical 

hacking [16]. 

II. METHODOLOGY 

To ensure a rigorous, transparent, and reproducible 

synthesis of existing knowledge, this study employs a 

Systematic Literature Review (SLR) methodology; 

which investigates the intersection of Real-Time 

Threat Intelligence (CTI) and Ethical Hacking 

specifically within the domain of Denial-of-Service 

(DoS) detection and mitigation. 
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Fig. 3. Systematic Literature Review Methodology 

(Author generated using reviewed literature) 

A. Research Questions 

The research question that this paper aims to find 

answers are:  

1) What are the existing works related to this area?  

2) What methodologies have been used for DoS    

Detection? 

3) How does the paper title bridge the research gap 

identified?  

4) How real-time threat intelligence integrated 

ethical hacking detects DoS Threats? 

B. Search Strategy and Information Sources 

The literature review analyzed 29 research papers 

collected from various repositories, databases, and 

journals. This search captured high-impact, peer-

reviewed, and open access published journals as well 

as preprints and specifically published between 2013 

and 2026. The primary databases were ACM Digital 

Library, IEEE Xplore, MDPI, Wiley Online Library, 

and ProQuest. Other Aggregators, Repositories and 

Search Engines include Google Scholar, arXiv.org and 

ResearchGate. 

C. Inclusion and Exclusion Criteria 

To maintain high technical standards and focus on the 

specific problem definition, the following criteria were 

applied:   

TABLE II.  Inclusion/ Exclusion Criteria 

Criteria Inclusion (Accepted) Exclusion (Rejected) 

Focus DoS detection, 

MITRE ATT&CK, 

Threat Intelligence 
Integration 

frameworks, Ethical 

Hacking. 

Unrelated networking or 

malware, irrelevant 

DDoS attack only 
focused work. 

Type Pre-prints, Peer-

reviewed journals and 
conferences. 

Blog posts, editorials, or 

posters. 

Method Empirical studies or 

architectural models. 

Subjective opinion pieces 

without data. 

Timeline July 2013 – January  
2026. 

Research older than 2013 
(unless seminal). 

 

D. Study Selection and PRISMA Flow 

The selection process was in accordance with the 

PRISMA (Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses) protocol. This process 

involved - Identifying initial papers through database 

search engines like Google Scholar, Screening the 

papers based on the relevance to the topic, checking 

Eligibility of Full-text articles by assessing against the 

inclusion/exclusion criteria and Final Synthesis where 

29 core studies were selected for thematic and 

quantitative analysis. 

E. Data Extraction and Synthesis Methodology 

The review utilizes a Mixed-Methods Synthesis 

approach to process the findings from the selected 

papers. Quantitative Synthesis in which technical 

performance metrics were extracted and compared. 

Qualitative Thematic Analysis in which findings were 

categorized into key integration strategies. Technical 

taxonomies and conceptual frameworks were 

visualized using Gemini and Canva.   

F. Research Integrity and Quality Assurance 

In compliance with modern academic standards for 

research, the following measures were taken - 

Originality Verification via Paperpal, PaperOwl, and 

Grammarly to ensure a low similarity index and verify 

human-led synthesis; along with Quillbot and Scribbr 

were utilized for citation cross-referencing.    

III. DISCUSSION 

The limitation of tradition often fosters the inadequacy 

of scheduled penetration testing, which becomes a 

recurring theme. This creates a security gap that fails 

to accommodate the rapid surfacing of new 

vulnerabilities and growing threats. AI enables less 

complex and classified types of automated attack 

simulations, which makes it resemble a double-edged 

sword. The use of AI in DoS attack detection can grant 

spatial and temporal traffic analysis often needed to 

detect low and slow DoS attacks missed by volume-

based triggers. Explainable AI (XAI) might be 

required due to the nature of AI being a Black Box, to 
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justify automated blocking or other actions in a critical 

sector. AI is referred to as a Black box since you can 

see what data is fed inside and what decision is 

generated but not the entire exact logic that goes 

behind it. The discussion also reveals that specialized 

environments such as Smart Grid Systems or SDN 

(Software-Defined Networks) need specialized 

modules to maintain consistency maps and filter out 

malicious packets without causing congestion points 

in the performance. The most significant finding in the 

discussion is the disconnect between knowing - CTI 

feeds and proving - Ethical Hacking in an automated 

environment for quick assessment or penetration 

testing. It's very rare to find both in a real-time and 

automated framework, which this research paper 

identifies the gap and addresses it. 

IV. RESULTS 

Deep Learning Models being incorporated with 

dimensionality reduction techniques like Slime Mould 

Algorithm results in acquiring low latency required for 

the real-time response, simultaneously keeping high 

accuracy against multi-vector DoS Attacks. The above 

analysis depicts that existing deep learning models 

cater for almost half of the failure rates against TYPE-

A (completely new) attacks. Threat Intelligence 

mapped to MITRE ATT&CK matrix improves the 

overall effectiveness for assessment, in comparison 

with unstructured testing. A crucial result of this paper 

identified is the "data grounding problem". For 

example, a student reading the wrong reference book 

for the exam. If the data used is anchored in old 

databases like NSL-KDD, it won't be able to detect 

new attack vectors. This leads to Data Aging Issues. 

 

V. CONCLUSION AND FUTURE WORK 

A. Conclusion 

This paper concludes even though plenty of the 

advances are being made in AI-driven DoS detection, 

machine learning algorithms-based DoS patterns 

detection, and automated penetration testing, there is a 

lack for a centralized orchestrator between real-time 

threat intelligence and ethical hacking for offensive 

validation. In complex environments, static signatures, 

high false-positive rates, and a lack of interoperability 

in automated decisions cause frequent obstruction in 

the existing defense strategies or framework. There is 

also a need to address that volume-based alerts might 

miss identification of low and slow attacks. 

Organizations can hugely cut down the benefit of 

doubt to create an opportunity for attackers by 

pivoting a closed-loop system where real-time CTI 

(Cyber Threat Intelligence) informed automated 

simulations can validate and provide updated 

detection rules or suggest patches to be implemented. 

B. Future Work 

The future work majorly involves using SOAR 

(Security Orchestration, Automation and Response) in 

building a centralized orchestrator that integrates 

Real-time threat intelligence and MITRE ATT&CK 

Framework metric into feeds and triggering automated 

simulations based on those feeds to detect if there 

exists a vulnerability for TYPE-B attacks (known 

attack patterns with new variants) along with updating 

Snort rules or suggesting patches. Another scope of 

work can focus on investigating unsupervised learning 

and ensemble methods or algorithms to reduce the 

volume of failure rates associated with TYPE-A 

attacks (completely new and unknown threats). Along 

with this, developing and implementing updated 

datasets that reflect 2026 latest attack vectors to 

resolve the data grounding problem. 
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