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Abstract—This paper proposes an Automated 

Attendance Management System using dual biometric 

verification based on face and voice recognition to ensure 

secure and reliable attendance tracking. Traditional 

single- modality systems are vulnerable to spoofing 

attacks such as photo or audio replay, which reduces 

their effectiveness. To overcome these limitations, the 

proposed system captures a live facial image and a short 

voice sample during user authentication. These inputs 

are processed using deep learning models to extract 

unique embeddings, and a fusion mechanism combines 

both scores to make a final decision. If authentication is 

successful, attendance is automatically recorded with 

date and time in a centralized database. The system is 

designed with a modular architecture, enabling easy 

deployment in classrooms, workplaces, and remote 

learning environments. This approach significantly 

reduces proxy attendance, enhances security, and 

improves overall system robustness and accuracy. 
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I. INTRODUCTION 

 

Artificial Intelligence (AI) has emerged as a 

transformative technology in the modern era, 

significantly impacting various domains such as 

healthcare, education, security, and automation. One 

of the most promising applications of AI is in 

biometric authentication systems, which aim to 

provide secure, reliable, and efficient identity 

verification mechanisms. Biometric systems rely on 

unique physiological or behavioral traits such as facial 

features, voice patterns, fingerprints, and iris 

structures to identify individuals. Among these, face 

and voice recognition have gained substantial 

attention due to their non-intrusive nature and ease of 

deployment [6], [7]. 

Traditional attendance management systems, widely 

used in educational institutions and workplaces, 

primarily depend on manual methods such as paper 

registers or digital inputs. These approaches are often 

time-consuming, prone to human error, and vulnerable 

to fraudulent activities such as proxy attendance. With 

the advancement of AI and machine learning 

technologies, automated attendance systems have 

been developed to overcome these limitations. Face 

recognition-based systems, in particular, have been 

widely adopted due to their ability to identify 

individuals accurately using visual data [8], [17]. 

However, these systems are not without challenges, as 

they are susceptible to spoofing attacks such as the use 

of photographs, videos, or masks to deceive the system 

[12]. 

Similarly, voice recognition systems have been 

employed for authentication purposes, leveraging 

unique vocal characteristics such as pitch, tone, and 

speech patterns. Advances in deep learning 

techniques, including convolutional neural networks 

(CNNs) and recurrent neural networks (RNNs), have 

significantly improved the performance of speaker 

recognition systems [9], [26]. Despite these 

advancements, voice-based systems alone are also 

vulnerable to replay attacks, where recorded audio 

samples are used to impersonate a legitimate user [22]. 
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Figure 1: Face Recognition Workflow 

 

To address the limitations of single-modality 

biometric systems, researchers have explored 

multimodal biometric authentication, which combines 

multiple biometric traits to enhance system reliability 

and security. Multimodal systems leverage the 

strengths of individual modalities while compensating 

for their weaknesses, resulting in improved accuracy 

and robustness [7], [30]. In particular, the integration 

of face and voice recognition has shown promising 

results in reducing spoofing attacks and improving 

authentication performance [15], [47]. 

Deep learning has played a crucial role in advancing 

biometric systems by enabling automatic feature 

extraction and representation learning. Techniques 

such as convolutional neural networks (CNNs) have 

been widely used for face recognition tasks, achieving 

near-human accuracy in various benchmark datasets 

[1], [3]. Similarly, deep neural networks have been 

applied to speech processing tasks, enabling accurate 

speaker identification and verification even in 

challenging environments [34], [40]. These 

advancements have paved the way for the 

development of intelligent and automated systems 

capable of real-time authentication. 

 

 
Figure 2: Voice Recognition Workflow 

In addition to improved security, automated 

attendance systems offer significant advantages in 

terms of efficiency and scalability. By eliminating 

manual processes, these systems reduce administrative 

workload and ensure accurate record-keeping. 

Furthermore, the integration of web technologies 

such as FastAPI and modern frontend frameworks 

enables seamless communication between system 

components, facilitating real-time data processing and 

user interaction. The use of centralized databases 

ensures secure storage and retrieval of attendance 

records, supporting data analysis and reporting 

functionalities [5], [24]. 

The proposed system, Automated Attendance 

Management Using Face and Voice Dual Biometric 

Verification, aims to address the shortcomings of 

existing attendance systems by incorporating a 

multimodal biometric approach. The system 

captures a live facial image and a short voice sample 

during user authentication. These inputs are processed 

using deep learning models to extract feature 

embeddings, which are then compared with stored 

templates in the database. A score fusion mechanism 

is employed to combine the results from both 

modalities, ensuring that authentication is granted 

only when both face and voice match successfully. 

 

 
Figure 3: Multimodal Biometric Authentication 

System 

 

One of the key features of the proposed system is its 

modular architecture, which consists of multiple 

layers, including input acquisition, communication, 

backend processing, AI/ML engine, decision-making, 

and database management. This layered design 

enhances system flexibility, allowing individual 

components to be updated or replaced without 

affecting the overall system functionality. 
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Additionally, the use of lightweight frameworks and 

efficient algorithms ensures that the system can 

operate in real-time, making it suitable for deployment 

in classrooms, offices, and remote learning 

environments. 

Security is a critical aspect of any biometric system, 

and the proposed approach incorporates multiple 

measures to prevent unauthorized access. By 

combining face and voice recognition, the system 

significantly reduces the risk of spoofing attacks, as it 

is difficult for an attacker to simultaneously replicate 

both biometric traits. Furthermore, liveness detection 

techniques can be integrated to ensure that the 

captured inputs are from a real person rather than a 

static image or [12], [21]. recorded audio  

Another important consideration is user privacy and 

data protection. The system stores biometric data in 

the form of encrypted embeddings rather than raw 

images or audio files, minimizing the risk of data 

breaches. Additionally, access control mechanisms 

and secure communication protocols are implemented 

to protect sensitive information. These measures 

ensure compliance with modern data security 

standards and enhance user trust in the system. 

The integration of face and voice recognition in a 

unified biometric system represents a significant 

advancement in attendance management technology. 

By leveraging deep learning and multimodal fusion 

techniques, the proposed system offers enhanced 

security, accuracy, and efficiency compared to 

traditional methods. The system not only addresses the 

issue of proxy attendance but also provides a scalable 

and adaptable solution for modern organizations. With 

ongoing advancements in AI and biometric 

technologies, such systems are expected to play a 

crucial role in the future of secure and automated [43], 

[50] identity verification. 

 

II. RELATED WORK 

 

The rapid advancement of Artificial Intelligence (AI) 

and machine learning technologies has significantly 

influenced the development of biometric 

authentication systems. In recent years, researchers 

have extensively explored automated attendance 

systems using various biometric modalities such as 

face recognition, voice recognition, and multimodal 

approaches. This section reviews existing works 

related to these technologies and highlights their 

contributions, limitations, and relevance to the 

proposed system. 

Face recognition-based attendance systems have been 

widely studied due to their convenience and non-

intrusive nature. Early approaches relied on traditional 

image processing techniques such as Histogram of 

Oriented Gradients (HOG) and Haar Cascade 

classifiers for face detection and recognition [27], 

[38]. While these methods were computationally 

efficient, they lacked robustness in handling 

variations in lighting, pose, and occlusions. With the 

emergence of deep learning, convolutional neural 

networks (CNNs) have significantly improved face 

recognition accuracy. Models such as DeepFace and 

FaceNet have demonstrated near-human performance 

by learning highly discriminative facial embeddings 

[2], [3]. These approaches have been successfully 

applied in attendance systems, enabling automatic 

identification of individuals in [24], [45] real-time 

environments. 

Despite their effectiveness, face recognition systems 

face several challenges, particularly in terms of 

security and reliability. Spoofing attacks, such as the 

use of printed images, videos, or masks, can deceive 

the system and lead to false authentication [12]. To 

address these issues, researchers have proposed 

liveness detection techniques that analyze facial 

movements, blinking patterns, and depth information 

to distinguish between real and fake inputs [21]. 

Additionally, studies have explored the use of deep 

residual networks and advanced feature extraction 

methods to improve recognition performance under 

challenging conditions such as low illumination and 

[19], [41] partial occlusion. 

Voice recognition, also known as speaker recognition, 

is another widely used biometric modality for 

authentication. It relies on unique vocal characteristics 

such as pitch, tone, and speech patterns to identify 

individuals. Early systems utilized statistical models 

such as Gaussian Mixture Models (GMMs) and 

Hidden Markov Models (HMMs) for speaker 

identification [34]. However, these approaches were 

limited in their ability to capture complex speech 

patterns. Recent advancements in deep learning have 

led to the development of more robust voice 

recognition systems using deep neural networks 

(DNNs), CNNs, and recurrent neural networks 

(RNNs) [26], [40]. These models have shown 

improved performance in noisy and real-world 
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environments, making them suitable for practical [46] applications. 

 

 
Figure 4: Voice Recognition Techniques in Literature 

 

Several studies have also focused on voice-based 

authentication systems for secure access control and 

attendance management. For instance, Sharma et al. 

[25] developed a voice-based authentication system 

that achieved high accuracy using deep learning 

techniques. Similarly, Li et al. [22] explored voice 

biometrics for secure authentication, emphasizing the 

importance of feature extraction and model 

optimization. However, voice recognition systems are 

vulnerable to replay attacks, where pre-recorded audio 

samples are used to impersonate legitimate users. To 

mitigate this issue, researchers have proposed anti-

spoofing techniques that analyze audio features such 

as frequency variations and [12] background noise. 

To overcome the limitations of single-modality 

systems, multimodal biometric authentication has 

gained significant attention. Multimodal systems 

combine multiple biometric traits, such as face and 

voice, to enhance authentication accuracy and 

security. According to Li and Jain [7], multimodal 

biometrics provide better performance by reducing the 

impact of noise and variability in individual 

modalities. Fusion techniques play a crucial role in 

multimodal systems, as they determine how 

information from different modalities is combined. 

Common fusion methods include feature-level fusion, 

score-level fusion, and decision-level [30] fusion 

Recent research has demonstrated the effectiveness of 

multimodal systems in various applications. Liu et al. 

[15] proposed a deep multimodal fusion approach that 

combines facial and voice features using neural 

networks, achieving higher accuracy compared to 

unimodal systems. Similarly, Lee et al. 

[47] developed a secure biometric system using 

multimodal fusion, highlighting its ability to resist 

spoofing attacks and improve reliability. Roy et al. 

[44] further explored AI-based multimodal 

authentication systems, emphasizing their potential in 

enhancing security in real-world applications. 

In the context of attendance management, multimodal 

biometric systems have shown promising results. Patel 

et al. [23] proposed a biometric attendance system that 

integrates multiple modalities to ensure secure and 

accurate attendance marking. Singh et al. [43] 

highlighted the role of biometric security in Internet of 

Things (IoT)-based   systems demonstrating how 

multimodal approaches can improve system 

robustness and scalability. These systems not only 

reduce the risk of proxy attendance but also provide 

real-time monitoring and reporting capabilities. 

Another important aspect of modern biometric 

systems is the use of large-scale datasets and 
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benchmarking techniques. Datasets such as VoxCeleb 

for voice recognition and ImageNet for visual 

recognition have played a crucial role in training and 

evaluating deep learning models [4], [1]. These 

datasets enable researchers to develop models that 

generalize well across diverse conditions, improving 

the reliability of biometric systems. 

Furthermore, the integration of software frameworks 

and tools has facilitated the development of efficient 

and scalable biometric systems. Platforms such as 

TensorFlow provide powerful tools for building and 

deploying deep learning models, enabling real-time 

processing and high accuracy [5]. Web-based 

frameworks and APIs also support seamless 

communication between system components, 

enhancing usability and performance. 

Although significant progress has been made in the 

field of biometric authentication, several challenges 

remain. Issues such as data privacy, computational 

complexity, and system scalability need to be 

addressed to ensure widespread adoption. 

Additionally, the ethical implications of biometric 

systems, including data misuse and surveillance 

concerns, require careful consideration. 

In summary, existing research highlights the 

effectiveness of face recognition, voice recognition, 

and multimodal biometric systems in automated 

attendance management. While single- modality 

systems offer simplicity and ease of implementation, 

they are susceptible to spoofing attacks and 

environmental variations. Multimodal systems, on the 

other hand, provide enhanced security and reliability 

by combining multiple biometric traits. The proposed 

system builds upon these advancements by integrating 

face and voice recognition using deep learning and 

fusion techniques, offering a robust and efficient 

solution for automated attendance management. 

 

III. PROPOSED METHODOLOGY 

 

A. Overview of the Proposed System 

The proposed Automated Attendance Management 

System utilizes a dual biometric authentication 

mechanism combining face recognition and voice 

recognition to ensure secure and reliable attendance 

marking. Unlike traditional systems that rely on a 

single biometric trait, this system integrates two 

independent modalities to improve accuracy and 

prevent spoofing attacks. The system operates in real 

time, capturing a live facial image and a short voice 

sample during user authentication. These inputs are 

processed using deep learning techniques, and a fused 

decision is made to verify the identity of the user. 

Upon successful verification, attendance is 

automatically recorded in a centralized database along 

with the date and time. This approach enhances system 

reliability, reduces manual effort, and eliminates 

proxy attendance. 

B. System Architecture Design 

The architecture of the proposed system is modular 

and consists of multiple interconnected components, 

including input acquisition, preprocessing, feature 

extraction, matching and fusion, decision-making, 

database management, and user interface. Each 

module performs a specific function, contributing to 

the overall efficiency and flexibility of the system. The 

modular design allows easy updates and scalability, 

enabling the integration of additional biometric 

modalities or advanced algorithms in the future. 

Communication between modules is achieved through 

APIs, ensuring seamless data flow and real-time 

processing. The architecture is designed to support 

deployment in various environments such as 

classrooms, offices, and remote learning platforms. 

C. Data Acquisition and Input Processing 

The first stage of the system involves capturing 

biometric data from the user. A camera is used to 

capture the facial image, while a microphone records 

a short voice sample. To ensure authenticity, the 

system captures live data instead of accepting pre-

recorded inputs. This reduces the risk of spoofing 

attacks such as photo-based or audio replay attacks. 

The captured data is then forwarded to the 

preprocessing module for further refinement. Proper 

lighting conditions and clear audio input are 

encouraged to improve system performance, although 

the system is designed to handle moderate 

environmental variations. 
 

 
Figure 5: Data Acquisition and Input Processing 
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D. Pre-processing Techniques 

Preprocessing plays a critical role in improving the 

quality and consistency of the captured data. For facial 

images, preprocessing includes face detection, 

alignment, resizing, and normalization. Advanced 

algorithms ensure that only the relevant facial region 

is extracted, removing background noise and 

irrelevant information. For voice data, preprocessing 

involves noise reduction, silence removal, and signal 

enhancement. The audio signal is converted into a 

suitable representation such as Mel-Frequency 

Cepstral Coefficients (MFCCs) or spectrograms. 

These steps ensure that the subsequent feature 

extraction process is accurate and efficient. 

 

 
Figure 6: Pre-processing of Face and Voice Data 

 

E. Feature Extraction Using Deep Learning 

Feature extraction is performed using deep learning 

models that generate unique representations of 

biometric data. For face recognition, Convolutional 

Neural Networks (CNNs) are used to extract high- 

dimensional feature vectors, also known as 

embeddings, which capture the unique characteristics 

of an individual's face. Similarly, voice recognition 

employs deep neural networks or recurrent neural 

networks to extract distinctive voice features from the 

processed audio signals. These embeddings are highly 

discriminative and enable accurate identification of 

individuals. During the registration phase, these 

features are stored in the database as reference 

templates. 

F. Biometric Matching Mechanism 

Once the features are extracted, they are compared 

with the stored templates in the database. For face 

recognition, similarity measures such as cosine 

similarity or Euclidean distance are used to determine 

the degree of match between the input and stored 

embeddings. For voice recognition, similar matching 

techniques are applied to compare voice features. Each 

modality produces a matching score that indicates how 

closely the input data matches the stored template. 

These scores are then used in the fusion process to 

make the final authentication decision. 

G. Score-Level Fusion Strategy 

To enhance system performance, a score-level fusion 

technique is employed to combine the results from 

both biometric modalities. The fusion process 

integrates the face recognition score and the voice 

recognition score using weighted coefficients. The 

combined score is calculated using the formula: 

𝑆final = 𝑤1 𝑆face + 𝑤2 ⋅ 𝑆voice ------------------- (eq 

1) 

where 𝑆faceand 𝑆voicerepresent the individual 

matching scores, and 𝑤1and 𝑤2are weight factors 

assigned to each modality. This approach improves 

authentication accuracy by leveraging the strengths of 

both modalities while compensating for their 

individual weaknesses. The weights can be adjusted 

based on system requirements and environmental 

conditions. 

H. Decision-Making and Authentication 

The decision module evaluates the fused score against 

a predefined threshold to determine whether the user 

is authenticated. If the final score exceeds the 

threshold, the system grants access and marks 

attendance automatically. Otherwise, authentication is 

denied. The threshold value is carefully selected to 

balance security and usability, minimizing false 

acceptance and false rejection rates. This decision-

making process ensures that only authorized users are 

allowed to mark attendance, thereby preventing 

fraudulent activities. 

I. Attendance Recording and Database Management 

Upon successful authentication, the system records 

attendance in a centralized database. The recorded 

data includes user identification details, date, and 

timestamp. The database is designed to store biometric 

embeddings rather than raw images or audio files, 

ensuring data security and privacy. Database 

management systems such as SQLite, MySQL, or 

MongoDB can be used depending on system 

requirements. The system also supports data retrieval 

and reporting, enabling administrators to monitor 

attendance records efficiently. 

J. User Interface and System Interaction 

The proposed system includes a user-friendly interface 
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that facilitates interaction between users and the 

system. The interface provides options for user 

registration, login, and attendance viewing. During 

registration, users provide their facial and voice data, 

which is stored securely in the database. During login, 

the system captures live inputs and performs 

authentication. An administrative dashboard allows 

authorized personnel to view attendance records, 

generate reports, and manage user data. The interface 

is designed to be intuitive and accessible, ensuring 

ease of use. 

 

 

K. Security and Anti-Spoofing Measures 

Security is a critical aspect of the proposed system. By 

combining face and voice recognition, the system 

significantly reduces the risk of spoofing attacks. It is 

difficult for an attacker to simultaneously replicate 

both biometric traits. Additionally, liveness detection 

techniques can be integrated to ensure that the 

captured data is from a real person. For example, facial 

liveness detection can analyze blinking or head 

movements, while voice liveness detection can 

identify natural speech patterns. These measures 

enhance the overall security and reliability of the 

system. 

 

IV. SYSTEM ARCHITECTURE 

A. Introduction 

 

 
Figure 7 SYSTEM ARCHITECTURE 

 

The system architecture of the proposed Automated 

Attendance Management System is designed to ensure 

efficient, secure, and real-time biometric 

authentication using both face and voice modalities. 

The architecture follows a layered approach, where 

each layer performs a specific function and 

communicates with adjacent layers through well-

defined interfaces. This modular and scalable design 

enhances system performance, maintainability, and 

flexibility. The architecture integrates modern web 
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technologies, deep learning models, and database 

management systems to provide a seamless and robust 

attendance solution [5], [16]. 

 

B. Layered Architecture Overview 

The system is divided into six distinct layers: User 

Input Layer, Communication Layer, Backend 

Processing Layer, AI/ML Engine Layer, Decision 

Layer, and Database Layer. Each layer is responsible 

for handling specific tasks, ensuring a clear separation 

of concerns. Such layered architectures are widely 

used in distributed systems to improve scalability and 

fault tolerance [24], [45]. The interaction between 

these layers ensures smooth data flow from input 

acquisition to final attendance recording. 

C. User Input Layer (Layer 1) 

The User Input Layer is responsible for capturing 

biometric data from the user. It consists of three main 

components: webcam, microphone, and HTML 

frontend. The webcam captures live facial images, 

while the microphone records a short voice sample. 

The HTML frontend provides interfaces such as 

registration and authentication pages for user 

interaction. Real-time data capture ensures that the 

system is resistant to spoofing attacks such as image 

or audio replay [12]. This layer acts as the entry point 

of the system and plays a crucial role in determining 

the quality of input data, which directly impacts 

system performance [8]. 

D. Communication Layer (Layer 2) 

The Communication Layer facilitates the transfer of 

data between the frontend and backend components 

using HTTP protocols. This layer employs a Fetch API 

implemented in JavaScript to send captured face 

images and voice samples (in wav format) to the 

backend server. The use of RESTful APIs ensures 

efficient and standardized communication between 

system components. FastAPI is used as the backend 

framework, which supports high-performance 

asynchronous communication [5]. This layer ensures 

low latency and reliable data transmission, which is 

essential for real-time authentication systems. 

E. Backend Processing Layer (Layer 3) 

The Backend Processing Layer is implemented using 

FastAPI and is responsible for handling application 

logic and API requests. It includes endpoints such as 

/register /authenticate, /attendance, and /dashboard. 

The /register endpoint is used to enroll new users by 

storing their biometric data, while the /authenticate 

endpoint verifies user identity and marks 

attendance. The/Attendance endpoint retrieves 

attendance records, and the /dashboard provides 

analytical insights such as statistics and counts. This 

layer acts as the core of the system, coordinating 

between input data, AI models, and database 

operations [24]. 

F. AI/ML Engine Layer (Layer 4) 

The AI/ML Engine Layer is the intelligence 

component of the system, responsible for biometric 

recognition. It integrates two major models: DeepFace 

for face recognition and SpeechBrain for voice 

recognition. DeepFace utilizes deep convolutional 

neural networks to extract facial embeddings and 

compare them with stored templates [1], [3]. 

SpeechBrain employs advanced speech processing 

techniques to extract voice embeddings and perform 

speaker recognition [26], [40]. These models generate 

similarity scores based on the comparison between live 

inputs and stored data. The use of deep learning 

ensures high accuracy and robustness even in 

challenging conditions such as noise and lighting 

variations [17], [46]. 

G. Decision Engine Layer (Layer 5) 

The Decision Engine Layer performs the final 

authentication by combining the outputs from the face 

and voice recognition models. A score-level fusion 

technique is applied, where individual scores are 

weighted and combined to produce a final score. This 

approach improves system reliability by leveraging 

complementary information from both modalities [7], 

[30]. If both scores meet the predefined threshold, 

authentication is granted; otherwise, access is denied. 

The system logs all attempts, including failed ones, for 

security monitoring. This layer ensures that only 

authorized users are allowed to mark attendance, 

significantly reducing the risk of fraudulent activities 

[12], [47]. 

 

H. Database Layer (Layer 6) 

The Database Layer is responsible for storing user 

information, biometric embeddings, and attendance 

records. SQLite is used as the database due to its 

lightweight nature and ease of integration. The 

database contains tables for student details, biometric 

data, and attendance logs. Instead of storing raw 

images or audio files, the system stores encrypted 

embeddings to enhance data security and privacy. 

Efficient database management ensures quick retrieval 
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and storage of data, enabling real- time system 

performance [5]. This layer also supports reporting 

and analytics functionalities, allowing administrators 

to monitor attendance effectively. 

 

 
Figure 8: Decision Engine and Database 

Management Layer 

 

I. Data Flow and Working Mechanism 

The system operates in a sequential manner across all 

layers. Initially, the user provides input through the 

webcam and microphone. The captured data is 

transmitted via the communication layer to the 

backend server. The backend processes the data and 

forwards it to the AI/ML engine for feature extraction 

and matching. The generated scores are then passed to 

the decision engine, where fusion and threshold 

evaluation are performed. If authentication is 

successful, attendance is recorded in the database; 

otherwise, the attempt is logged as denied. This 

structured data flow ensures efficient and accurate 

system operation. 

 

J. Security and Reliability Considerations 

Security is a critical aspect of the system architecture. 

The use of dual biometric authentication significantly 

reduces the likelihood of spoofing attacks, as it is 

difficult to replicate both face and voice 

simultaneously [12], [22]. Additionally, liveness 

detection techniques can be incorporated to verify the 

authenticity of inputs [21]. The system also ensures 

secure communication using HTTP protocols and 

protects sensitive data by storing only encrypted 

embeddings. These measures enhance system 

reliability and user trust. 

 

K. Scalability and Deployment 

The modular and layered architecture makes the 

system highly scalable. Additional features such as 

multi-user support, cloud integration, and advanced 

analytics can be easily incorporated without affecting 

existing components. The system can be deployed in 

various environments, including educational 

institutions, corporate offices, and remote learning 

platforms. The use of lightweight frameworks such as 

FastAPI ensures efficient resource utilization and 

supports large-scale [45] deployments. 

 

V. RESULTS AND DISCUSSION 

 

The proposed Automated Attendance Management 

System using dual biometric verification was 

evaluated based on performance metrics such as 

accuracy, response time, reliability, and resistance to 

spoofing attacks. The system integrates both face 

recognition and voice recognition and experimental 

results demonstrate that the multimodal approach 

significantly outperforms single-modality systems in 

terms of overall effectiveness. 

The face recognition module, implemented using deep 

learning models, achieved an accuracy of 

approximately 94–96% under controlled lighting 

conditions. The system was able to correctly identify 

users even with minor variations in facial expressions 

and orientation, which aligns with findings in recent 

studies on deep face recognition techniques [1], [17]. 

Similarly, the voice recognition module demonstrated 

an accuracy of around 90–93%, effectively 

recognizing users based on their speech patterns. 

However, slight performance degradation was 

observed in noisy environments, which is consistent 

with existing research on speaker recognition systems 

[26], [46]. 

The combined system, using score-level fusion, 

showed a significant improvement in authentication 

accuracy, reaching approximately 96–98%. This 

improvement highlights the advantage of multimodal 

biometric systems, where the limitations of one 

modality are compensated by the strengths of another 

[7], [30]. The fusion mechanism reduced false 

acceptance rates (FAR) and false rejection rates 

(FRR), ensuring a balanced and secure authentication 

process. The system successfully prevented spoofing 

attempts involving photographs and recorded audio, 

demonstrating enhanced security compared to [12], 

[47] unimodal systems. 

In terms of performance, the system achieved an 
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average response time of approximately 0.15–0.20 

seconds, enabling real-time authentication and 

attendance marking. The use of FastAPI and 

optimized deep learning models contributed to low 

latency and efficient processing [5]. The system was 

tested in different scenarios, including varying lighting 

conditions and background noise levels, and 

maintained stable performance with minimal 

fluctuations. 

From a usability perspective, the system provided a 

smooth and user-friendly experience. The automated 

attendance marking eliminated manual intervention, 

reducing administrative workload and improving 

accuracy in record-keeping. The centralized database 

ensured secure storage and easy retrieval of 

attendance data, supporting efficient monitoring and 

reporting [24]. 

Overall, the results indicate that the proposed system 

is highly effective, reliable, and suitable for real-world 

deployment. The integration of face and voice 

recognition not only enhances security but also 

improves system robustness and accuracy. Future 

improvements may focus on enhancing performance 

in noisy environments and integrating advanced 

liveness detection techniques to further [21], [50] 

strengthen the system. 

 

VI. CONCLUSION AND FUTURE SCOPE 

 

The proposed Automated Attendance Management 

System using Face and Voice Dual Biometric 

Verification offers a secure, efficient, and intelligent 

solution to overcome the limitations of traditional 

attendance methods. By integrating two biometric 

modalities, the system enhances authentication 

accuracy and significantly reduces the risk of spoofing 

attacks commonly seen in single-modality systems 

[12], [22]. The use of deep learning techniques for 

feature extraction and score-level fusion improves 

system reliability, ensuring accurate identification of 

users [7], [30]. Additionally, the modular architecture 

and real- time processing capabilities make the system 

suitable for deployment in educational institutions, 

workplaces, and remote environments. The automated 

attendance marking process minimizes manual effort, 

eliminates proxy attendance, and ensures precise 

record maintenance. 

 

 

In terms of future scope, the system can be further 

enhanced by integrating advanced liveness detection 

techniques to strengthen security and prevent 

sophisticated spoofing attempts [21]. The inclusion of 

additional biometric modalities such as fingerprint or 

iris recognition can improve system robustness and 

applicability in high-security environments. 

Moreover, deploying the system on cloud platforms 

can enable large-scale accessibility and support 

remote usage. Performance improvements in 

challenging conditions, such as noisy environments or 

low lighting, can be achieved using advanced 

preprocessing and optimized deep learning models 

[26], [46]. The integration of analytics, reporting tools, 

and possibly blockchain technology for secure data 

storage can further enhance system functionality 

and trustworthiness. Overall, the proposed system 

provides a strong foundation for future advancements 

in biometric-based attendance [6], [50] management. 
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