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Abstract—In the present digital era, ensuring the
integrity and transparency of election systems has
become a major challenge. The proposed project, titled
“e-Voting Scheme Using Blockchain”, introduces a
secure, transparent, and tamper-proof voting
framework developed using Java technology with a
customized blockchain environment. This system aims to
overcome the limitations of traditional voting methods
such as vote tampering, duplication, and unauthorized
access by leveraging the decentralized and immutable
nature of blockchain. The blockchain framework is
designed to securely record each vote as a unique
transaction, making it impossible to modify or delete any
vote once it is added to the chain. In this project, the e-
voting process is implemented as a web-based
application where each voter (user) can securely log in,
verify their identity, and cast a single vote. The system
includes different modules such as the User/Voter,
Admin, Candidate Management, and Blockchain
Security System. The admin is responsible for adding
candidates, managing voter data, and monitoring the
voting process, while the blockchain ensures
transparency and tamper-resistance of all votes. A built-
in authentication system validates real users and
prevents fake or multiple voting attempts. The proposed
scheme not only secures vote integrity but also promotes
easy accessibility and trust among voters. This
blockchain-based e-voting model significantly enhances
the voting process by providing a decentralized
environment that ensures anonymity, security, and
traceability without exposing voter identity. The system
can be used to conduct elections at different levels
academic, organizational, or even governmental by
maintaining the core principles of confidentiality and
verifiability.  Overall, the proposed solution
demonstrates how  blockchain technology can
revolutionize the voting process in the era of digital
governance.
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I. INTRODUCTION

Electronic voting has emerged as an efficient solution
to replace manual paper-based systems that often
suffer from security loopholes, human errors, and
logistical complexities. However, most e-voting
systems today are still vulnerable to manipulation,
unauthorized access, and lack of transparency. To
address these challenges, this project introduces a
blockchain-based e-voting scheme that integrates
cryptographic  security and  distributed data
management for a secure and verifiable election
process. Blockchain’s decentralized structure ensures
that each vote is recorded in an immutable ledger,
visible to authorized participants but impossible to
alter or forge.

The main objective of the project is to develop a Java-
based web application that enables voters to cast their
votes remotely and securely using a custom
blockchain framework. The system’s architecture
involves four main entities: the admin, responsible for
managing elections and candidates; the Voter/User,
who securely logs in and casts a vote; the Blockchain
Network, which ensures the integrity of recorded
votes; and the Authentication Module, which verifies
voter identity to prevent duplication or fraudulent
activity. Every vote cast is treated as a separate block
added to the blockchain, ensuring both transparency
and confidentiality.
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This system also emphasizes accessibility, allowing
voters to participate from any location through secure
online verification and encryption techniques. The
proposed blockchain model ensures that one voter can
vote only once, and every transaction is traceable
without compromising anonymity. The integration of
smart  authentication and distributed ledger
technologies ensures that the system remains tamper-
proof, trustworthy, and auditable, thus addressing
long-standing issues of fraud, transparency, and
efficiency in traditional voting systems.

II. BACKGROUND

e Blockchain-Based E-Voting System (Satoshi
Nakamoto et al.) This work introduced the basic
concept of blockchain technology, which is widely
used in secure transaction systems like e-voting.
The idea of a decentralized and tamper-proof ledger
helps in storing voting data securely. In e-voting
systems, blockchain ensures that once a vote is
recorded, it cannot be changed or deleted. This
concept is very useful for building a transparent and
secure voting system where users can trust the
results without any manipulation.

e Secure E-Voting Using Blockchain Technology
(Aggelos Kiayias et al.) In this research, the authors
proposed a secure electronic voting system using
blockchain to maintain transparency and privacy.
The system allows voters to cast votes from remote
locations while ensuring that their identity remains
secure. This work highlights how blockchain can
improve trust and reduce fraud in digital voting
systems.

e Decentralized Voting Platform Using Ethereum
(Vitalik Buterin et al.) This study focused on using
Ethereum  blockchain  for developing a
decentralized voting platform. Smart contracts are
used to automate the voting process, ensuring that
votes are counted correctly without human
interference. The system provides transparency, as
all transactions are visible on the blockchain, while
also maintaining voter anonymity. This approach is
useful for building reliable and automated e-voting
applications.

e Online Voting System with  Biometric
Authentication (Jain, A.K. et al.) This research
introduced biometric authentication methods such
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as fingerprint and face recognition for verifying
voters. It ensures that only authorized users can vote
and prevents identity fraud. The system also ensures
that each voter can vote only once. This concept is
important for improving the authentication and
security features of e-voting systems.

e Blockchain-Based Secure Voting System (Zyskind,
G. et al.) This work proposed a blockchain-based
voting system that focuses on data privacy and
security. It uses cryptographic techniques to protect
voter information and ensure secure vote storage.
The system also provides transparency and
auditability, allowing verification of results without
exposing voter identity. This research supports the
idea of using blockchain for secure e-voting
systems.

III. SYSTEM OVERVIEW

The e-voting system architecture is designed with
modular components to ensure a smooth, secure, and
verifiable voting process. The system begins with
voter registration, where each voter’s identity is
verified and securely stored in the blockchain-based
ledger. Once registered, the voter can log in through
the web application, verify their credentials, and cast a
vote. The admin module manages the overall election
process adding candidates, managing voters, and
monitoring the blockchain ledger for all voting
transactions. Each vote is converted into a unique
digital transaction, encrypted, and stored in the
blockchain, ensuring that the data cannot be changed
later.

The Blockchain Security System is the backbone of
this project. It ensures that once a vote is cast, it
becomes part of a distributed ledger that all authorized
nodes can verify but none can alter. The blockchain
also maintains voter anonymity while allowing
verification of the voting count and process integrity.
The system’s decentralized structure makes it nearly
impossible for hackers or insiders to manipulate the
outcome. Moreover, the use of smart authentication
prevents multiple voting and guarantees that only
verified users can participate in the election.

In summary, the system overview reflects a complete
digital transformation of the voting process with a
focus on security, transparency, and accessibility. The
combination of Java-based web application
development and blockchain technology provides a
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highly secure environment for digital voting. This
system ensures that each vote is authentic, traceable,
and counted accurately, leading to a trustworthy and
tamper-proof election process that can be applied in
various organizational and governmental elections.

IV. PROPOSED SYSTEM

The proposed e-voting system using blockchain
technology aims to solve the issues of vote tampering,
unauthorized access, and lack of transparency found in
traditional systems. In this project, the voting process
is implemented as a web-based Java application that
uses a custom blockchain framework for secure data
management. The system includes several main
modules: User/Voter, Admin, Candidate
Management, and Blockchain Security System. The
admin manages the election by adding candidates and
verifying voter registrations, while voters can log in
securely and cast their votes online. Each vote is stored
as an encrypted block within the blockchain, ensuring
it cannot be altered or deleted.
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Fig.1: System Architecture Design

The blockchain framework ensures decentralization,
where each transaction (vote) is verified by multiple
nodes before being recorded permanently in the
ledger. This prevents any single authority from
controlling or tampering with voting data. The system
also includes an authentication module that verifies
each voter’s identity before allowing them to vote,
ensuring that one voter can vote only once. The
authentication mechanism uses encryption and digital
signatures to validate each user. If an unauthorized or
fake voter attempts to access the system, the
blockchain’s validation mechanism immediately
rejects the attempt, ensuring strong security.
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Overall, the proposed system provides an efficient,
secure, and transparent voting environment that
encourages trust and participation. By integrating
blockchain with Java-based web technologies, this
system creates a decentralized election network where
data is immutable, audit trails are verifiable, and
results are transparent. This design enhances the
credibility of elections and eliminates the need for
manual supervision, providing a modern and fair
voting experience.

V. IMPLEMENTATIONS

The implementation of the e-Voting system using
blockchain is designed as a secure and web-based
application developed using Java technology. The
system ensures transparency, security, and reliability in
the voting process by using a custom blockchain
framework. It allows voters to cast their votes from any
location while maintaining data integrity and
preventing unauthorized access.

The system consists of multiple modules that work
together to provide a smooth and secure voting
experience. Each module is responsible for a specific
functionality, such as user authentication, candidate
management, vote recording, and blockchain security.
The system ensures that each voter can vote only once
by using a proper verification mechanism.

Modules Description:

e  User/Voter Module: This module allows users to
register and log in to the system. It verifies voter
identity using authentication techniques and
ensures that only valid users can access the voting
system. It also restricts users from voting more
than once.

e Admin Module: The admin manages the entire
system, including adding candidates, updating
candidate profiles, and monitoring the voting
process. The admin also verifies voter details and
ensures system integrity.

e Candidate Module: This module stores
information about candidates such as name, party
details, and profile. Voters can view candidate
details before casting their vote.

e Voting Module: This module allows users to cast
their vote securely. Once a vote is submitted, it is
encrypted and sent to the blockchain network for
storage.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3776



© May 2026 | IJIRT | Volume 12 Issue 12 | ISSN: 2349-6002

e  Blockchain Security Module: This module ensures
that all votes are stored in a secure and tamper-
proof manner using blockchain technology. Each
vote is added as a block, making the system
transparent and immutable.

e  Authentication Module: This module ensures
proper verification of users using techniques like
unique ID, OTP, or other secure methods. It
prevents fake or unauthorized users from
accessing the system.

Key Features:

e  Secure and tamper-proof voting using blockchain
technology

e One person, one vote mechanism with proper
authentication

e Transparent voting process with real-time
verification

e Remote voting facility from any location. Easy-to-
use web-based interface for users and admin

VI. CONCLUSION

The proposed e-Voting system using blockchain
technology provides a secure, transparent, and tamper-
proof framework for conducting digital elections. By
integrating blockchain’s immutability with advanced
authentication and verification mechanisms, the system
ensures that only legitimate voters can participate and
each voter casts exactly one vote. The modular
architecture, including the Admin, Voter, Blockchain,
Authentication, and Result Generation modules, allows
efficient management of election processes, real-time
monitoring, and accurate vote tallying, while
maintaining data integrity and voter privacy.

The use of cryptographic techniques, multi-step
authentication, and  blockchain-based  storage
significantly enhances the system’s security against
unauthorized access, vote manipulation, and fraudulent
activities. The automatic result generation module
ensures transparency and verifiability, reducing human
intervention and the possibility of errors. This approach
addresses many limitations of traditional paper-based
voting systems, providing a modern solution suitable
for digital elections in diverse environments.
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