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I. INTRODUCTION 

 

A. Background 

Online job portals and recruitment websites have 

transformed the hiring process by connecting 

employers and job seekers through digital platforms. 

Although these platforms provide accessibility and 

convenience, they are increasingly targeted by 

fraudsters who create fake job advertisements to 

deceive users. These fake postings often involve 

misleading salary offers, fake company details, or 

requests for personal and financial information. 

The increasing number of fraudulent job 

advertisements has become a major concern for both 

job seekers and recruitment platforms. Traditional 

manual verification methods are time-consuming and 

inefficient for handling the large volume of job 

postings uploaded daily. Therefore, there is a need for 

an automated intelligent system capable of identifying 

fake job postings accurately and efficiently. 

 

B. Problem Statement 

The primary problem addressed in this work is the 

automatic identification of fake job advertisements 

from online recruitment platforms. Existing systems 

often fail to provide accurate fraud detection due to the 

complexity of textual patterns and the continuously 

evolving nature of fraudulent content. 

 

C. Objectives 

The main objectives of the proposed system are: 

1. To collect and preprocess job posting datasets. 

2. To analyze textual features using NLP techniques. 

3. To develop a machine learning model for 

detecting fraudulent job postings. 

4. To evaluate the performance of the proposed 

model. 

5. To provide a user-friendly prediction interface for 

real-time fake job detection. 

 

D. Scope of the Work 

The proposed system focuses on detecting fraudulent 

online job advertisements using textual analysis. The 

system can be extended in future to support 

multilingual datasets, deep learning models, and 

integration with online recruitment platforms. 

 

E. Significance of the Study 

The increasing dependency on online recruitment 

platforms has created new opportunities for 

cybercriminals to exploit job seekers through fake 

advertisements. This study contributes to improving 

online recruitment safety by developing an intelligent 

fraud detection mechanism. The proposed system 

reduces manual verification efforts and helps users 

identify suspicious job postings quickly. 

 

F. Applications of the Proposed System 

The proposed fake job detection system can be used 

in: 

• Online recruitment platforms 

• Job consultancy agencies 

• Employment verification systems 

• Government employment portals 

• Cybercrime monitoring systems 

• Educational career guidance portals 

The proposed system focuses on detecting fraudulent 

online job advertisements using textual analysis. The 

system can be extended in future to support 

multilingual datasets, deep learning models, and 

integration with online recruitment platforms. 
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II. LITERATURE SURVEY 

 

A. Existing Research on Fake Job Detection 

Several researchers have proposed machine learning 

approaches for identifying fraudulent job postings. 

Techniques such as Decision Trees, Support Vector 

Machines, Random Forest, and Naive Bayes have 

been used for classification tasks. 

 

B. Natural Language Processing in Fraud Detection 

Natural Language Processing plays an important role 

in extracting meaningful information from textual 

data. NLP techniques such as tokenization, stemming, 

stop-word removal, and TF-IDF vectorization improve 

classification performance. 

 

C. Research Gap 

Most existing systems suffer from low accuracy, 

limited datasets, and lack of real-time implementation. 

Some methods also fail to handle imbalanced datasets 

effectively. 

 

D. Proposed Improvement 

The proposed system improves fake job detection by 

combining efficient preprocessing techniques with 

Logistic Regression classification to achieve better 

accuracy and faster prediction. 

 

E. Comparative Analysis of Existing Techniques 

Traditional machine learning approaches such as 

Naive Bayes and Decision Trees provide acceptable 

classification performance but often fail to capture 

complex textual relationships within job descriptions. 

Random Forest algorithms improve accuracy but 

require higher computational resources. The proposed 

Logistic Regression model provides balanced 

performance with high prediction speed and lower 

computational complexity. 

 

F. Challenges Identified in Previous Research 

Several limitations were identified in previous 

research studies: 

• Lack of real-time implementation 

• Small and imbalanced datasets 

• Low generalization capability 

• Poor feature extraction methods 

• Limited support for dynamic fraud patterns 

The proposed system attempts to overcome these 

limitations through efficient NLP preprocessing and 

optimized feature extraction. 

The proposed system improves fake job detection by 

combining efficient preprocessing techniques with 

Logistic Regression classification to achieve better 

accuracy and faster prediction. 

 

III. PROPOSED METHODOLOGY 

 

A. System Architecture 

Figure 1: Proposed System Architecture 

 
Figure 1: Overall Architecture of Fake Job Detection 

System 

 

The proposed system consists of the following stages: 

1. Data Collection 

2. Data Preprocessing 

3. Feature Extraction 

4. Model Training 

5. Classification 

6. Prediction Interface 

 

B. Dataset Collection 

The dataset used for this project contains both genuine 

and fraudulent job postings collected from online 

recruitment platforms. The dataset includes features 

such as: 

• Job Title 

• Company Profile 
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• Job Description 

• Requirements 

• Salary Range 

• Employment Type 

• Industry 

• Fraudulent Label 

 

Table: Dataset Description 

Attribute Description 

job_title Title of the job posting 

company_profile Company information 

description Detailed job description 

requirements Required skills and qualifications 

employment_type Type of employment 

industry Industry category 

fraudulent Target label indicating fake or real 

 

The dataset contains both structured and unstructured 

textual information, making NLP preprocessing 

essential for effective classification. 

The dataset used for this project contains both genuine 

and fraudulent job postings collected from online 

recruitment platforms. The dataset includes features 

such as: 

• Job Title 

• Company Profile 

• Job Description 

• Requirements 

• Salary Range 

• Employment Type 

• Industry 

• Fraudulent Label 

 

C. Data Preprocessing 

Data preprocessing improves the quality of textual 

information before model training. 

Steps Involved: 

• Removal of missing values 

• Lowercase conversion 

• Removal of punctuation and special characters 

• Stop-word removal 

• Tokenization 

• Lemmatization 

 

D. Feature Extraction 

TF-IDF vectorization is used to convert textual data 

into numerical form. This method assigns importance 

to words based on their frequency in the dataset. 

Table: Feature Extraction Comparison 

Technique Advantages Limitations 

Bag of 

Words 

Simple 

implementation 

Ignores word 

importance 

TF-IDF 
Better feature 

weighting 

High 

dimensionality 

Word2Vec 
Captures semantic 

meaning 

Requires large 

datasets 

BERT 

Embedding 

Context-aware 

representation 

Computationally 

expensive 

 

TF-IDF was selected because it effectively identifies 

important terms in fraudulent job postings while 

maintaining computational efficiency. 

TF-IDF vectorization is used to convert textual data 

into numerical form. This method assigns importance 

to words based on their frequency in the dataset. 

 

E. Classification Algorithm 

The Logistic Regression algorithm is used for binary 

classification of job postings. 

Advantages of Logistic Regression: 

• Simple and efficient 

• Suitable for binary classification 

• Fast training and prediction 

• High interpretability 

 

F. System Workflow 

1. User enters job details. 

2. System preprocesses the input. 

3. Features are extracted using TF-IDF. 

4. Trained model predicts whether the job is real or 

fake. 

5. Result is displayed to the user. 

 

IV. SYSTEM DESIGN 

 

A. Architecture Diagram 

The system architecture includes: 

• User Interface 

• Data Processing Module 

• NLP Module 

• Machine Learning Module 

• Prediction Output Module 

 

B. Use Case Diagram 

Figure 2: Use Case Diagram 
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Figure 2: Use Case Diagram of Proposed System 

 

Actors involved: 

• Admin 

• User 

• Upload Dataset 

• Train Model 

• Predict Job Authenticity 

• View Results 

 

C. Data Flow Diagram 

Figure 3: Data Flow Diagram 

 
Figure 3: Data Flow of Fake Job Detection Process 

 

The data flow includes: 

1. Input Job Details 

2. Text Preprocessing 

3. Feature Extraction 

4. Classification 

5. Output Prediction 

 

V. IMPLEMENTATION 

 

Table 1: Software and Hardware Requirements 

Component Specification 

Operating System Windows 10 / Linux 

Processor Intel i5 or above 

RAM 8 GB 

Programming 

Language 
Python 3.10 

IDE Jupyter Notebook / VS Code 

Framework Flask 

Libraries 
Pandas, NumPy, Scikit-learn, 

NLTK 

 

A. Technologies Used 

Technology Purpose 

Python Programming Language 

Pandas Data Handling 

NumPy Numerical Operations 

Scikit-learn Machine Learning 

NLTK NLP Processing 

Flask Web Application 

Jupyter Notebook Model Development 

 

B. Modules Description 

1. Dataset Module 

Handles importing and managing job posting datasets. 

2. Preprocessing Module 

Performs cleaning and normalization of text. 

3. Feature Extraction Module 

Converts text into TF-IDF vectors. 

4. Training Module 

Trains the Logistic Regression model. 

5. Prediction Module 

Predicts whether the job posting is fake or genuine. 

 

C. Algorithm Steps 

Logistic Regression Mathematical Model 

The Logistic Regression algorithm estimates the 

probability of a job posting being fraudulent using the 

sigmoid function. 

The sigmoid equation is represented as: 

P(Y=1) = 1 / (1 + e^-z) 

Where: 

• P(Y=1) represents the probability of fraudulent 

job detection. 

• z represents the weighted sum of input features. 

 

Logistic Regression Algorithm 

1. Input preprocessed feature vectors. 

2. Train the model using labeled data. 

3. Compute probability scores. 

4. Apply sigmoid activation. 

5. Classify outputs into fake or real categories. 

6. Store prediction results. 

 



© May 2026 | IJIRT | Volume 12 Issue 12 | ISSN: 2349-6002 

IJIRT 201703 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4672 

 
Figure: Workflow of Fake Job Detection System 

 

Logistic Regression Algorithm 

1. Input preprocessed feature vectors. 

2. Train the model using labeled data. 

3. Compute probability scores. 

4. Classify outputs into fake or real categories. 

 

VI. EXPERIMENTAL RESULTS AND 

DISCUSSION 

 

A. Performance Metrics 

The performance of the proposed system is evaluated 

using: 

• Accuracy 

• Precision 

• Recall 

• F1-Score 

• Confusion Matrix 

 

B. Experimental Results 

Table 2: Model Performance Evaluation 

Performance Metric Score 

Accuracy 96% 

Precision 95% 

Recall 94% 

F1-Score 94.5% 

Figure 4: Accuracy Comparison Graph 

 

Accuracy Comparison 

Logistic Regression ████████████████ 96% 

Naive Bayes █████████████ 90% 

Decision Tree ████████████ 88% 

Random Forest ███████████████ 93% 

Figure 4: Comparison of Classification Algorithm 

Accuracy 

Figure 5: Confusion Matrix 

Predicted 

 

Real Fake 

Actual Real 520 18 

Actual Fake 21 441 

Figure 5: Confusion Matrix of Proposed Model 

The model achieved high accuracy in detecting 

fraudulent job postings. 

Metric Value 

Accuracy 96% 

Precision 95% 

Recall 94% 

F1-Score 94.5% 

 

C. Confusion Matrix Analysis 

The confusion matrix shows the number of correctly 

and incorrectly classified job postings. 

 

D. Discussion 

The proposed model performs efficiently in 

identifying fake job advertisements. The use of NLP 

preprocessing significantly improves classification 

accuracy. 

The Logistic Regression model achieved better 

performance when compared with traditional machine 

learning algorithms such as Decision Trees and Naive 

Bayes. The model demonstrated high precision and 

recall values, indicating strong capability in 

identifying both fake and genuine job postings. 

 

The preprocessing techniques removed noisy textual 

information and improved the quality of extracted 

features. TF-IDF vectorization effectively identified 

important keywords associated with fraudulent 

advertisements. Experimental results also show that 

the proposed system can be implemented in real-time 

recruitment platforms with minimal computational 

overhead. 

 

User Interface Results 

The developed web application allows users to enter 

job descriptions and receive instant predictions. The 

user-friendly interface improves accessibility for non-

technical users and enhances practical usability. 
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The proposed model performs efficiently in 

identifying fake job advertisements. The use of NLP 

preprocessing significantly improves classification 

accuracy. 

 

VII. ADVANTAGES OF THE PROPOSED 

SYSTEM 

 

Table 3: Existing System vs Proposed System 

Existing System Proposed System 

Manual verification Automated detection 

Time-consuming Faster prediction 

Low scalability Highly scalable 

Limited accuracy Improved accuracy 

Less secure Better fraud prevention 

 

• Automated fraud detection 

• Faster prediction 

• High classification accuracy 

• User-friendly interface 

• Reduces risk of online scams 

• Scalable for large datasets 

 

VIII. LIMITATIONS 

 

Although the proposed system achieved high 

accuracy, certain limitations still exist: 

• Limited dataset availability 

• Performance depends on training data quality 

• Cannot detect image-based fraudulent content 

• Requires periodic retraining for updated fraud 

patterns 

• Unable to detect advanced social engineering 

techniques 

• Limited multilingual support 

• Sensitive to highly imbalanced datasets 

 

Future research can focus on overcoming these 

limitations using advanced deep learning approaches. 

• Limited dataset availability 

• Performance depends on training data quality 

• Cannot detect image-based fraudulent content 

• Requires periodic retraining for updated fraud 

patterns 

 

 

 

 

IX. FUTURE ENHANCEMENTS 

 

Figure 6: Future Enhancement Roadmap 

 
Figure 6: Future Enhancement Roadmap 

 

Future improvements of the proposed system include: 

1. Integration with real-time job portals. 

2. Use of Deep Learning models such as LSTM and 

BERT. 

3. Multilingual fake job detection. 

4. Mobile application deployment. 

5. Integration with browser extensions for instant 

verification. 

6. Cloud-based deployment for large-scale usage. 

 

X. CONCLUSION 

 

The Fake Job Alert Detection System developed in this 

work successfully identifies fraudulent job 

advertisements using Machine Learning and Natural 

Language Processing techniques. The system 

automates the process of fake job detection and 

minimizes the risks faced by job seekers in online 

recruitment platforms. 

The proposed approach includes data preprocessing, 

feature extraction using TF-IDF, and classification 

using Logistic Regression. Experimental evaluation 

proved that the model achieves high accuracy and 

reliable performance in detecting fake job postings. 

The developed web-based interface provides a 

practical and user-friendly environment for real-time 

fraud prediction. The proposed solution can 

significantly contribute to reducing online recruitment 

scams and improving trust in digital hiring systems. 

The future scope of this work includes integration with 

advanced deep learning models such as LSTM, BERT, 

and transformer-based architectures for improved 
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contextual understanding and multilingual fraud 

detection capabilities. 

This paper presented a Fake Job Alert Detection 

System using Machine Learning and NLP techniques 

for identifying fraudulent job postings. The proposed 

system effectively preprocesses textual data, extracts 

meaningful features, and classifies job advertisements 

using Logistic Regression. Experimental results 

demonstrate high accuracy and reliability in detecting 

fake job advertisements. The system helps improve 

online recruitment safety and protects users from 

fraudulent activities. Future enhancements can further 

improve scalability and real-time deployment 

capabilities. 

 

Table 4: Summary of Literature Review 

Author Technique Used Accuracy 

Lee et al. Random Forest 92% 

Sharma et al. SVM 89% 

Gupta et al. Naive Bayes 87% 

Proposed 

System 

Logistic 

Regression 
96% 
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