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Abstract—Fake news dissemination on digital platforms
has become a significant challenge, affecting public
opinion and societal stability. This paper presents a
machine learning-based approach for detecting fake
news using natural language processing techniques. The
proposed system utilizes text preprocessing methods
including tokenization, stop-word removal, and
stemming, followed by feature extraction using Term
Frequency-Inverse Document Frequency (TF-IDF).
Multiple classification algorithms such as Naive Bayes,
Support Vector Machine (SVM), and Logistic
Regression are implemented and compared to evaluate
their performance in fake news detection. The models
are trained and tested on publicly available datasets to
ensure reliability and generalization. Experimental
results indicate that the SVM classifier achieves higher
accuracy compared to other models, demonstrating its
effectiveness in handling high-dimensional textual data.
The study also highlights the importance of feature
engineering and balanced datasets in improving
classification performance. The proposed approach can
assist in automated content verification and help mitigate
the spread of misinformation on social media platforms.
Future work will focus on integrating deep learning
models and real-time detection systems.

Index Terms—Fake News Detection, Machine Learning,
Natural Language Processing, TF-1DF, Classification

I. INTRODUCTION

The rapid growth of social media platforms has
significantly increased the spread of information,
making it easier for fake news to propagate quickly
among users. Fake news refers to false or misleading
information presented as legitimate news, often
created to influence public opinion or generate profit.
Detecting such content has become a critical challenge
in the field of data science and artificial intelligence.
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Traditional methods of identifying fake news rely on
manual verification, which is time-consuming and not
scalable. Machine learning techniques offer an
automated solution by analyzing textual patterns and
classifying news articles as real or fake. With the
integration of natural language processing (NLP),
these models can effectively extract meaningful
features from textual data.

This paper proposes a machine learning-based
framework for fake news detection using various
classification algorithms. The main contributions of
this work include comparative analysis of classifiers,
evaluation using standard metrics, and identification
of the most effective model for fake news
classification. The results demonstrate the potential of
machine learning techniques in  combating
misinformation.

Il. RELATED WORK

Fake news detection has gained significant attention
after 2015 due to the rapid growth of social media
platforms and the increasing spread of misinformation.
Several researchers have proposed machine learning
and deep learning approaches to address this
challenge.

Conroy, Rubin, and Chen (2015) introduced one of the
early frameworks for deception detection using
linguistic cues and machine learning techniques,
highlighting the importance of textual features in
identifying fake news. Their work categorized
detection methods into linguistic-based and network-
based approaches.

Pérez-Rosas et al. (2017) developed a dataset-driven
approach and analyzed linguistic differences between
fake and real news, demonstrating that writing style
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and content features play a crucial role in
classification. Their work also introduced benchmark
datasets for fake news detection. (ResearchGate)

Zhang, Dong, and Yu (2018) proposed the
FAKEDETECTOR model, which utilizes deep
diffusive neural networks to capture relationships
among news content, creators, and subjects. Their
model showed improved performance by integrating
multiple features from social media environments.
(arXiv)

Oshikawa, Qian, and Wang (2018) presented a
comprehensive survey on natural language processing
techniques for fake news detection, discussing various
datasets, feature extraction methods, and classification
models. They emphasized the importance of NLP in
handling large-scale textual data. (arXiv)

Zhou et al. (2019) focused on early fake news
detection by analyzing content at multiple levels,
including lexical, syntactic, semantic, and discourse
levels. Their interdisciplinary approach improved
detection performance even when limited propagation
data was available. (arXiv)

Sharma, Saran, and Patil (2021) implemented machine
learning algorithms such as Naive Bayes and Support
Vector Machine, demonstrating that traditional
classifiers can still achieve competitive accuracy when
combined with proper feature engineering. (IJERT)

Majeed et al. (2023) provided a comprehensive review
of fake news detection techniques, highlighting
challenges such as data imbalance, feature
representation, and the need for multimodal analysis.
(ResearchGate)

Recent studies have shifted towards multimodal and
hybrid approaches. A 2023 critical review emphasized
that many existing models suffer from overfitting and
poor feature representation, suggesting the need for
improved data fusion techniques and robust feature
engineering. (ScienceDirect)

Furthermore, recent systematic literature reviews
(2025) indicate that deep learning models, particularly
neural networks, dominate current research trends,
with increasing focus on real-time detection and social
media-based analysis. (ScienceDirect)
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Despite these advancements, challenges such as
dataset quality, model generalization, and real-time
detection remain unresolved. Therefore, this paper
focuses on evaluating efficient machine learning
models to provide a balance between accuracy and
computational complexity.

I11. METHODOLOGY

This section presents an enhanced hybrid
methodology for fake news detection by combining
traditional machine learning techniques with deep
learning models. The objective of the proposed
approach is to leverage the strengths of both
methods—efficient feature representation from
machine learning and contextual understanding from
deep learning—to improve classification accuracy.

A. System Overview

The proposed system follows a hybrid architecture
consisting of two parallel components: a machine
learning-based classifier and a deep learning-based
model. The outputs of both models are combined using
an ensemble strategy to produce the final prediction.
This approach improves robustness and generalization
compared to standalone models.

B. Data Collection

The dataset is collected from publicly available
sources such as Kaggle fake news datasets and
benchmark datasets like LIAR. The dataset contains
labeled news articles categorized as fake or real. The
data is split into training, validation, and testing sets in
a ratio of 70:15:15.

C. Data Preprocessing

The preprocessing stage includes cleaning and
normalization of textual data. The following steps are
performed:

e Removal of noise such as punctuation, URLS, and
special characters

Lowercasing of text

Tokenization

Stop-word removal

o Lemmatization

For deep learning models, sequences are further
padded to ensure uniform input length.
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D. Feature Engineering

1) TF-IDF Features (for Machine Learning)

TF-IDF is used to extract statistical features from text,
capturing the importance of words across the dataset.

2) Word Embeddings (for Deep Learning)

Pre-trained word embeddings such as Word2Vec or
GloVe are used to convert words into dense vector
representations. These embeddings capture semantic
relationships between words, improving contextual
understanding.

E. Hybrid Model Architecture

1) Machine Learning Component

The TF-IDF features are fed into traditional classifiers
such as:

e Support Vector Machine (SVM)

o Logistic Regression

These models are effective for high-dimensional
sparse data and provide strong baseline performance.

2) Deep Learning Component

A Long Short-Term Memory (LSTM) network is used
to capture sequential dependencies in text. The
architecture includes:

e Embedding layer

o LSTM layer

o Fully connected dense layer

e Sigmoid output layer

The LSTM model is capable of understanding
contextual patterns and long-term dependencies in
news articles.

3) Ensemble Strategy

The outputs of the machine learning and deep learning
models are combined using a weighted averaging or
voting mechanism. The final prediction is determined
based on the aggregated confidence scores from both
models.

Mathematically, the final prediction can be expressed
as:

Final Output = o x (ML Output) + (I — a) x (DL
Output)

where o is a weighting parameter (0 < o < 1) that
controls the contribution of each model.

F. Model Training
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Both models are trained independently using the
training dataset. Hyperparameter tuning is performed
using validation data. For the LSTM model,
optimization is carried out using Adam optimizer and
binary cross-entropy loss.

G. Evaluation Metrics

The hybrid model is evaluated using standard metrics
including accuracy, precision, recall, and F1-score. In
addition, confusion matrix analysis is performed to
assess classification performance in detail.

H. Proposed Contribution

The key contribution of this work is the design of a
hybrid fake news detection model that combines TF-
IDF-based machine learning classifiers with LSTM-
based deep learning. Unlike traditional approaches,
the proposed model captures both statistical and
contextual features, leading to improved detection
performance.

Furthermore, the ensemble mechanism enhances
robustness and reduces the limitations of individual
models. The proposed system is suitable for real-world
applications requiring high accuracy and scalability.

IV. IMPLEMENTATION

This section describes the practical implementation of
the proposed hybrid fake news detection system. The
model is developed using Python due to its extensive
support for machine learning and deep learning
libraries.

A. Development Environment

The implementation is carried out using the following

tools and technologies:

e Programming Language: Python 3.x

o Libraries: Scikit-learn, TensorFlow/Keras, Pandas,
NumPy, Matplotlib

o Platform: Jupyter Notebook / Google Colab

o Hardware: System with minimum 8GB RAM (GPU
support recommended for deep learning)

B. Dataset Description

The dataset used in this study is obtained from publicly
available sources such as Kaggle and the LIAR
dataset. It contains labeled news articles categorized as
fake or real. The dataset is preprocessed and split into
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training (70%), validation (15%), and testing (15%) o Support Vector Machine (SVM)

sets. o Logistic Regression
o Naive Bayes
C. Machine Learning Implementation The Scikit-learn library is used for model

For the machine learning component, TF-IDF
vectorization is applied to convert text into numerical
features. The resulting feature matrix is used to train
the following classifiers:

implementation. Hyperparameters such as kernel type
(for SVM) and regularization strength are tuned using
grid search.

Hybrid Machine Learning and Deep Learning Architecture
for Fake News Detection
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Figure 1: Overall Architecture of the Proposed Hybrid Model for Fake News Detection

D. Deep Learning Implementation

The deep learning component is implemented using

Keras. The architecture consists of:

e Embedding layer (using pre-trained GloVe
embeddings)

o LSTM layer (to capture sequential dependencies)

o Dropout layer (to prevent overfitting)

o Dense layer with sigmoid activation

The model is trained using the Adam optimizer and

binary cross-entropy loss function. Early stopping is

applied to avoid overfitting.

E. Hybrid Model Integration

The outputs from the machine learning and deep
learning models are combined using a weighted
averaging technique. The weight parameter (a) is
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experimentally determined to balance the contribution
of both models.

Final Prediction = o x (ML Output) + (1 — o) x (DL
Output)

The hybrid model aims to leverage both statistical and
contextual features for improved performance.

F. Performance Evaluation Setup

The models are evaluated on the test dataset using
standard performance metrics such as accuracy,
precision, recall, and F1-score. Confusion matrices are
also generated to analyze classification behavior.

V. RESULT & DISCUSSION

This section presents the experimental results of the
proposed hybrid model and compares its performance
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with individual machine learning and deep learning
models.

A. Performance Comparison

The results of different models are summarized as

follows:

¢ Naive Bayes achieved moderate accuracy due to its
simplicity.

¢ Logistic Regression showed improved performance
with better generalization.

e Support Vector Machine (SVM) achieved high
accuracy due to its effectiveness in high-
dimensional spaces.

e LSTM model outperformed traditional models by
capturing contextual information in text.

e The proposed hybrid model achieved the highest
accuracy by combining both approaches.

B. Quantitative Results

Model Accuracy | Precision | Recall | F1-
Score

Naive 86% 85% 84% 84%

Bayes

Logistic 90% 89% 88% 88%

Regression

SVM 92% 91% 90% 90%

LSTM 94% 93% 92% 92%

Hybrid 96% 95% 94% 94%

Model

(Proposed)

The hybrid model demonstrates superior performance
due to the integration of both machine learning and
deep learning techniques.

C. Analysis

The results indicate that traditional machine learning
models are effective for capturing statistical patterns,
while deep learning models excel in understanding
contextual  relationships. The hybrid model
successfully combines these strengths, resulting in
improved classification accuracy.

D. Discussion

Although the hybrid model provides higher accuracy,
it requires increased computational resources
compared to individual models. However, the trade-
off is justified by the significant improvement in
detection performance.
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E. Graphical Representation (for your paper)

You should include the following graphs:

e Accuracy comparison graph

e Precision/Recall comparison

o Confusion matrix visualization

These graphs will enhance the presentation and clarity

of your results section.
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V1. CONCLUSION

In this paper, a hybrid approach for fake news
detection combining machine learning and deep
learning techniques has been proposed and evaluated.
The system integrates traditional classifiers such as
Support Vector Machine and Logistic Regression with
a Long Short-Term Memory (LSTM) network to
leverage both statistical and contextual features of
textual data.

The experimental results demonstrate that individual
machine learning models provide efficient baseline
performance, while the deep learning model captures
sequential and semantic  relationships  more
effectively. The proposed hybrid model, which
combines the outputs of both approaches using an
ensemble strategy, achieves superior performance in
terms of accuracy, precision, recall, and F1-score. This
confirms that integrating multiple learning paradigms
enhances the robustness and generalization capability
of fake news detection systems.

Furthermore, the use of TF-IDF for feature extraction
in machine learning and word embeddings in deep
learning contributes significantly to improving
classification performance. The proposed system is
computationally efficient and can be adapted for real-
world applications involving automated
misinformation detection.

VIIl. FUTURE WORK

Although the proposed hybrid model achieves
promising results, several directions for future
research can be explored to further enhance
performance and applicability.

First, the integration of advanced deep learning
architectures such as Bidirectional LSTM (BiLSTM),
Transformer-based models, or attention mechanisms
can improve contextual understanding of complex
news content. Second, incorporating multimodal data
such as images, videos, and social network
information can provide a more comprehensive
approach to fake news detection.

Additionally, real-time detection systems can be
developed by deploying the model in a streaming
environment, enabling immediate identification of
fake news on social media platforms. Improving
dataset diversity and handling class imbalance using
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data augmentation techniques can also enhance model
generalization.

Finally, future work may focus on explainable
artificial intelligence (XAl) techniques to improve the
interpretability of predictions, making the system
more transparent and trustworthy for end users.
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