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Abstract— The rapid growth of digital payment systems
has made credit card fraud a major concern,
necessitating reliable and efficient fraud detection
systems. Machine learning (ML)models have
demonstrated significant potential in detection of
fraudulent transactions, but are often limited by the
extreme class imbalance of credit card data, with
fraudulent transactions only a small fraction of all
transactions. This paper entails a comparative
evaluation of the Synthetic Minority Over-Sampling
Technique (SMOTE) in credit card frauds detection
systems improvement. Several operational ML models
are evaluated under two experimental settings: one with
and one without SMOTE. These models include
Decision Tree (DT), Random Forest (RF), Support
Vector Machine (SVM), and Gradient Boosting (GB),
among others. Imbalance-sensitive measures of
performance are used to quantify performance i.e.,
recall, F1-score and AUC-ROC. The findings illustrate
that models that are trained without SMOTE are quite
accurate but cannot be used to prevent detection of
fraudulent transactions because of poor recall. By
contrast, the use of SMOTE substantially enhances
recall and Fl-score on all models, and the greatest
improvement in performance is observed in ensemble
classifiers. The results confirm that SMOTE is a good
tool in reducing the effects of class imbalance, false
negatives, and increasing the usefulness of machine-
learned credit card fraud detection systems in practice.
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[. INTRODUCTION

Credit card fraud has increased dramatically
alongside the rapid expansion of online payment
systems and other forms of electronic money
transfers, which have greatly simplified banking but
also increased the frequency of fraudulent charges.
One of the most pressing areas of study is the
development of reliable methods for detecting credit
card fraud, which poses a serious risk to consumers,
banks, and the global economy. Machine learning
approaches have been utilized as an intelligent and
automated method for detecting fraud since
traditional rule-based procedures aren't good at
spotting new fraud trends.

Machine learning models have shown great potential
in detecting non-linear patterns as well as complex
patterns that are linked to fraud transactions. Credit
card fraud detection has a major flaw, though:
transaction datasets are very imbalanced, with illegal
transactions constituting a negligible fraction of the
total data. This asymmetry in the classes tends to
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cause unfair overall model performance with
classifiers getting high overall accuracy and fail to
identify fraudulent cases thus high false negative.

To overcome this weakness, data-level mechanisms
to handle imbalance like the Synthetic Minority
Over-Sampling Technique (SMOTE) have received
considerable popularity. SMOTE balances minority
classes instead of increasing their representation by
creating artificial samples instead of replicating ones,
allowing classifiers to train more efficient decision
boundaries about fraud detection. The potential
SMOTE has to greatly improve recall, and the
performance of the overall detector without
negatively affecting model stability is through dataset
balancing.

This study will look at SMOTE and machine
learning-based credit card fraud detection systems
together. Several supervised learning algorithms are
compared to determine the effect that SMOTE has on
model performance with imbalance-sensitive metrics
like recall, F1-score, and AUC-ROC. These results of
this paper add to existing literature in fraud detection
showing that SMOTE is an effective preprocessing
method used to enhance the dependability and
viability of credit card fraud detection system.

II. RELATED WORK

Researchers have extensively researched ML
methods to improve credit card fraud detection,
particularly in dealing with extremely skewed
transaction data. SMOTE is commonly used to boost
the effectiveness of fraud detection and to better
represent the smaller groups in the data. Experiments
have indicated that incorporating SMOTE with
conventional classifiers like Random Forest within
the classifier has a large effect in recall and detection
accuracy in general [1]. Comparison studies that
compare machine learning models with imbalance-
handling approaches once again affirm that
oversampling techniques are more effective in
improving minority class recognition without
impacting significantly on precision [2]. Recent
studies have generalized SMOTE to deep learning
models and shown that it is more stable and has a
stronger detection rate with balanced datasets [3,6].
State-of-the-art methods that use ensemble methods
and generative models have also been found to be
better in terms of recall and AUC-ROC [4], whereas
cost-sensitive oversampling methods have shown to
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be useful in fraud detection systems [5]. Using these
findings as a foundation, this study will compare and
contrast several machine learning models that use
SMOTE with and without it in order to provide a
thorough evaluation of its effectiveness in enhancing
the detection of credit card fraud.

III. METHODOLOGY

This study is a quantitative experiment that checks
how well SMOTE works for detecting credit card
fraud. The methodology as illustrated in the block
diagram includes data preprocessing, train and test
splitting, model development, with and without
SMOTE, and performance assessment through
imbalance sensitive measures, and comparative
analysis to determine the enhancement of fraud
detection.

Dataset — Preprocessing — Train—Test Split

)

Without SMOTE | With SMOTE

l

Machine Learning Models

!

Performance Evaluation

:

‘ Comparative ‘

Figure I: Block Diagram

A. Research Design and Data Source

The study uses a quantitative experimental approach
to check if SMOTE can help improve the
performance of credit card fraud detection systems.
This study uses a public dataset of credit card
transactions that has been made anonymous. The
dataset includes both real and fake transactions.
Because the dataset is not balanced and there are not
many fraudulent cases compared to all the
transactions, it is especially helpful for understanding
how to handle situations where one type of data is
much less common than others. This study looks at
how well the model works with the SMOTE-
balanced dataset compared to the original imbalanced
dataset, to see if there are improvements in the
accuracy and reliability of detecting fraud.

B.  Data Preprocessing and Feature Preparation
The dataset goes through careful preparation before
building the model to make sure the data is accurate
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and consistent. Some of these steps involve removing
extra records, dealing with missing information, and
adjusting numbers so that their scale doesn't affect the
results unfairly. After that, the dataset is split into
training and testing samples using stratified
sampling. This keeps the original dataset's class
distribution the same. The goal of preparing features
is to make the models more stable, allowing them to
pick up useful patterns without using too much
computation or getting confused by random noise.

C. Application of SMOTE for Class Imbalance
Handling

SMOTE is implemented to fix the problem of
seriousness in the class imbalance but only on the
training dataset. SMOTE creates increased minority
class examples by interpolating between existing
samples of fraudulent data in the feature space, and
thus becomes more representative of the minority
classes without over-representation. There are two
sets of experimental conditions: one for models
trained on the unbalanced data and another for
models trained on the SMOTE-balanced data. While
preventing data loss, this controlled application
allows for a meaningful evaluation of SMOTE's
performance.

D. Machine Learning Model Development

Various ML algorithms under supervision are used to
assess the effects of SMOTE in various classification
methods. These are; LR, DT, RM, SVM, and GB
classifiers. Both models are independently trained in
each of the two experimenting conditions with the
same setting of hyperparameters to
consistency. Cross-validation is used when training
so as to maximize the generalizability of the model
and minimize overfitting.

ensure

Table I: Performance of Models Without SMOTE

E. Performance Evaluation and Comparative
Analysis

Models are evaluated using measures that evaluate
imbalanced classification issues, including precision,
recall, AUC-ROC, confusion matrix analysis, and
F1-score. When it comes to the fraudulent subset,
recall and F1-score are the metrics that really matter
since they reveal how well the system can identify
fraud. A comparative study is then performed to
evaluate the differences of performance by
comparing baseline models and models that are
enhanced by SMOTE which has improved
performance by oversampling.

IV. RESULTS AND DISCUSSION

The findings indicate that models which are trained
without SMOTE have high accuracy but low recall
which imply that class imbalance causes poor
fraudulent transaction to be detected. Recall and F1-
score improve after SMOTE application are much
higher in all models, particularly ensemble classifier
models, which validates that SMOTE is an effective
method to improve performance in fraud detection by
minimizing false negatives.

A. Hypothetical Performance Results Without
SMOTE

Table 1 indicates that all the models are highly
accurate (more than 96) and also have a good
precision when trained on imbalanced data without
SMOTE. Ensemble models more specifically
Gradient Boosting and Random Forest have an
advantage over single classifiers in both accuracy and
AUC-ROC. Nevertheless, recalls are low in all
models and this shows that there is limited capability
to perform accurate detection of fraudulent
transactions.

Model | Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%) | AUC-ROC
LR 97.6 78.2 41.3 54.1 0.82
DT 96.8 69.5 45.6 55.1 0.79
RF 98.2 85.4 52.8 65.3 0.88
SVM 97.9 81.7 47.2 59.8 0.85
GB 98.4 87.1 55.6 67.8 0.90
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Fig. II: Graphical Representation of Performance of Models Without SMOTE

The large accuracy and low recall mean it is biased
towards the majority, which results in a considerable
number of fraud cases not being detected. This
unequal relationship in terms of overall accuracy and
capability of detecting fraud has been indicated in
figure 2. These findings prove that in the absence of
SMOTE, the models cannot serve to detect fraud in
real-world settings, and the techniques of class
imbalance management are necessary.

B.  Hypothetical Performance Results With SMOTE
Results from the SMOTE-balanced dataset used to
train machine learning models are shown in Table 2.
Table II: Performance of Models With SMOTE

All the models depicted a significant increase in the
recall and Fl-score compared to the non-SMOTE
results, which means that they detect more fraudulent
transactions. Gradient Boosting and Random Forest
have the best performance with recall of 90.1% and
88.6% respectively and with higher AUC-ROC
scores of above 0.94. Accuracy and precision slightly
decrease with several models, while the end result of
the classification performance becomes more
balanced with the use of SMOTE.

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%) | AUC-ROC
LR 95.8 71.6 78.9 75.1 0.89
DT 95.2 68.3 81.4 74.3 0.87
RF 97.1 82.7 88.6 85.5 0.94
SVM 96.5 76.9 84.2 80.4 0.92
GB 97.4 84.9 90.1 87.4 0.95
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Fig. I1I: Graphical Representation of Performance of Models With SMOTE
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The findings indicate that SMOTE can overcome the
issue of class imbalance because it enhances the
recognition of minority classes. Figure 3 shows a less
skewed performance of the evaluation measures,
especially the high level of improvement in recall.
The improved Fl-scores prove that the models
provide a superior trade-off between the precision
and the recall, so they are more applicable to the
context of the actual detection of fraud. In general,
the results confirm the effectiveness of SMOTE as an
effective preprocessing method of enhancing credit
card fraud detection systems.

Table III: Comparative Improvement Using SMOTE

C. Comparative Improvement Analysis

Table 3 shows the relative increase in recalls and F1-
score of all the machine learning models when
SMOTE was used. The high percentage of recall
increase is found in all the classifiers where Logistic
Regression and Gradient Boosting have a higher
percent change of recall between 41.3 to 78.9 and
55.6 to 90.1 respectively. Equally, F1-scores exhibit
steady improvement of all models, which means
better balance between precision and recall. The
visual representation of the performance gap between
models trained with and without SMOTE in Figure 3
shows the apparent difference in performance.

Model Recall (%) Without Recall (%) With | F1-Score (%) Without F1-Score (%) With
SMOTE SMOTE SMOTE SMOTE

LR 41.3 78.9 54.1 75.1

DT 45.6 81.4 55.1 74.3

RF 52.8 88.6 65.3 85.5

SVM 472 84.2 59.8 80.4

GB 55.6 90.1 67.8 87.4
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Figure I'V: Graphical Representation of Comparative Improvement Using SMOTE

The results obtained by the comparisons prove that
SMOTE is an effective approach to minority classes
detection in credit card fraud systems. The steep
increase in recall proves a significant decrease in
false negative, which is important in fraud detection
conditions. The fact that the F1-scores are improving
in parallel shows that the performance will not
deteriorate due to overfitting. Ensemble models, as
shown in Figure 4, are the most beneficial with
SMOTE, which supports the performance of a
combination of oversampling methods and powerful
classifiers to increase the level of fraud detection.
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D. Discussion

The findings indicate clearly that the degree of
imbalance in classes will greatly affect the
performance of credit card fraud detection models.
Trained without SMOTE, all classifiers are
characterized by a high accuracy and precision but
low recall, which means that a strong bias towards
legitimate transactions exists, and fraudulent
transactions cannot be easily detected. Such models
are not applicable in the real-world detection of
frauds because the rate of false negative will result in
a high number of false negatives.
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When SMOTE is employed, significant increase is
noticed in all the models, especially in recall and F1-
score, which attest to better fraudulent transactions
detection. Random Forests or Gradient Boosting are
the most significant in terms of gains, as they are
capable of using balanced data more productively.
These results confirm that SMOTE is a good
preprocessing method to reduce class imbalance,
enhance minority class detection, and create more
reliable and workable credit card fraud detection
models.

V. CONCLUSION

The research paper looks at how using SMOTE can
improve credit card fraud detection systems when
compared with different machine learning models.
The results clearly show that models trained on
highly imbalanced data have high accuracy, but they
are not good at finding fraud transactions because
their recall is low and they miss many actual fraud
cases. Minority class representation through the use
of SMOTE enhances the recall and F1-score of any
classifier to a considerable extent, and the implication
is that the ensemble classifiers like RF and GB show
the highest increases in performance. These findings
affirm that SMOTE is a useful preprocessing method
in reducing the class imbalance, improving the fraud
detectability, and increasing the practicality
reliability of the machine learning-based fraud
detection systems. All in all, considering the
implications of the study, imbalance-conscious
modeling is vital, and the value of adding SMOTE is
that it can develop more robust and reliable credit
card fraud detection models applicable in the real-life
financial context.
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